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1. JWIA%EZ% (Severity) =/HE (Critical) ,

2. AHHEEE (Publicly Disclosed) =& (Yes) ,

3. %W (Exploited) =#& (Yes) ,

4, JRIE AR (Exploitability Assessment) =" CW# Al H

(Exploitation Detected) ” BY “IRWREMEFIH] (Exploitation More
Likely) ”
PG T
:30)) BE IR WiRKEE  RAEH o I TR A A
WE Bk

5049981 | CVE-2025-21308 | Spoofing Important | Yes No Exploitation
5050048 Less Likely
5049993
5050008
5050021
5050009
5049983
5050004
5050013
5049981 | CVE-2025-21269 | Security Important | No No Exploitation
5050048 Feature More Likely
5049993 Bypass
5050008
5050049
5050021
5050009
5049983
5050004
5049994
5050013
5050063
5049981 | CVE-2025-21295 | Remote Code | Critical No No Exploitation
5050048 Execution Less Likely
5049993
5050008
5050049
5050021
5050009



http://support.microsoft.com/kb/5049981
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21308
http://support.microsoft.com/kb/5050048
http://support.microsoft.com/kb/5049993
http://support.microsoft.com/kb/5050008
http://support.microsoft.com/kb/5050021
http://support.microsoft.com/kb/5050009
http://support.microsoft.com/kb/5049983
http://support.microsoft.com/kb/5050004
http://support.microsoft.com/kb/5050013
http://support.microsoft.com/kb/5049981
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21269
http://support.microsoft.com/kb/5050048
http://support.microsoft.com/kb/5049993
http://support.microsoft.com/kb/5050008
http://support.microsoft.com/kb/5050049
http://support.microsoft.com/kb/5050021
http://support.microsoft.com/kb/5050009
http://support.microsoft.com/kb/5049983
http://support.microsoft.com/kb/5050004
http://support.microsoft.com/kb/5049994
http://support.microsoft.com/kb/5050013
http://support.microsoft.com/kb/5050063
http://support.microsoft.com/kb/5049981
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21295
http://support.microsoft.com/kb/5050048
http://support.microsoft.com/kb/5049993
http://support.microsoft.com/kb/5050008
http://support.microsoft.com/kb/5050049
http://support.microsoft.com/kb/5050021
http://support.microsoft.com/kb/5050009
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5049983

5050004

5050006

5050013

5049981

CVE-2025-21296

5050048

5049993

5050008

5050049

5050021

5050009

5049983

5050004

5050006

5050013

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5049981

CVE-2025-21298

5050048

5049993

5050008

5050049

5050021

5050009

5050061

5049983

5050004

5050006

5050013

5050063

Remote Code

Execution

Critical

No

No

Exploitation
More Likely

5049981

CVE-2025-21314

5049993

5050008

5050021

5050009

5049983

Spoofing

Important

No

No

Exploitation
More Likely

5049981

CVE-2025-21219

5049993

5050008

5050021

5050009

5049983

5050013

Security
Feature

Bypass

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5049983
http://support.microsoft.com/kb/5050004
http://support.microsoft.com/kb/5050006
http://support.microsoft.com/kb/5050013
http://support.microsoft.com/kb/5049981
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21296
http://support.microsoft.com/kb/5050048
http://support.microsoft.com/kb/5049993
http://support.microsoft.com/kb/5050008
http://support.microsoft.com/kb/5050049
http://support.microsoft.com/kb/5050021
http://support.microsoft.com/kb/5050009
http://support.microsoft.com/kb/5049983
http://support.microsoft.com/kb/5050004
http://support.microsoft.com/kb/5050006
http://support.microsoft.com/kb/5050013
http://support.microsoft.com/kb/5049981
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21298
http://support.microsoft.com/kb/5050048
http://support.microsoft.com/kb/5049993
http://support.microsoft.com/kb/5050008
http://support.microsoft.com/kb/5050049
http://support.microsoft.com/kb/5050021
http://support.microsoft.com/kb/5050009
http://support.microsoft.com/kb/5050061
http://support.microsoft.com/kb/5049983
http://support.microsoft.com/kb/5050004
http://support.microsoft.com/kb/5050006
http://support.microsoft.com/kb/5050013
http://support.microsoft.com/kb/5050063
http://support.microsoft.com/kb/5049981
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21314
http://support.microsoft.com/kb/5049993
http://support.microsoft.com/kb/5050008
http://support.microsoft.com/kb/5050021
http://support.microsoft.com/kb/5050009
http://support.microsoft.com/kb/5049983
http://support.microsoft.com/kb/5049981
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21219
http://support.microsoft.com/kb/5049993
http://support.microsoft.com/kb/5050008
http://support.microsoft.com/kb/5050021
http://support.microsoft.com/kb/5050009
http://support.microsoft.com/kb/5049983
http://support.microsoft.com/kb/5050013
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5049981

CVE-2025-21329

5050048

5049993

5050008

5050049

5050021

5050009

5049983

5050004

5049994

5050013

5050063

Security
Feature

Bypass

Important

No

No

Exploitation
More Likely

5049981

CVE-2025-21307

5050048

5049993

5050008

5050049

5050021

5050009

5050061

5049983

5050004

5050006

5050013

5050063

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5049981

CVE-2025-21189

5050048

5049993

5050008

5050049

5050021

5050009

5049983

5050004

5049994

5050013

5050063

Security
Feature

Bypass

Important

No

No

Exploitation
More Likely

5049981

CVE-2025-21210

5050048

5049993

5050008

Information

Disclosure

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5049981
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21329
http://support.microsoft.com/kb/5050048
http://support.microsoft.com/kb/5049993
http://support.microsoft.com/kb/5050008
http://support.microsoft.com/kb/5050049
http://support.microsoft.com/kb/5050021
http://support.microsoft.com/kb/5050009
http://support.microsoft.com/kb/5049983
http://support.microsoft.com/kb/5050004
http://support.microsoft.com/kb/5049994
http://support.microsoft.com/kb/5050013
http://support.microsoft.com/kb/5050063
http://support.microsoft.com/kb/5049981
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21307
http://support.microsoft.com/kb/5050048
http://support.microsoft.com/kb/5049993
http://support.microsoft.com/kb/5050008
http://support.microsoft.com/kb/5050049
http://support.microsoft.com/kb/5050021
http://support.microsoft.com/kb/5050009
http://support.microsoft.com/kb/5050061
http://support.microsoft.com/kb/5049983
http://support.microsoft.com/kb/5050004
http://support.microsoft.com/kb/5050006
http://support.microsoft.com/kb/5050013
http://support.microsoft.com/kb/5050063
http://support.microsoft.com/kb/5049981
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21189
http://support.microsoft.com/kb/5050048
http://support.microsoft.com/kb/5049993
http://support.microsoft.com/kb/5050008
http://support.microsoft.com/kb/5050049
http://support.microsoft.com/kb/5050021
http://support.microsoft.com/kb/5050009
http://support.microsoft.com/kb/5049983
http://support.microsoft.com/kb/5050004
http://support.microsoft.com/kb/5049994
http://support.microsoft.com/kb/5050013
http://support.microsoft.com/kb/5050063
http://support.microsoft.com/kb/5049981
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21210
http://support.microsoft.com/kb/5050048
http://support.microsoft.com/kb/5049993
http://support.microsoft.com/kb/5050008

Wwo T = 1s

% —

AR ER2LHEE

FRIGED 2025 4 01 HINTEEFHFEL

5050049

5050021

5050009

5050061

5049983

5050004

5050006

5050013

5050063

5049981

CVE-2025-21334

5050021

5050009

Elevation
of

Privilege

Important

No

Yes

Exploitation
Detected

5049981

CVE-2025-21275

5050021

5050009

5049983

Elevation
of

Privilege

Important

Yes

No

Exploitation
Less Likely

5049981

CVE-2025-21294

5050048

5049993

5050008

5050049

5050021

5050009

5050061

5049983

5050004

5050006

5050013

5050063

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5049981

CVE-2025-21268

5050048

5049993

5050008

5050049

5050021

5050009

5049983

5050004

5049994

5050013

5050063

Security
Feature

Bypass

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5050049
http://support.microsoft.com/kb/5050021
http://support.microsoft.com/kb/5050009
http://support.microsoft.com/kb/5050061
http://support.microsoft.com/kb/5049983
http://support.microsoft.com/kb/5050004
http://support.microsoft.com/kb/5050006
http://support.microsoft.com/kb/5050013
http://support.microsoft.com/kb/5050063
http://support.microsoft.com/kb/5049981
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21334
http://support.microsoft.com/kb/5050021
http://support.microsoft.com/kb/5050009
http://support.microsoft.com/kb/5049981
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21275
http://support.microsoft.com/kb/5050021
http://support.microsoft.com/kb/5050009
http://support.microsoft.com/kb/5049983
http://support.microsoft.com/kb/5049981
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21294
http://support.microsoft.com/kb/5050048
http://support.microsoft.com/kb/5049993
http://support.microsoft.com/kb/5050008
http://support.microsoft.com/kb/5050049
http://support.microsoft.com/kb/5050021
http://support.microsoft.com/kb/5050009
http://support.microsoft.com/kb/5050061
http://support.microsoft.com/kb/5049983
http://support.microsoft.com/kb/5050004
http://support.microsoft.com/kb/5050006
http://support.microsoft.com/kb/5050013
http://support.microsoft.com/kb/5050063
http://support.microsoft.com/kb/5049981
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21268
http://support.microsoft.com/kb/5050048
http://support.microsoft.com/kb/5049993
http://support.microsoft.com/kb/5050008
http://support.microsoft.com/kb/5050049
http://support.microsoft.com/kb/5050021
http://support.microsoft.com/kb/5050009
http://support.microsoft.com/kb/5049983
http://support.microsoft.com/kb/5050004
http://support.microsoft.com/kb/5049994
http://support.microsoft.com/kb/5050013
http://support.microsoft.com/kb/5050063
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5049981 | CVE-2025-21333 | Elevation Important | No Yes Exploitation
5050021 of Detected
5050009 Privilege

5049981 | CVE-2025-21328 | Security Important | No No Exploitation
5050048 Feature More Likely
5049993 Bypass

5050008

5050049

5050021

5050009

5049983

5050004

5049994

5050013

5050063

5049981 | CVE-2025-21335 | Elevation Important | No Yes Exploitation
5050021 of Detected
5050009 Privilege

5049981 | CVE-2025-21299 | Security Important | No No Exploitation
5049993 Feature More Likely
5050008 Bypass

5050021

5050009

5049983

5050013

5049981 | CVE-2025-21292 | Elevation Important | No No Exploitation
5050008 of More Likely
5050021 Privilege

5050009

5049983

5050048 | CVE-2025-21309 | Remote Code | Critical No No Exploitation
5049993 Execution More Likely
5050008

5050009

5049983

5050004

5050048 | CVE-2025-21297 | Remote Code | Critical No No Exploitation
5049993 Execution Less Likely
5050008

5050049

5050009



http://support.microsoft.com/kb/5049981
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21333
http://support.microsoft.com/kb/5050021
http://support.microsoft.com/kb/5050009
http://support.microsoft.com/kb/5049981
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21328
http://support.microsoft.com/kb/5050048
http://support.microsoft.com/kb/5049993
http://support.microsoft.com/kb/5050008
http://support.microsoft.com/kb/5050049
http://support.microsoft.com/kb/5050021
http://support.microsoft.com/kb/5050009
http://support.microsoft.com/kb/5049983
http://support.microsoft.com/kb/5050004
http://support.microsoft.com/kb/5049994
http://support.microsoft.com/kb/5050013
http://support.microsoft.com/kb/5050063
http://support.microsoft.com/kb/5049981
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21335
http://support.microsoft.com/kb/5050021
http://support.microsoft.com/kb/5050009
http://support.microsoft.com/kb/5049981
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21299
http://support.microsoft.com/kb/5049993
http://support.microsoft.com/kb/5050008
http://support.microsoft.com/kb/5050021
http://support.microsoft.com/kb/5050009
http://support.microsoft.com/kb/5049983
http://support.microsoft.com/kb/5050013
http://support.microsoft.com/kb/5049981
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21292
http://support.microsoft.com/kb/5050008
http://support.microsoft.com/kb/5050021
http://support.microsoft.com/kb/5050009
http://support.microsoft.com/kb/5049983
http://support.microsoft.com/kb/5050048
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21309
http://support.microsoft.com/kb/5049993
http://support.microsoft.com/kb/5050008
http://support.microsoft.com/kb/5050009
http://support.microsoft.com/kb/5049983
http://support.microsoft.com/kb/5050004
http://support.microsoft.com/kb/5050048
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21297
http://support.microsoft.com/kb/5049993
http://support.microsoft.com/kb/5050008
http://support.microsoft.com/kb/5050049
http://support.microsoft.com/kb/5050009
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5049983

5050004

5050006

5002673 | CVE-2025-21362 | Remote Code | Critical No No Exploitation
Execution More Likely

5002670 | CVE-2025-21395 | Remote Code | Important | Yes No Exploitation
Execution Less Likely

5002670 | CVE-2025-21186 | Remote Code | Important | Yes No Exploitation
Execution Less Likely

5002670 | CVE-2025-21366 | Remote Code | Important | Yes No Exploitation
Execution Less Likely

5050009 | CVE-2025-21311 | Elevation Critical No No Exploitation
of Less Likely
Privilege

5050009 | CVE-2025-21315 | Elevation Important | No No Exploitation
of More Likely
Privilege



http://support.microsoft.com/kb/5049983
http://support.microsoft.com/kb/5050004
http://support.microsoft.com/kb/5050006
http://support.microsoft.com/kb/5002673
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21362
http://support.microsoft.com/kb/5002670
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21395
http://support.microsoft.com/kb/5002670
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21186
http://support.microsoft.com/kb/5002670
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21366
http://support.microsoft.com/kb/5050009
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21311
http://support.microsoft.com/kb/5050009
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21315
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5049981

BAT Wi T 1IFEHTER

AW RATHI RS 2 AT T 3L 13 4, FR4R5IRAT

January 14,
2025—
KB5049981
(0S Builds
19044. 5371
and

19045. 5371)
— Microsoft
Support for
Windows 10
Enterprise
LTSC

2021, Windows
10 IoT
Enterprise
LTSC

2021, Windows
10, version
22H2, all

editions

CVE-2025-21223 | Remote Code Important | No | No
Execution

CVE-2025-21411 | Remote Code Important | No | No
Execution

CVE-2025-21241 | Remote Code Important | No | No
Execution

CVE-2025-21308 | Spoofing Important | Yes | No

CVE-2025-21269 | Security Important | No | No
Feature
Bypass

CVE-2025-21248 | Remote Code Important | No | No
Execution

CVE-2025-21207 | Denial of Important | No | No
Service

CVE-2025-21211 | Security Important | No | No
Feature
Bypass

CVE-2025-21293 | Elevation of | Important | No | No
Privilege

CVE-2025-21304 | Elevation of | Important | No | No
Privilege

CVE-2025-21321 | Information Important | No | No
Disclosure

CVE-2025-21417 | Remote Code Important | No | No
Execution

CVE-2025-21286 | Remote Code Important | No | No
Execution

CVE-2025-21338 | Remote Code Important | No | No

Execution

%10 I



http://support.microsoft.com/kb/5049981
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CVE-2025-21266 | Remote Code Important | No | No
Execution

CVE-2025-21282 | Remote Code Important | No | No
Execution

CVE-2025-21242 | Information Important | No | No
Disclosure

CVE-2025-21285 | Denial of Important | No | No
Service

CVE-2025-21312 | Information Important | No | No
Disclosure

CVE-2025-21228 | Elevation of | Important | No | No
Privilege

CVE-2025-21274 | Denial of Important | No | No
Service

CVE-2025-21256 | Elevation of | Important | No | No
Privilege

CVE-2025-21382 | Elevation of | Important | No | No
Privilege

CVE-2025-21318 | Information Important | No | No
Disclosure

CVE-2025-21378 | Elevation of | Important | No | No
Privilege

CVE-2025-21284 | Denial of Important | No | No
Service

CVE-2025-21295 | Remote Code | Critical No | No
Execution

CVE-2025-21213 | Security Important | No | No
Feature
Bypass

CVE-2025-21296 | Remote Code | Critical No | No
Execution

CVE-2025-21244 | Remote Code Important | No | No
Execution

CVE-2025-21320 | Information Important | No | No
Disclosure

CVE-2025-21271 | Elevation of | Important | No | No
Privilege

CVE-2025-21303 | Remote Code Important | No | No
Execution

CVE-2025-21298 | Remote Code | Critical No | No

Execution

St

11w
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CVE-2025-21237 | Remote Code Important | No | No
Execution

CVE-2025-21280 | Denial of Important | No | No
Service

CVE-2025-21229 | Elevation of | Important | No | No
Privilege

CVE-2025-21314 | Spoofing Important | No | No

CVE-2025-21288 | Information Important | No | No
Disclosure

CVE-2025-21339 | Remote Code Important | No | No
Execution

CVE-2025-21238 | Remote Code Important | No | No
Execution

CVE-2025-21310 | Elevation of | Important | No | No
Privilege

CVE-2025-21301 | Information Important | No | No
Disclosure

CVE-2025-21230 | Denial of Important | No | No
Service

CVE-2025-21214 | Information Important | No | No
Disclosure

CVE-2025-21219 | Security Important | No | No
Feature
Bypass

CVE-2025-21233 | Remote Code Important | No | No
Execution

CVE-2025-21235 | Elevation of | Important | No | No
Privilege

CVE-2025-21250 | Remote Code Important | No | No
Execution

CVE-2025-21329 | Security Important | No | No
Feature
Bypass

CVE-2025-21319 | Information Important | No | No
Disclosure

CVE-2025-21257 | Information Important | No | No
Disclosure

CVE-2025-21374 | Information Important | No | No
Disclosure

CVE-2025-21226 | Elevation of | Important | No | No

Privilege

St

12 W
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CVE-2025-21323 | Information Important | No | No
Disclosure

CVE-2025-21278 | Denial of Important | No | No
Service

CVE-2025-21336 | Information Important | No | No
Disclosure

CVE-2025-21220 | Information Important | No | No
Disclosure

CVE-2025-21240 | Remote Code Important | No | No
Execution

CVE-2025-21281 | Elevation of | Important | No | No
Privilege

CVE-2025-21340 | Security Important | No | No
Feature
Bypass

CVE-2025-21272 | Information Important | No | No
Disclosure

CVE-2025-21265 | Elevation of | Important | No | No
Privilege

CVE-2025-21239 | Remote Code Important | No | No
Execution

CVE-2025-21227 | Elevation of | Important | No | No
Privilege

CVE-2025-21231 | Denial of Important | No | No
Service

CVE-2025-21251 | Denial of Important | No | No
Service

CVE-2025-21409 | Remote Code Important | No | No
Execution

CVE-2025-21324 | Elevation of | Important | No | No
Privilege

CVE-2025-21307 | Remote Code | Critical No | No
Execution

CVE-2025-21258 | Elevation of | Important | No | No
Privilege

CVE-2025-21317 | Information Important | No | No
Disclosure

CVE-2025-21287 | Elevation of | Important | No | No

Privilege

St
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CVE-2025-21332 | Security Important | No | No
Feature
Bypass

CVE-2025-21316 | Information Important | No | No
Disclosure

CVE-2025-21289 | Denial of Important | No | No
Service

CVE-2025-21327 | Elevation of | Important | No | No
Privilege

CVE-2025-21413 | Remote Code Important | No | No
Execution

CVE-2025-21273 | Remote Code Important | No | No
Execution

CVE-2025-21277 | Denial of Important | No | No
Service

CVE-2025-21306 | Remote Code Important | No | No
Execution

CVE-2025-21243 | Remote Code Important | No | No
Execution

CVE-2025-21270 | Denial of Important | No | No
Service

CVE-2025-21330 | Denial of Important | No | No
Service

CVE-2025-21389 | Denial of Important | No | No
Service

CVE-2025-21189 | Security Important | No | No
Feature
Bypass

CVE-2025-21305 | Remote Code Important | No | No
Execution

CVE-2025-21276 | Denial of Important | No | No
Service

CVE-2025-21331 | Elevation of | Important | No | No
Privilege

CVE-2025-21341 | Elevation of | Important | No | No
Privilege

CVE-2025-21234 | Elevation of | Important | No | No
Privilege

CVE-2025-21245 | Remote Code Important | No | No

Execution
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CVE-2025-21210 | Information Important | No | No
Disclosure

CVE-2025-21252 | Remote Code Important | No | No
Execution

CVE-2025-21334 | Elevation of | Important | No | Yes
Privilege

CVE-2025-21275 | Elevation of | Important | Yes | No
Privilege

CVE-2025-21202 | Elevation of | Important | No | No
Privilege

CVE-2025-21236 | Remote Code Important | No | No
Execution

CVE-2025-21294 | Remote Code | Critical No | No
Execution

CVE-2025-21302 | Remote Code Important | No | No
Execution

CVE-2025-21290 | Denial of Important | No | No
Service

CVE-2025-21268 | Security Important | No | No
Feature
Bypass

CVE-2025-21333 | Elevation of | Important | No | Yes
Privilege

CVE-2025-21260 | Elevation of | Important | No | No
Privilege

CVE-2025-21255 | Elevation of | Important | No | No
Privilege

CVE-2025-21328 | Security Important | No | No
Feature
Bypass

CVE-2025-21246 | Remote Code Important | No | No
Execution

CVE-2025-21224 | Remote Code Important | No | No
Execution

CVE-2025-21215 | Information Important | No | No
Disclosure

CVE-2024-7344 Security Important | No | No
Feature
Bypass

CVE-2025-21217 | Spoofing Important | No | No
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CVE-2025-21263 | Elevation of | Important | No | No
Privilege
CVE-2025-21249 | Elevation of | Important | No | No
Privilege
CVE-2025-21261 | Elevation of | Important | No | No
Privilege
CVE-2025-21335 | Elevation of | Important | No | Yes
Privilege
CVE-2025-21299 | Security Important | No | No
Feature
Bypass
CVE-2025-21300 | Denial of Important | No | No
Service
CVE-2025-21292 | Elevation of | Important | No | No
Privilege
CVE-2025-21232 | Elevation of | Important | No | No
Privilege
CVE-2025-21291 | Remote Code Important | No | No
Execution
5050048 | &if& | January 14, CVE-2025-21223 | Remote Code Important | No | No
2025— Execution
KB5050048 CVE-2025-21411 | Remote Code Important | No | No
(Monthly Execution
Rollup) - CVE-2025-21308 | Spoofing Important | Yes | No
Microsoft CVE-2025-21269 | Security Important | No | No
Support for Feature
Windows Bypass
Server 2012 | CVE-2025-21309 | Remote Code |Critical |No | No
R2 ESU Execution
CVE-2025-21211 | Security Important | No | No
Feature
Bypass
CVE-2025-21218 | Denial of Important | No | No
Service
CVE-2025-21293 | Elevation of | Important | No | No
Privilege
CVE-2025-21297 | Remote Code | Critical No | No
Execution
CVE-2025-21321 | Information Important | No | No
Disclosure
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CVE-2025-21417 | Remote Code Important | No | No
Execution

CVE-2025-21338 | Remote Code Important | No | No
Execution

CVE-2025-21286 | Remote Code Important | No | No
Execution

CVE-2025-21266 | Remote Code Important | No | No
Execution

CVE-2025-21282 | Remote Code Important | No | No
Execution

CVE-2025-21242 | Information Important | No | No
Disclosure

CVE-2025-21285 | Denial of Important | No | No
Service

CVE-2025-21312 | Information Important | No | No
Disclosure

CVE-2025-21274 | Denial of Important | No | No
Service

CVE-2025-21228 | Elevation of | Important | No | No
Privilege

CVE-2025-21256 | Elevation of | Important | No | No
Privilege

CVE-2025-21318 | Information Important | No | No
Disclosure

CVE-2025-21378 | Elevation of | Important | No | No
Privilege

CVE-2025-21295 | Remote Code | Critical No | No
Execution

CVE-2025-21213 | Security Important | No | No
Feature
Bypass

CVE-2025-21296 | Remote Code | Critical No | No
Execution

CVE-2025-21244 | Remote Code Important | No | No
Execution

CVE-2025-21320 | Information Important | No | No
Disclosure

CVE-2025-21303 | Remote Code Important | No | No
Execution

CVE-2025-21298 | Remote Code | Critical No | No

Execution
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CVE-2025-21237 | Remote Code Important | No | No
Execution

CVE-2025-21229 | Elevation of | Important | No | No
Privilege

CVE-2025-21288 | Information Important | No | No
Disclosure

CVE-2025-21339 | Remote Code Important | No | No
Execution

CVE-2025-21238 | Remote Code Important | No | No
Execution

CVE-2025-21310 | Elevation of | Important | No | No
Privilege

CVE-2025-21230 | Denial of Important | No | No
Service

CVE-2025-21214 | Information Important | No | No
Disclosure

CVE-2025-21233 | Remote Code Important | No | No
Execution

CVE-2025-21250 | Remote Code Important | No | No
Execution

CVE-2025-21329 | Security Important | No | No
Feature
Bypass

CVE-2025-21319 | Information Important | No | No
Disclosure

CVE-2025-21374 | Information Important | No | No
Disclosure

CVE-2025-21226 | Elevation of | Important | No | No
Privilege

CVE-2025-21278 | Denial of Important | No | No
Service

CVE-2025-21336 | Information Important | No | No
Disclosure

CVE-2025-21220 | Information Important | No | No
Disclosure

CVE-2025-21240 | Remote Code Important | No | No
Execution

CVE-2025-21281 | Elevation of | Important | No | No
Privilege

CVE-2025-21272 | Information Important | No | No
Disclosure
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CVE-2025-21265 | Elevation of | Important | No | No
Privilege

CVE-2025-21227 | Elevation of | Important | No | No
Privilege

CVE-2025-21231 | Denial of Important | No | No
Service

CVE-2025-21251 | Denial of Important | No | No
Service

CVE-2025-21409 | Remote Code Important | No | No
Execution

CVE-2025-21324 | Elevation of | Important | No | No
Privilege

CVE-2025-21307 | Remote Code | Critical No | No
Execution

CVE-2025-21258 | Elevation of | Important | No | No
Privilege

CVE-2025-21287 | Elevation of | Important | No | No
Privilege

CVE-2025-21332 | Security Important | No | No
Feature
Bypass

CVE-2025-21316 | Information Important | No | No
Disclosure

CVE-2025-21289 | Denial of Important | No | No
Service

CVE-2025-21327 | Elevation of | Important | No | No
Privilege

CVE-2025-21413 | Remote Code Important | No | No
Execution

CVE-2025-21273 | Remote Code Important | No | No
Execution

CVE-2025-21277 | Denial of Important | No | No
Service

CVE-2025-21306 | Remote Code Important | No | No
Execution

CVE-2025-21243 | Remote Code Important | No | No
Execution

CVE-2025-21270 | Denial of Important | No | No
Service

CVE-2025-21389 | Denial of Important | No | No
Service
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CVE-2025-21189 | Security Important | No | No
Feature
Bypass

CVE-2025-21305 | Remote Code Important | No | No
Execution

CVE-2025-21276 | Denial of Important | No | No
Service

CVE-2025-21331 | Elevation of | Important | No | No
Privilege

CVE-2025-21341 | Elevation of | Important | No | No
Privilege

CVE-2025-21245 | Remote Code Important | No | No
Execution

CVE-2025-21252 | Remote Code Important | No | No
Execution

CVE-2025-21210 | Information Important | No | No
Disclosure

CVE-2025-21236 | Remote Code Important | No | No
Execution

CVE-2025-21294 | Remote Code | Critical No | No
Execution

CVE-2025-21302 | Remote Code Important | No | No
Execution

CVE-2025-21290 | Denial of Important | No | No
Service

CVE-2025-21268 | Security Important | No | No
Feature
Bypass

CVE-2025-21260 | Elevation of | Important | No | No
Privilege

CVE-2025-21255 | Elevation of | Important | No | No
Privilege

CVE-2025-21328 | Security Important | No | No
Feature
Bypass

CVE-2025-21246 | Remote Code Important | No | No
Execution

CVE-2025-21215 | Information Important | No | No
Disclosure

CVE-2024-7344 Security Important | No | No
Feature
Bypass
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CVE-2025-21217 | Spoofing Important | No | No
CVE-2025-21263 | Elevation of | Important | No | No

Privilege
CVE-2025-21249 | Elevation of | Important | No | No
Privilege
CVE-2025-21261 | Elevation of | Important | No | No
Privilege
CVE-2025-21300 | Denial of Important | No | No
Service
CVE-2025-21232 | Elevation of | Important | No | No
Privilege
5049993 | &if& | January 14, CVE-2025-21223 | Remote Code Important | No | No
2025— Execution
KB5049993 CVE-2025-21411 | Remote Code Important | No | No
(0S Build Execution
14393.7699) | CVE-2025-21241 | Remote Code | Important | No | No
— Microsoft Execution
Support for | CVE-2025-21308 | Spoofing Important | Yes | No
Windows 10, | CVE-2025-21269 | Security Important |No | No
version Feature
1607, all Bypass
editions, Win | CVE-2025-21248 | Remote Code Important | No | No
dows Server Execution
2016, all CVE-2025-21309 | Remote Code | Critical |No |No
editions Execution
CVE-2025-21211 | Security Important | No | No
Feature
Bypass
CVE-2025-21218 | Denial of Important | No | No
Service
CVE-2025-21293 | Elevation of | Important | No | No
Privilege
CVE-2025-21304 | Elevation of | Important | No | No
Privilege
CVE-2025-21297 | Remote Code | Critical No | No
Execution
CVE-2025-21321 | Information Important | No | No
Disclosure
CVE-2025-21417 | Remote Code Important | No | No

Execution
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CVE-2025-21338 | Remote Code Important | No | No
Execution

CVE-2025-21286 | Remote Code Important | No | No
Execution

CVE-2025-21266 | Remote Code Important | No | No
Execution

CVE-2025-21282 | Remote Code Important | No | No
Execution

CVE-2025-21242 | Information Important | No | No
Disclosure

CVE-2025-21285 | Denial of Important | No | No
Service

CVE-2025-21312 | Information Important | No | No
Disclosure

CVE-2025-21274 | Denial of Important | No | No
Service

CVE-2025-21228 | Elevation of | Important | No | No
Privilege

CVE-2025-21256 | Elevation of | Important | No | No
Privilege

CVE-2025-21318 | Information Important | No | No
Disclosure

CVE-2025-21284 | Denial of Important | No | No
Service

CVE-2025-21378 | Elevation of | Important | No | No
Privilege

CVE-2025-21295 | Remote Code | Critical No | No
Execution

CVE-2025-21213 | Security Important | No | No
Feature
Bypass

CVE-2025-21296 | Remote Code | Critical No | No
Execution

CVE-2025-21244 | Remote Code Important | No | No
Execution

CVE-2025-21320 | Information Important | No | No
Disclosure

CVE-2025-21303 | Remote Code Important | No | No
Execution

CVE-2025-21298 | Remote Code | Critical No | No

Execution
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CVE-2025-21237 | Remote Code Important | No | No
Execution

CVE-2025-21280 | Denial of Important | No | No
Service

CVE-2025-21229 | Elevation of | Important | No | No
Privilege

CVE-2025-21314 | Spoofing Important | No | No

CVE-2025-21288 | Information Important | No | No
Disclosure

CVE-2025-21339 | Remote Code Important | No | No
Execution

CVE-2025-21238 | Remote Code Important | No | No
Execution

CVE-2025-21310 | Elevation of | Important | No | No
Privilege

CVE-2025-21176 | Remote Code Important | No | No
Execution

CVE-2025-21301 | Information Important | No | No
Disclosure

CVE-2025-21230 | Denial of Important | No | No
Service

CVE-2025-21214 | Information Important | No | No
Disclosure

CVE-2025-21219 | Security Important | No | No
Feature
Bypass

CVE-2025-21233 | Remote Code Important | No | No
Execution

CVE-2025-21250 | Remote Code Important | No | No
Execution

CVE-2025-21329 | Security Important | No | No
Feature
Bypass

CVE-2025-21319 | Information Important | No | No
Disclosure

CVE-2025-21257 | Information Important | No | No
Disclosure

CVE-2025-21374 | Information Important | No | No
Disclosure

CVE-2025-21226 | Elevation of | Important | No | No

Privilege
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CVE-2025-21323 | Information Important | No | No
Disclosure

CVE-2025-21193 | Spoofing Important | No | No

CVE-2025-21278 | Denial of Important | No | No
Service

CVE-2025-21336 | Information Important | No | No
Disclosure

CVE-2025-21220 | Information Important | No | No
Disclosure

CVE-2025-21240 | Remote Code Important | No | No
Execution

CVE-2025-21281 | Elevation of | Important | No | No
Privilege

CVE-2025-21272 | Information Important | No | No
Disclosure

CVE-2025-21265 | Elevation of | Important | No | No
Privilege

CVE-2025-21239 | Remote Code Important | No | No
Execution

CVE-2025-21227 | Elevation of | Important | No | No
Privilege

CVE-2025-21231 | Denial of Important | No | No
Service

CVE-2025-21251 | Denial of Important | No | No
Service

CVE-2025-21409 | Remote Code Important | No | No
Execution

CVE-2025-21324 | Elevation of | Important | No | No
Privilege

CVE-2025-21307 | Remote Code | Critical No | No
Execution

CVE-2025-21258 | Elevation of | Important | No | No
Privilege

CVE-2025-21287 | Elevation of | Important | No | No
Privilege

CVE-2025-21332 | Security Important | No | No
Feature
Bypass

CVE-2025-21316 | Information Important | No | No
Disclosure
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CVE-2025-21225 | Denial of Important | No | No
Service

CVE-2025-21289 | Denial of Important | No | No
Service

CVE-2025-21327 | Elevation of | Important | No | No
Privilege

CVE-2025-21413 | Remote Code Important | No | No
Execution

CVE-2025-21273 | Remote Code Important | No | No
Execution

CVE-2025-21277 | Denial of Important | No | No
Service

CVE-2025-21306 | Remote Code Important | No | No
Execution

CVE-2025-21243 | Remote Code Important | No | No
Execution

CVE-2025-21270 | Denial of Important | No | No
Service

CVE-2025-21389 | Denial of Important | No | No
Service

CVE-2025-21189 | Security Important | No | No
Feature
Bypass

CVE-2025-21305 | Remote Code Important | No | No
Execution

CVE-2025-21276 | Denial of Important | No | No
Service

CVE-2025-21331 | Elevation of | Important | No | No
Privilege

CVE-2025-21341 | Elevation of | Important | No | No
Privilege

CVE-2025-21245 | Remote Code Important | No | No
Execution

CVE-2025-21252 | Remote Code Important | No | No
Execution

CVE-2025-21210 | Information Important | No | No
Disclosure

CVE-2025-21202 | Elevation of | Important | No | No
Privilege

CVE-2025-21236 | Remote Code Important | No | No

Execution
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CVE-2025-21294 | Remote Code | Critical No | No
Execution
CVE-2025-21302 | Remote Code Important | No | No
Execution
CVE-2025-21290 | Denial of Important | No | No
Service
CVE-2025-21268 | Security Important | No | No
Feature
Bypass
CVE-2025-21260 | Elevation of | Important | No | No
Privilege
CVE-2025-21255 | Elevation of | Important | No | No
Privilege
CVE-2025-21328 | Security Important | No | No
Feature
Bypass
CVE-2025-21246 | Remote Code Important | No | No
Execution
CVE-2025-21215 | Information Important | No | No
Disclosure
CVE-2024-7344 Security Important | No | No
Feature
Bypass
CVE-2025-21217 | Spoofing Important | No | No
CVE-2025-21263 | Elevation of | Important | No | No
Privilege
CVE-2025-21249 | Elevation of | Important | No | No
Privilege
CVE-2025-21261 | Elevation of | Important | No | No
Privilege
CVE-2025-21299 | Security Important | No | No
Feature
Bypass
CVE-2025-21300 | Denial of Important | No | No
Service
CVE-2025-21232 | Elevation of | Important | No | No
Privilege
5050008 | & f& | January 14, CVE-2025-21223 | Remote Code Important | No No
2025— Execution
KB5050008 CVE-2025-21411 | Remote Code Important | No | No

(0S Build

Execution
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17763. 6775)
- Microsoft
Support for
Win 10 Ent
LTSC

2019, Win 10
ToT Ent LTSC
2019, Windows
10 ToT Core
LTSC, Windows
Server 2019

CVE-2025-21241 | Remote Code Important | No | No
Execution

CVE-2025-21308 | Spoofing Important | Yes | No

CVE-2025-21269 | Security Important | No | No
Feature
Bypass

CVE-2025-21248 | Remote Code Important | No | No
Execution

CVE-2025-21309 | Remote Code | Critical No | No
Execution

CVE-2025-21207 | Denial of Important | No | No
Service

CVE-2025-21211 | Security Important | No | No
Feature
Bypass

CVE-2025-21218 | Denial of Important | No | No
Service

CVE-2025-21293 | Elevation of | Important | No | No
Privilege

CVE-2025-21304 | Elevation of | Important | No | No
Privilege

CVE-2025-21297 | Remote Code | Critical No | No
Execution

CVE-2025-21321 | Information Important | No | No
Disclosure

CVE-2025-21417 | Remote Code Important | No | No
Execution

CVE-2025-21286 | Remote Code Important | No | No
Execution

CVE-2025-21338 | Remote Code Important | No | No
Execution

CVE-2025-21266 | Remote Code Important | No | No
Execution

CVE-2025-21282 | Remote Code Important | No | No
Execution

CVE-2025-21242 | Information Important | No | No
Disclosure

CVE-2025-21285 | Denial of Important | No | No
Service

CVE-2025-21312 | Information Important | No | No
Disclosure
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CVE-2025-21228 | Elevation of | Important | No | No
Privilege

CVE-2025-21274 | Denial of Important | No | No
Service

CVE-2025-21256 | Elevation of | Important | No | No
Privilege

CVE-2025-21318 | Information Important | No | No
Disclosure

CVE-2025-21382 | Elevation of | Important | No | No
Privilege

CVE-2025-21378 | Elevation of | Important | No | No
Privilege

CVE-2025-21284 | Denial of Important | No | No
Service

CVE-2025-21295 | Remote Code | Critical No | No
Execution

CVE-2025-21213 | Security Important | No | No
Feature
Bypass

CVE-2025-21296 | Remote Code | Critical No | No
Execution

CVE-2025-21244 | Remote Code Important | No | No
Execution

CVE-2025-21320 | Information Important | No | No
Disclosure

CVE-2025-21271 | Elevation of | Important | No | No
Privilege

CVE-2025-21303 | Remote Code Important | No | No
Execution

CVE-2025-21298 | Remote Code | Critical No | No
Execution

CVE-2025-21237 | Remote Code Important | No | No
Execution

CVE-2025-21280 | Denial of Important | No | No
Service

CVE-2025-21229 | Elevation of | Important | No | No
Privilege

CVE-2025-21314 | Spoofing Important | No | No

CVE-2025-21288 | Information Important | No | No
Disclosure
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CVE-2025-21339 | Remote Code Important | No | No
Execution

CVE-2025-21238 | Remote Code Important | No | No
Execution

CVE-2025-21310 | Elevation of | Important | No | No
Privilege

CVE-2025-21301 | Information Important | No | No
Disclosure

CVE-2025-21230 | Denial of Important | No | No
Service

CVE-2025-21214 | Information Important | No | No
Disclosure

CVE-2025-21233 | Remote Code Important | No | No
Execution

CVE-2025-21219 | Security Important | No | No
Feature
Bypass

CVE-2025-21250 | Remote Code Important | No | No
Execution

CVE-2025-21329 | Security Important | No | No
Feature
Bypass

CVE-2025-21319 | Information Important | No | No
Disclosure

CVE-2025-21257 | Information Important | No | No
Disclosure

CVE-2025-21374 | Information Important | No | No
Disclosure

CVE-2025-21226 | Elevation of | Important | No | No
Privilege

CVE-2025-21323 | Information Important | No | No
Disclosure

CVE-2025-21278 | Denial of Important | No | No
Service

CVE-2025-21193 | Spoofing Important | No | No

CVE-2025-21336 | Information Important | No | No
Disclosure

CVE-2025-21220 | Information Important | No | No
Disclosure

CVE-2025-21240 | Remote Code Important | No | No

Execution
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CVE-2025-21281 | Elevation of | Important | No | No
Privilege

CVE-2025-21340 | Security Important | No | No
Feature
Bypass

CVE-2025-21272 | Information Important | No | No
Disclosure

CVE-2025-21265 | Elevation of | Important | No | No
Privilege

CVE-2025-21239 | Remote Code Important | No | No
Execution

CVE-2025-21227 | Elevation of | Important | No | No
Privilege

CVE-2025-21231 | Denial of Important | No | No
Service

CVE-2025-21251 | Denial of Important | No | No
Service

CVE-2025-21409 | Remote Code Important | No | No
Execution

CVE-2025-21324 | Elevation of | Important | No | No
Privilege

CVE-2025-21307 | Remote Code | Critical No | No
Execution

CVE-2025-21258 | Elevation of | Important | No | No
Privilege

CVE-2025-21287 | Elevation of | Important | No | No
Privilege

CVE-2025-21332 | Security Important | No | No
Feature
Bypass

CVE-2025-21316 | Information Important | No | No
Disclosure

CVE-2025-21225 | Denial of Important | No | No
Service

CVE-2025-21289 | Denial of Important | No | No
Service

CVE-2025-21327 | Elevation of | Important | No | No
Privilege

CVE-2025-21413 | Remote Code Important | No | No

Execution
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CVE-2025-21273 | Remote Code Important | No | No
Execution

CVE-2025-21277 | Denial of Important | No | No
Service

CVE-2025-21306 | Remote Code Important | No | No
Execution

CVE-2025-21243 | Remote Code Important | No | No
Execution

CVE-2025-21270 | Denial of Important | No | No
Service

CVE-2025-21330 | Denial of Important | No | No
Service

CVE-2025-21389 | Denial of Important | No | No
Service

CVE-2025-21189 | Security Important | No | No
Feature
Bypass

CVE-2025-21305 | Remote Code Important | No | No
Execution

CVE-2025-21276 | Denial of Important | No | No
Service

CVE-2025-21331 | Elevation of | Important | No | No
Privilege

CVE-2025-21341 | Elevation of | Important | No | No
Privilege

CVE-2025-21245 | Remote Code Important | No | No
Execution

CVE-2025-21252 | Remote Code Important | No | No
Execution

CVE-2025-21210 | Information Important | No | No
Disclosure

CVE-2025-21202 | Elevation of | Important | No | No
Privilege

CVE-2025-21236 | Remote Code Important | No | No
Execution

CVE-2025-21294 | Remote Code | Critical No | No
Execution

CVE-2025-21302 | Remote Code Important | No | No
Execution

CVE-2025-21290 | Denial of Important | No | No
Service
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CVE-2025-21268 | Security Important | No | No
Feature
Bypass
CVE-2025-21260 | Elevation of | Important | No | No
Privilege
CVE-2025-21255 | Elevation of | Important | No | No
Privilege
CVE-2025-21328 | Security Important | No | No
Feature
Bypass
CVE-2025-21246 | Remote Code Important | No | No
Execution
CVE-2025-21215 | Information Important | No | No
Disclosure
CVE-2024-7344 Security Important | No | No
Feature
Bypass
CVE-2025-21217 | Spoofing Important | No | No
CVE-2025-21263 | Elevation of | Important | No | No
Privilege
CVE-2025-21249 | Elevation of | Important | No | No
Privilege
CVE-2025-21261 | Elevation of | Important | No | No
Privilege
CVE-2025-21299 | Security Important | No | No
Feature
Bypass
CVE-2025-21300 | Denial of Important | No | No
Service
CVE-2025-21292 | Elevation of | Important | No | No
Privilege
CVE-2025-21232 | Elevation of | Important | No | No
Privilege
CVE-2025-21291 | Remote Code Important | No | No
Execution
5050049 | & f& | January 14, CVE-2025-21223 | Remote Code Important | No No
2025— Execution
KB5050049 CVE-2025-21411 | Remote Code Important | No | No
(Monthly Execution
Rollup) - CVE-2025-21269 | Security Important | No | No
Microsoft Feature
Support for Bypass
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CVE-2025-21297 | Remote Code | Critical No | No
Execution

CVE-2025-21417 | Remote Code Important | No | No
Execution

CVE-2025-21338 | Remote Code Important | No | No
Execution

CVE-2025-21286 | Remote Code Important | No | No
Execution

CVE-2025-21266 | Remote Code Important | No | No
Execution

CVE-2025-21282 | Remote Code Important | No | No
Execution

CVE-2025-21242 | Information Important | No | No
Disclosure

CVE-2025-21285 | Denial of Important | No | No
Service

CVE-2025-21228 | Elevation of | Important | No | No
Privilege

CVE-2025-21256 | Elevation of | Important | No | No
Privilege

CVE-2025-21295 | Remote Code | Critical No | No
Execution

CVE-2025-21296 | Remote Code | Critical No | No
Execution

CVE-2025-21244 | Remote Code Important | No | No
Execution

CVE-2025-21320 | Information Important | No | No
Disclosure

CVE-2025-21303 | Remote Code Important | No | No
Execution

CVE-2025-21298 | Remote Code | Critical No | No
Execution

CVE-2025-21237 | Remote Code Important | No | No
Execution

CVE-2025-21288 | Information Important | No | No
Disclosure

CVE-2025-21339 | Remote Code Important | No | No
Execution

CVE-2025-21238 | Remote Code Important | No | No

Execution
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CVE-2025-21310 | Elevation of | Important | No | No
Privilege

CVE-2025-21230 | Denial of Important | No | No
Service

CVE-2025-21214 | Information Important | No | No
Disclosure

CVE-2025-21233 | Remote Code Important | No | No
Execution

CVE-2025-21250 | Remote Code Important | No | No
Execution

CVE-2025-21329 | Security Important | No | No
Feature
Bypass

CVE-2025-21319 | Information Important | No | No
Disclosure

CVE-2025-21226 | Elevation of | Important | No | No
Privilege

CVE-2025-21336 | Information Important | No | No
Disclosure

CVE-2025-21220 | Information Important | No | No
Disclosure

CVE-2025-21240 | Remote Code Important | No | No
Execution

CVE-2025-21272 | Information Important | No | No
Disclosure

CVE-2025-21265 | Elevation of | Important | No | No
Privilege

CVE-2025-21227 | Elevation of | Important | No | No
Privilege

CVE-2025-21231 | Denial of Important | No | No
Service

CVE-2025-21251 | Denial of Important | No | No
Service

CVE-2025-21409 | Remote Code Important | No | No
Execution

CVE-2025-21324 | Elevation of | Important | No | No
Privilege

CVE-2025-21307 | Remote Code | Critical No | No
Execution

CVE-2025-21258 | Elevation of | Important | No | No

Privilege

34 I




Wwo T = 1s

-

A% R 2

nE X

FRIGED 2025 4 01 HINTEEFHFEL

CVE-2025-21287 | Elevation of | Important | No | No
Privilege

CVE-2025-21332 | Security Important | No | No
Feature
Bypass

CVE-2025-21289 | Denial of Important | No | No
Service

CVE-2025-21327 | Elevation of | Important | No | No
Privilege

CVE-2025-21413 | Remote Code Important | No | No
Execution

CVE-2025-21273 | Remote Code Important | No | No
Execution

CVE-2025-21277 | Denial of Important | No | No
Service

CVE-2025-21306 | Remote Code Important | No | No
Execution

CVE-2025-21243 | Remote Code Important | No | No
Execution

CVE-2025-21270 | Denial of Important | No | No
Service

CVE-2025-21389 | Denial of Important | No | No
Service

CVE-2025-21189 | Security Important | No | No
Feature
Bypass

CVE-2025-21305 | Remote Code Important | No | No
Execution

CVE-2025-21276 | Denial of Important | No | No
Service

CVE-2025-21331 | Elevation of | Important | No | No
Privilege

CVE-2025-21341 | Elevation of | Important | No | No
Privilege

CVE-2025-21245 | Remote Code Important | No | No
Execution

CVE-2025-21252 | Remote Code Important | No | No
Execution

CVE-2025-21210 | Information Important | No | No
Disclosure

% 35 T




Wwo T = 1s

- B & RSN E HEREHEA 2025 £ 01 A TEEHES
CVE-2025-21236 | Remote Code Important | No | No
Execution
CVE-2025-21294 | Remote Code | Critical No | No
Execution
CVE-2025-21302 | Remote Code Important | No | No
Execution
CVE-2025-21290 | Denial of Important | No | No
Service
CVE-2025-21268 | Security Important | No | No
Feature
Bypass
CVE-2025-21260 | Elevation of | Important | No | No
Privilege
CVE-2025-21255 | Elevation of | Important | No | No
Privilege
CVE-2025-21328 | Security Important | No | No
Feature
Bypass
CVE-2025-21246 | Remote Code Important | No | No
Execution
CVE-2025-21215 | Information Important | No | No
Disclosure
CVE-2025-21217 | Spoofing Important | No | No
CVE-2025-21263 | Elevation of | Important | No | No
Privilege
CVE-2025-21249 | Elevation of | Important | No | No
Privilege
CVE-2025-21261 | Elevation of | Important | No | No
Privilege
CVE-2025-21300 | Denial of Important | No | No
Service
CVE-2025-21232 | Elevation of | Important | No | No
Privilege
5050021 | &f& | January 14, CVE-2025-21223 | Remote Code Important | No | No
2025— Execution
KB5050021 CVE-2025-21411 | Remote Code Important | No | No
(0S Builds Execution
22621. 4751 CVE-2025-21241 | Remote Code | Important | No | No
and Execution
22631.4751) | CVE-2025-21308 | Spoofing Important | Yes | No
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CVE-2025-21269 | Security Important | No | No
Feature
Bypass

CVE-2025-21248 | Remote Code Important | No | No
Execution

CVE-2025-21207 | Denial of Important | No | No
Service

CVE-2025-21211 | Security Important | No | No
Feature
Bypass

CVE-2025-21293 | Elevation of | Important | No | No
Privilege

CVE-2025-21321 | Information Important | No | No
Disclosure

CVE-2025-21417 | Remote Code Important | No | No
Execution

CVE-2025-21338 | Remote Code Important | No | No
Execution

CVE-2025-21286 | Remote Code Important | No | No
Execution

CVE-2025-21370 | Elevation of | Important | No | No
Privilege

CVE-2025-21266 | Remote Code Important | No | No
Execution

CVE-2025-21282 | Remote Code Important | No | No
Execution

CVE-2025-21242 | Information Important | No | No
Disclosure

CVE-2025-21285 | Denial of Important | No | No
Service

CVE-2025-21312 | Information Important | No | No
Disclosure

CVE-2025-21228 | Elevation of | Important | No | No
Privilege

CVE-2025-21274 | Denial of Important | No | No
Service

CVE-2025-21256 | Elevation of | Important | No | No
Privilege

CVE-2025-21382 | Elevation of | Important | No | No

Privilege
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CVE-2025-21318 | Information Important | No | No
Disclosure

CVE-2025-21378 | Elevation of | Important | No | No
Privilege

CVE-2025-21284 | Denial of Important | No | No
Service

CVE-2025-21295 | Remote Code | Critical No | No
Execution

CVE-2025-21213 | Security Important | No | No
Feature
Bypass

CVE-2025-21296 | Remote Code | Critical No | No
Execution

CVE-2025-21244 | Remote Code Important | No | No
Execution

CVE-2025-21320 | Information Important | No | No
Disclosure

CVE-2025-21303 | Remote Code Important | No | No
Execution

CVE-2025-21298 | Remote Code | Critical No | No
Execution

CVE-2025-21237 | Remote Code Important | No | No
Execution

CVE-2025-21280 | Denial of Important | No | No
Service

CVE-2025-21229 | Elevation of | Important | No | No
Privilege

CVE-2025-21314 | Spoofing Important | No | No

CVE-2025-21288 | Information Important | No | No
Disclosure

CVE-2025-21339 | Remote Code Important | No | No
Execution

CVE-2025-21238 | Remote Code Important | No | No
Execution

CVE-2025-21310 | Elevation of | Important | No | No
Privilege

CVE-2025-21301 | Information Important | No | No
Disclosure

CVE-2025-21230 | Denial of Important | No | No
Service
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CVE-2025-21214 | Information Important | No | No
Disclosure

CVE-2025-21219 | Security Important | No | No
Feature
Bypass

CVE-2025-21233 | Remote Code Important | No | No
Execution

CVE-2025-21343 | Information Important | No | No
Disclosure

CVE-2025-21235 | Elevation of | Important | No | No
Privilege

CVE-2025-21250 | Remote Code Important | No | No
Execution

CVE-2025-21329 | Security Important | No | No
Feature
Bypass

CVE-2025-21319 | Information Important | No | No
Disclosure

CVE-2025-21257 | Information Important | No | No
Disclosure

CVE-2025-21374 | Information Important | No | No
Disclosure

CVE-2025-21226 | Elevation of | Important | No | No
Privilege

CVE-2025-21323 | Information Important | No | No
Disclosure

CVE-2025-21278 | Denial of Important | No | No
Service

CVE-2025-21336 | Information Important | No | No
Disclosure

CVE-2025-21220 | Information Important | No | No
Disclosure

CVE-2025-21240 | Remote Code Important | No | No
Execution

CVE-2025-21281 | Elevation of | Important | No | No
Privilege

CVE-2025-21340 | Security Important | No | No
Feature
Bypass

CVE-2025-21272 | Information Important | No | No
Disclosure
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CVE-2025-21265 | Elevation of | Important | No | No
Privilege

CVE-2025-21239 | Remote Code Important | No | No
Execution

CVE-2025-21227 | Elevation of | Important | No | No
Privilege

CVE-2025-21231 | Denial of Important | No | No
Service

CVE-2025-21251 | Denial of Important | No | No
Service

CVE-2025-21409 | Remote Code Important | No | No
Execution

CVE-2025-21324 | Elevation of | Important | No | No
Privilege

CVE-2025-21307 | Remote Code | Critical No | No
Execution

CVE-2025-21258 | Elevation of | Important | No | No
Privilege

CVE-2025-21317 | Information Important | No | No
Disclosure

CVE-2025-21287 | Elevation of | Important | No | No
Privilege

CVE-2025-21332 | Security Important | No | No
Feature
Bypass

CVE-2025-21316 | Information Important | No | No
Disclosure

CVE-2025-21289 | Denial of Important | No | No
Service

CVE-2025-21327 | Elevation of | Important | No | No
Privilege

CVE-2025-21413 | Remote Code Important | No | No
Execution

CVE-2025-21273 | Remote Code Important | No | No
Execution

CVE-2025-21277 | Denial of Important | No | No
Service

CVE-2025-21306 | Remote Code Important | No | No
Execution

CVE-2025-21243 | Remote Code Important | No | No

Execution
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CVE-2025-21270 | Denial of Important | No | No
Service

CVE-2025-21330 | Denial of Important | No | No
Service

CVE-2025-21389 | Denial of Important | No | No
Service

CVE-2025-21189 | Security Important | No | No
Feature
Bypass

CVE-2025-21305 | Remote Code Important | No | No
Execution

CVE-2025-21276 | Denial of Important | No | No
Service

CVE-2025-21331 | Elevation of | Important | No | No
Privilege

CVE-2025-21341 | Elevation of | Important | No | No
Privilege

CVE-2025-21234 | Elevation of | Important | No | No
Privilege

CVE-2025-21245 | Remote Code Important | No | No
Execution

CVE-2025-21210 | Information Important | No | No
Disclosure

CVE-2025-21252 | Remote Code Important | No | No
Execution

CVE-2025-21334 | Elevation of | Important | No | Yes
Privilege

CVE-2025-21275 | Elevation of | Important | Yes | No
Privilege

CVE-2025-21202 | Elevation of | Important | No | No
Privilege

CVE-2025-21236 | Remote Code Important | No | No
Execution

CVE-2025-21294 | Remote Code | Critical No | No
Execution

CVE-2025-21302 | Remote Code Important | No | No
Execution

CVE-2025-21290 | Denial of Important | No | No
Service
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CVE-2025-21268 | Security Important | No | No
Feature
Bypass

CVE-2025-21333 | Elevation of | Important | No | Yes
Privilege

CVE-2025-21260 | Elevation of | Important | No | No
Privilege

CVE-2025-21255 | Elevation of | Important | No | No
Privilege

CVE-2025-21328 | Security Important | No | No
Feature
Bypass

CVE-2025-21246 | Remote Code Important | No | No
Execution

CVE-2025-21224 | Remote Code Important | No | No
Execution

CVE-2025-21215 | Information Important | No | No
Disclosure

CVE-2024-7344 Security Important | No | No
Feature
Bypass

CVE-2025-21217 | Spoofing Important | No | No

CVE-2025-21263 | Elevation of | Important | No | No
Privilege

CVE-2025-21249 | Elevation of | Important | No | No
Privilege

CVE-2025-21261 | Elevation of | Important | No | No
Privilege

CVE-2025-21335 | Elevation of | Important | No | Yes
Privilege

CVE-2025-21299 | Security Important | No | No
Feature
Bypass

CVE-2025-21300 | Denial of Important | No | No
Service

CVE-2025-21292 | Elevation of | Important | No | No
Privilege

CVE-2025-21232 | Elevation of | Important | No | No
Privilege

CVE-2025-21291 | Remote Code Important | No | No

Execution
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CVE-2025-21223 | Remote Code Important | No | No
Execution

CVE-2025-21411 | Remote Code Important | No | No
Execution

CVE-2025-21241 | Remote Code Important | No | No
Execution

CVE-2025-21308 | Spoofing Important | Yes | No

CVE-2025-21311 | Elevation of | Critical No | No
Privilege

CVE-2025-21269 | Security Important | No | No
Feature
Bypass

CVE-2025-21248 | Remote Code Important | No | No
Execution

CVE-2025-21309 | Remote Code | Critical No | No
Execution

CVE-2025-21207 | Denial of Important | No | No
Service

CVE-2025-21211 | Security Important | No | No
Feature
Bypass

CVE-2025-21218 | Denial of Important | No | No
Service

CVE-2025-21293 | Elevation of | Important | No | No
Privilege

CVE-2025-21297 | Remote Code | Critical No | No
Execution

CVE-2025-21372 | Elevation of | Important | No | No
Privilege

CVE-2025-21321 | Information Important | No | No
Disclosure

CVE-2025-21417 | Remote Code Important | No | No
Execution

CVE-2025-21338 | Remote Code Important | No | No
Execution

CVE-2025-21286 | Remote Code Important | No | No
Execution

CVE-2025-21370 | Elevation of | Important | No | No
Privilege

CVE-2025-21266 | Remote Code Important | No | No

Execution
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CVE-2025-21282 | Remote Code Important | No | No
Execution

CVE-2025-21242 | Information Important | No | No
Disclosure

CVE-2025-21285 | Denial of Important | No | No
Service

CVE-2025-21274 | Denial of Important | No | No
Service

CVE-2025-21228 | Elevation of | Important | No | No
Privilege

CVE-2025-21256 | Elevation of | Important | No | No
Privilege

CVE-2025-21318 | Information Important | No | No
Disclosure

CVE-2025-21382 | Elevation of | Important | No | No
Privilege

CVE-2025-21378 | Elevation of | Important | No | No
Privilege

CVE-2025-21284 | Denial of Important | No | No
Service

CVE-2025-21295 | Remote Code | Critical No | No
Execution

CVE-2025-21213 | Security Important | No | No
Feature
Bypass

CVE-2025-21296 | Remote Code | Critical No | No
Execution

CVE-2025-21244 | Remote Code Important | No | No
Execution

CVE-2025-21320 | Information Important | No | No
Disclosure

CVE-2025-21303 | Remote Code Important | No | No
Execution

CVE-2025-21298 | Remote Code | Critical No | No
Execution

CVE-2025-21237 | Remote Code Important | No | No
Execution

CVE-2025-21280 | Denial of Important | No | No
Service

CVE-2025-21229 | Elevation of | Important | No | No

Privilege
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CVE-2025-21314 | Spoofing Important | No | No

CVE-2025-21288 | Information Important | No | No
Disclosure

CVE-2025-21339 | Remote Code Important | No | No
Execution

CVE-2025-21238 | Remote Code Important | No | No
Execution

CVE-2025-21310 | Elevation of | Important | No | No
Privilege

CVE-2025-21301 | Information Important | No | No
Disclosure

CVE-2025-21230 | Denial of Important | No | No
Service

CVE-2025-21214 | Information Important | No | No
Disclosure

CVE-2025-21219 | Security Important | No | No
Feature
Bypass

CVE-2025-21233 | Remote Code Important | No | No
Execution

CVE-2025-21343 | Information Important | No | No
Disclosure

CVE-2025-21235 | Elevation of | Important | No | No
Privilege

CVE-2025-21250 | Remote Code Important | No | No
Execution

CVE-2025-21329 | Security Important | No | No
Feature
Bypass

CVE-2025-21319 | Information Important | No | No
Disclosure

CVE-2025-21257 | Information Important | No | No
Disclosure

CVE-2025-21374 | Information Important | No | No
Disclosure

CVE-2025-21226 | Elevation of | Important | No | No
Privilege

CVE-2025-21323 | Information Important | No | No
Disclosure

CVE-2025-21193 | Spoofing Important | No | No
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CVE-2025-21278 | Denial of Important | No | No
Service

CVE-2025-21336 | Information Important | No | No
Disclosure

CVE-2025-21220 | Information Important | No | No
Disclosure

CVE-2025-21240 | Remote Code Important | No | No
Execution

CVE-2025-21281 | Elevation of | Important | No | No
Privilege

CVE-2025-21340 | Security Important | No | No
Feature
Bypass

CVE-2025-21272 | Information Important | No | No
Disclosure

CVE-2025-21265 | Elevation of | Important | No | No
Privilege

CVE-2025-21239 | Remote Code Important | No | No
Execution

CVE-2025-21227 | Elevation of | Important | No | No
Privilege

CVE-2025-21231 | Denial of Important | No | No
Service

CVE-2025-21251 | Denial of Important | No | No
Service

CVE-2025-21409 | Remote Code Important | No | No
Execution

CVE-2025-21324 | Elevation of | Important | No | No
Privilege

CVE-2025-21307 | Remote Code | Critical No | No
Execution

CVE-2025-21258 | Elevation of | Important | No | No
Privilege

CVE-2025-21287 | Elevation of | Important | No | No
Privilege

CVE-2025-21313 | Denial of Important | No | No
Service

CVE-2025-21332 | Security Important | No | No
Feature
Bypass
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CVE-2025-21317 | Information Important | No | No
Disclosure

CVE-2025-21316 | Information Important | No | No
Disclosure

CVE-2025-21225 | Denial of Important | No | No
Service

CVE-2025-21289 | Denial of Important | No | No
Service

CVE-2025-21327 | Elevation of | Important | No | No
Privilege

CVE-2025-21413 | Remote Code Important | No | No
Execution

CVE-2025-21273 | Remote Code Important | No | No
Execution

CVE-2025-21277 | Denial of Important | No | No
Service

CVE-2025-21306 | Remote Code Important | No | No
Execution

CVE-2025-21243 | Remote Code Important | No | No
Execution

CVE-2025-21270 | Denial of Important | No | No
Service

CVE-2025-21330 | Denial of Important | No | No
Service

CVE-2025-21389 | Denial of Important | No | No
Service

CVE-2025-21189 | Security Important | No | No
Feature
Bypass

CVE-2025-21305 | Remote Code Important | No | No
Execution

CVE-2025-21276 | Denial of Important | No | No
Service

CVE-2025-21341 | Elevation of | Important | No | No
Privilege

CVE-2025-21234 | Elevation of | Important | No | No
Privilege

CVE-2025-21245 | Remote Code Important | No | No
Execution

CVE-2025-21252 | Remote Code Important | No | No

Execution
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CVE-2025-21210 | Information Important | No | No
Disclosure

CVE-2025-21334 | Elevation of | Important | No | Yes
Privilege

CVE-2025-21275 | Elevation of | Important | Yes | No
Privilege

CVE-2025-21202 | Elevation of | Important | No | No
Privilege

CVE-2025-21236 | Remote Code Important | No | No
Execution

CVE-2025-21294 | Remote Code | Critical No | No
Execution

CVE-2025-21326 | Remote Code Important | No | No
Execution

CVE-2025-21302 | Remote Code Important | No | No
Execution

CVE-2025-21290 | Denial of Important | No | No
Service

CVE-2025-21268 | Security Important | No | No
Feature
Bypass

CVE-2025-21333 | Elevation of | Important | No | Yes
Privilege

CVE-2025-21260 | Elevation of | Important | No | No
Privilege

CVE-2025-21255 | Elevation of | Important | No | No
Privilege

CVE-2025-21328 | Security Important | No | No
Feature
Bypass

CVE-2025-21246 | Remote Code Important | No | No
Execution

CVE-2025-21224 | Remote Code Important | No | No
Execution

CVE-2025-21315 | Elevation of | Important | No | No
Privilege

CVE-2025-21215 | Information Important | No | No
Disclosure

CVE-2024-7344 Security Important | No | No
Feature
Bypass
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CVE-2025-21217 | Spoofing Important | No | No
CVE-2025-21263 | Elevation of | Important | No | No
Privilege
CVE-2025-21249 | Elevation of | Important | No | No
Privilege
CVE-2025-21261 | Elevation of | Important | No | No
Privilege
CVE-2025-21335 | Elevation of | Important | No | Yes
Privilege
CVE-2025-21299 | Security Important | No | No
Feature
Bypass
CVE-2025-21300 | Denial of Important | No | No
Service
CVE-2025-21292 | Elevation of | Important | No | No
Privilege
CVE-2025-21232 | Elevation of | Important | No | No
Privilege
5050061 | &f& | January 14, CVE-2025-21223 | Remote Code Important | No | No
2025— Execution
KB5050061 CVE-2025-21251 | Denial of Important | No | No
(Security- Service
only update) | CVE-2025-21411 | Remote Code Important | No | No
— Microsoft Execution
Support for | CVE-2025-21303 | Remote Code Important | No | No
Windows Execution
Server 2008 | CVE-2025-21298 | Remote Code |Critical |No | No
Premium Execution
Assurance CVE-2025-21409 | Remote Code | Important | No | No
Execution
CVE-2025-21237 | Remote Code Important | No | No
Execution
CVE-2025-21324 | Elevation of | Important | No | No
Privilege
CVE-2025-21307 | Remote Code | Critical No | No
Execution
CVE-2025-21258 | Elevation of | Important | No | No
Privilege
CVE-2025-21287 | Elevation of | Important | No | No
Privilege
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CVE-2025-21302 | Remote Code Important | No | No
Execution

CVE-2025-21290 | Denial of Important | No | No
Service

CVE-2025-21288 | Information Important | No | No
Disclosure

CVE-2025-21289 | Denial of Important | No | No
Service

CVE-2025-21327 | Elevation of | Important | No | No
Privilege

CVE-2025-21339 | Remote Code Important | No | No
Execution

CVE-2025-21260 | Elevation of | Important | No | No
Privilege

CVE-2025-21238 | Remote Code Important | No | No
Execution

CVE-2025-21310 | Elevation of | Important | No | No
Privilege

CVE-2025-21230 | Denial of Important | No | No
Service

CVE-2025-21413 | Remote Code Important | No | No
Execution

CVE-2025-21214 | Information Important | No | No
Disclosure

CVE-2025-21255 | Elevation of | Important | No | No
Privilege

CVE-2025-21246 | Remote Code Important | No | No
Execution

CVE-2025-21233 | Remote Code Important | No | No
Execution

CVE-2025-21417 | Remote Code Important | No | No
Execution

CVE-2025-21215 | Information Important | No | No
Disclosure

CVE-2025-21338 | Remote Code Important | No | No
Execution

CVE-2025-21286 | Remote Code Important | No | No
Execution

CVE-2025-21266 | Remote Code Important | No | No

Execution
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CVE-2025-21273 | Remote Code Important | No | No
Execution

CVE-2025-21277 | Denial of Important | No | No
Service

CVE-2025-21306 | Remote Code Important | No | No
Execution

CVE-2025-21282 | Remote Code Important | No | No
Execution

CVE-2025-21243 | Remote Code Important | No | No
Execution

CVE-2025-21217 | Spoofing Important | No | No

CVE-2025-21270 | Denial of Important | No | No
Service

CVE-2025-21263 | Elevation of | Important | No | No
Privilege

CVE-2025-21249 | Elevation of | Important | No | No
Privilege

CVE-2025-21261 | Elevation of | Important | No | No
Privilege

CVE-2025-21250 | Remote Code Important | No | No
Execution

CVE-2025-21231 | Denial of Important | No | No
Service

CVE-2025-21389 | Denial of Important | No | No
Service

CVE-2025-21305 | Remote Code Important | No | No
Execution

CVE-2025-21285 | Denial of Important | No | No
Service

CVE-2025-21226 | Elevation of | Important | No | No
Privilege

CVE-2025-21331 | Elevation of | Important | No | No
Privilege

CVE-2025-21228 | Elevation of | Important | No | No
Privilege

CVE-2025-21256 | Elevation of | Important | No | No
Privilege

CVE-2025-21341 | Elevation of | Important | No | No
Privilege

CVE-2025-21336 | Information Important | No | No
Disclosure
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CVE-2025-21245 | Remote Code Important | No | No
Execution
CVE-2025-21220 | Information Important | No | No
Disclosure
CVE-2025-21300 | Denial of Important | No | No
Service
CVE-2025-21240 | Remote Code Important | No | No
Execution
CVE-2025-21252 | Remote Code Important | No | No
Execution
CVE-2025-21210 | Information Important | No | No
Disclosure
CVE-2025-21272 | Information Important | No | No
Disclosure
CVE-2025-21232 | Elevation of | Important | No | No
Privilege
CVE-2025-21265 | Elevation of | Important | No | No
Privilege
CVE-2025-21244 | Remote Code Important | No | No
Execution
CVE-2025-21227 | Elevation of | Important | No | No
Privilege
CVE-2025-21236 | Remote Code Important | No | No
Execution
CVE-2025-21294 | Remote Code | Critical No | No
Execution
CVE-2025-21320 | Information Important | No | No
Disclosure
5049983 | =if& | January 14, CVE-2025-21223 | Remote Code Important | No No
2025— Execution
KB5049983 CVE-2025-21411 | Remote Code | Important | No | No
(0S Build Execution
20348.3091) | CVE-2025-21241 | Remote Code | Important |No | No
— Microsoft Execution
Support for | CVE-2025-21308 | Spoofing Tmportant | Yes | No
Windows CVE-2025-21269 | Security Important | No | No
Server 2022 Feature
Bypass
CVE-2025-21248 | Remote Code Important | No | No
Execution
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CVE-2025-21309 | Remote Code | Critical No | No
Execution

CVE-2025-21207 | Denial of Important | No | No
Service

CVE-2025-21211 | Security Important | No | No
Feature
Bypass

CVE-2025-21218 | Denial of Important | No | No
Service

CVE-2025-21293 | Elevation of | Important | No | No
Privilege

CVE-2025-21297 | Remote Code | Critical No | No
Execution

CVE-2025-21321 | Information Important | No | No
Disclosure

CVE-2025-21417 | Remote Code Important | No | No
Execution

CVE-2025-21286 | Remote Code Important | No | No
Execution

CVE-2025-21338 | Remote Code Important | No | No
Execution

CVE-2025-21266 | Remote Code Important | No | No
Execution

CVE-2025-21282 | Remote Code Important | No | No
Execution

CVE-2025-21242 | Information Important | No | No
Disclosure

CVE-2025-21285 | Denial of Important | No | No
Service

CVE-2025-21312 | Information Important | No | No
Disclosure

CVE-2025-21228 | Elevation of | Important | No | No
Privilege

CVE-2025-21274 | Denial of Important | No | No
Service

CVE-2025-21256 | Elevation of | Important | No | No
Privilege

CVE-2025-21318 | Information Important | No | No
Disclosure

CVE-2025-21382 | Elevation of | Important | No | No

Privilege

St

53 W




Wwo T = 1s

-

A% R 2

nE X

FRIGED 2025 4 01 HINTEEFHFEL

CVE-2025-21378 | Elevation of | Important | No | No
Privilege

CVE-2025-21284 | Denial of Important | No | No
Service

CVE-2025-21295 | Remote Code | Critical No | No
Execution

CVE-2025-21213 | Security Important | No | No
Feature
Bypass

CVE-2025-21296 | Remote Code | Critical No | No
Execution

CVE-2025-21244 | Remote Code Important | No | No
Execution

CVE-2025-21320 | Information Important | No | No
Disclosure

CVE-2025-21271 | Elevation of | Important | No | No
Privilege

CVE-2025-21303 | Remote Code Important | No | No
Execution

CVE-2025-21298 | Remote Code | Critical No | No
Execution

CVE-2025-21237 | Remote Code Important | No | No
Execution

CVE-2025-21280 | Denial of Important | No | No
Service

CVE-2025-21229 | Elevation of | Important | No | No
Privilege

CVE-2025-21314 | Spoofing Important | No | No

CVE-2025-21288 | Information Important | No | No
Disclosure

CVE-2025-21339 | Remote Code Important | No | No
Execution

CVE-2025-21238 | Remote Code Important | No | No
Execution

CVE-2025-21310 | Elevation of | Important | No | No
Privilege

CVE-2025-21301 | Information Important | No | No
Disclosure

CVE-2025-21230 | Denial of Important | No | No
Service
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CVE-2025-21214 | Information Important | No | No
Disclosure

CVE-2025-21219 | Security Important | No | No
Feature
Bypass

CVE-2025-21233 | Remote Code Important | No | No
Execution

CVE-2025-21235 | Elevation of | Important | No | No
Privilege

CVE-2025-21250 | Remote Code Important | No | No
Execution

CVE-2025-21329 | Security Important | No | No
Feature
Bypass

CVE-2025-21319 | Information Important | No | No
Disclosure

CVE-2025-21257 | Information Important | No | No
Disclosure

CVE-2025-21374 | Information Important | No | No
Disclosure

CVE-2025-21226 | Elevation of | Important | No | No
Privilege

CVE-2025-21323 | Information Important | No | No
Disclosure

CVE-2025-21193 | Spoofing Important | No | No

CVE-2025-21278 | Denial of Important | No | No
Service

CVE-2025-21336 | Information Important | No | No
Disclosure

CVE-2025-21220 | Information Important | No | No
Disclosure

CVE-2025-21240 | Remote Code Important | No | No
Execution

CVE-2025-21281 | Elevation of | Important | No | No
Privilege

CVE-2025-21340 | Security Important | No | No
Feature
Bypass

CVE-2025-21272 | Information Important | No | No
Disclosure
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CVE-2025-21265 | Elevation of | Important | No | No
Privilege

CVE-2025-21239 | Remote Code Important | No | No
Execution

CVE-2025-21227 | Elevation of | Important | No | No
Privilege

CVE-2025-21231 | Denial of Important | No | No
Service

CVE-2025-21251 | Denial of Important | No | No
Service

CVE-2025-21409 | Remote Code Important | No | No
Execution

CVE-2025-21324 | Elevation of | Important | No | No
Privilege

CVE-2025-21307 | Remote Code | Critical No | No
Execution

CVE-2025-21258 | Elevation of | Important | No | No
Privilege

CVE-2025-21317 | Information Important | No | No
Disclosure

CVE-2025-21287 | Elevation of | Important | No | No
Privilege

CVE-2025-21332 | Security Important | No | No
Feature
Bypass

CVE-2025-21316 | Information Important | No | No
Disclosure

CVE-2025-21225 | Denial of Important | No | No
Service

CVE-2025-21289 | Denial of Important | No | No
Service

CVE-2025-21327 | Elevation of | Important | No | No
Privilege

CVE-2025-21413 | Remote Code Important | No | No
Execution

CVE-2025-21273 | Remote Code Important | No | No
Execution

CVE-2025-21277 | Denial of Important | No | No
Service

CVE-2025-21306 | Remote Code Important | No | No

Execution
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CVE-2025-21243 | Remote Code Important | No | No
Execution

CVE-2025-21270 | Denial of Important | No | No
Service

CVE-2025-21330 | Denial of Important | No | No
Service

CVE-2025-21389 | Denial of Important | No | No
Service

CVE-2025-21189 | Security Important | No | No
Feature
Bypass

CVE-2025-21305 | Remote Code Important | No | No
Execution

CVE-2025-21276 | Denial of Important | No | No
Service

CVE-2025-21331 | Elevation of | Important | No | No
Privilege

CVE-2025-21341 | Elevation of | Important | No | No
Privilege

CVE-2025-21234 | Elevation of | Important | No | No
Privilege

CVE-2025-21245 | Remote Code Important | No | No
Execution

CVE-2025-21252 | Remote Code Important | No | No
Execution

CVE-2025-21210 | Information Important | No | No
Disclosure

CVE-2025-21275 | Elevation of | Important | Yes | No
Privilege

CVE-2025-21202 | Elevation of | Important | No | No
Privilege

CVE-2025-21236 | Remote Code Important | No | No
Execution

CVE-2025-21294 | Remote Code | Critical No | No
Execution

CVE-2025-21302 | Remote Code Important | No | No
Execution

CVE-2025-21290 | Denial of Important | No | No
Service
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CVE-2025-21268 | Security Important | No | No
Feature
Bypass
CVE-2025-21260 | Elevation of | Important | No | No
Privilege
CVE-2025-21255 | Elevation of | Important | No | No
Privilege
CVE-2025-21328 | Security Important | No | No
Feature
Bypass
CVE-2025-21246 | Remote Code Important | No | No
Execution
CVE-2025-21224 | Remote Code Important | No | No
Execution
CVE-2025-21215 | Information Important | No | No
Disclosure
CVE-2024-7344 Security Important | No | No
Feature
Bypass
CVE-2025-21217 | Spoofing Important | No | No
CVE-2025-21263 | Elevation of | Important | No | No
Privilege
CVE-2025-21249 | Elevation of | Important | No | No
Privilege
CVE-2025-21261 | Elevation of | Important | No | No
Privilege
CVE-2025-21299 | Security Important | No | No
Feature
Bypass
CVE-2025-21300 | Denial of Important | No | No
Service
CVE-2025-21292 | Elevation of | Important | No | No
Privilege
CVE-2025-21232 | Elevation of | Important | No | No
Privilege
CVE-2025-21291 | Remote Code Important | No | No
Execution
5050004 | & f& | January 14, CVE-2025-21223 | Remote Code Important | No No
2025— Execution
KB5050004 CVE-2025-21411 | Remote Code Important | No | No
(Monthly Execution
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Microsoft
Support for
Windows
Server 2012
ESU

CVE-2025-21308 | Spoofing Important | Yes | No

CVE-2025-21269 | Security Important | No | No
Feature
Bypass

CVE-2025-21309 | Remote Code | Critical No | No
Execution

CVE-2025-21211 | Security Important | No | No
Feature
Bypass

CVE-2025-21218 | Denial of Important | No | No
Service

CVE-2025-21293 | Elevation of | Important | No | No
Privilege

CVE-2025-21297 | Remote Code | Critical No | No
Execution

CVE-2025-21321 | Information Important | No | No
Disclosure

CVE-2025-21417 | Remote Code Important | No | No
Execution

CVE-2025-21338 | Remote Code Important | No | No
Execution

CVE-2025-21286 | Remote Code Important | No | No
Execution

CVE-2025-21266 | Remote Code Important | No | No
Execution

CVE-2025-21282 | Remote Code Important | No | No
Execution

CVE-2025-21242 | Information Important | No | No
Disclosure

CVE-2025-21285 | Denial of Important | No | No
Service

CVE-2025-21312 | Information Important | No | No
Disclosure

CVE-2025-21228 | Elevation of | Important | No | No
Privilege

CVE-2025-21256 | Elevation of | Important | No | No
Privilege

CVE-2025-21318 | Information Important | No | No
Disclosure

CVE-2025-21378 | Elevation of | Important | No | No

Privilege
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CVE-2025-21295 | Remote Code | Critical No | No
Execution

CVE-2025-21213 | Security Important | No | No
Feature
Bypass

CVE-2025-21296 | Remote Code | Critical No | No
Execution

CVE-2025-21244 | Remote Code Important | No | No
Execution

CVE-2025-21320 | Information Important | No | No
Disclosure

CVE-2025-21303 | Remote Code Important | No | No
Execution

CVE-2025-21298 | Remote Code | Critical No | No
Execution

CVE-2025-21237 | Remote Code Important | No | No
Execution

CVE-2025-21229 | Elevation of | Important | No | No
Privilege

CVE-2025-21288 | Information Important | No | No
Disclosure

CVE-2025-21339 | Remote Code Important | No | No
Execution

CVE-2025-21238 | Remote Code Important | No | No
Execution

CVE-2025-21310 | Elevation of | Important | No | No
Privilege

CVE-2025-21230 | Denial of Important | No | No
Service

CVE-2025-21214 | Information Important | No | No
Disclosure

CVE-2025-21233 | Remote Code Important | No | No
Execution

CVE-2025-21250 | Remote Code Important | No | No
Execution

CVE-2025-21329 | Security Important | No | No
Feature
Bypass

CVE-2025-21319 | Information Important | No | No
Disclosure
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CVE-2025-21374 | Information Important | No | No
Disclosure

CVE-2025-21226 | Elevation of | Important | No | No
Privilege

CVE-2025-21278 | Denial of Important | No | No
Service

CVE-2025-21336 | Information Important | No | No
Disclosure

CVE-2025-21220 | Information Important | No | No
Disclosure

CVE-2025-21240 | Remote Code Important | No | No
Execution

CVE-2025-21281 | Elevation of | Important | No | No
Privilege

CVE-2025-21272 | Information Important | No | No
Disclosure

CVE-2025-21265 | Elevation of | Important | No | No
Privilege

CVE-2025-21227 | Elevation of | Important | No | No
Privilege

CVE-2025-21231 | Denial of Important | No | No
Service

CVE-2025-21251 | Denial of Important | No | No
Service

CVE-2025-21409 | Remote Code Important | No | No
Execution

CVE-2025-21324 | Elevation of | Important | No | No
Privilege

CVE-2025-21307 | Remote Code | Critical No | No
Execution

CVE-2025-21258 | Elevation of | Important | No | No
Privilege

CVE-2025-21287 | Elevation of | Important | No | No
Privilege

CVE-2025-21332 | Security Important | No | No
Feature
Bypass

CVE-2025-21289 | Denial of Important | No | No
Service

CVE-2025-21327 | Elevation of | Important | No | No

Privilege
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CVE-2025-21413 | Remote Code Important | No | No
Execution

CVE-2025-21273 | Remote Code Important | No | No
Execution

CVE-2025-21277 | Denial of Important | No | No
Service

CVE-2025-21306 | Remote Code Important | No | No
Execution

CVE-2025-21243 | Remote Code Important | No | No
Execution

CVE-2025-21270 | Denial of Important | No | No
Service

CVE-2025-21389 | Denial of Important | No | No
Service

CVE-2025-21189 | Security Important | No | No
Feature
Bypass

CVE-2025-21305 | Remote Code Important | No | No
Execution

CVE-2025-21276 | Denial of Important | No | No
Service

CVE-2025-21331 | Elevation of | Important | No | No
Privilege

CVE-2025-21341 | Elevation of | Important | No | No
Privilege

CVE-2025-21245 | Remote Code Important | No | No
Execution

CVE-2025-21252 | Remote Code Important | No | No
Execution

CVE-2025-21210 | Information Important | No | No
Disclosure

CVE-2025-21236 | Remote Code Important | No | No
Execution

CVE-2025-21294 | Remote Code | Critical No | No
Execution

CVE-2025-21302 | Remote Code Important | No | No
Execution

CVE-2025-21290 | Denial of Important | No | No
Service
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CVE-2025-21268 | Security Important | No | No
Feature
Bypass
CVE-2025-21260 | Elevation of | Important | No | No
Privilege
CVE-2025-21255 | Elevation of | Important | No | No
Privilege
CVE-2025-21328 | Security Important | No | No
Feature
Bypass
CVE-2025-21246 | Remote Code Important | No | No
Execution
CVE-2025-21215 | Information Important | No | No
Disclosure
CVE-2024-7344 Security Important | No | No
Feature
Bypass
CVE-2025-21217 | Spoofing Important | No | No
CVE-2025-21263 | Elevation of | Important | No | No
Privilege
CVE-2025-21249 | Elevation of | Important | No | No
Privilege
CVE-2025-21261 | Elevation of | Important | No | No
Privilege
CVE-2025-21300 | Denial of Important | No | No
Service
CVE-2025-21232 | Elevation of | Important | No | No
Privilege
5050006 | &G | January 14, CVE-2025-21223 | Remote Code Important | No No
2025— Execution
KB5050006 CVE-2025-21251 | Denial of Important | No | No
(Security- Service
only update) | CVE-2025-21411 | Remote Code Important | No | No
— Microsoft Execution
Support for | CVE-2025-21303 | Remote Code | Important | No | No
Windows Execution
Server 2008 | CVE-2025-21298 | Remote Code |Critical |No | No
R2 Premium Execution
Assurance CVE-2025-21409 | Remote Code Important | No | No
Execution
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CVE-2025-21237 | Remote Code Important | No | No
Execution

CVE-2025-21324 | Elevation of | Important | No | No
Privilege

CVE-2025-21307 | Remote Code | Critical No | No
Execution

CVE-2025-21258 | Elevation of | Important | No | No
Privilege

CVE-2025-21287 | Elevation of | Important | No | No
Privilege

CVE-2025-21302 | Remote Code Important | No | No
Execution

CVE-2025-21290 | Denial of Important | No | No
Service

CVE-2025-21288 | Information Important | No | No
Disclosure

CVE-2025-21289 | Denial of Important | No | No
Service

CVE-2025-21327 | Elevation of | Important | No | No
Privilege

CVE-2025-21339 | Remote Code Important | No | No
Execution

CVE-2025-21260 | Elevation of | Important | No | No
Privilege

CVE-2025-21238 | Remote Code Important | No | No
Execution

CVE-2025-21310 | Elevation of | Important | No | No
Privilege

CVE-2025-21230 | Denial of Important | No | No
Service

CVE-2025-21413 | Remote Code Important | No | No
Execution

CVE-2025-21214 | Information Important | No | No
Disclosure

CVE-2025-21255 | Elevation of | Important | No | No
Privilege

CVE-2025-21297 | Remote Code | Critical No | No
Execution

CVE-2025-21246 | Remote Code Important | No | No

Execution
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CVE-2025-21215 | Information Important | No | No
Disclosure

CVE-2025-21417 | Remote Code Important | No | No
Execution

CVE-2025-21233 | Remote Code Important | No | No
Execution

CVE-2025-21338 | Remote Code Important | No | No
Execution

CVE-2025-21286 | Remote Code Important | No | No
Execution

CVE-2025-21266 | Remote Code Important | No | No
Execution

CVE-2025-21273 | Remote Code Important | No | No
Execution

CVE-2025-21277 | Denial of Important | No | No
Service

CVE-2025-21306 | Remote Code Important | No | No
Execution

CVE-2025-21282 | Remote Code Important | No | No
Execution

CVE-2025-21243 | Remote Code Important | No | No
Execution

CVE-2025-21217 | Spoofing Important | No | No

CVE-2025-21270 | Denial of Important | No | No
Service

CVE-2025-21263 | Elevation of | Important | No | No
Privilege

CVE-2025-21249 | Elevation of | Important | No | No
Privilege

CVE-2025-21250 | Remote Code Important | No | No
Execution

CVE-2025-21261 | Elevation of | Important | No | No
Privilege

CVE-2025-21389 | Denial of Important | No | No
Service

CVE-2025-21242 | Information Important | No | No
Disclosure

CVE-2025-21319 | Information Important | No | No
Disclosure

CVE-2025-21305 | Remote Code Important | No | No

Execution
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CVE-2025-21285 | Denial of Important | No | No
Service

CVE-2025-21226 | Elevation of | Important | No | No
Privilege

CVE-2025-21331 | Elevation of | Important | No | No
Privilege

CVE-2025-21236 | Remote Code Important | No | No
Execution

CVE-2025-21228 | Elevation of | Important | No | No
Privilege

CVE-2025-21256 | Elevation of | Important | No | No
Privilege

CVE-2025-21341 | Elevation of | Important | No | No
Privilege

CVE-2025-21336 | Information Important | No | No
Disclosure

CVE-2025-21245 | Remote Code Important | No | No
Execution

CVE-2025-21220 | Information Important | No | No
Disclosure

CVE-2025-21300 | Denial of Important | No | No
Service

CVE-2025-21240 | Remote Code Important | No | No
Execution

CVE-2025-21252 | Remote Code Important | No | No
Execution

CVE-2025-21210 | Information Important | No | No
Disclosure

CVE-2025-21295 | Remote Code | Critical No | No
Execution

CVE-2025-21272 | Information Important | No | No
Disclosure

CVE-2025-21232 | Elevation of | Important | No | No
Privilege

CVE-2025-21296 | Remote Code | Critical No | No
Execution

CVE-2025-21265 | Elevation of | Important | No | No
Privilege

CVE-2025-21244 | Remote Code Important | No | No

Execution
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CVE-2025-21227 | Elevation of | Important | No | No
Privilege
CVE-2025-21231 | Denial of Important | No | No
Service
CVE-2025-21294 | Remote Code | Critical No | No
Execution
CVE-2025-21320 | Information Important | No | No
Disclosure
5050013 | & f& | January 14, CVE-2025-21223 | Remote Code Important | No | No
2025— Execution
KB5050013 CVE-2025-21411 | Remote Code Important | No | No
(0S Build Execution
10240. 20890) | CVE-2025-21241 | Remote Code | Important | No | No
— Microsoft Execution
Support for | CVE-2025-21308 | Spoofing Important | Yes | No
Windows 10 | CVE-2025-21269 | Security Important |No | No
Feature
Bypass
CVE-2025-21248 | Remote Code Important | No | No
Execution
CVE-2025-21211 | Security Important | No | No
Feature
Bypass
CVE-2025-21293 | Elevation of | Important | No | No
Privilege
CVE-2025-21321 | Information Important | No | No
Disclosure
CVE-2025-21417 | Remote Code Important | No | No
Execution
CVE-2025-21338 | Remote Code Important | No | No
Execution
CVE-2025-21286 | Remote Code Important | No | No
Execution
CVE-2025-21266 | Remote Code Important | No | No
Execution
CVE-2025-21282 | Remote Code Important | No | No
Execution
CVE-2025-21242 | Information Important | No | No
Disclosure
CVE-2025-21285 | Denial of Important | No | No
Service
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CVE-2025-21312 | Information Important | No | No
Disclosure

CVE-2025-21274 | Denial of Important | No | No
Service

CVE-2025-21228 | Elevation of | Important | No | No
Privilege

CVE-2025-21256 | Elevation of | Important | No | No
Privilege

CVE-2025-21318 | Information Important | No | No
Disclosure

CVE-2025-21284 | Denial of Important | No | No
Service

CVE-2025-21378 | Elevation of | Important | No | No
Privilege

CVE-2025-21295 | Remote Code | Critical No | No
Execution

CVE-2025-21213 | Security Important | No | No
Feature
Bypass

CVE-2025-21296 | Remote Code | Critical No | No
Execution

CVE-2025-21244 | Remote Code Important | No | No
Execution

CVE-2025-21320 | Information Important | No | No
Disclosure

CVE-2025-21303 | Remote Code Important | No | No
Execution

CVE-2025-21298 | Remote Code | Critical No | No
Execution

CVE-2025-21237 | Remote Code Important | No | No
Execution

CVE-2025-21280 | Denial of Important | No | No
Service

CVE-2025-21229 | Elevation of | Important | No | No
Privilege

CVE-2025-21288 | Information Important | No | No
Disclosure

CVE-2025-21339 | Remote Code Important | No | No
Execution

CVE-2025-21238 | Remote Code Important | No | No

Execution
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CVE-2025-21310 | Elevation of | Important | No | No
Privilege

CVE-2025-21176 | Remote Code Important | No | No
Execution

CVE-2025-21301 | Information Important | No | No
Disclosure

CVE-2025-21230 | Denial of Important | No | No
Service

CVE-2025-21214 | Information Important | No | No
Disclosure

CVE-2025-21219 | Security Important | No | No
Feature
Bypass

CVE-2025-21233 | Remote Code Important | No | No
Execution

CVE-2025-21250 | Remote Code Important | No | No
Execution

CVE-2025-21329 | Security Important | No | No
Feature
Bypass

CVE-2025-21319 | Information Important | No | No
Disclosure

CVE-2025-21374 | Information Important | No | No
Disclosure

CVE-2025-21226 | Elevation of | Important | No | No
Privilege

CVE-2025-21323 | Information Important | No | No
Disclosure

CVE-2025-21278 | Denial of Important | No | No
Service

CVE-2025-21336 | Information Important | No | No
Disclosure

CVE-2025-21220 | Information Important | No | No
Disclosure

CVE-2025-21240 | Remote Code Important | No | No
Execution

CVE-2025-21281 | Elevation of | Important | No | No
Privilege

CVE-2025-21272 | Information Important | No | No
Disclosure
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CVE-2025-21265 | Elevation of | Important | No | No
Privilege

CVE-2025-21239 | Remote Code Important | No | No
Execution

CVE-2025-21227 | Elevation of | Important | No | No
Privilege

CVE-2025-21231 | Denial of Important | No | No
Service

CVE-2025-21251 | Denial of Important | No | No
Service

CVE-2025-21409 | Remote Code Important | No | No
Execution

CVE-2025-21324 | Elevation of | Important | No | No
Privilege

CVE-2025-21307 | Remote Code | Critical No | No
Execution

CVE-2025-21258 | Elevation of | Important | No | No
Privilege

CVE-2025-21287 | Elevation of | Important | No | No
Privilege

CVE-2025-21332 | Security Important | No | No
Feature
Bypass

CVE-2025-21316 | Information Important | No | No
Disclosure

CVE-2025-21289 | Denial of Important | No | No
Service

CVE-2025-21327 | Elevation of | Important | No | No
Privilege

CVE-2025-21413 | Remote Code Important | No | No
Execution

CVE-2025-21273 | Remote Code Important | No | No
Execution

CVE-2025-21277 | Denial of Important | No | No
Service

CVE-2025-21306 | Remote Code Important | No | No
Execution

CVE-2025-21243 | Remote Code Important | No | No
Execution

CVE-2025-21270 | Denial of Important | No | No
Service
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CVE-2025-21389 | Denial of Important | No | No
Service

CVE-2025-21189 | Security Important | No | No
Feature
Bypass

CVE-2025-21305 | Remote Code Important | No | No
Execution

CVE-2025-21276 | Denial of Important | No | No
Service

CVE-2025-21331 | Elevation of | Important | No | No
Privilege

CVE-2025-21341 | Elevation of | Important | No | No
Privilege

CVE-2025-21245 | Remote Code Important | No | No
Execution

CVE-2025-21252 | Remote Code Important | No | No
Execution

CVE-2025-21210 | Information Important | No | No
Disclosure

CVE-2025-21202 | Elevation of | Important | No | No
Privilege

CVE-2025-21236 | Remote Code Important | No | No
Execution

CVE-2025-21294 | Remote Code | Critical No | No
Execution

CVE-2025-21302 | Remote Code Important | No | No
Execution

CVE-2025-21290 | Denial of Important | No | No
Service

CVE-2025-21268 | Security Important | No | No
Feature
Bypass

CVE-2025-21260 | Elevation of | Important | No | No
Privilege

CVE-2025-21255 | Elevation of | Important | No | No
Privilege

CVE-2025-21328 | Security Important | No | No
Feature
Bypass

CVE-2025-21246 | Remote Code Important | No | No

Execution
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CVE-2025-21215 | Information Important | No | No
Disclosure
CVE-2024-7344 Security Important | No | No
Feature
Bypass
CVE-2025-21217 | Spoofing Important | No | No
CVE-2025-21263 | Elevation of | Important | No | No
Privilege
CVE-2025-21249 | Elevation of | Important | No | No
Privilege
CVE-2025-21261 | Elevation of | Important | No | No
Privilege
CVE-2025-21299 | Security Important | No | No
Feature
Bypass
CVE-2025-21300 | Denial of Important | No | No
Service
CVE-2025-21232 | Elevation of | Important | No | No
Privilege
5050063 | &if& | January 14, CVE-2025-21223 | Remote Code Important | No | No
2025— Execution
KB5050063 CVE-2025-21251 | Denial of Important | No | No
(Monthly Service
Rollup) - CVE-2025-21411 | Remote Code | Important |No | No
Microsoft Execution
Support for | CVE-2025-21303 | Remote Code Important | No | No
Windows Execution
Server 2008 | CVE-2025-21298 | Remote Code | Critical |No | No
Premium Execution
Assurance CVE-2025-21409 | Remote Code | Important | No | No
Execution
CVE-2025-21237 | Remote Code Important | No | No
Execution
CVE-2025-21324 | Elevation of | Important | No | No
Privilege
CVE-2025-21307 | Remote Code | Critical No | No
Execution
CVE-2025-21258 | Elevation of | Important | No | No

Privilege
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CVE-2025-21269 | Security Important | No | No
Feature
Bypass

CVE-2025-21287 | Elevation of | Important | No | No
Privilege

CVE-2025-21332 | Security Important | No | No
Feature
Bypass

CVE-2025-21302 | Remote Code Important | No | No
Execution

CVE-2025-21290 | Denial of Important | No | No
Service

CVE-2025-21288 | Information Important | No | No
Disclosure

CVE-2025-21268 | Security Important | No | No
Feature
Bypass

CVE-2025-21289 | Denial of Important | No | No
Service

CVE-2025-21327 | Elevation of | Important | No | No
Privilege

CVE-2025-21339 | Remote Code Important | No | No
Execution

CVE-2025-21260 | Elevation of | Important | No | No
Privilege

CVE-2025-21238 | Remote Code Important | No | No
Execution

CVE-2025-21310 | Elevation of | Important | No | No
Privilege

CVE-2025-21230 | Denial of Important | No | No
Service

CVE-2025-21413 | Remote Code Important | No | No
Execution

CVE-2025-21214 | Information Important | No | No
Disclosure

CVE-2025-21255 | Elevation of | Important | No | No
Privilege

CVE-2025-21328 | Security Important | No | No
Feature
Bypass

CVE-2025-21246 | Remote Code Important | No | No

Execution

73 W




Wwo T = 1s

-

A% R 2

nE X

FRIGED 2025 4 01 HINTEEFHFEL

CVE-2025-21233 | Remote Code Important | No | No
Execution

CVE-2025-21417 | Remote Code Important | No | No
Execution

CVE-2025-21215 | Information Important | No | No
Disclosure

CVE-2025-21338 | Remote Code Important | No | No
Execution

CVE-2025-21286 | Remote Code Important | No | No
Execution

CVE-2025-21266 | Remote Code Important | No | No
Execution

CVE-2025-21273 | Remote Code Important | No | No
Execution

CVE-2025-21277 | Denial of Important | No | No
Service

CVE-2025-21306 | Remote Code Important | No | No
Execution

CVE-2025-21282 | Remote Code Important | No | No
Execution

CVE-2025-21243 | Remote Code Important | No | No
Execution

CVE-2025-21217 | Spoofing Important | No | No

CVE-2025-21270 | Denial of Important | No | No
Service

CVE-2025-21263 | Elevation of | Important | No | No
Privilege

CVE-2025-21249 | Elevation of | Important | No | No
Privilege

CVE-2025-21261 | Elevation of | Important | No | No
Privilege

CVE-2025-21250 | Remote Code Important | No | No
Execution

CVE-2025-21231 | Denial of Important | No | No
Service

CVE-2025-21389 | Denial of Important | No | No
Service

CVE-2025-21329 | Security Important | No | No
Feature
Bypass
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CVE-2025-21189 | Security Important | No | No
Feature
Bypass

CVE-2025-21305 | Remote Code Important | No | No
Execution

CVE-2025-21285 | Denial of Important | No | No
Service

CVE-2025-21276 | Denial of Important | No | No
Service

CVE-2025-21226 | Elevation of | Important | No | No
Privilege

CVE-2025-21331 | Elevation of | Important | No | No
Privilege

CVE-2025-21228 | Elevation of | Important | No | No
Privilege

CVE-2025-21256 | Elevation of | Important | No | No
Privilege

CVE-2025-21341 | Elevation of | Important | No | No
Privilege

CVE-2025-21336 | Information Important | No | No
Disclosure

CVE-2025-21245 | Remote Code Important | No | No
Execution

CVE-2025-21220 | Information Important | No | No
Disclosure

CVE-2025-21300 | Denial of Important | No | No
Service

CVE-2025-21240 | Remote Code Important | No | No
Execution

CVE-2025-21252 | Remote Code Important | No | No
Execution

CVE-2025-21210 | Information Important | No | No
Disclosure

CVE-2025-21272 | Information Important | No | No
Disclosure

CVE-2025-21232 | Elevation of | Important | No | No
Privilege

CVE-2025-21265 | Elevation of | Important | No | No
Privilege

CVE-2025-21244 | Remote Code Important | No | No
Execution
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CVE-2025-21227 | Elevation of | Important | No | No
Privilege

CVE-2025-21236 | Remote Code Important | No | No
Execution

CVE-2025-21294 | Remote Code | Critical No | No
Execution

CVE-2025-21320 | Information Important | No | No
Disclosure

A ARHORAT AT 2 A R Ah 138 20 A, VRAIZIRAN T

5002672

AT RFR

Description
of the
security
update for
SharePoint
Enterprise
Server 2016:
January 14,
2025
(KB5002672) —
Microsoft

Support

CVE &

MW »

CVE-2025-21344 | Remote Code Important | No | No
Execution

CVE-2025-21348 | Remote Code Important | No | No
Execution

CVE-2025-21393 | Spoofing Important | No | No
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5002671 | &G | Description CVE-2025-21344 | Remote Code Important | No No
of the Execution
security CVE-2025-21348 | Remote Code Important | No No
update for Execution
SharePoint CVE-2025-21393 | Spoofing Important | No | No
Enterprise
Server 2016
Language

Pack: January
14, 2025
(KB5002671) —
Microsoft

Support

5050181 | & & | January 14, CVE-2025-21176 | Remote Code Important | No No
2025-Security Execution
Only Update
for .NET
Framework
4.6.2 for
Windows
Server 2008
SP2
(KB5050181) —
Microsoft

Support

5050185 | & f& | January 14, CVE-2025-21176 | Remote Code Important | No No
2025-Security Execution
and Quality
Rollup

for .NET
Framework
3.5, 4.6.2,
4.7, 4.7.1,
4.7.2, 4.8
for Windows
Server 2012
R2
(KB5050185) -

Microsoft

Support
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5050183 | & f& | January 14, CVE-2025-21176 | Remote Code Important | No | No
2025-Security Execution

and Quality
Rollup

for .NET
Framework
3.5.1, 4.6.2,
4.7, 4.7.1,
4.7.2, 4.8
for Windows
Server 2008
R2 SP1
(KB5050183) —
Microsoft

Support

5050180 | & /& | January 14, CVE-2025-21176 | Remote Code Important | No No
2025-Security Execution
Only Update
for .NET
Framework
3.5.1, 4.6.2,
4.7, 4.7.1,
4.7.2, 4.8
for Windows
Server 2008
R2 SP1
(KB5050180) ~
Microsoft

Support

5050188 | & f& | January 14, CVE-2025-21176 | Remote Code Important | No No
2025- Execution
KB5050188
Cumulative
Update

for .NET
Framework
3.5, 4.8 and
4.8.1 for
Windows 10
Version 22H2

— Microsoft

Support
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5050187 | & f& | January 14, CVE-2025-21176 | Remote Code Important | No | No
2025- Execution
KB5050187
Cumulative
Update
for .NET
Framework
3.5, 4.8 and
4.8.1 for
Windows
Server 2022 -

Microsoft

Support

5049614 | &G | January 14, CVE-2025-21176 | Remote Code Important | No No
2025- Execution
KB5049614
Cumulative
Update

for .NET
Framework 4.8
for Windows
10, version
1607 and
Windows
Server 2016 -
Microsoft

Support

5049624 | &G | January 14, CVE-2025-21176 | Remote Code Important | No No
2025- Execution
KB5049624
Cumulative
Update

for .NET
Framework 3.5
and 4.8.1 for
Windows 11,
version 22H2
and Windows
11, version
23H2 -

Microsoft

Support
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5002656

Rife

Description
of the
security
update for
Outlook 2016:
January 14,
2025
(KB5002656) —
Microsoft

Support

CVE-2025-21357

Remote Code

Execution

Important

No

No

5050182

January 14,
2025-
KB5050182
Cumulative
Update

for .NET
Framework
3.5, 4.7.2
and 4.8 for
Windows 10,
version 1809
and Windows
Server 2019 -
Microsoft

Support

CVE-2025-21176

Remote Code

Execution

Important

No

No

5002673

Description
of the
security
update for
Excel 2016:
January 14,
2025
(KB5002673) —
Microsoft

Support

CVE-2025-21362

Remote Code

Execution

Critical

No

No

5002670

Description
of the
security
update for
Access 2016:
January 14,
2025

CVE-2025-21395

Remote Code

Execution

Important

Yes

No
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(KB5002670) —
Microsoft
Support
CVE-2025-21186 | Remote Code Important | Yes | No
Execution
CVE-2025-21366 | Remote Code Important | Yes | No
Execution
5002675 | &G | Description CVE-2025-21346 | Security Important | No No
of the Feature
security Bypass
update for
Office 2016:
January 14,
2025
(KB5002675) —
Microsoft
Support
5002595 | &G | Description CVE-2025-21346 | Security Important | No | No
of the Feature
security Bypass
update for
Office 2016:
January 14,
2025
(KB5002595) —
Microsoft
Support
5049994 | & f& | KB5049994 : CVE-2025-21268 | Security Important | No | No
Cumulative Feature
security Bypass
update for CVE-2025-21329 | Security Important | No | No
Internet Feature
Explorer: Bypass
January 14, CVE-2025-21269 | Security Important | No | No
2025 - Feature
Microsoft Bypass
Support CVE-2025-21328 | Security Important | No | No
Feature
Bypass
CVE-2025-21189 | Security Important | No | No
Feature
Bypass
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CVE-2025-21332 | Security Important | No | No

Feature

Bypass

CVE-2025-21276 | Denial of Important | No | No

Service

5050416 | & f& | January 14, CVE-2025-21176 | Remote Code Important | No | No
2025- Execution
KB5050416
Cumulative
Update

for .NET
Framework
3.5, 4.8 and
4.8.1 for
Windows 10
Version 21H2
- Microsoft

Support

5049622 | &G | January 14, CVE-2025-21176 | Remote Code Important | No No
2025- Execution
KB5049622
Cumulative
Update

for .NET
Framework 3.5
and 4.8.1 for
Windows 11,
version 24H2
— Microsoft

Support

5050184 | &G | January 14, CVE-2025-21176 | Remote Code Important | No No
2025-Security Execution
and Quality
Rollup

for .NET
Framework
3.5, 4.6.2,
4.7, 4.7.1,
4.7.2, 4.8
for Windows
Server 2012
(KB5050184) -
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Microsoft

Support

5050186 | & f& | January 14, CVE-2025-21176 | Remote Code Important | No
2025-Security Execution
and Quality
Rollup

for .NET
Framework
2.0, 3.0, 3.5
SP1, 4.6.2
for Windows
Server 2008
SP2
(KB5050186) —

Microsoft

Support

TE:

L BIREM b Uil TR L G s VEAR U B G T
0 - CRIA (Exploitation Detected)
1 - HAAEEMAIH (Exploitation More Likely)
2 — ANKATREFIF (Bxploitation Less Likely)
3 — ANATREFIF (Bxploitation Unlikely)

4 = AP (N/A)
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http://support.microsoft.com/kb/5050186
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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