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bringing securily into
open environments
Follow @ Openwall on Twitter for new release announcements and other news
[<prev] [next>] [thread-next>] [day] [month] [year] [list]
Date: Fri, 29 Mar 2024 98:51:26 -@70@
From: Andres Freund <andres@...razel.de>

To: oss-security@...ts.openwall.com
Subject: backdoor in upstream xz/liblzma leading to ssh server compromise

Hi,

After observing a few odd symptoms around liblzma (part of the xz package) on
Debian sid installations over the last weeks (logins with ssh taking a lot of
CPU, valgrind errors) I figured out the answer:

The upstream xz repository and the xz tarballs have been backdoored.

At first I thought this was a compromise of debian's package, but it turns out
to be upstream.

== Compromised Release Tarball ==

One portion of the backdoor is *solely in the distributed tarballs+. For
easier reference, here's a link to debian‘s import of the tarball, but it is
also present in the tarballs for 5.6.9 and 5.6.1:
https://salsa.debian.org/debian/xz-utils/~-/blob/debian/unstable/m4/build-to-host.md7ref_type=sheads#L63
That line is =not* in the upstream source of build-to-host, nor is
build-to-host used by xz in git. However, it is present in the tarballs
released upstream, except for the “source code” links, which I think github
generates directly from the repository contents:

https://github.com/tukaani-project/xz/releases/tag/v5.6.0
https://github.com/tukaani-project/xz/releases/tag/v5.6.1
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1,

FLECERTE—MEAEHT
(liblzma/xz EEAEE NG I E SSH
EHE2BE(CVE-2024-3094 ) ).
BER, BFARKARTAZE SSH 1488
B RRAS I T 5 K XZ 6RO R
W, H—ERAI SSH EB L
% liblzma EEIBEA T BRI, EE
KBTREAFHEEBEEITRAN
SSH IHERGRE R SHIHAIRR . &
BRBMERT liblzma A3 AIEE,
ZMRBE XZ Utils 481 —328%7,
§ERER) XZ EERY(RaERFER T LAfSE AR
SRS, FaiFiZEifniesg
SizE—eERNEE.

XZ 223 Unix BIER F_ER9—Fp
TRFIEEGHEEX, BES gzibzip2
SHMMENHEEREEHTHER,
XZ Utils 2— a7 1LE, 88 XZ
A4FD liblzma BYESEFNRR 4 1hEE
liblzma @ —# B F IR EFE I
Zlib B9 API, FEZEXZFIHIR Jzma
o

F %15 CERTIEH, liblzma/xz
WENRBRGE], BIETZ4 Linux
NBRMEITIR, EZONZESEET
H SSH ##gffR, AReAEN=
REHNRAEBERNER, ML
Eitgieta B, BRISEiRRIRZI
BRI HEATEEE,

FL(E CERT @512, Bt



F0 XZ Utils kix 4~ 5.6.0 #0 5.6.1 = FI
28, HZEABEAEFEET XZ 1 Git
KITRF, NEETFTEENTHEF.
£ %1 B9 Linux & 17 ik € #& Fedora
Rawhide. Fedora 41. Debian 3E
& & B9 W i Bk 5.5.1alpha-0.1 |
5.6.1-1%,

DITATIBE, NXEITEERA
Ak 2021 509 “tZa8eimiE” Apache
Log4dj2 =, BRFSsEEHHFHE
R TAAERREFRED, BRI
T RERAETEREM

BRENZEIINA 3B 29 8B
FRARETELZEHMHES)ER EA9ADL,
ZIERBR, BEBARNRSSEL
sshd HIIREXESRANIR, —&
HIERARI, BARMN XZ REEER
IMEIDRER. BRIBHNEIEFE
F v5.6.0 #1 v5.6.1 fRA, BE2XHD
RBBIERR ARFRIFINA T B #
P, BRNTEREZBINIREABRE
108

BNA XTENEEYW
Makefile iFNEERIAZE configure
BT, MMmEERRIRE R
B 0. BHE—ERM, BIZEIH
2= /usr/sbin/sshd, REEEILIA
BTE, BBE7T LANG, Fiemiks
jEd:=

ZhEH T —BRRERNEIR
BEENHER, ZEERIIESET
"= CVE-2024-3094,

BrRIERER, FIMEEE®E
HEXT Linux TR TF. BXHD
liblzma & A~ R Linux £ . kb,
BRIRITH IOS MR, KEo
tweak Bix 2L .deb &R &1T, L

BFHARAFBZR T Izma ERESE .
fritZ o, IEHABE macOS k£
#F brew L1 XZ BHIRNIZH5
i, ERAREEIEBREEETA.
B, ARERRITSEFAEER
B TRIR SRS R ERNRSRE
HuNE “EhdvEe” , BEZTATHE
LFHEAREEZIBEB FHIEE bug
EKFE. AtHaNELeREETE
Z—RMHANERE . B
ESRER, NERIBETZH
Java wIZIES, FHIE 1500 5 R
AH Java FHRAMH, BIEPREE

W\  RBET#&

TRl BEIFRENR.

MEAREREINBE? FLRE
CERT &i: BSZENMRRARZHY
Zett, THEERRRE, FER
FHRBNRIARDRIETEE; HXZEMN
BREAZANENNZERN, ERER
BABIADRE, FLIRERAILFF
BX; AEREPARRIZ2EIR
B, BMIERTIRTHEDARS, 4
WHEREARZI, RERRRXK
TEMMEIRES, H—AJEERIEIX
BRI, RESUHMLARE
RIS, IRRUNXIHEIE o
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BET&E M

xz/liblzma |

— /7
=BEAN

EREPIFNER

L4

tr

2024 3B 29 H, AFAAR
£ SSH MegAE+ A XZ AiF+E
EE0], W7 lblzma &, HEZ
BINEH#eERsERmS CVE-2024-
3094, HLREXAHRRR[ “XE”
B RS 2 S & 1(https://
tianwen.qgianxin.com/) # AR £ H9
BEREGTENGEE, KWHRE
SHNETREEFEEEREIAGN
Bin, HBR%. WENEHSH EER
KMBEEERRAHNER.

B, BOMNES AR
crates.io A9 liblzma-sys &R 7T

AT XZ A8 &R AR ERE,
ZEMEFEE R B ERZEERIEIIRE,
BEXAEFHELES crates.io PEAMIZE THRA .

2024 F 4 F %4088

D

5% | EELH=E

ZRNZMAIRA . 33T E AR ER
B, BFSBREDIMMRER
AEHETE 2024 £2 B 24 HZfE, B
BB AR SR ER, SN E
BENZMER, B2, BT EPREE
P SERRAA) XZ BH-BEIREFHRE!
[RIMRANTF £, ELt, A
XF XZ ABHERID BRI BRI T T
EENEDH, LMERXARFIAR
HIER RN, REXERARE
ZEFE

B=na

XZ Utils 2—287E2E Unix &t
FRNFEREMEER LR, BiFEF
Izma #1 XZ, BrIEEEmE Debian.
Ubuntu. CentOS E&1ThR+F . BF
B LZMA 8%, s8Rl S
NEFLLE, ZRFSMEHE, &
BATF&MXEENE. SIS MHNTE
DERED=

3E29H, " 8 HAAAR®R
= Z W4 7 & [ & b (https:/
www.openwall.com/lists/oss—
security/2024/03/29/4) ¥ ", £ 8
& SSH HaEaEi A TE R XZ 8
ORI g . BRI, SSHETR
1Y liblzma EERIBANTIEI], IEESE
WEEIBESOREER SR . Z/a g



K7 liblzma 88, FIFBE&E=ZEFD
1EEUE, SRR xz FEERY TRk .
B B 7 xz A 4 89 v5.6.0 71 v5.6.1
IRAFERMTZET, BNRED S
& F 2024-02-24 1 2024-03-
09, ZMERY &% T HRIREME A,
HrmTizEIIRS CVE-2024-
3094,

RGN LER

FRERERANARK[“XE”
WL S ENFES (https://
tianwen.qgianxin.com/) & F & A 9
MRE, MERGHNEREEHT
MWFRFITENREE, sefEE Tt
TR D o, FHEMRREEZNE
., RIOFEEHB=KED: KHAE
B D D iree . MG EN%
EEOMLZeEHENRERD. AR
BTN EEIAEXEES, B
HREEE LEXEHTOT. Kb
X CPUEER R XIFBRIERSR
FEaN, BRiFtRMRGE
SR, ZHRMITEELM R
EHEAIRID T, EF5XS Docker
ERRBEIIDT,

“XRia)” R SR 2 N
BSREIER S DITINEE, BERMNIK

W\  RBET#&

ruby-xz 1.0

These are simple Ruby bindings for the liblzma library (http://tukaani.org/xz/), which is best Ostar | 4

known for the extreme compression ratio its native XZ format achieves. Since fiddle is used

to implement the bindings, no compiation is needed. Taze
6,574,164
aTEE

ILE: 48,083

(s B

- MIT

[g_ i by WEL AUBY X
>=2.3.0

AR E R EEFRAF S D
ZEEW T xz BHEIIFEHEE,
HASIZIRT xz BHRIRNETT THIE
NEHZmNEDT, DImEERS
BRIERFE. FRES. RENA. &
HER. FERUSS I TE%E.

2.1 TRESE R IWRYR 4

BES D MEFRRGESF
AT BARRERE IRARIZE .

211 crates.io

£ crates.io £&F, FH1EM
T *iblzma-sys** 1 **liblzma**
ARG ZEIIFmE, HF
liblzma-sys {X # liblzma & & .
A& B liblzma-sys & 2024 &1
B 26 HE#H 7 0.3.0 kK, HE3 B

Version 0.2.x breaking changes

* XZ upgraded to 5.4

+ Support compile to webassembly

Version 0.3.x breaking changes

I + XZ upgraded to 5.6 ]

« Multithreading is disabled by default. This feature is available by enabling the parallel feature

12 BEHT 0.3.1 kA, EiZEBHE
i, FREBIRE T 0.3.x IRAME
BT XZH 5.6 RA, EFEFERE
JERRAS . Lo, RIBFHAIRIN L E
#&, crates.io £EFKEHIXFNEHI
2EIEZUWT: *libpna**. **pna**
0 **nod**,

2.1.2 Rubygems

£ Rubygems £3&, Mk
MWTEXZBHEBEXNORITRES
ruby-xz, S FNEH =1L 6,574,158
Ko 1ZEEBT AHIAMESAY liblzma.
so # liblzma.so.5 F o & 58 & 2,
MRAMEITHRERFEZ BN
BRRA, e BTSRRI M, K
MiZBHNEEBEHWT: smc-get.
cure—fpm. fom-aeppert ¥ dwca_
hunter,

21.3Go

EGo&EdsH, HMNEMT —
MR E dill.foo/xz F AR T AHEH
liblzma, ZBREHERRIMFERE
liblzma, MEARMHERFERTZE
FEMMARAE, Bt REZE
G
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XZ

The xz package implements reading of xz format compressed data implemented as a cgo shim over . It aims to reduce allocations
and buffer copying to limit everhead where possible and remain performant. Liblzma

Install

go get dill.foo/xz

liblzma Dependency

This module dynamically links to which must be installed on the system. liblzma

pkg-config is used to identify the compiler options but can be disabled with build tag . nopkgconfig

Ubuntu/Debian

sudo apt-get install liblzma-dev

MacOS

brew install xz

2.2 FERIIWAIR G

2.2.1 Linux &17hR

BAIT S Linux &1THRASER {4
B, W Ubuntu BAR. BBIE SR
#1 Deepin B B IRFNREFHITT 5
W, BB THETE XZ AU, B8
REMBEEFERBIIRANRGE, LA
TEIRCAEER XZ BUHRIREST

- £ Ubuntu GEZIT 1,084,083
MR AL 192 MER XZ AER
®i, GhHZ1.7;

- £ Kali B FEFRE T 492,253 4
B R AT 124 NMER XZ AHEHIER
%, &tbFHZ 2.5;

fECentOS & FE # & it
409,429 NR{EHRTL 87 MER XZ
AR, StbhEHZ1.9;

- EEBERIRCES 313,723
MRIFF AT 88 MEA XZ AHFAIER
%, GtbhFpz 2.8;

- 7£ Deepin BEH 94,799 MR
HHRRIN 46 MR XZ BRI,
Stbhnz 4.8,

R ERYRLIMERE
BIEIIIRA XZ BRI, BRI

2024 F 4 F %4088

LAFERS Ubuntu?, Red Hat®
1 Debian &AM L HHEHBE—
B. NNRERKRE, BRlzEIIHN
AL

2.2.2 ZENMA

AREETH, RaFEENLE
B EUM2I9ORLZENBERT
XZ B, Rk 20 NMAHIRA, XL
AHRARREIIAZ BT, 3
DHERREXEEUN TR

BEOTEN, ZERHFESS
MBEIUEA xz HiF . REXN PR
B jR _bc92da1573c39¢c15f5d68e
8b44a3a92f.apk HIFFIEE R, KA
KRIzZERBELEA lib/arm64-v8a/
libarchive.so B9 AR T XZ
HF, HHFMRANL.3.0alpha, Lt
b, IRIBRADIFESR, BeI—20
apk ( BiELRHENE ) BESA
libarchive.so EERIB R SIANT XZ A
5, XL apk NLeMERFH—FH

HHE | BHRA | HEAHE | BOEAER RIFEEZFR
org.dolphinemu. Dolphin
Xz 524 126 dolp<br>hinemu_18283.apk Emulator
com.topjohnwu. ;
= e 23 | magis<br>k_24300.apk Wl
Super
com.webmob.super.
XZ | 53.0alpha 23 do<br>wnloader.for.ig1.<br>apk %?\;vgloader
% _46410ace75acfdb<br>e5b0 .
oz S 16 | 4796a10e3e864<br>.apk B
X7 529 1 I:F.)iaube.photochiot<br>te_34. PhotoChiotte
{ZIESEAEEFE _79292<br>5f01 | —marn
XZ 8.2.3 7 638af433e1581<br>a165c¢13796. Etﬁ;d:ﬁﬁ%%‘
apk
YandexNavigator15.6<br>.0beta Yandex
XZ 5.4.0 6 _172533348b<br>8fa6407b2265 Navigator
7524f8b1c5.apk 9
org.briarproject.br<br>iar. g
Xz | a8zl 5 | android_10420<br>.apk =0l
WPSTV ik _3604bf20199<br>47
XZ | 544 5 | g51e322035f79f6<br>cobd.apk | WPSTV IR
XZ 5.2.6 4 Briar1.4.18.apk Briar

22)



— fullpath :

[0] : "com.ss.android.lark_7.6.6_liqucn.com.apk”
[1] : "libfarmb64-v8a/libarchive.so"

name : "libarchive.so"

[0] : "libarchive.so"

— version : "5.3.0alpha"

&,

2.2.3 Ef¥iE&

FEHESUES S, FZMOMN
156,787 NEMHF R R T 11,210
MNEBFERT XZ A, mEERD
714%

BTN HIROH—E D,
BMNFHTTEBXZ BHERESNE
MeRFRESHERZN &, 2
/ Synology. Poly #1 Apple HY & &
R XZ EERREEBIZ T 1,000
R, B9 3,902, 1,699 11,150,
5 4 Synology #1 Axis i# & 7= & B
BIEHEBITT 100, 9585 2440
193 ;. FMHFRPEEFEMNAM
AYiPad mini4 1 Watch Series 2%,
XUBEHRARBERZEIIZIMA
WA, (BEFEREREPFEARE XZ
AHHER, WnsFETERENK,

o, ERRTERENRE, &
MEMXZ BHEFEUNSERED

2 I &F 6 1€ /usr/lib64/. Jusr/lib/ B
T, ERBIXHESE A liblzma.so.
libarchive.so, NRGFIRMEEE. =
BEgEEIeE, A, EERESH
FPR1100 B4+ fZfER LT :
2.2.4 FE%H4
£ Windows & ERNFERHE

= fullpath :

[0] : "7952f098-466e-1012-756d-150c5617cf7d.spa”
[1] : *7952f098-466e-1012-756d-150c5617cf7d.spa-2288-178018016.9z"

[2] : "usr/lib64/liblzma.s0.5.2.4"

name : "liblzma.so.5.2.4"

- lib: -

'~ wersion : "5.2.4"
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MWisFIEF, XKiaH A 58,718 73X
BIEERT XZ B, #$k 32 MAHF
WA, HPFERRZMMAR 5.0.5,
1£19,709 R, FEIXLE(FER XZE#H
B EF, BRZFBAIAFATE,
a0 Syncovery f§ A 7 5.2.2 iR =&,

B code (seu)

@ 1 Dependency & 13 Dependents W 14 Versions

npm | xz

Repository
4 github.com/robey/node-xz

epaL

Homepage
@ github.com/robey/node-xz

| Weekly Dawnloads
a4 VTR |
202 Apache-2.0

sched Size .

1.61 MB 21
Last pubdish
4 years ago

XZNET [XZ.NET| @

@ pentp Updated readme go ) History

Name

...

I Properties

[ NativeMethods.cs
[ XZ.MNET.csproj

M XZ.NET.sin

[3 XZinputStream.cs
[} xZOutputStream.cs
[ libtzma.dil

D libtzmata.di

Last commit date
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Youtube Video Downloader BT
524 [rA, B, XAEFSRHNL
RARANBEZE1IEZNMRAE HFRY
LYEN

2.2.5 BEfhFRES

£ npm &5, REREIZEL
RETIZMAEEE . EBRI XZ it
B&E—IXEHN 4 Fa1, BERD
XZ WA A5.2.4, HRZEIXET]
B9S2

ENuGCetESH, EBEHEE
BXZHHENRKES I XZNET
XZ.NET-netstandard, Ei9{#FEHEH
£ 5.2 irARY liblzma.dll, RZFt
NS

£ Go £7&57, 1AM github.
com/simon—graham/go-liblzma &
AT 5.2.5 lRARY liblzma, FZEF
RSN

BN

BIESZEHBBERI
NlEH#H 2 2 8 Flhtps//
mp.weixin.gg.com/s/
RSRwJf2HpoxBLrV5C6sbeg)®,
Bl AU THACUSTIREERE
AReEREIRARY XZ Utils,

#! /bin/bash set —eu

# find path to liblzma used by
sshd path="$(ldd $(which sshd) |
grep liblzma | grep —o '/[* J*)"

# does it even exist? if [
"$path" ==""] thenecho probably
not vulnerable exitfi

# check for function signature
if hexdump —ve "1/1 "%.2x" "$path”



go-liblzma

Go bindings for XZ Utilsfliblzma

This fork adds a statically compiled version of https:[ftukaani.org/xzfxz-5.2 5 tar.gz. This is a little bit more convenient when using in
docker, Cl, etc where you don't want to worry about installing any extra dependencies. It was compiled using:

mkdir install_dir

</econfigure —disable-shared --disable-xz --disable-xzdec --disable-lzmadec --disable-lzmainfo -—-disable-lzma-links —-disa

Libraries are included for linux/amd64 and darwinfamd&4.

liblzma is in the public domain. See https:/fgit.tukaani.org/?p=xz git;a=blob;I=COPYING

| grep —q f30f1efa554889f54c89ce
5389fb81e7000000804883ec284
88954241848894¢c2410 thenecho
probably vulnerable elseecho
probably not vulnerable fi

ZES

BT XZ BHESRINNREE
EJEE, SHREMEHREER

ZAHRBEIIRAE, HINEFRE
7 crates.io #1 & M liblzma-sys &
BRfER TiZE T IARA. LA ERTIZ
HIBNEENUESHLRER, Bl
B AR X BT SRR AT 1 — P ROIQIIE .

FLREFRAHRRE[ “XKiE” K
[tz 2 mNEES J(https://tianwen.
gianxin.com/) BEIFEXHZA T
W, FESERAHRESX
FZBHNTAN A EIRBFID TSR

SEHR

[1] oss-security — backdoor in upstream xz/liblzma leading
to ssh server compromise, https://www.openwall.com/lists/oss—

security/2024/03/29/4

[2] Xz/liblzma security update — Announcements — Ubuntu
Community Hub, https://discourse.ubuntu.com/t/xz-liblzma-security—

update/43714)

[3] Urgent security alert for Fedora 41 and Fedora Rawhide users
(redhat.com), https://www.redhat.com/en/blog/urgent-security—alert—

fedora—41-and-rawhide—users

[4] \[SECURITY] \[DSA 5649-1] xz-utils security update (debian.
org), https://lists.debian.org/debian—security—announce/2024/msg00057.

html

[5] liblzma/xz BEEARHE NG I8 SSH B E 2B (CVE-2024-3094 ) ,
https://mp.weixin.qg.com/s/RSRwJf2HpoxBLrV5C6sbeg

@ 20244 B 54048

X}

=



BET&E M

OWASP &fi1X;

TEM LR MNITIER

The Top 10
OSS Risks

) owasp

NEPAFRER M ERFFIRRX
% (0SS), REFRRHZERKERY
BENK, EEARERNEBREFRR
£IME (OWASP) & “+AXFFRIX
HRE” BR, FNESMXREET
Eae S =ca

RIEBENXZEISENH, RE
RERFY Logd) BRHFRIKMEMEZR, B
ERRRI T & EHAETE
KBRS, SEIRBFESH
SR EES. BNEEARSHNERR
i\, BNFEXTFERG (OSS) K
b, BOEERIPAERS.

K1 | FEEHERE

Known Vulnerabilities

Compromise of Legitimate Package
Name Confusion Attacks
Unmaintained Software

Outdated Software

Untracked Dependencies

License Risk

Immature Software

Unapproved Change (Mutable)
Under/Qver-Sized Dependency

20244 4 B 5408 (26)

FIRER

X—NE2iEFEE R BARE
(GNERAERRE ) ROFFIRERF B, X
LoimilEE % A T 2 A R4 A
REZFSIN, AERBEKNZEH
RARRTHRE . XRERETESH
FMA, BERBRTENEARRMNNA
SPERRI LT,

Ri$3ERI: OWASP ZiNERR
WEMiEE, RKEF RS EMKEA
FHREHEA XS, N ERIRT
BRFERGAEHIRR, RIESHN
FR. FIAEE. FAMS (APBIR
IREIE 80% AL ) FHENSKME
RHITERHIFSE .

toh, WREFET —FRIFE
SRRNXFX—Hkh%, 0 CISARIBRIHK
FMARE (KEV) BRMFBINTED
& (EPSS),

MG 2 | §FREEE
LEDN

BN IEREEBIBRIA
BIERHE, BEEREEIATFIRE
4, NSRBI BLM TR

WHEENLMERZ MG IERER
XA RS, WMEFIEERER
M SR B B IF (B = RYISITE o

WEHE T LR AFFRRE RIS
[ReERE, LMERRSSIEIEEE.



RIERY XZ RNEHIEEXMIBR:
AERBFIRAGIR, XEERK—
RIJE—EE R & EFRIEE .

RI¥3iErE: BRNRAR—RIEE
B LML UAIRS LERA B EANTEALED
R HE . BRANSEREHNEHE
ZHIELR (S2C2F) FHr<inEmMIESR,
THITHNREEE, AREREE
RIS fRiF ST F AR,
PIBERTFE T B AR ARIE AN 14l mn i ML 5%
RAHELR (SLSA), ¥aEGIELE 42k
R NAERIRWZEN, LIRFH
g BEHTREHEES,

RS 3 | SIRREWE

EEMEERES, WEELZE
MEEAN, FRSEETRRGE
SRAMELRER (HEHEIR) , &
WAIERRAEE ( RAEENFT) , 5K
ERARERMYE | EERENELBE
B (HENHE)  FEBERESE
SEBPTHMER. ZHRIRAIRG
BHENER T B, FJRESFMER
FAMIENNE . TEEMT AN
(CIA) »

RIXHER: AR5/ ERFRRG
BrzE, RERBRHENRBEE
LUREREZE X OfEiR. thoh, TER
IFRHREHEREZEELIER.

RS 4 | BERZ4EF

X RIS TR RIE 4 4B 14 hi
AARABIERK, B, RIBAFIR
IMEATRERRAT (IREATFT =) 21
THREMEANAFTIREMERTIRIAAN T o

ERAHAH R i ™ B AR RSN
SEMAHFESRKAIRERTS -

EXEEAFSRYREIE,

HANFER RGN,
BUHERIFAERTL .

S5EBRHEARE, FRREN—
MEREEIMLZEE “HNE . R
WE#IRE “REET RBEHERE, X
BERE LA FRIEZ G RS E & AT
BUHER . BEFREITEL,

Synopsys I BERHFIREE
=, EFrEEINREES, 85% BE
S NFEZ TR EGASG, BF
FRRBEUHNER . REREWL
EERR, fREEULRIEE
B, MRMAREERA R EHR
FREGEHE, He2 B IR
AIBEE o

FRERGEERERELESS.
RFEH TR S BRI RATRIF RS
$ip, EERBEHRAREARNSER
BEA SR RA M FERE T EMATE
T, BASRUEEHNEF
HiRBEEERS RN (SLA) &%
o

ER TR AR Z IS —
KRERRZHEHPARID: 25% BIF
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BET&E M

BN R 731 (SCA)

RIS

(SBOM) FHEXIH,

A LARS Bt L T SRR RIE ARSI o

BREIE RE—BFRKARTERN
13; 94% HIFFRIE B 10 B ED
ROFF R A R4ER, HAREAIXMGE
EMz L.

60 ~ 80% HIMARHRIBER
AR AR, XEIREH(IAY
HFESRERHRK—BD, BEER
RXBHRSR, HBEZIRMERES
FHEIPNRHE BT, XAEREE
PN SERS S g

RI¥3{ErE: fHNAIN RS2 INELIE
WEFRINEREIRZEMEZRINR,
BIan4EIPEFIRBERIHE . KN
FMimEIEERE (MTTR) .

MBS 5 | EFRZ TR

XMiERRIERE R FEMNN
PAERAFIE R, IMBBFEREAY
BAHERRA, Synopsys ATIFEREH
B, XMRRER ER—FER,

ZESHINELASHAILENFHE
FE,

EFEETRITRANKBRIT,
eSS ESBER TEUR TR
B, MFERNRA A IREN.
|BMRA BT BEth 5 XK 18 5 TR 418
BRaINZEiTE, THEEZER
HELENEA L

MR BFIME 2 8 AR
BEELNEBXR, SX—0@%EE
BENfE&ZEE 2, Sonatype 1 Endor
Labs EHA9& AR ERE 71X N8
B, EEFRBI KRS IEINRIRS )
TR, 95% MNZeRESEBRKEE
Ko

R348RI OWASP RYRIXTEIN
81E (1) BRBIER AEEFH
FIN;, (2) TWMAMANENEFNE
shit; (3) MRAREEEZINST LT
B, RNREEUTERAD RS
BRI IR &

20244 4 B 5408 (28

MBS 6 | FRERERHKETIRN

XHEREIEFRAR [ HEAH
EECERTEENKBRIN A,
REXMIERNEETREIHERRZ
Bt DO (SCA) HHEXTHE, LU
THRABRYHRERBR, ;&8
RARGRLEER (SBOM) EX T
B, XETEO LA R S 7 #
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Awarding the Thunderdome
production agreement was an
important step on our zero-trust

journey and furthers DISA’s mission

to provide warfighters with a more

secure operating environment.

U.S. AIR FORCE LT. GEN.ROBERT J. SKINNER
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