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第1章 安全通告 

尊敬的客户： 

奇安信集团最新补丁库（V6版本：2025.04.09.1，V10版本：2025.04.09.1000）

已发布，本次更新推送了 25 个微软安全补丁，修复了 107 个安全漏洞，其中 11

个微软官方评级为“严重(Critical)”，96 个评级为“重要(Important)”，这

些漏洞影响 Windows、Office 等产品 
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第2章 重点关注补丁 

本月有 19 个安全漏洞经奇安信评估满足以下任一条件，需要重点关注。 

1. 漏洞等级（Severity）=严重（Critical）， 

2. 公开披露（Publicly Disclosed）=是（Yes）， 

3. 已受攻击（Exploited）=是（Yes）， 

4. 漏洞的可利用性（Exploitability Assessment）="已被利用

（Exploitation Detected）" 或 "很可能被利用（Exploitation More 

Likely）" 

详情如下： 

KBID 修复的漏洞 漏洞的影响 漏洞等级 
公开

披露 

已受

攻击 
漏洞的可利用性 

5055609 CVE-2025-27727 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5055521 

5055528 

5055561 

5055596 

5055519 

5055570 

5055581 

5055518 

5055557 

5055523 

5055526 

5055609 CVE-2025-26663 Remote Code 

Execution 

Critical No No Exploitation 

More Likely 5055521 

5055528 

5055561 

5055596 

5055519 

5055570 

5055581 

5055518 

5055557 

5055523 

5055526 

5055609 CVE-2025-29824 Elevation of 

Privilege 

Important No Yes Exploitation 

Detected 5055521 

5055528 

5055561 

http://support.microsoft.com/kb/5055609
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-27727
http://support.microsoft.com/kb/5055521
http://support.microsoft.com/kb/5055528
http://support.microsoft.com/kb/5055561
http://support.microsoft.com/kb/5055596
http://support.microsoft.com/kb/5055519
http://support.microsoft.com/kb/5055570
http://support.microsoft.com/kb/5055581
http://support.microsoft.com/kb/5055518
http://support.microsoft.com/kb/5055557
http://support.microsoft.com/kb/5055523
http://support.microsoft.com/kb/5055526
http://support.microsoft.com/kb/5055609
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-26663
http://support.microsoft.com/kb/5055521
http://support.microsoft.com/kb/5055528
http://support.microsoft.com/kb/5055561
http://support.microsoft.com/kb/5055596
http://support.microsoft.com/kb/5055519
http://support.microsoft.com/kb/5055570
http://support.microsoft.com/kb/5055581
http://support.microsoft.com/kb/5055518
http://support.microsoft.com/kb/5055557
http://support.microsoft.com/kb/5055523
http://support.microsoft.com/kb/5055526
http://support.microsoft.com/kb/5055609
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-29824
http://support.microsoft.com/kb/5055521
http://support.microsoft.com/kb/5055528
http://support.microsoft.com/kb/5055561
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5055596 

5055519 

5055570 

5055581 

5055518 

5055557 

5055523 

5055526 

5055609 CVE-2025-26670 Remote Code 

Execution 

Critical No No Exploitation 

More Likely 5055521 

5055528 

5055561 

5055596 

5055519 

5055570 

5055581 

5055518 

5055557 

5055523 

5055526 

5055609 CVE-2025-26686 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5055521 

5055528 

5055561 

5055596 

5055519 

5055570 

5055581 

5055518 

5055557 

5055523 

5055526 

5055521 CVE-2025-27482 Remote Code 

Execution 

Critical No No Exploitation 

More Likely 5055519 

5055523 

5055526 

5055521 CVE-2025-27480 Remote Code 

Execution 

Critical No No Exploitation 

More Likely 5055519 

5055581 

5055557 

5055523 

http://support.microsoft.com/kb/5055596
http://support.microsoft.com/kb/5055519
http://support.microsoft.com/kb/5055570
http://support.microsoft.com/kb/5055581
http://support.microsoft.com/kb/5055518
http://support.microsoft.com/kb/5055557
http://support.microsoft.com/kb/5055523
http://support.microsoft.com/kb/5055526
http://support.microsoft.com/kb/5055609
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-26670
http://support.microsoft.com/kb/5055521
http://support.microsoft.com/kb/5055528
http://support.microsoft.com/kb/5055561
http://support.microsoft.com/kb/5055596
http://support.microsoft.com/kb/5055519
http://support.microsoft.com/kb/5055570
http://support.microsoft.com/kb/5055581
http://support.microsoft.com/kb/5055518
http://support.microsoft.com/kb/5055557
http://support.microsoft.com/kb/5055523
http://support.microsoft.com/kb/5055526
http://support.microsoft.com/kb/5055609
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-26686
http://support.microsoft.com/kb/5055521
http://support.microsoft.com/kb/5055528
http://support.microsoft.com/kb/5055561
http://support.microsoft.com/kb/5055596
http://support.microsoft.com/kb/5055519
http://support.microsoft.com/kb/5055570
http://support.microsoft.com/kb/5055581
http://support.microsoft.com/kb/5055518
http://support.microsoft.com/kb/5055557
http://support.microsoft.com/kb/5055523
http://support.microsoft.com/kb/5055526
http://support.microsoft.com/kb/5055521
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-27482
http://support.microsoft.com/kb/5055519
http://support.microsoft.com/kb/5055523
http://support.microsoft.com/kb/5055526
http://support.microsoft.com/kb/5055521
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-27480
http://support.microsoft.com/kb/5055519
http://support.microsoft.com/kb/5055581
http://support.microsoft.com/kb/5055557
http://support.microsoft.com/kb/5055523
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5055526 

5055521 CVE-2025-29809 Security Feature 

Bypass 

Important No No Exploitation 

More Likely 5055528 

5055519 

5055518 

5055523 

5055526 

5055521 CVE-2025-27491 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5055528 

5055519 

5055518 

5055523 

5055526 

5055528 CVE-2025-29812 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5055523 

5055526 

5002700 CVE-2025-27749 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

5002700 CVE-2025-29792 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 

5002700 CVE-2025-27748 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

5002700 CVE-2025-27752 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

5002700 CVE-2025-27745 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

5002700 CVE-2025-29791 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

5055581 CVE-2025-27472 Security Feature 

Bypass 

Important No No Exploitation 

More Likely 5055557 

5002692 CVE-2025-29793 Remote Code 

Execution 

Important No No Exploitation 

More Likely 

5002692 CVE-2025-29794 Remote Code 

Execution 

Important No No Exploitation 

More Likely 

 

http://support.microsoft.com/kb/5055526
http://support.microsoft.com/kb/5055521
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-29809
http://support.microsoft.com/kb/5055528
http://support.microsoft.com/kb/5055519
http://support.microsoft.com/kb/5055518
http://support.microsoft.com/kb/5055523
http://support.microsoft.com/kb/5055526
http://support.microsoft.com/kb/5055521
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-27491
http://support.microsoft.com/kb/5055528
http://support.microsoft.com/kb/5055519
http://support.microsoft.com/kb/5055518
http://support.microsoft.com/kb/5055523
http://support.microsoft.com/kb/5055526
http://support.microsoft.com/kb/5055528
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-29812
http://support.microsoft.com/kb/5055523
http://support.microsoft.com/kb/5055526
http://support.microsoft.com/kb/5002700
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-27749
http://support.microsoft.com/kb/5002700
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-29792
http://support.microsoft.com/kb/5002700
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-27748
http://support.microsoft.com/kb/5002700
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-27752
http://support.microsoft.com/kb/5002700
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-27745
http://support.microsoft.com/kb/5002700
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-29791
http://support.microsoft.com/kb/5055581
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-27472
http://support.microsoft.com/kb/5055557
http://support.microsoft.com/kb/5002692
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-29793
http://support.microsoft.com/kb/5002692
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-29794
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第3章 已知问题和特殊调整 

本月暂无已知问题和特殊调整。 
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第4章 漏洞补丁详细列表 

本月微软发布的系统安全更新补丁共 12 个，详细列表如下： 

KBID 

奇安

信集

团级

别 

补丁名称 CVE 漏洞 漏洞的影响 漏洞等级 

公

开

披

露 

已

受

攻

击 

漏

洞

的

可

利

用

性 

5055609 高危 April 8, 

2025—

KB5055609 

(Monthly 

Rollup) - 

Microsoft 

Support for 

Windows 

Server 2008 

Premium 

Assurance 

CVE-2025-27727 Elevation of 

Privilege 

Important No No 1 

CVE-2025-21221 Remote Code 

Execution 

Important No No 2 

CVE-2025-21222 Remote Code 

Execution 

Important No No 2 

CVE-2025-26663 Remote Code 

Execution 

Critical No No 1 

CVE-2025-27478 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27737 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-27474 Information 

Disclosure 

Important No No 2 

CVE-2025-27733 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27740 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26664 Information 

Disclosure 

Important No No 2 

CVE-2025-26673 Denial of 

Service 

Important No No 2 

CVE-2025-26669 Information 

Disclosure 

Important No No 2 

CVE-2025-27477 Remote Code 

Execution 

Important No No 2 

CVE-2025-26679 Elevation of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5055609
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CVE-2025-27471 Denial of 

Service 

Important No No 2 

CVE-2025-27469 Denial of 

Service 

Important No No 2 

CVE-2025-21205 Remote Code 

Execution 

Important No No 2 

CVE-2025-21191 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26687 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26667 Information 

Disclosure 

Important No No 2 

CVE-2025-29824 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-27473 Denial of 

Service 

Important No No 2 

CVE-2025-21204 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26670 Remote Code 

Execution 

Critical No No 1 

CVE-2025-26672 Information 

Disclosure 

Important No No 2 

CVE-2025-26676 Information 

Disclosure 

Important No No 2 

CVE-2025-21197 Information 

Disclosure 

Important No No 2 

CVE-2025-27742 Information 

Disclosure 

Important No No 2 

CVE-2025-26668 Remote Code 

Execution 

Important No No 2 

CVE-2025-27732 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26641 Denial of 

Service 

Important No No 2 

CVE-2025-21203 Information 

Disclosure 

Important No No 2 

CVE-2025-27741 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26686 Remote Code 

Execution 

Critical No No 2 
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CVE-2025-27481 Remote Code 

Execution 

Important No No 2 

CVE-2025-26647 Elevation of 

Privilege 

Important No No 2 

CVE-2025-29810 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26665 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27484 Elevation of 

Privilege 

Important No No 2 

5055521 高危 April 8, 

2025—

KB5055521 (OS 

Build 

14393.7969) - 

Microsoft 

Support for 

Windows 10, 

version 1607, 

all 

editions,Wind

ows Server 

2016, all 

editions 

CVE-2025-27727 Elevation of 

Privilege 

Important No No 1 

CVE-2025-21221 Remote Code 

Execution 

Important No No 2 

CVE-2025-27735 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-21222 Remote Code 

Execution 

Important No No 2 

CVE-2025-26663 Remote Code 

Execution 

Critical No No 1 

CVE-2025-27479 Denial of 

Service 

Important No No 2 

CVE-2025-27478 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27737 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-27474 Information 

Disclosure 

Important No No 2 

CVE-2025-27485 Denial of 

Service 

Important No No 2 

CVE-2025-27733 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27740 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26673 Denial of 

Service 

Important No No 2 

CVE-2025-26669 Information 

Disclosure 

Important No No 2 

http://support.microsoft.com/kb/5055521
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CVE-2025-27477 Remote Code 

Execution 

Important No No 2 

CVE-2025-26664 Information 

Disclosure 

Important No No 2 

CVE-2025-26679 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27471 Denial of 

Service 

Important No No 2 

CVE-2025-27469 Denial of 

Service 

Important No No 2 

CVE-2025-27736 Information 

Disclosure 

Important No No 2 

CVE-2025-27482 Remote Code 

Execution 

Critical No No 1 

CVE-2025-21205 Remote Code 

Execution 

Important No No 2 

CVE-2025-24073 Elevation of 

Privilege 

Important No No 2 

CVE-2025-21191 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26688 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26687 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26667 Information 

Disclosure 

Important No No 2 

CVE-2025-29824 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-27473 Denial of 

Service 

Important No No 2 

CVE-2025-27738 Information 

Disclosure 

Important No No 2 

CVE-2025-26672 Information 

Disclosure 

Important No No 2 

CVE-2025-26670 Remote Code 

Execution 

Critical No No 1 

CVE-2025-21204 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27486 Denial of 

Service 

Important No No 2 
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CVE-2025-26648 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27487 Remote Code 

Execution 

Important No No 2 

CVE-2025-26676 Information 

Disclosure 

Important No No 2 

CVE-2025-27483 Elevation of 

Privilege 

Important No No 2 

CVE-2025-21197 Information 

Disclosure 

Important No No 2 

CVE-2025-21174 Denial of 

Service 

Important No No 2 

CVE-2025-27742 Information 

Disclosure 

Important No No 2 

CVE-2025-26668 Remote Code 

Execution 

Important No No 2 

CVE-2025-27732 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26671 Remote Code 

Execution 

Important No No 2 

CVE-2025-26641 Denial of 

Service 

Important No No 2 

CVE-2025-27480 Remote Code 

Execution 

Critical No No 1 

CVE-2025-27470 Denial of 

Service 

Important No No 2 

CVE-2025-21203 Information 

Disclosure 

Important No No 2 

CVE-2025-27741 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26680 Denial of 

Service 

Important No No 2 

CVE-2025-26686 Remote Code 

Execution 

Critical No No 2 

CVE-2025-26637 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-29809 Security 

Feature 

Bypass 

Important No No 1 



                       奇安信集团 2025 年 04 月补丁库更新通告 

第 12 页 

CVE-2025-27481 Remote Code 

Execution 

Important No No 2 

CVE-2025-26647 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26652 Denial of 

Service 

Important No No 2 

CVE-2025-29810 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26665 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27484 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27491 Remote Code 

Execution 

Critical No No 2 

5055528 高危 April 8, 

2025—

KB5055528 (OS 

Builds 

22621.5189 

and 

22631.5189) - 

Microsoft 

Support for 

Windows 11 

Enterprise 

and 

Education, 

version 

22H2,Windows 

11 version 

23H2, all 

editions 

CVE-2025-27727 Elevation of 

Privilege 

Important No No 1 

CVE-2025-21221 Remote Code 

Execution 

Important No No 2 

CVE-2025-27735 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-21222 Remote Code 

Execution 

Important No No 2 

CVE-2025-26663 Remote Code 

Execution 

Critical No No 1 

CVE-2025-27478 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26678 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-27737 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-27729 Remote Code 

Execution 

Important No No 2 

CVE-2025-26640 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26673 Denial of 

Service 

Important No No 2 

CVE-2025-26669 Information 

Disclosure 

Important No No 2 

http://support.microsoft.com/kb/5055528
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CVE-2025-27477 Remote Code 

Execution 

Important No No 2 

CVE-2025-26644 Spoofing Important No No 2 

CVE-2025-26679 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27471 Denial of 

Service 

Important No No 2 

CVE-2025-27469 Denial of 

Service 

Important No No 2 

CVE-2025-27739 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27736 Information 

Disclosure 

Important No No 2 

CVE-2025-27467 Elevation of 

Privilege 

Important No No 2 

CVE-2025-24062 Elevation of 

Privilege 

Important No No 2 

CVE-2025-21205 Remote Code 

Execution 

Important No No 2 

CVE-2025-24073 Elevation of 

Privilege 

Important No No 2 

CVE-2025-21191 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26688 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26687 Elevation of 

Privilege 

Important No No 2 

CVE-2025-29824 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-27473 Denial of 

Service 

Important No No 2 

CVE-2025-27490 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26674 Remote Code 

Execution 

Important No No 2 

CVE-2025-24058 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26666 Remote Code 

Execution 

Important No No 2 

CVE-2025-27738 Information 

Disclosure 

Important No No 2 
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CVE-2025-26672 Information 

Disclosure 

Important No No 2 

CVE-2025-26670 Remote Code 

Execution 

Critical No No 1 

CVE-2025-21204 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26648 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27487 Remote Code 

Execution 

Important No No 2 

CVE-2025-24060 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26649 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26635 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-29811 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26639 Elevation of 

Privilege 

Important No No 2 

CVE-2025-21197 Information 

Disclosure 

Important No No 2 

CVE-2025-27732 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26675 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27742 Information 

Disclosure 

Important No No 2 

CVE-2025-26668 Remote Code 

Execution 

Important No No 2 

CVE-2025-26641 Denial of 

Service 

Important No No 2 

CVE-2025-29812 Elevation of 

Privilege 

Important No No 1 

CVE-2025-26681 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27476 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27731 Elevation of 

Privilege 

Important No No 2 
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CVE-2025-27475 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26686 Remote Code 

Execution 

Critical No No 2 

CVE-2025-26637 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-29809 Security 

Feature 

Bypass 

Important No No 1 

CVE-2025-27481 Remote Code 

Execution 

Important No No 2 

CVE-2025-27730 Elevation of 

Privilege 

Important No No 2 

CVE-2025-24074 Elevation of 

Privilege 

Important No No 2 

CVE-2025-29810 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27492 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26665 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27484 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26651 Denial of 

Service 

Important No No 2 

CVE-2025-27491 Remote Code 

Execution 

Critical No No 2 

5055561 高危 April 8, 

2025—

KB5055561 

(Monthly 

Rollup) - 

Microsoft 

Support for 

Windows 

Server 2008 

R2 Premium 

Assurance 

CVE-2025-27727 Elevation of 

Privilege 

Important No No 1 

CVE-2025-21221 Remote Code 

Execution 

Important No No 2 

CVE-2025-21222 Remote Code 

Execution 

Important No No 2 

CVE-2025-26663 Remote Code 

Execution 

Critical No No 1 

CVE-2025-27478 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27737 Security 

Feature 

Bypass 

Important No No 2 

http://support.microsoft.com/kb/5055561
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CVE-2025-27474 Information 

Disclosure 

Important No No 2 

CVE-2025-27733 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27740 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26664 Information 

Disclosure 

Important No No 2 

CVE-2025-26673 Denial of 

Service 

Important No No 2 

CVE-2025-26669 Information 

Disclosure 

Important No No 2 

CVE-2025-27477 Remote Code 

Execution 

Important No No 2 

CVE-2025-26679 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27471 Denial of 

Service 

Important No No 2 

CVE-2025-27469 Denial of 

Service 

Important No No 2 

CVE-2025-21205 Remote Code 

Execution 

Important No No 2 

CVE-2025-21191 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26687 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26667 Information 

Disclosure 

Important No No 2 

CVE-2025-29824 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-27473 Denial of 

Service 

Important No No 2 

CVE-2025-21204 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26670 Remote Code 

Execution 

Critical No No 1 

CVE-2025-26672 Information 

Disclosure 

Important No No 2 

CVE-2025-27487 Remote Code 

Execution 

Important No No 2 
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CVE-2025-26676 Information 

Disclosure 

Important No No 2 

CVE-2025-21197 Information 

Disclosure 

Important No No 2 

CVE-2025-27742 Information 

Disclosure 

Important No No 2 

CVE-2025-26668 Remote Code 

Execution 

Important No No 2 

CVE-2025-27732 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26671 Remote Code 

Execution 

Important No No 2 

CVE-2025-26641 Denial of 

Service 

Important No No 2 

CVE-2025-21203 Information 

Disclosure 

Important No No 2 

CVE-2025-27741 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26686 Remote Code 

Execution 

Critical No No 2 

CVE-2025-27481 Remote Code 

Execution 

Important No No 2 

CVE-2025-26647 Elevation of 

Privilege 

Important No No 2 

CVE-2025-29810 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26665 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27484 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26648 Elevation of 

Privilege 

Important No No 2 

5055596 高危 April 8, 

2025—

KB5055596 

(Security-

only update) 

- Microsoft 

Support for 

Windows 

CVE-2025-27727 Elevation of 

Privilege 

Important No No 1 

CVE-2025-21221 Remote Code 

Execution 

Important No No 2 

CVE-2025-21222 Remote Code 

Execution 

Important No No 2 

CVE-2025-26663 Remote Code 

Execution 

Critical No No 1 

http://support.microsoft.com/kb/5055596
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Server 2008 

Premium 

Assurance 

CVE-2025-27478 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27737 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-27474 Information 

Disclosure 

Important No No 2 

CVE-2025-27733 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27740 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26664 Information 

Disclosure 

Important No No 2 

CVE-2025-26673 Denial of 

Service 

Important No No 2 

CVE-2025-26669 Information 

Disclosure 

Important No No 2 

CVE-2025-27477 Remote Code 

Execution 

Important No No 2 

CVE-2025-26679 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27471 Denial of 

Service 

Important No No 2 

CVE-2025-27469 Denial of 

Service 

Important No No 2 

CVE-2025-21205 Remote Code 

Execution 

Important No No 2 

CVE-2025-21191 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26687 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26667 Information 

Disclosure 

Important No No 2 

CVE-2025-29824 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-27473 Denial of 

Service 

Important No No 2 

CVE-2025-21204 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26670 Remote Code 

Execution 

Critical No No 1 
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CVE-2025-26672 Information 

Disclosure 

Important No No 2 

CVE-2025-26676 Information 

Disclosure 

Important No No 2 

CVE-2025-21197 Information 

Disclosure 

Important No No 2 

CVE-2025-27742 Information 

Disclosure 

Important No No 2 

CVE-2025-26668 Remote Code 

Execution 

Important No No 2 

CVE-2025-27732 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26641 Denial of 

Service 

Important No No 2 

CVE-2025-21203 Information 

Disclosure 

Important No No 2 

CVE-2025-27741 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26686 Remote Code 

Execution 

Critical No No 2 

CVE-2025-27481 Remote Code 

Execution 

Important No No 2 

CVE-2025-26647 Elevation of 

Privilege 

Important No No 2 

CVE-2025-29810 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26665 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27484 Elevation of 

Privilege 

Important No No 2 

5055519 高危 April 8, 

2025—

KB5055519 (OS 

Build 

17763.7136) - 

Microsoft 

Support for 

Win 10 Ent 

LTSC 2019,Win 

10 IoT Ent 

LTSC 

CVE-2025-27727 Elevation of 

Privilege 

Important No No 1 

CVE-2025-21221 Remote Code 

Execution 

Important No No 2 

CVE-2025-27735 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-21222 Remote Code 

Execution 

Important No No 2 

CVE-2025-26663 Remote Code 

Execution 

Critical No No 1 

http://support.microsoft.com/kb/5055519
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2019,Windows 

10 IoT Core 

LTSC,Windows 

Server 2019 

CVE-2025-27479 Denial of 

Service 

Important No No 2 

CVE-2025-27478 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26678 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-27737 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-27474 Information 

Disclosure 

Important No No 2 

CVE-2025-27485 Denial of 

Service 

Important No No 2 

CVE-2025-27733 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26640 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26673 Denial of 

Service 

Important No No 2 

CVE-2025-27740 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27477 Remote Code 

Execution 

Important No No 2 

CVE-2025-26644 Spoofing Important No No 2 

CVE-2025-26679 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27471 Denial of 

Service 

Important No No 2 

CVE-2025-26669 Information 

Disclosure 

Important No No 2 

CVE-2025-27469 Denial of 

Service 

Important No No 2 

CVE-2025-27739 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27736 Information 

Disclosure 

Important No No 2 

CVE-2025-27467 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27482 Remote Code 

Execution 

Critical No No 1 
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CVE-2025-21205 Remote Code 

Execution 

Important No No 2 

CVE-2025-24073 Elevation of 

Privilege 

Important No No 2 

CVE-2025-21191 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26688 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26687 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26667 Information 

Disclosure 

Important No No 2 

CVE-2025-29824 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-27473 Denial of 

Service 

Important No No 2 

CVE-2025-26666 Remote Code 

Execution 

Important No No 2 

CVE-2025-26674 Remote Code 

Execution 

Important No No 2 

CVE-2025-24058 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27738 Information 

Disclosure 

Important No No 2 

CVE-2025-26672 Information 

Disclosure 

Important No No 2 

CVE-2025-26670 Remote Code 

Execution 

Critical No No 1 

CVE-2025-21204 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27486 Denial of 

Service 

Important No No 2 

CVE-2025-26648 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27487 Remote Code 

Execution 

Important No No 2 

CVE-2025-24060 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26676 Information 

Disclosure 

Important No No 2 
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CVE-2025-27483 Elevation of 

Privilege 

Important No No 2 

CVE-2025-21197 Information 

Disclosure 

Important No No 2 

CVE-2025-26635 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-21174 Denial of 

Service 

Important No No 2 

CVE-2025-27742 Information 

Disclosure 

Important No No 2 

CVE-2025-26668 Remote Code 

Execution 

Important No No 2 

CVE-2025-27732 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26671 Remote Code 

Execution 

Important No No 2 

CVE-2025-26641 Denial of 

Service 

Important No No 2 

CVE-2025-27480 Remote Code 

Execution 

Critical No No 1 

CVE-2025-27470 Denial of 

Service 

Important No No 2 

CVE-2025-27476 Elevation of 

Privilege 

Important No No 2 

CVE-2025-21203 Information 

Disclosure 

Important No No 2 

CVE-2025-27741 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26680 Denial of 

Service 

Important No No 2 

CVE-2025-26664 Information 

Disclosure 

Important No No 2 

CVE-2025-27731 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26686 Remote Code 

Execution 

Critical No No 2 

CVE-2025-26637 Security 

Feature 

Bypass 

Important No No 2 
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CVE-2025-29809 Security 

Feature 

Bypass 

Important No No 1 

CVE-2025-27481 Remote Code 

Execution 

Important No No 2 

CVE-2025-27730 Elevation of 

Privilege 

Important No No 2 

CVE-2025-24074 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26647 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26652 Denial of 

Service 

Important No No 2 

CVE-2025-29810 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26665 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27484 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27491 Remote Code 

Execution 

Critical No No 2 

5055570 高危 April 8, 

2025—

KB5055570 

(Security-

only update) 

- Microsoft 

Support for 

Windows 

Server 2008 

R2 Premium 

Assurance 

CVE-2025-27727 Elevation of 

Privilege 

Important No No 1 

CVE-2025-21221 Remote Code 

Execution 

Important No No 2 

CVE-2025-21222 Remote Code 

Execution 

Important No No 2 

CVE-2025-26663 Remote Code 

Execution 

Critical No No 1 

CVE-2025-27478 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27737 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-27474 Information 

Disclosure 

Important No No 2 

CVE-2025-27733 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27740 Elevation of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5055570
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CVE-2025-26664 Information 

Disclosure 

Important No No 2 

CVE-2025-26673 Denial of 

Service 

Important No No 2 

CVE-2025-26669 Information 

Disclosure 

Important No No 2 

CVE-2025-27477 Remote Code 

Execution 

Important No No 2 

CVE-2025-26679 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27471 Denial of 

Service 

Important No No 2 

CVE-2025-27469 Denial of 

Service 

Important No No 2 

CVE-2025-21205 Remote Code 

Execution 

Important No No 2 

CVE-2025-21191 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26687 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26667 Information 

Disclosure 

Important No No 2 

CVE-2025-29824 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-27473 Denial of 

Service 

Important No No 2 

CVE-2025-21204 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26670 Remote Code 

Execution 

Critical No No 1 

CVE-2025-26672 Information 

Disclosure 

Important No No 2 

CVE-2025-27487 Remote Code 

Execution 

Important No No 2 

CVE-2025-26676 Information 

Disclosure 

Important No No 2 

CVE-2025-21197 Information 

Disclosure 

Important No No 2 

CVE-2025-27742 Information 

Disclosure 

Important No No 2 
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CVE-2025-26668 Remote Code 

Execution 

Important No No 2 

CVE-2025-27732 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26671 Remote Code 

Execution 

Important No No 2 

CVE-2025-26641 Denial of 

Service 

Important No No 2 

CVE-2025-21203 Information 

Disclosure 

Important No No 2 

CVE-2025-27741 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26686 Remote Code 

Execution 

Critical No No 2 

CVE-2025-27481 Remote Code 

Execution 

Important No No 2 

CVE-2025-26647 Elevation of 

Privilege 

Important No No 2 

CVE-2025-29810 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26665 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27484 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26648 Elevation of 

Privilege 

Important No No 2 

5055581 高危 April 8, 

2025—

KB5055581 

(Monthly 

Rollup) - 

Microsoft 

Support for 

Windows 

Server 2012 

ESU 

CVE-2025-27727 Elevation of 

Privilege 

Important No No 1 

CVE-2025-21221 Remote Code 

Execution 

Important No No 2 

CVE-2025-21222 Remote Code 

Execution 

Important No No 2 

CVE-2025-26663 Remote Code 

Execution 

Critical No No 1 

CVE-2025-27479 Denial of 

Service 

Important No No 2 

CVE-2025-27478 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27737 Security 

Feature 

Bypass 

Important No No 2 

http://support.microsoft.com/kb/5055581
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CVE-2025-27474 Information 

Disclosure 

Important No No 2 

CVE-2025-27733 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27740 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26664 Information 

Disclosure 

Important No No 2 

CVE-2025-26673 Denial of 

Service 

Important No No 2 

CVE-2025-26669 Information 

Disclosure 

Important No No 2 

CVE-2025-27477 Remote Code 

Execution 

Important No No 2 

CVE-2025-26679 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27471 Denial of 

Service 

Important No No 2 

CVE-2025-27469 Denial of 

Service 

Important No No 2 

CVE-2025-21205 Remote Code 

Execution 

Important No No 2 

CVE-2025-21191 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26688 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26687 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27472 Security 

Feature 

Bypass 

Important No No 1 

CVE-2025-26667 Information 

Disclosure 

Important No No 2 

CVE-2025-29824 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-27473 Denial of 

Service 

Important No No 2 

CVE-2025-27738 Information 

Disclosure 

Important No No 2 

CVE-2025-26670 Remote Code 

Execution 

Critical No No 1 
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CVE-2025-26672 Information 

Disclosure 

Important No No 2 

CVE-2025-21204 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27487 Remote Code 

Execution 

Important No No 2 

CVE-2025-26676 Information 

Disclosure 

Important No No 2 

CVE-2025-21197 Information 

Disclosure 

Important No No 2 

CVE-2025-27742 Information 

Disclosure 

Important No No 2 

CVE-2025-26668 Remote Code 

Execution 

Important No No 2 

CVE-2025-27732 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26671 Remote Code 

Execution 

Important No No 2 

CVE-2025-26641 Denial of 

Service 

Important No No 2 

CVE-2025-27480 Remote Code 

Execution 

Critical No No 1 

CVE-2025-21203 Information 

Disclosure 

Important No No 2 

CVE-2025-27741 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26686 Remote Code 

Execution 

Critical No No 2 

CVE-2025-27481 Remote Code 

Execution 

Important No No 2 

CVE-2025-26647 Elevation of 

Privilege 

Important No No 2 

CVE-2025-29810 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26665 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27484 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26648 Elevation of 

Privilege 

Important No No 2 
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5055518 高危 April 8, 

2025—

KB5055518 (OS 

Builds 

19044.5737 

and 

19045.5737) - 

Microsoft 

Support for 

Windows 10 

Enterprise 

LTSC 

2021,Windows 

10 IoT 

Enterprise 

LTSC 

2021,Windows 

10, version 

22H2, all 

editions 

CVE-2025-27727 Elevation of 

Privilege 

Important No No 1 

CVE-2025-21221 Remote Code 

Execution 

Important No No 2 

CVE-2025-27735 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-21222 Remote Code 

Execution 

Important No No 2 

CVE-2025-26663 Remote Code 

Execution 

Critical No No 1 

CVE-2025-27478 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26678 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-27737 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-27729 Remote Code 

Execution 

Important No No 2 

CVE-2025-26640 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26673 Denial of 

Service 

Important No No 2 

CVE-2025-26669 Information 

Disclosure 

Important No No 2 

CVE-2025-27477 Remote Code 

Execution 

Important No No 2 

CVE-2025-26644 Spoofing Important No No 2 

CVE-2025-26679 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27471 Denial of 

Service 

Important No No 2 

CVE-2025-27469 Denial of 

Service 

Important No No 2 

CVE-2025-27739 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27736 Information 

Disclosure 

Important No No 2 

http://support.microsoft.com/kb/5055518
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CVE-2025-27467 Elevation of 

Privilege 

Important No No 2 

CVE-2025-24062 Elevation of 

Privilege 

Important No No 2 

CVE-2025-21205 Remote Code 

Execution 

Important No No 2 

CVE-2025-24073 Elevation of 

Privilege 

Important No No 2 

CVE-2025-21191 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26688 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26687 Elevation of 

Privilege 

Important No No 2 

CVE-2025-29824 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-27473 Denial of 

Service 

Important No No 2 

CVE-2025-27490 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26666 Remote Code 

Execution 

Important No No 2 

CVE-2025-26674 Remote Code 

Execution 

Important No No 2 

CVE-2025-24058 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27738 Information 

Disclosure 

Important No No 2 

CVE-2025-26672 Information 

Disclosure 

Important No No 2 

CVE-2025-26670 Remote Code 

Execution 

Critical No No 1 

CVE-2025-21204 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26648 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27487 Remote Code 

Execution 

Important No No 2 

CVE-2025-24060 Elevation of 

Privilege 

Important No No 2 
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CVE-2025-21197 Information 

Disclosure 

Important No No 2 

CVE-2025-26635 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-26639 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27742 Information 

Disclosure 

Important No No 2 

CVE-2025-26668 Remote Code 

Execution 

Important No No 2 

CVE-2025-27732 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26675 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26641 Denial of 

Service 

Important No No 2 

CVE-2025-26681 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27476 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27731 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26686 Remote Code 

Execution 

Critical No No 2 

CVE-2025-26637 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-29809 Security 

Feature 

Bypass 

Important No No 1 

CVE-2025-27481 Remote Code 

Execution 

Important No No 2 

CVE-2025-27730 Elevation of 

Privilege 

Important No No 2 

CVE-2025-24074 Elevation of 

Privilege 

Important No No 2 

CVE-2025-29810 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26665 Elevation of 

Privilege 

Important No No 2 
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CVE-2025-27484 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27491 Remote Code 

Execution 

Critical No No 2 

5055557 高危 April 8, 

2025—

KB5055557 

(Monthly 

Rollup) - 

Microsoft 

Support for 

Windows 

Server 2012 

R2 ESU 

CVE-2025-27727 Elevation of 

Privilege 

Important No No 1 

CVE-2025-21221 Remote Code 

Execution 

Important No No 2 

CVE-2025-21222 Remote Code 

Execution 

Important No No 2 

CVE-2025-26663 Remote Code 

Execution 

Critical No No 1 

CVE-2025-27479 Denial of 

Service 

Important No No 2 

CVE-2025-27478 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27737 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-27474 Information 

Disclosure 

Important No No 2 

CVE-2025-27485 Denial of 

Service 

Important No No 2 

CVE-2025-27733 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27740 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26673 Denial of 

Service 

Important No No 2 

CVE-2025-26669 Information 

Disclosure 

Important No No 2 

CVE-2025-27477 Remote Code 

Execution 

Important No No 2 

CVE-2025-26664 Information 

Disclosure 

Important No No 2 

CVE-2025-26679 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27471 Denial of 

Service 

Important No No 2 

CVE-2025-27469 Denial of 

Service 

Important No No 2 

http://support.microsoft.com/kb/5055557
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CVE-2025-21205 Remote Code 

Execution 

Important No No 2 

CVE-2025-21191 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26688 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26687 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27472 Security 

Feature 

Bypass 

Important No No 1 

CVE-2025-26667 Information 

Disclosure 

Important No No 2 

CVE-2025-29824 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-27473 Denial of 

Service 

Important No No 2 

CVE-2025-27738 Information 

Disclosure 

Important No No 2 

CVE-2025-26672 Information 

Disclosure 

Important No No 2 

CVE-2025-26670 Remote Code 

Execution 

Critical No No 1 

CVE-2025-21204 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27486 Denial of 

Service 

Important No No 2 

CVE-2025-27487 Remote Code 

Execution 

Important No No 2 

CVE-2025-26676 Information 

Disclosure 

Important No No 2 

CVE-2025-27483 Elevation of 

Privilege 

Important No No 2 

CVE-2025-21197 Information 

Disclosure 

Important No No 2 

CVE-2025-21174 Denial of 

Service 

Important No No 2 

CVE-2025-27742 Information 

Disclosure 

Important No No 2 

CVE-2025-26668 Remote Code 

Execution 

Important No No 2 



                       奇安信集团 2025 年 04 月补丁库更新通告 

第 33 页 

CVE-2025-27732 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26671 Remote Code 

Execution 

Important No No 2 

CVE-2025-26641 Denial of 

Service 

Important No No 2 

CVE-2025-27480 Remote Code 

Execution 

Critical No No 1 

CVE-2025-27470 Denial of 

Service 

Important No No 2 

CVE-2025-21203 Information 

Disclosure 

Important No No 2 

CVE-2025-27741 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26680 Denial of 

Service 

Important No No 2 

CVE-2025-26686 Remote Code 

Execution 

Critical No No 2 

CVE-2025-26637 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-27481 Remote Code 

Execution 

Important No No 2 

CVE-2025-26647 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26652 Denial of 

Service 

Important No No 2 

CVE-2025-29810 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26665 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27484 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26648 Elevation of 

Privilege 

Important No No 2 

5055523 高危 April 8, 

2025—

KB5055523 (OS 

Build 

26100.3775) - 

CVE-2025-27479 Denial of 

Service 

Important No No 2 

CVE-2025-27729 Remote Code 

Execution 

Important No No 2 

CVE-2025-26644 Spoofing Important No No 2 

http://support.microsoft.com/kb/5055523


                       奇安信集团 2025 年 04 月补丁库更新通告 

第 34 页 

Microsoft 

Support for 

Windows 11 

version 24H2, 

all editions 

CVE-2025-26667 Information 

Disclosure 

Important No No 2 

CVE-2025-27490 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26674 Remote Code 

Execution 

Important No No 2 

CVE-2025-26666 Remote Code 

Execution 

Important No No 2 

CVE-2025-24060 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27742 Information 

Disclosure 

Important No No 2 

CVE-2025-29811 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26675 Elevation of 

Privilege 

Important No No 2 

CVE-2025-21203 Information 

Disclosure 

Important No No 2 

CVE-2025-27731 Elevation of 

Privilege 

Important No No 2 

CVE-2025-29809 Security 

Feature 

Bypass 

Important No No 1 

CVE-2025-24074 Elevation of 

Privilege 

Important No No 2 

CVE-2025-21221 Remote Code 

Execution 

Important No No 2 

CVE-2025-26651 Denial of 

Service 

Important No No 2 

CVE-2025-21222 Remote Code 

Execution 

Important No No 2 

CVE-2025-26664 Information 

Disclosure 

Important No No 2 

CVE-2025-26669 Information 

Disclosure 

Important No No 2 

CVE-2025-27477 Remote Code 

Execution 

Important No No 2 

CVE-2025-26679 Elevation of 

Privilege 

Important No No 2 

CVE-2025-24073 Elevation of 

Privilege 

Important No No 2 
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CVE-2025-26687 Elevation of 

Privilege 

Important No No 2 

CVE-2025-29824 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-26672 Information 

Disclosure 

Important No No 2 

CVE-2025-27487 Remote Code 

Execution 

Important No No 2 

CVE-2025-26676 Information 

Disclosure 

Important No No 2 

CVE-2025-26671 Remote Code 

Execution 

Important No No 2 

CVE-2025-26641 Denial of 

Service 

Important No No 2 

CVE-2025-27476 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26686 Remote Code 

Execution 

Critical No No 2 

CVE-2025-27730 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26652 Denial of 

Service 

Important No No 2 

CVE-2025-29810 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27492 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26648 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27727 Elevation of 

Privilege 

Important No No 1 

CVE-2025-26663 Remote Code 

Execution 

Critical No No 1 

CVE-2025-26678 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-27485 Denial of 

Service 

Important No No 2 

CVE-2025-27740 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26673 Denial of 

Service 

Important No No 2 
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CVE-2025-27471 Denial of 

Service 

Important No No 2 

CVE-2025-27739 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27467 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27482 Remote Code 

Execution 

Critical No No 1 

CVE-2025-21205 Remote Code 

Execution 

Important No No 2 

CVE-2025-26688 Elevation of 

Privilege 

Important No No 2 

CVE-2025-24058 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27738 Information 

Disclosure 

Important No No 2 

CVE-2025-26670 Remote Code 

Execution 

Critical No No 1 

CVE-2025-21204 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26649 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26639 Elevation of 

Privilege 

Important No No 2 

CVE-2025-21197 Information 

Disclosure 

Important No No 2 

CVE-2025-21174 Denial of 

Service 

Important No No 2 

CVE-2025-27732 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27480 Remote Code 

Execution 

Critical No No 1 

CVE-2025-29812 Elevation of 

Privilege 

Important No No 1 

CVE-2025-26681 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26680 Denial of 

Service 

Important No No 2 

CVE-2025-27475 Elevation of 

Privilege 

Important No No 2 
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CVE-2025-26637 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-27481 Remote Code 

Execution 

Important No No 2 

CVE-2025-26647 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27491 Remote Code 

Execution 

Critical No No 2 

CVE-2025-27735 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-27478 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27737 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-27474 Information 

Disclosure 

Important No No 2 

CVE-2025-26640 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27469 Denial of 

Service 

Important No No 2 

CVE-2025-27736 Information 

Disclosure 

Important No No 2 

CVE-2025-24062 Elevation of 

Privilege 

Important No No 2 

CVE-2025-21191 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27473 Denial of 

Service 

Important No No 2 

CVE-2025-27486 Denial of 

Service 

Important No No 2 

CVE-2025-27728 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26668 Remote Code 

Execution 

Important No No 2 

CVE-2025-27470 Denial of 

Service 

Important No No 2 

CVE-2025-26665 Elevation of 

Privilege 

Important No No 2 
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CVE-2025-27484 Elevation of 

Privilege 

Important No No 2 

5055526 高危 April 8, 

2025—

KB5055526 (OS 

Build 

20348.3454) - 

Microsoft 

Support for 

Windows 

Server 2022 

CVE-2025-29808 Information 

Disclosure 

Important No No 2 

CVE-2025-27479 Denial of 

Service 

Important No No 2 

CVE-2025-26667 Information 

Disclosure 

Important No No 2 

CVE-2025-27490 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26666 Remote Code 

Execution 

Important No No 2 

CVE-2025-26674 Remote Code 

Execution 

Important No No 2 

CVE-2025-24060 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27742 Information 

Disclosure 

Important No No 2 

CVE-2025-26675 Elevation of 

Privilege 

Important No No 2 

CVE-2025-21203 Information 

Disclosure 

Important No No 2 

CVE-2025-27731 Elevation of 

Privilege 

Important No No 2 

CVE-2025-29809 Security 

Feature 

Bypass 

Important No No 1 

CVE-2025-24074 Elevation of 

Privilege 

Important No No 2 

CVE-2025-21221 Remote Code 

Execution 

Important No No 2 

CVE-2025-26651 Denial of 

Service 

Important No No 2 

CVE-2025-21222 Remote Code 

Execution 

Important No No 2 

CVE-2025-26664 Information 

Disclosure 

Important No No 2 

CVE-2025-26669 Information 

Disclosure 

Important No No 2 

CVE-2025-27477 Remote Code 

Execution 

Important No No 2 

http://support.microsoft.com/kb/5055526
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CVE-2025-26679 Elevation of 

Privilege 

Important No No 2 

CVE-2025-24073 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26687 Elevation of 

Privilege 

Important No No 2 

CVE-2025-29824 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-26672 Information 

Disclosure 

Important No No 2 

CVE-2025-27487 Remote Code 

Execution 

Important No No 2 

CVE-2025-26676 Information 

Disclosure 

Important No No 2 

CVE-2025-26635 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-26671 Remote Code 

Execution 

Important No No 2 

CVE-2025-26641 Denial of 

Service 

Important No No 2 

CVE-2025-26686 Remote Code 

Execution 

Critical No No 2 

CVE-2025-26652 Denial of 

Service 

Important No No 2 

CVE-2025-29810 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27492 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26648 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27727 Elevation of 

Privilege 

Important No No 1 

CVE-2025-26663 Remote Code 

Execution 

Critical No No 1 

CVE-2025-26678 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-27485 Denial of 

Service 

Important No No 2 
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CVE-2025-27740 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26673 Denial of 

Service 

Important No No 2 

CVE-2025-27489 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27471 Denial of 

Service 

Important No No 2 

CVE-2025-27739 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27482 Remote Code 

Execution 

Critical No No 1 

CVE-2025-21205 Remote Code 

Execution 

Important No No 2 

CVE-2025-26688 Elevation of 

Privilege 

Important No No 2 

CVE-2025-24058 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27738 Information 

Disclosure 

Important No No 2 

CVE-2025-26670 Remote Code 

Execution 

Critical No No 1 

CVE-2025-21204 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26649 Elevation of 

Privilege 

Important No No 2 

CVE-2025-26639 Elevation of 

Privilege 

Important No No 2 

CVE-2025-21197 Information 

Disclosure 

Important No No 2 

CVE-2025-21174 Denial of 

Service 

Important No No 2 

CVE-2025-27732 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27480 Remote Code 

Execution 

Critical No No 1 

CVE-2025-29812 Elevation of 

Privilege 

Important No No 1 

CVE-2025-26681 Elevation of 

Privilege 

Important No No 2 



                       奇安信集团 2025 年 04 月补丁库更新通告 

第 41 页 

CVE-2025-26680 Denial of 

Service 

Important No No 2 

CVE-2025-26637 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-27481 Remote Code 

Execution 

Important No No 2 

CVE-2025-26647 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27491 Remote Code 

Execution 

Critical No No 2 

CVE-2025-27735 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-27478 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27737 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-27474 Information 

Disclosure 

Important No No 2 

CVE-2025-27469 Denial of 

Service 

Important No No 2 

CVE-2025-27736 Information 

Disclosure 

Important No No 2 

CVE-2025-24062 Elevation of 

Privilege 

Important No No 2 

CVE-2025-21191 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27473 Denial of 

Service 

Important No No 2 

CVE-2025-27486 Denial of 

Service 

Important No No 2 

CVE-2025-26668 Remote Code 

Execution 

Important No No 2 

CVE-2025-27470 Denial of 

Service 

Important No No 2 

CVE-2025-26665 Elevation of 

Privilege 

Important No No 2 

CVE-2025-27484 Elevation of 

Privilege 

Important No No 2 
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本月微软发布的软件安全更新补丁共 13 个，详细列表如下： 

KBID 

奇安

信集

团级

别 

补丁名称 CVE 漏洞 漏洞的影响 漏洞等级 

公

开

披

露 

已

受

攻

击 

漏

洞

的

可

利

用

性 

4484432 高危 Descripti

on of the 

security 

update 

for 

Office 

2016: 

April 8, 

2025 

(KB448443

2) - 

Microsoft 

Support 

CVE-2025-27746 Remote Code 

Execution 

Important No No 2 

5002702 高危 Descripti

on of the 

security 

update 

for Word 

2016: 

April 8, 

2025 

(KB500270

2) - 

Microsoft 

Support 

CVE-2025-29816 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-29820 Remote Code 

Execution 

Important No No 2 

CVE-2025-27747 Remote Code 

Execution 

Important No No 2 

5055515 高危 KB5055515

: 

Cumulativ

e 

security 

update 

for 

Internet 

CVE-2025-27737 Security 

Feature 

Bypass 

Important No No 2 

http://support.microsoft.com/kb/4484432
http://support.microsoft.com/kb/5002702
http://support.microsoft.com/kb/5055515
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Explorer: 

April 8, 

2025 - 

Microsoft 

Support 

5002573 高危 Descripti

on of the 

security 

update 

for 

Office 

2016: 

April 8, 

2025 

(KB500257

3) - 

Microsoft 

Support 

CVE-2025-29816 Security 

Feature 

Bypass 

Important No No 2 

5002704 高危 Descripti

on of the 

security 

update 

for Excel 

2016: 

April 8, 

2025 

(KB500270

4) - 

Microsoft 

Support 

CVE-2025-27750 Remote Code 

Execution 

Important No No 2 

CVE-2025-27751 Remote Code 

Execution 

Important No No 2 

CVE-2025-26642 Remote Code 

Execution 

Important No No 2 

5002700 高危 Descripti

on of the 

security 

update 

for 

Office 

2016: 

April 8, 

2025 

(KB500270

0) - 

CVE-2025-29816 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-27749 Remote Code 

Execution 

Critical No No 2 

CVE-2025-29792 Elevation of 

Privilege 

Important No No 1 

CVE-2025-27748 Remote Code 

Execution 

Critical No No 2 

CVE-2025-27752 Remote Code 

Execution 

Critical No No 2 

http://support.microsoft.com/kb/5002573
http://support.microsoft.com/kb/5002704
http://support.microsoft.com/kb/5002700
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Microsoft 

Support 

CVE-2025-27745 Remote Code 

Execution 

Critical No No 2 

CVE-2025-29791 Remote Code 

Execution 

Critical No No 2 

5002703 高危 Descripti

on of the 

security 

update 

for 

Office 

2016: 

April 8, 

2025 

(KB500270

3) - 

Microsoft 

Support 

CVE-2025-26642 Remote Code 

Execution 

Important No No 2 

5002588 高危 Descripti

on of the 

security 

update 

for 

Office 

2016: 

April 8, 

2025 

(KB500258

8) - 

Microsoft 

Support 

CVE-2025-26642 Remote Code 

Execution 

Important No No 2 

5002701 高危 Descripti

on of the 

security 

update 

for 

Access 

2016: 

April 8, 

2025 

(KB500270

1) - 

CVE-2025-26642 Remote Code 

Execution 

Important No No 2 

http://support.microsoft.com/kb/5002703
http://support.microsoft.com/kb/5002588
http://support.microsoft.com/kb/5002701
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Microsoft 

Support 

5002669 高危 Descripti

on of the 

security 

update 

for 

Office 

2016: 

April 8, 

2025 

(KB500266

9) - 

Microsoft 

Support 

CVE-2025-27744 Elevation of 

Privilege 

Important No No 2 

5002682 高危 Descripti

on of the 

security 

update 

for 

SharePoin

t 

Enterpris

e Server 

2016 

Language 

Pack: 

April 8, 

2025 

(KB500268

2) - 

Microsoft 

Support 

CVE-2025-29820 Remote Code 

Execution 

Important No No 2 

CVE-2025-27747 Remote Code 

Execution 

Important No No 2 

5002622 高危 Descripti

on of the 

security 

update 

for 

OneNote 

2016: 

April 8, 

2025 

CVE-2025-29822 Security 

Feature 

Bypass 

Important No No 2 

http://support.microsoft.com/kb/5002669
http://support.microsoft.com/kb/5002682
http://support.microsoft.com/kb/5002622
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(KB500262

2) - 

Microsoft 

Support 

5002692 高危 Descripti

on of the 

security 

update 

for 

SharePoin

t 

Enterpris

e Server 

2016: 

April 8, 

2025 

(KB500269

2) - 

Microsoft 

Support 

CVE-2025-29793 Remote Code 

Execution 

Important No No 1 

CVE-2025-29820 Remote Code 

Execution 

Important No No 2 

CVE-2025-27747 Remote Code 

Execution 

Important No No 2 

CVE-2025-29794 Remote Code 

Execution 

Important No No 1 

 

注： 

1、 上述表格中“漏洞的可利用性”编号详细说明如下： 

0 - 已被利用(Exploitation Detected) 

1 - 更有可能被利用(Exploitation More Likely) 

2 - 不太可能利用(Exploitation Less Likely) 

3 - 不可能利用(Exploitation Unlikely) 

4 - 不受漏洞的影响(N/A) 

http://support.microsoft.com/kb/5002692
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第5章 参考链接 

 Security Update Guide 

https://portal.msrc.microsoft.com/zh-cn/security-guidance 

 Latest non-security updates for versions of Office that use Windows Installer (MSI) 

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates 

https://portal.msrc.microsoft.com/zh-cn/security-guidance
https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates

