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第1章 安全通告 

尊敬的客户： 

奇安信集团最新补丁库（V6版本：2026.04.15.1，V10版本：2026.04.15.1000）

已发布，本次更新推送了 20 个微软安全补丁，修复了 43 个安全漏洞，其中 15

个微软官方评级为“严重(Critical)”，28 个评级为“重要(Important)”，这

些漏洞影响 Windows、Office 等产品 
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第2章 重点关注补丁 

本月有 24 个安全漏洞经奇安信评估满足以下任一条件，需要重点关注。 

1. 漏洞等级（Severity）=严重（Critical）， 

2. 公开披露（Publicly Disclosed）=是（Yes）， 

3. 已受攻击（Exploited）=是（Yes）， 

4. 漏洞的可利用性（Exploitability Assessment）="已被利用

（Exploitation Detected）" 或 "很可能被利用（Exploitation More 

Likely）" 

详情如下： 

KBID 修复的漏洞 漏洞的影响 漏洞等级 
公开

披露 

已受

攻击 
漏洞的可利用性 

5082411 CVE-2026-23666 Denial of 

Service 

Critical No No Exploitation 

Less Likely 5082417 

5082424 

5082421 

5082420 

5082127 CVE-2026-32075 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5083769 

5082198 

5082142 

5082052 

5083768 

5082200 

5082126 

5082123 

5082127 CVE-2026-32225 Security 

Feature 

Bypass 

Important No No Exploitation 

More Likely 5083769 

5082198 

5082142 

5082052 

5083768 

5082200 

5082126 

5082123 

5082127 CVE-2026-27921 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5083769 

5082198 

5082142 

5082052 

http://support.microsoft.com/kb/5082411
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-23666
http://support.microsoft.com/kb/5082417
http://support.microsoft.com/kb/5082424
http://support.microsoft.com/kb/5082421
http://support.microsoft.com/kb/5082420
http://support.microsoft.com/kb/5082127
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-32075
http://support.microsoft.com/kb/5083769
http://support.microsoft.com/kb/5082198
http://support.microsoft.com/kb/5082142
http://support.microsoft.com/kb/5082052
http://support.microsoft.com/kb/5083768
http://support.microsoft.com/kb/5082200
http://support.microsoft.com/kb/5082126
http://support.microsoft.com/kb/5082123
http://support.microsoft.com/kb/5082127
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-32225
http://support.microsoft.com/kb/5083769
http://support.microsoft.com/kb/5082198
http://support.microsoft.com/kb/5082142
http://support.microsoft.com/kb/5082052
http://support.microsoft.com/kb/5083768
http://support.microsoft.com/kb/5082200
http://support.microsoft.com/kb/5082126
http://support.microsoft.com/kb/5082123
http://support.microsoft.com/kb/5082127
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-27921
http://support.microsoft.com/kb/5083769
http://support.microsoft.com/kb/5082198
http://support.microsoft.com/kb/5082142
http://support.microsoft.com/kb/5082052
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5083768 

5082200 

5082126 

5082123 

5082127 CVE-2026-27913 Security 

Feature 

Bypass 

Important No No Exploitation 

More Likely 5082198 

5082142 

5082126 

5082123 

5082127 CVE-2026-27908 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5083769 

5082198 

5082142 

5082052 

5083768 

5082200 

5082126 

5082123 

5082127 CVE-2026-27909 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5083769 

5082198 

5082142 

5082052 

5083768 

5082200 

5082126 

5082123 

5082127 CVE-2026-32202 Spoofing Important No No Exploitation 

More Likely 5083769 

5082198 

5082142 

5082052 

5083768 

5082200 

5082126 

5082123 

5082127 CVE-2026-27914 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5083769 

5082198 

5082142 

5082052 

http://support.microsoft.com/kb/5083768
http://support.microsoft.com/kb/5082200
http://support.microsoft.com/kb/5082126
http://support.microsoft.com/kb/5082123
http://support.microsoft.com/kb/5082127
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-27913
http://support.microsoft.com/kb/5082198
http://support.microsoft.com/kb/5082142
http://support.microsoft.com/kb/5082126
http://support.microsoft.com/kb/5082123
http://support.microsoft.com/kb/5082127
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-27908
http://support.microsoft.com/kb/5083769
http://support.microsoft.com/kb/5082198
http://support.microsoft.com/kb/5082142
http://support.microsoft.com/kb/5082052
http://support.microsoft.com/kb/5083768
http://support.microsoft.com/kb/5082200
http://support.microsoft.com/kb/5082126
http://support.microsoft.com/kb/5082123
http://support.microsoft.com/kb/5082127
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-27909
http://support.microsoft.com/kb/5083769
http://support.microsoft.com/kb/5082198
http://support.microsoft.com/kb/5082142
http://support.microsoft.com/kb/5082052
http://support.microsoft.com/kb/5083768
http://support.microsoft.com/kb/5082200
http://support.microsoft.com/kb/5082126
http://support.microsoft.com/kb/5082123
http://support.microsoft.com/kb/5082127
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-32202
http://support.microsoft.com/kb/5083769
http://support.microsoft.com/kb/5082198
http://support.microsoft.com/kb/5082142
http://support.microsoft.com/kb/5082052
http://support.microsoft.com/kb/5083768
http://support.microsoft.com/kb/5082200
http://support.microsoft.com/kb/5082126
http://support.microsoft.com/kb/5082123
http://support.microsoft.com/kb/5082127
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-27914
http://support.microsoft.com/kb/5083769
http://support.microsoft.com/kb/5082198
http://support.microsoft.com/kb/5082142
http://support.microsoft.com/kb/5082052
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5083768 

5082200 

5082126 

5082123 

5082127 CVE-2026-26151 Spoofing Important No No Exploitation 

More Likely 5083769 

5082198 

5082142 

5082052 

5083768 

5082200 

5082126 

5082123 

5082127 CVE-2026-32157 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5083769 

5082198 

5082142 

5082052 

5083768 

5082200 

5082126 

5082123 

5082127 CVE-2026-32093 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5083769 

5082198 

5082142 

5082052 

5083768 

5082200 

5082126 

5082123 

5082127 CVE-2026-32070 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5083769 

5082198 

5082142 

5082052 

5083768 

5082200 

5082126 

5082123 

5082127 CVE-2026-33827 Critical No No 

http://support.microsoft.com/kb/5083768
http://support.microsoft.com/kb/5082200
http://support.microsoft.com/kb/5082126
http://support.microsoft.com/kb/5082123
http://support.microsoft.com/kb/5082127
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-26151
http://support.microsoft.com/kb/5083769
http://support.microsoft.com/kb/5082198
http://support.microsoft.com/kb/5082142
http://support.microsoft.com/kb/5082052
http://support.microsoft.com/kb/5083768
http://support.microsoft.com/kb/5082200
http://support.microsoft.com/kb/5082126
http://support.microsoft.com/kb/5082123
http://support.microsoft.com/kb/5082127
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-32157
http://support.microsoft.com/kb/5083769
http://support.microsoft.com/kb/5082198
http://support.microsoft.com/kb/5082142
http://support.microsoft.com/kb/5082052
http://support.microsoft.com/kb/5083768
http://support.microsoft.com/kb/5082200
http://support.microsoft.com/kb/5082126
http://support.microsoft.com/kb/5082123
http://support.microsoft.com/kb/5082127
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-32093
http://support.microsoft.com/kb/5083769
http://support.microsoft.com/kb/5082198
http://support.microsoft.com/kb/5082142
http://support.microsoft.com/kb/5082052
http://support.microsoft.com/kb/5083768
http://support.microsoft.com/kb/5082200
http://support.microsoft.com/kb/5082126
http://support.microsoft.com/kb/5082123
http://support.microsoft.com/kb/5082127
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-32070
http://support.microsoft.com/kb/5083769
http://support.microsoft.com/kb/5082198
http://support.microsoft.com/kb/5082142
http://support.microsoft.com/kb/5082052
http://support.microsoft.com/kb/5083768
http://support.microsoft.com/kb/5082200
http://support.microsoft.com/kb/5082126
http://support.microsoft.com/kb/5082123
http://support.microsoft.com/kb/5082127
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-33827
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5083769 

Remote Code 

Execution 

Exploitation 

Less Likely 

5082198 

5082142 

5082052 

5083768 

5082200 

5082126 

5082123 

5083769 CVE-2026-32162 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5082142 

5082052 

5083768 

5082200 

5082123 

5083769 CVE-2026-32152 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5082142 

5082052 

5083768 

5083769 CVE-2026-27906 Security 

Feature 

Bypass 

Important No No Exploitation 

More Likely 5082052 

5083768 

5082200 

5083769 CVE-2026-33824 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5082198 

5082142 

5082052 

5083768 

5082200 

5082123 

5083769 CVE-2026-32154 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5082198 

5082142 

5082052 

5083768 

5082200 

5082123 

5083769 CVE-2026-26169 Information 

Disclosure 

Important No No Exploitation 

More Likely 5082198 

5082142 

5082052 

5083768 

http://support.microsoft.com/kb/5083769
http://support.microsoft.com/kb/5082198
http://support.microsoft.com/kb/5082142
http://support.microsoft.com/kb/5082052
http://support.microsoft.com/kb/5083768
http://support.microsoft.com/kb/5082200
http://support.microsoft.com/kb/5082126
http://support.microsoft.com/kb/5082123
http://support.microsoft.com/kb/5083769
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-32162
http://support.microsoft.com/kb/5082142
http://support.microsoft.com/kb/5082052
http://support.microsoft.com/kb/5083768
http://support.microsoft.com/kb/5082200
http://support.microsoft.com/kb/5082123
http://support.microsoft.com/kb/5083769
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-32152
http://support.microsoft.com/kb/5082142
http://support.microsoft.com/kb/5082052
http://support.microsoft.com/kb/5083768
http://support.microsoft.com/kb/5083769
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-27906
http://support.microsoft.com/kb/5082052
http://support.microsoft.com/kb/5083768
http://support.microsoft.com/kb/5082200
http://support.microsoft.com/kb/5083769
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-33824
http://support.microsoft.com/kb/5082198
http://support.microsoft.com/kb/5082142
http://support.microsoft.com/kb/5082052
http://support.microsoft.com/kb/5083768
http://support.microsoft.com/kb/5082200
http://support.microsoft.com/kb/5082123
http://support.microsoft.com/kb/5083769
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-32154
http://support.microsoft.com/kb/5082198
http://support.microsoft.com/kb/5082142
http://support.microsoft.com/kb/5082052
http://support.microsoft.com/kb/5083768
http://support.microsoft.com/kb/5082200
http://support.microsoft.com/kb/5082123
http://support.microsoft.com/kb/5083769
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-26169
http://support.microsoft.com/kb/5082198
http://support.microsoft.com/kb/5082142
http://support.microsoft.com/kb/5082052
http://support.microsoft.com/kb/5083768
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5082200 

5082123 

5082198 CVE-2026-0390 Security 

Feature 

Bypass 

Important No No Exploitation 

More Likely 5082142 

5082200 

5082123 

5082198 CVE-2026-33826 Remote Code 

Execution 

Critical No No Exploitation 

More Likely 5082142 

5082126 

5082123 

5002859 CVE-2026-32190 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

5002861 CVE-2026-32201 Spoofing Important No Yes Exploitation 

Detected 

 

http://support.microsoft.com/kb/5082200
http://support.microsoft.com/kb/5082123
http://support.microsoft.com/kb/5082198
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-0390
http://support.microsoft.com/kb/5082142
http://support.microsoft.com/kb/5082200
http://support.microsoft.com/kb/5082123
http://support.microsoft.com/kb/5082198
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-33826
http://support.microsoft.com/kb/5082142
http://support.microsoft.com/kb/5082126
http://support.microsoft.com/kb/5082123
http://support.microsoft.com/kb/5002859
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-32190
http://support.microsoft.com/kb/5002861
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-32201
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第3章 已知问题和特殊调整 

本月暂无已知问题和特殊调整。 
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第4章 漏洞补丁详细列表 

本月微软发布的系统安全更新补丁共 9 个，详细列表如下： 

KBID 

奇安

信集

团级

别 

补丁名称 CVE 漏洞 漏洞的影响 漏洞等级 

公

开

披

露 

已

受

攻

击 

漏

洞

的

可

利

用

性 

5082127 高危  2026-04 

适用于 

Windows 

Server 

2012 月度

安全质量

汇总 

CVE-2026-27912 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26182 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32087 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26154 Tampering Important No No 2 

CVE-2026-26152 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32075 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32082 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32183 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-32225 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-27923 Elevation 

of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5082127
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CVE-2026-32156 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-26177 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32073 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27915 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33104 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26159 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27922 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33099 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27929 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27916 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32151 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32068 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-33100 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32077 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-33829 Spoofing Moderate No No 3 

CVE-2026-26162 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27921 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-26160 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32084 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-27913 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-27925 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-26180 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27908 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-26174 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27920 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32086 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26173 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27909 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32202 Spoofing Important No No 1 
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CVE-2026-32217 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-27914 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32214 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32212 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32083 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26151 Spoofing Important No No 1 

CVE-2026-27930 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32157 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-26168 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27910 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32093 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-25250 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-27919 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32070 Elevation 

of 

Privilege 

Important No No 1 



                       奇安信集团 2026 年 04 月补丁库更新通告 

第 13 页 

CVE-2026-33827 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-26183 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32150 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26176 Elevation 

of 

Privilege 

Important No No 2 

5083769 高危 2026 年 4 

月  

Windows 

11 累积更

新，适用

于 25H2

（KB50837

69）

（26200.8

246） 

CVE-2026-25184 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32162 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32082 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26166 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32156 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-32081 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-33099 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32151 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-26181 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26153 Elevation 

of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5083769
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CVE-2026-32068 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32077 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32152 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32165 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-20930 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32218 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-23670 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-27908 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-26161 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27920 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-20928 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-32086 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32219 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-27909 Elevation 

of 

Privilege 

Important No No 1 
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CVE-2026-32202 Spoofing Important No No 1 

CVE-2026-27914 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32217 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-26175 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-26156 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-32070 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32069 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26176 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26167 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26152 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27918 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32183 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-32149 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-27915 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-33101 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-26177 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33104 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32215 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32159 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32223 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26162 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27907 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26184 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26160 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26173 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32214 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32222 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26170 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-27911 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32083 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26151 Spoofing Important No No 1 

CVE-2026-27930 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32157 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-26168 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32093 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-33098 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32163 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32091 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32074 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32160 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-26165 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27923 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-32073 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32089 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32088 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-32076 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26178 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26159 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27916 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33100 Elevation 

of 

Privilege 

Important No No 2 

CVE-2023-20585 Tampering Important No No 2 

CVE-2026-32158 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32221 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-27921 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32071 Denial of 

Service 

Important No No 2 

CVE-2026-26180 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32155 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-26179 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27926 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26174 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32085 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-32181 Denial of 

Service 

Important No No 2 

CVE-2026-32212 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32090 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32153 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32078 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32079 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-32150 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27919 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32087 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27906 Security 

Feature 

Bypass 

Important No No 1 
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CVE-2026-32075 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32225 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-26155 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-26163 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27922 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33096 Denial of 

Service 

Important No No 2 

CVE-2026-27929 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33829 Spoofing Moderate No No 3 

CVE-2026-20806 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-33824 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-26172 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27917 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27927 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32084 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-27925 Informatio

n 

Disclosure 

Important No No 2 
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CVE-2026-32072 Spoofing Important No No 2 

CVE-2026-27931 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32154 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32164 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-25250 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-27910 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32220 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-26169 Informatio

n 

Disclosure 

Important No No 1 

CVE-2026-33827 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-26182 Elevation 

of 

Privilege 

Important No No 2 

5082198 高危 April 14, 

2026—

KB5082198 

(OS Build 

14393.906

0) - 

Microsoft 

Support 

CVE-2026-0390 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-26154 Tampering Important No No 2 

CVE-2026-32082 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32156 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-32081 Informatio

n 

Disclosure 

Important No No 3 

http://support.microsoft.com/kb/5082198
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CVE-2026-33099 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32151 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32068 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32077 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-23670 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-27908 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-27920 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32086 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-20928 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-33826 Remote 

Code 

Execution 

Critical No No 1 

CVE-2026-27909 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32202 Spoofing Important No No 1 

CVE-2026-27914 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32217 Informatio

n 

Disclosure 

Important No No 2 
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CVE-2026-26175 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-26156 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-32070 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-26176 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26167 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26152 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32183 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-32149 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-27915 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26177 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33104 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27928 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-26162 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26160 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-26173 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32214 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-26170 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27911 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32083 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26151 Spoofing Important No No 1 

CVE-2026-27930 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32157 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-26168 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32093 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-33098 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-27912 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32091 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32080 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-27923 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32073 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32089 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26178 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26159 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27916 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33100 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27921 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32071 Denial of 

Service 

Important No No 2 

CVE-2026-26180 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27913 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-26174 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32085 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-32212 Informatio

n 

Disclosure 

Important No No 2 
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CVE-2026-32090 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-26183 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32150 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27919 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32079 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-32087 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32075 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32225 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-26155 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-26163 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27922 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27929 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33829 Spoofing Moderate No No 3 

CVE-2026-33824 Remote 

Code 

Execution 

Critical No No 2 
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CVE-2026-27917 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32084 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-27925 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32072 Spoofing Important No No 2 

CVE-2026-32154 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32164 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-25250 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-27910 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26169 Informatio

n 

Disclosure 

Important No No 1 

CVE-2026-33827 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-26182 Elevation 

of 

Privilege 

Important No No 2 

5082142 高危 April 14, 

2026—

KB5082142 

(OS Build 

20348.502

0) - 

Microsoft 

Support 

CVE-2026-0390 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-26154 Tampering Important No No 2 

CVE-2026-32162 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32082 Elevation 

of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5082142
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CVE-2026-26166 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32156 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-32081 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-33099 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32151 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-26153 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32068 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32077 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32152 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32165 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-20930 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32218 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-23670 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-27908 Elevation 

of 

Privilege 

Important No No 1 
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CVE-2026-26161 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27920 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32086 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-20928 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-33826 Remote 

Code 

Execution 

Critical No No 1 

CVE-2026-27909 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32202 Spoofing Important No No 1 

CVE-2026-27914 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32217 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-26175 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-26156 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-32070 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32069 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26176 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-26167 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26152 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27918 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32183 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-32149 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-27915 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26177 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33104 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32215 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-27928 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-32159 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26162 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26184 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26160 Elevation 

of 

Privilege 

Important No No 2 



                       奇安信集团 2026 年 04 月补丁库更新通告 

第 31 页 

CVE-2026-26173 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32214 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-26170 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27911 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32083 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26151 Spoofing Important No No 1 

CVE-2026-27930 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32157 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-26168 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32093 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-33098 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32163 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-27912 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32091 Elevation 

of 

Privilege 

Important No No 2 



                       奇安信集团 2026 年 04 月补丁库更新通告 

第 32 页 

CVE-2026-32074 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32160 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32080 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26165 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27923 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32073 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32089 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32088 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-27924 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26159 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26178 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27916 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33100 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32158 Elevation 

of 

Privilege 

Important No No 3 
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CVE-2026-27921 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32071 Denial of 

Service 

Important No No 2 

CVE-2026-26180 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27913 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-32155 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27926 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26174 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32085 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-32181 Denial of 

Service 

Important No No 2 

CVE-2026-32212 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32090 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32079 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-32078 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32150 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-27919 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26183 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32087 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32075 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32225 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-26155 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-26163 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27922 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33096 Denial of 

Service 

Important No No 2 

CVE-2026-27929 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33829 Spoofing Moderate No No 3 

CVE-2026-20806 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-33824 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-26172 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27917 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-27927 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32084 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-27925 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32072 Spoofing Important No No 2 

CVE-2026-27931 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32154 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32164 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-25250 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-27910 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26169 Informatio

n 

Disclosure 

Important No No 1 

CVE-2026-33827 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-26182 Elevation 

of 

Privilege 

Important No No 2 

5082052 高危 April 14, 

2026—

KB5082052 

(OS Build 

22631.693

6) - 

CVE-2026-25184 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32162 Elevation 

of 

Privilege 

Important No No 1 

http://support.microsoft.com/kb/5082052
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Microsoft 

Support 

CVE-2026-32082 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26166 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32156 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-32081 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-33099 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32151 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-26181 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26153 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32068 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32077 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32152 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32165 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-20930 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32218 Informatio

n 

Disclosure 

Important No No 2 
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CVE-2026-23670 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-27908 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-26161 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27920 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-20928 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-32086 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27909 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32202 Spoofing Important No No 1 

CVE-2026-27914 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32217 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-26175 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-26156 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-32070 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32069 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-26176 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26167 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26152 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27918 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32183 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-32149 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-27915 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26177 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33104 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32215 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32159 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26162 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27907 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26184 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-26160 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26173 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32214 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-26170 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27911 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32083 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26151 Spoofing Important No No 1 

CVE-2026-27930 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32157 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-26168 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32093 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-33098 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32163 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32091 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-32074 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32160 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-26165 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27923 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32073 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32089 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32088 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-32076 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27924 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26178 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26159 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27916 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33100 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32158 Elevation 

of 

Privilege 

Important No No 3 
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CVE-2026-27921 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32071 Denial of 

Service 

Important No No 2 

CVE-2026-26180 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32155 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26179 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27926 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26174 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32085 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-32181 Denial of 

Service 

Important No No 2 

CVE-2026-32212 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32090 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32153 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32078 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32079 Informatio

n 

Disclosure 

Important No No 3 
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CVE-2026-32150 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27919 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32087 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27906 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-32075 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32225 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-26155 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-26163 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27922 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33096 Denial of 

Service 

Important No No 2 

CVE-2026-27929 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33829 Spoofing Moderate No No 3 

CVE-2026-20806 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-33824 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-26172 Elevation 

of 

Privilege 

Important No No 2 



                       奇安信集团 2026 年 04 月补丁库更新通告 

第 43 页 

CVE-2026-27917 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27927 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32084 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-27925 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32072 Spoofing Important No No 2 

CVE-2026-27931 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32154 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32164 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-25250 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-27910 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26169 Informatio

n 

Disclosure 

Important No No 1 

CVE-2026-33827 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-26182 Elevation 

of 

Privilege 

Important No No 2 

5083768 高危 April 14, 

2026—

KB5083768 

CVE-2026-25184 Elevation 

of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5083768
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28000.183

6) - 

Microsoft 

Support 

CVE-2026-32162 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32082 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26166 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32156 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-32081 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-32216 Denial of 

Service 

Important No No 2 

CVE-2026-32151 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-26181 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26153 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32068 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32077 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32152 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32165 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32218 Informatio

n 

Disclosure 

Important No No 2 
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CVE-2026-23670 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-32195 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27908 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-26161 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27920 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32086 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-20928 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-32219 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-27909 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32202 Spoofing Important No No 1 

CVE-2026-32217 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-27914 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-26175 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-26156 Remote 

Code 

Execution 

Important No No 2 
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CVE-2026-32070 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32069 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26176 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26167 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26152 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27918 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32183 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-32149 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-27915 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26177 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33101 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-33104 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32215 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32159 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-32223 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26162 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27907 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26184 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26160 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26173 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32214 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32222 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26170 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27911 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32083 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26151 Spoofing Important No No 1 

CVE-2026-27930 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32157 Remote 

Code 

Execution 

Critical No No 2 
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CVE-2026-26168 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32093 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-33098 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32163 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32091 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32074 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32160 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-26165 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27923 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32073 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32089 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32088 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-32076 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26159 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-27916 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33100 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32158 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32221 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-27921 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32071 Denial of 

Service 

Important No No 2 

CVE-2026-26180 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26179 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27926 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26174 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32085 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-32181 Denial of 

Service 

Important No No 2 

CVE-2026-32212 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32090 Elevation 

of 

Privilege 

Important No No 3 
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CVE-2026-32153 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32079 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-32150 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32078 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27919 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32087 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27906 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-32075 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32225 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-26155 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-26163 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27922 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33096 Denial of 

Service 

Important No No 2 

CVE-2026-27929 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33829 Spoofing Moderate No No 3 
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CVE-2026-20806 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-33824 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-26172 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27917 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27927 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32084 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-27925 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32072 Spoofing Important No No 2 

CVE-2026-27931 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32154 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32164 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-25250 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-32224 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-27910 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-32220 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-26169 Informatio

n 

Disclosure 

Important No No 1 

CVE-2026-33827 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-26182 Elevation 

of 

Privilege 

Important No No 2 

5082200 高危 April 14, 

2026—

KB5082200 

(OS 

Builds 

19045.718

4 and 

19044.718

4) - 

Microsoft 

Support 

CVE-2026-0390 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-32162 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32082 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32156 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-32081 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-33099 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32151 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-26153 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32068 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32077 Elevation 

of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5082200


                       奇安信集团 2026 年 04 月补丁库更新通告 

第 53 页 

CVE-2026-32165 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-20930 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32218 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-23670 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-27908 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-26161 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27920 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32086 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-20928 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-27909 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32202 Spoofing Important No No 1 

CVE-2026-27914 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32217 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-26175 Security 

Feature 

Bypass 

Important No No 2 
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CVE-2026-26156 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-32070 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32069 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26176 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26167 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26152 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27918 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32183 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-32149 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-27915 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26177 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33104 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32215 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32159 Elevation 

of 

Privilege 

Important No No 2 



                       奇安信集团 2026 年 04 月补丁库更新通告 

第 55 页 

CVE-2026-26162 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26184 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26160 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26173 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32214 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-26170 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27911 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32083 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26151 Spoofing Important No No 1 

CVE-2026-27930 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32157 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-26168 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32093 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-33098 Elevation 

of 

Privilege 

Important No No 3 
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CVE-2026-32163 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32091 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32074 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32160 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-27923 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32073 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32089 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32088 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-27924 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26159 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26178 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27916 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33100 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32158 Elevation 

of 

Privilege 

Important No No 3 
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CVE-2026-27921 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32071 Denial of 

Service 

Important No No 2 

CVE-2026-26180 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32155 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27926 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26174 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32085 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-32181 Denial of 

Service 

Important No No 2 

CVE-2026-32212 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32090 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32153 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32079 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-32078 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32150 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-27919 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32087 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27906 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-32075 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32225 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-26155 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-26163 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27922 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27929 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33829 Spoofing Moderate No No 3 

CVE-2026-20806 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-33824 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-26172 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27917 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-27927 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32084 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-27925 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32072 Spoofing Important No No 2 

CVE-2026-27931 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32154 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32164 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-25250 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-27910 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26169 Informatio

n 

Disclosure 

Important No No 1 

CVE-2026-33827 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-26182 Elevation 

of 

Privilege 

Important No No 2 

5082126 高危 April 14, 

2026—

KB5082126 

(Monthly 

Rollup) - 

CVE-2026-27912 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26182 Elevation 

of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5082126
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Microsoft 

Support 

CVE-2026-32087 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26154 Tampering Important No No 2 

CVE-2026-26152 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32075 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32082 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32183 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-32225 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-27923 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32156 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-26177 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32073 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27915 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33104 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26163 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-27922 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26159 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33099 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27929 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27916 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32151 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32068 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-33100 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32077 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33829 Spoofing Moderate No No 3 

CVE-2026-26162 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27921 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-27917 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26160 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-32084 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-27913 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-27925 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-26180 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27908 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-26174 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27920 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32086 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33826 Remote 

Code 

Execution 

Critical No No 1 

CVE-2026-26173 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27909 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32202 Spoofing Important No No 1 

CVE-2026-32217 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-27914 Elevation 

of 

Privilege 

Important No No 1 
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CVE-2026-32214 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32212 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32083 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26151 Spoofing Important No No 1 

CVE-2026-27930 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32157 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-26168 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27910 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32093 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-25250 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-27919 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32070 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-33827 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-26183 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-32150 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26176 Elevation 

of 

Privilege 

Important No No 2 

5082123 高危 2026 年 4 

月 适用于

Windows 

Server 

2019 的累

积更新

（KB50821

23） 

CVE-2026-0390 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-26154 Tampering Important No No 2 

CVE-2026-32162 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32082 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32156 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-32081 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-33099 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32151 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-26153 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32068 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32077 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32165 Elevation 

of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5082123
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CVE-2026-20930 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-23670 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-27908 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-26161 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27920 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32086 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-20928 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-33826 Remote 

Code 

Execution 

Critical No No 1 

CVE-2026-27909 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32202 Spoofing Important No No 1 

CVE-2026-27914 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32217 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-26175 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-26156 Remote 

Code 

Execution 

Important No No 2 
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CVE-2026-32070 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32069 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26176 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26167 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26152 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27918 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32183 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-32149 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-27915 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26177 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33104 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32215 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-27928 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-32159 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-26162 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26184 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26160 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26173 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32214 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-26170 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27911 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32083 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26151 Spoofing Important No No 1 

CVE-2026-27930 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32157 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-26168 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32093 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-33098 Elevation 

of 

Privilege 

Important No No 3 
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CVE-2026-32163 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-27912 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32091 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32074 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32160 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32080 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27923 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32073 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32089 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32088 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-26159 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26178 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27916 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33100 Elevation 

of 

Privilege 

Important No No 2 



                       奇安信集团 2026 年 04 月补丁库更新通告 

第 69 页 

CVE-2026-32158 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-27921 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32071 Denial of 

Service 

Important No No 2 

CVE-2026-26180 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27913 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-27926 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26174 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32085 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-32212 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32090 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-32153 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32079 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-32078 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27919 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-32150 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26183 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32087 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-32075 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32225 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-26155 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-26163 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27922 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27929 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-33829 Spoofing Moderate No No 3 

CVE-2026-20806 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-33824 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-27917 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-27927 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-32084 Informatio

n 

Disclosure 

Important No No 3 

CVE-2026-27925 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32072 Spoofing Important No No 2 

CVE-2026-32154 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-32164 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-25250 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-27910 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-26169 Informatio

n 

Disclosure 

Important No No 1 

CVE-2026-33827 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-26182 Elevation 

of 

Privilege 

Important No No 2 

 

 

本月微软发布的软件安全更新补丁共 11 个，详细列表如下： 

KBID 

奇安

信等

级 

补丁名称 修复的漏洞 漏洞的影响 漏洞等级 

公

开

披

露 

已

受

攻

击 

漏

洞

的

可

利

用

性 

5082411 高危 April 14, 

2026-

CVE-2026-33116 Denial of 

Service 

Important No No 2 

http://support.microsoft.com/kb/5082411
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KB5082411 

Cumulativ

e Update 

for .NET 

Framework 

4.8 for 

Windows 

10, 

version 

1607 and 

Windows 

Server 

2016 - 

Microsoft 

Support 

CVE-2026-23666 Denial of 

Service 

Critical No No 2 

CVE-2026-32226 Denial of 

Service 

Important No No 2 

5002862 高危 Descripti

on of the 

security 

update 

for 

SharePoin

t Server 

2016 

Language 

Pack: 

April 14, 

2026 

(KB500286

2) - 

Microsoft 

Support 

CVE-2026-20945 Spoofing Important No No 2 

5082417 高危 2026 年 4 

月 适用于 

Windows 

11 

的 .NET 

Framework 

3.5 和 

4.8.1 的

累计更

新，版本 

25H2（针

CVE-2026-33116 Denial of 

Service 

Important No No 2 

CVE-2026-23666 Denial of 

Service 

Critical No No 2 

CVE-2026-32226 Denial of 

Service 

Important No No 2 

http://support.microsoft.com/kb/5002862
http://support.microsoft.com/kb/5082417
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对 x64 架

构）

（KB50824

17） 

5082424 高危 April 14, 

2026-

KB5082424 

Cumulativ

e Update 

for .NET 

Framework 

3.5 and 

4.8.1 for 

Windows 

11, 

version 

23H2 - 

Microsoft 

Support 

CVE-2026-33116 Denial of 

Service 

Important No No 2 

CVE-2026-23666 Denial of 

Service 

Critical No No 2 

5002808 高危 Descripti

on of the 

security 

update 

for 

PowerPoin

t 2016: 

April 14, 

2026 

(KB500280

8) - 

Microsoft 

Support 

CVE-2026-32200 Remote 

Code 

Execution 

Important No No 2 

5002860 高危 Descripti

on of the 

security 

update 

for Excel 

2016: 

April 14, 

2026 

(KB500286

CVE-2026-32189 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-32198 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-32199 Remote 

Code 

Execution 

Important No No 2 

http://support.microsoft.com/kb/5082424
http://support.microsoft.com/kb/5002808
http://support.microsoft.com/kb/5002860
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0) - 

Microsoft 

Support 

CVE-2026-32188 Informatio

n 

Disclosure 

Important No No 2 

CVE-2026-32197 Remote 

Code 

Execution 

Important No No 2 

5002859 高危 Descripti

on of the 

security 

update 

for 

Office 

2016: 

April 14, 

2026 

(KB500285

9) - 

Microsoft 

Support 

CVE-2026-32190 Remote 

Code 

Execution 

Critical No No 2 

5082806 高危 KB5082806

: 

Cumulativ

e 

security 

update 

for 

Internet 

Explorer: 

April 14, 

2026 - 

Microsoft 

Support 

CVE-2026-32077 Elevation 

of 

Privilege 

Important No No 2 

5082421 高危 April 14, 

2026-

KB5082421 

Cumulativ

e Update 

for .NET 

Framework 

4.8.1 for 

Windows 

11, 

CVE-2026-33116 Denial of 

Service 

Important No No 2 

CVE-2026-23666 Denial of 

Service 

Critical No No 2 

CVE-2026-32226 Denial of 

Service 

Important No No 2 

http://support.microsoft.com/kb/5002859
http://support.microsoft.com/kb/5082806
http://support.microsoft.com/kb/5082421
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version 

26H1 - 

Microsoft 

Support 

5002861 高危 Descripti

on of the 

security 

update 

for 

SharePoin

t Server 

2016: 

April 14, 

2026 

(KB500286

1) - 

Microsoft 

Support 

CVE-2026-32201 Spoofing Important No Yes 0 

CVE-2026-20945 Spoofing Important No No 2 

5082420 高危 April 14, 

2026-

KB5082420 

Cumulativ

e Update 

for .NET 

Framework 

3.5 and 

4.8.1 for 

Windows 

11, 

version 

24H2 - 

Microsoft 

Support 

CVE-2026-33116 Denial of 

Service 

Important No No 2 

CVE-2026-23666 Denial of 

Service 

Critical No No 2 

 

注： 

1、 上述表格中“漏洞的可利用性”编号详细说明如下： 

0 - 已被利用(Exploitation Detected) 

1 - 更有可能被利用(Exploitation More Likely) 

2 - 不太可能利用(Exploitation Less Likely) 

http://support.microsoft.com/kb/5002861
http://support.microsoft.com/kb/5082420
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3 - 不可能利用(Exploitation Unlikely) 

4 - 不受漏洞的影响(N/A) 
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第5章 参考链接 

 Security Update Guide 

https://portal.msrc.microsoft.com/zh-cn/security-guidance 

 Latest non-security updates for versions of Office that use Windows Installer (MSI) 

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates 

https://portal.msrc.microsoft.com/zh-cn/security-guidance
https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates

