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TAEEZ (Severity) =/ H (Critical) ,

AN FE (Publicly Disclosed) =& (Yes) ,

O it (Exploited) =4 (Yes) ,

JRIE BT R Y (Exploitability Assessment) =" H
(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More

Likely) ”
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W

BR IR WA RS z ;i TR AT A A i

5022874 CVE-2023-21818 Denial of | Important | No No Exploitation

5022872 Service More Likely
5022840
5022893
5022899
5022838
5022834
5022858
5022895
5022894
5022836
5022890
5022903
5022874 CVE-2023-21689 Remote Critical No No Exploitation
5022872 Code More Likely
5022840 Execution
5022899
5022838
5022834
5022858
5022895
5022845
5022894
5022836
5022903
5022874 CVE-2023-21812 Elevation | Important | No No Exploitation
5022872 of More Likely
5022840 Privilege

%3


http://support.microsoft.com/kb/5022874
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21818
http://support.microsoft.com/kb/5022872
http://support.microsoft.com/kb/5022840
http://support.microsoft.com/kb/5022893
http://support.microsoft.com/kb/5022899
http://support.microsoft.com/kb/5022838
http://support.microsoft.com/kb/5022834
http://support.microsoft.com/kb/5022858
http://support.microsoft.com/kb/5022895
http://support.microsoft.com/kb/5022894
http://support.microsoft.com/kb/5022836
http://support.microsoft.com/kb/5022890
http://support.microsoft.com/kb/5022903
http://support.microsoft.com/kb/5022874
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21689
http://support.microsoft.com/kb/5022872
http://support.microsoft.com/kb/5022840
http://support.microsoft.com/kb/5022899
http://support.microsoft.com/kb/5022838
http://support.microsoft.com/kb/5022834
http://support.microsoft.com/kb/5022858
http://support.microsoft.com/kb/5022895
http://support.microsoft.com/kb/5022845
http://support.microsoft.com/kb/5022894
http://support.microsoft.com/kb/5022836
http://support.microsoft.com/kb/5022903
http://support.microsoft.com/kb/5022874
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21812
http://support.microsoft.com/kb/5022872
http://support.microsoft.com/kb/5022840
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5022893

5022899

5022838

5022834

5022858

5022895

5022845

5022894

5022836

5022890

5022903

5022874

CVE-2023-21692

2022872

5022840

5022893

5022899

5022838

5022834

5022858

5022895

5022845

5022894

5022836

5022890

5022903

Remote
Code

Execution

Critical

No

No

Exploitation
More Likely

5022874

CVE-2023-21690

2022872

5022840

5022899

5022838

5022834

5022858

5022895

5022845

5022894

5022836

5022903

5022874

CVE-2023-23376

2022872

5022840

5022893

Remote
Code

Execution

Elevation
of

Privilege

Critical

Important

No

No

No

Yes

Exploitation
More Likely

Exploitation
Detected

¥ 4



http://support.microsoft.com/kb/5022893
http://support.microsoft.com/kb/5022899
http://support.microsoft.com/kb/5022838
http://support.microsoft.com/kb/5022834
http://support.microsoft.com/kb/5022858
http://support.microsoft.com/kb/5022895
http://support.microsoft.com/kb/5022845
http://support.microsoft.com/kb/5022894
http://support.microsoft.com/kb/5022836
http://support.microsoft.com/kb/5022890
http://support.microsoft.com/kb/5022903
http://support.microsoft.com/kb/5022874
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21692
http://support.microsoft.com/kb/5022872
http://support.microsoft.com/kb/5022840
http://support.microsoft.com/kb/5022893
http://support.microsoft.com/kb/5022899
http://support.microsoft.com/kb/5022838
http://support.microsoft.com/kb/5022834
http://support.microsoft.com/kb/5022858
http://support.microsoft.com/kb/5022895
http://support.microsoft.com/kb/5022845
http://support.microsoft.com/kb/5022894
http://support.microsoft.com/kb/5022836
http://support.microsoft.com/kb/5022890
http://support.microsoft.com/kb/5022903
http://support.microsoft.com/kb/5022874
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21690
http://support.microsoft.com/kb/5022872
http://support.microsoft.com/kb/5022840
http://support.microsoft.com/kb/5022899
http://support.microsoft.com/kb/5022838
http://support.microsoft.com/kb/5022834
http://support.microsoft.com/kb/5022858
http://support.microsoft.com/kb/5022895
http://support.microsoft.com/kb/5022845
http://support.microsoft.com/kb/5022894
http://support.microsoft.com/kb/5022836
http://support.microsoft.com/kb/5022903
http://support.microsoft.com/kb/5022874
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-23376
http://support.microsoft.com/kb/5022872
http://support.microsoft.com/kb/5022840
http://support.microsoft.com/kb/5022893
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5022899

5022838

5022834

5022858

5022895

5022845

5022894

5022836

5022890

5022903

5022874

CVE-2023-21688

2022872

5022840

5022893

5022899

5022838

5022834

5022858

5022895

5022845

5022894

5022836

5022890

5022903

Elevation
of

Privilege

Important

No

No

Exploitation
More Likely

5022874

CVE-2023-21823

2022872

5022840

5022893

5022899

5022838

5022834

5022858

5022895

5022845

5022894

5022836

5022890

5022903

5022874

CVE-2023-21822

2022872

5022840

Elevation
of

Privilege

Elevation
of

Privilege

Important

Important

No

No

Yes

No

Exploitation
Detected

Exploitation
More Likely

¥ s



http://support.microsoft.com/kb/5022899
http://support.microsoft.com/kb/5022838
http://support.microsoft.com/kb/5022834
http://support.microsoft.com/kb/5022858
http://support.microsoft.com/kb/5022895
http://support.microsoft.com/kb/5022845
http://support.microsoft.com/kb/5022894
http://support.microsoft.com/kb/5022836
http://support.microsoft.com/kb/5022890
http://support.microsoft.com/kb/5022903
http://support.microsoft.com/kb/5022874
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21688
http://support.microsoft.com/kb/5022872
http://support.microsoft.com/kb/5022840
http://support.microsoft.com/kb/5022893
http://support.microsoft.com/kb/5022899
http://support.microsoft.com/kb/5022838
http://support.microsoft.com/kb/5022834
http://support.microsoft.com/kb/5022858
http://support.microsoft.com/kb/5022895
http://support.microsoft.com/kb/5022845
http://support.microsoft.com/kb/5022894
http://support.microsoft.com/kb/5022836
http://support.microsoft.com/kb/5022890
http://support.microsoft.com/kb/5022903
http://support.microsoft.com/kb/5022874
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21823
http://support.microsoft.com/kb/5022872
http://support.microsoft.com/kb/5022840
http://support.microsoft.com/kb/5022893
http://support.microsoft.com/kb/5022899
http://support.microsoft.com/kb/5022838
http://support.microsoft.com/kb/5022834
http://support.microsoft.com/kb/5022858
http://support.microsoft.com/kb/5022895
http://support.microsoft.com/kb/5022845
http://support.microsoft.com/kb/5022894
http://support.microsoft.com/kb/5022836
http://support.microsoft.com/kb/5022890
http://support.microsoft.com/kb/5022903
http://support.microsoft.com/kb/5022874
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21822
http://support.microsoft.com/kb/5022872
http://support.microsoft.com/kb/5022840
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5022893

5022899

5022838

5022834

5022858

5022895

5022845

5022894

5022836

5022890

5022903

5023038

CVE-2023-21706

Remote
Code

Execution

Important

No

No

Exploitation
More Likely

5023038

CVE-2023-21707

Remote
Code

Execution

Important

No

No

Exploitation
More Likely

5023038

CVE-2023-21529

Remote
Code

Execution

Important

No

No

Exploitation
More Likely

5002325

CVE-2023-21716

5002313

5002323

5002316

5002312

5002347

Remote
Code

Execution

Critical

No

No

Exploitation
Less Likely

5022734

CVE-2023-21808

5022730

5022728

5022731

5022503

5022729

5022783

5022838

5022782

5022858

5022497

5022786

5022785

5022727

5022784

Remote
Code

Execution

Critical

No

No

Exploitation
Less Likely



http://support.microsoft.com/kb/5022893
http://support.microsoft.com/kb/5022899
http://support.microsoft.com/kb/5022838
http://support.microsoft.com/kb/5022834
http://support.microsoft.com/kb/5022858
http://support.microsoft.com/kb/5022895
http://support.microsoft.com/kb/5022845
http://support.microsoft.com/kb/5022894
http://support.microsoft.com/kb/5022836
http://support.microsoft.com/kb/5022890
http://support.microsoft.com/kb/5022903
http://support.microsoft.com/kb/5023038
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21706
http://support.microsoft.com/kb/5023038
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21707
http://support.microsoft.com/kb/5023038
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21529
http://support.microsoft.com/kb/5002325
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21716
http://support.microsoft.com/kb/5002313
http://support.microsoft.com/kb/5002323
http://support.microsoft.com/kb/5002316
http://support.microsoft.com/kb/5002312
http://support.microsoft.com/kb/5002347
http://support.microsoft.com/kb/5022734
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21808
http://support.microsoft.com/kb/5022730
http://support.microsoft.com/kb/5022728
http://support.microsoft.com/kb/5022731
http://support.microsoft.com/kb/5022503
http://support.microsoft.com/kb/5022729
http://support.microsoft.com/kb/5022783
http://support.microsoft.com/kb/5022838
http://support.microsoft.com/kb/5022782
http://support.microsoft.com/kb/5022858
http://support.microsoft.com/kb/5022497
http://support.microsoft.com/kb/5022786
http://support.microsoft.com/kb/5022785
http://support.microsoft.com/kb/5022727
http://support.microsoft.com/kb/5022784

Mﬁi‘rﬁ

w-oA RSB R 2

HRIEED 2023 £ 2 AN TEEFEL

5022840 CVE-2023-21819 Denial of | Important | No No Exploitation
5022834 Service More Likely
5022836

5022840 CVE-2023-21803 Remote Critical No No Exploitation
5022893 Code Less Likely
5022838 Execution

5022834

5022858

5022890



http://support.microsoft.com/kb/5022840
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21819
http://support.microsoft.com/kb/5022834
http://support.microsoft.com/kb/5022836
http://support.microsoft.com/kb/5022840
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21803
http://support.microsoft.com/kb/5022893
http://support.microsoft.com/kb/5022838
http://support.microsoft.com/kb/5022834
http://support.microsoft.com/kb/5022858
http://support.microsoft.com/kb/5022890
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5022874

February
14,
2023—
KB5022874
(Security
-only
update) -
Microsoft
Support
for
Windows
Server
2008 R2
Enterpris
e

ESU, Windo
ws Server
2008 R2
Standard
ESU, Windo
ws Server
2008 R2
Datacente
T

ESU, Windo
ws
Embedded
Standard

CVE 45

CVE-2023-21818

BAT Wi T 1IFEHTER

AW RATHI RS LA TR T 3L 144, FRARFIRIT

RN RWIRER

Denial of

Service

Important

No

No

CVE-2023-21689

Remote
Code

Execution

Critical

No

No

CVE-2023-21694

Remote
Code

Execution

Important

No

No

CVE-2023-21812

Elevation
of

Privilege

Important

No

No

CVE-2023-21816

Denial of

Service

Important

No

No

CVE-2023-21817

Elevation
of

Privilege

Important

No

No

CVE-2023-21801

Remote
Code

Execution

Important

No

No

CVE-2023-21695

Remote
Code

Execution

Important

No

No

CVE-2023-21692

Remote
Code

Execution

Critical

No

No

CVE-2023-21690

Remote
Code

Execution

Critical

No

No



http://support.microsoft.com/kb/5022874
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7

ESU, Windo
WS
Embedded
POSReady
7 ESU

CVE-2023-23376

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21700

Denial of

Service

Important

No

No

CVE-2023-21685

Remote
Code

Execution

Important

No

No

CVE-2023-21799

Remote
Code

Execution

Important

No

No

CVE-2023-21820

Remote
Code

Execution

Important

No

No

CVE-2023-21798

Remote
Code

Execution

Important

No

No

CVE-2023-21688

Elevation
of

Privilege

Important

No

No

CVE-2023-21811

Denial of

Service

Important

No

No

CVE-2023-21691

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21693

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21797

Remote
Code

Execution

Important

No

No

CVE-2023-21701

Denial of

Service

Important

No

No

CVE-2023-21697

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21686

Remote
Code

Execution

Important

No

No

10 |
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CVE-2023-21699

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21823

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21822

Elevation
of

Privilege

Important

No

No

CVE-2023-21805

Remote
Code

Execution

Important

No

No

CVE-2023-21800

Elevation
of

Privilege

Important

No

No

CVE-2023-21684

Remote
Code

Execution

Important

No

No

CVE-2023-21802

Remote
Code

Execution

Important

No

No

CVE-2023-21813

Denial of

Service

Important

No

No

CVE-2023-21702

Denial of

Service

Important

No

No

5022872 | &G

February
14,
2023—
KB5022872
(Monthly
Rollup) -
Microsoft
Support
for
Windows
Server
2008 R2
Enterpris
e

ESU, Windo

ws Server

CVE-2023-21818

Denial of

Service

Important

No

No

CVE-2023-21689

Remote
Code

Execution

Critical

No

No

CVE-2023-21694

Remote
Code

Execution

Important

No

No

CVE-2023-21812

Elevation
of

Privilege

Important

No

No

CVE-2023-21816

Denial of

Service

Important

No

No

CVE-2023-21817

Elevation
of

Privilege

Important

No

No

%11 W



http://support.microsoft.com/kb/5022872
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2008 R2
Standard
ESU, Windo
ws Server
2008 R2
Datacente
T

ESU, Windo
ws
Embedded
Standard
7

ESU, Windo
ws
Embedded
POSReady
7 ESU

CVE-2023-21801

Remote
Code

Execution

Important

No

No

CVE-2023-21695

Remote
Code

Execution

Important

No

No

CVE-2023-21692

Remote
Code

Execution

Critical

No

No

CVE-2023-21690

Remote
Code

Execution

Critical

No

No

CVE-2023-23376

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21700

Denial of

Service

Important

No

No

CVE-2023-21685

Remote
Code

Execution

Important

No

No

CVE-2023-21799

Remote
Code

Execution

Important

No

No

CVE-2023-21820

Remote
Code

Execution

Important

No

No

CVE-2023-21798

Remote
Code

Execution

Important

No

No

CVE-2023-21688

Elevation
of

Privilege

Important

No

No

CVE-2023-21811

Denial of

Service

Important

No

No

CVE-2023-21691

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21693

Informati
on
Disclosur

e

Important

No

No

%12 W
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CVE-2023-21797

Remote
Code

Execution

Important

No

No

CVE-2023-21701

Denial of

Service

Important

No

No

CVE-2023-21697

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21686

Remote
Code

Execution

Important

No

No

CVE-2023-21699

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21823

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21822

Elevation
of

Privilege

Important

No

No

CVE-2023-21800

Elevation
of

Privilege

Important

No

No

CVE-2023-21684

Remote
Code

Execution

Important

No

No

CVE-2023-21802

Remote
Code

Execution

Important

No

No

CVE-2023-21813

Denial of

Service

Important

No

No

CVE-2023-21702

Denial of

Service

Important

No

No

5022840 B51G

February
14,
2023—
KB5022840
(0S Build

CVE-2023-21818

Denial of

Service

Important

No

No

CVE-2023-21689

Remote
Code

Execution

Critical

No

No

R ER



http://support.microsoft.com/kb/5022840
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17763. 401
0) -
Microsoft
Support
for Win
10 Ent
LTSC
v2019, Win
10 ToT
Ent LTSC
v2019, Win
dows 10
ToT Core
2019
LTSC, Wind
ows
Server
2019

CVE-2023-21804

Elevation
of

Privilege

Important

No

No

CVE-2023-21694

Remote
Code

Execution

Important

No

No

CVE-2023-21812

Elevation
of

Privilege

Important

No

No

CVE-2023-21816

Denial of

Service

Important

No

No

CVE-2023-21817

Elevation
of

Privilege

Important

No

No

CVE-2023-21801

Remote
Code

Execution

Important

No

No

CVE-2023-21695

Remote
Code

Execution

Important

No

No

CVE-2023-21692

Remote
Code

Execution

Critical

No

No

CVE-2023-21690

Remote
Code

Execution

Critical

No

No

CVE-2023-23376

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21700

Denial of

Service

Important

No

No

CVE-2023-21685

Remote
Code

Execution

Important

No

No

CVE-2023-21819

Denial of

Service

Important

No

No

CVE-2023-21803

Remote
Code

Execution

Critical

No

No

CVE-2023-21799

Remote
Code

Execution

Important

No

No

St

14 R/
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CVE-2023-21820

Remote
Code

Execution

Important

No

No

CVE-2023-21798

Remote
Code

Execution

Important

No

No

CVE-2023-21688

Elevation
of

Privilege

Important

No

No

CVE-2023-21811

Denial of

Service

Important

No

No

CVE-2023-21691

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21693

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21797

Remote
Code

Execution

Important

No

No

CVE-2023-21701

Denial of

Service

Important

No

No

CVE-2023-21697

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21686

Remote
Code

Execution

Important

No

No

CVE-2023-21699

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21823

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21822

Elevation
of

Privilege

Important

No

No

St
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CVE-2023-21805 Remote Important | No | No
Code
Execution
CVE-2023-21684 Remote Important | No | No
Code
Execution
CVE-2023-21802 Remote Important | No | No
Code
Execution
CVE-2023-21813 Denial of | Important | No | No
Service
CVE-2023-21702 Denial of | Important | No | No
Service
5022893 & f& | February CVE-2023-21818 Denial of | Important | No | No
14, Service
2023— CVE-2023-21694 Remote Important | No | No
KB5022893 Code
(Security Execution
—only CVE-2023-21812 Elevation | Important | No | No
update) - of
Microsoft Privilege
Support CVE-2023-21816 Denial of | Important |No | No
for Service
Windows CVE-2023-21817 Elevation | Important | No | No
Server of
2008 Privilege
Datacente | cvE-2023-21801 Remote Important | No | No
r Code
ESU, Windo Execution
ws Server | cVE-2023-21695 Remote Important | No | No
2008 Code
Standard Execution
ESU, Windo | cvE-2023-21692 | Remote Critical |No |No
ws Server Code
2008 Execution
Enterpris | cye-2023-23376 Elevation | Important | No | Yes
e ESU of
Privilege
CVE-2023-21700 Denial of | Important | No | No
Service

16 |
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CVE-2023-21685

Remote
Code

Execution

Important

No

No

CVE-2023-21803

Remote
Code

Execution

Critical

No

No

CVE-2023-21799

Remote
Code

Execution

Important

No

No

CVE-2023-21820

Remote
Code

Execution

Important

No

No

CVE-2023-21798

Remote
Code

Execution

Important

No

No

CVE-2023-21688

Elevation
of

Privilege

Important

No

No

CVE-2023-21811

Denial of

Service

Important

No

No

CVE-2023-21691

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21693

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21797

Remote
Code

Execution

Important

No

No

CVE-2023-21701

Denial of

Service

Important

No

No

CVE-2023-21697

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21686

Remote
Code

Execution

Important

No

No

CVE-2023-21699

Informati

on

Important

No

No

St
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Disclosur

e

CVE-2023-21823

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21822

Elevation
of

Privilege

Important

No

No

CVE-2023-21805

Remote
Code

Execution

Important

No

No

CVE-2023-21800

Elevation
of

Privilege

Important

No

No

CVE-2023-21684

Remote
Code

Execution

Important

No

No

CVE-2023-21802

Remote
Code

Execution

Important

No

No

CVE-2023-21813

Denial of

Service

Important

No

No

CVE-2023-21702

Denial of

Service

Important

No

No

5022899

February
14,
2023—
KB5022899
(Monthly
Rollup) -
Microsoft
Support
for
Windows
Server
2012

R2, Window
S
Embedded
8.1

CVE-2023-21818

Denial of

Service

Important

No

No

CVE-2023-21689

Remote
Code

Execution

Critical

No

No

CVE-2023-21804

Elevation
of

Privilege

Important

No

No

CVE-2023-21694

Remote
Code

Execution

Important

No

No

CVE-2023-21812

Elevation
of

Privilege

Important

No

No

CVE-2023-21816

Denial of

Service

Important

No

No

18 |
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Industry
Enterpris
e, Windows
Embedded
8.1

Industry

Pro

CVE-2023-21817

Elevation
of

Privilege

Important

No

No

CVE-2023-21801

Remote
Code

Execution

Important

No

No

CVE-2023-21695

Remote
Code

Execution

Important

No

No

CVE-2023-21692

Remote
Code

Execution

Critical

No

No

CVE-2023-21690

Remote
Code

Execution

Critical

No

No

CVE-2023-23376

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21700

Denial of

Service

Important

No

No

CVE-2023-21685

Remote
Code

Execution

Important

No

No

CVE-2023-21799

Remote
Code

Execution

Important

No

No

CVE-2023-21820

Remote
Code

Execution

Important

No

No

CVE-2023-21798

Remote
Code

Execution

Important

No

No

CVE-2023-21688

Elevation
of

Privilege

Important

No

No

CVE-2023-21811

Denial of

Service

Important

No

No

CVE-2023-21691

Informati
on
Disclosur

e

Important

No

No

19 I’
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CVE-2023-21693

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21797

Remote
Code

Execution

Important

No

No

CVE-2023-21701

Denial of

Service

Important

No

No

CVE-2023-21697

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21686

Remote
Code

Execution

Important

No

No

CVE-2023-21699

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21823

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21822

Elevation
of

Privilege

Important

No

No

CVE-2023-21684

Remote
Code

Execution

Important

No

No

CVE-2023-21802

Remote
Code

Execution

Important

No

No

CVE-2023-21813

Denial of

Service

Important

No

No

CVE-2023-21702

Denial of

Service

Important

No

No

5022838 | Ef&

February
14,
2023—
KB5022838
(0S Build

CVE-2023-21818

Denial of

Service

Important

No

No

CVE-2023-21689

Remote
Code

Execution

Critical

No

No

20 I’
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14393. 571
7 -
Microsoft
Support
for
Windows
10,
version
1607, all
editions,
Windows
Server
2016, all

editions

CVE-2023-21808

Remote
Code

Execution

Critical

No

No

CVE-2023-21804

Elevation
of

Privilege

Important

No

No

CVE-2023-21694

Remote
Code

Execution

Important

No

No

CVE-2023-21812

Elevation
of

Privilege

Important

No

No

CVE-2023-21816

Denial of

Service

Important

No

No

CVE-2023-21817

Elevation
of

Privilege

Important

No

No

CVE-2023-21801

Remote
Code

Execution

Important

No

No

CVE-2023-21695

Remote
Code

Execution

Important

No

No

CVE-2023-21692

Remote
Code

Execution

Critical

No

No

CVE-2023-21690

Remote
Code

Execution

Critical

No

No

CVE-2023-23376

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21722

Denial of

Service

Important

No

No

CVE-2023-21700

Denial of

Service

Important

No

No

CVE-2023-21685

Remote
Code

Execution

Important

No

No

CVE-2023-21803

Remote
Code

Execution

Critical

No

No

%21 W
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CVE-2023-21799

Remote
Code

Execution

Important

No

No

CVE-2023-21820

Remote
Code

Execution

Important

No

No

CVE-2023-21798

Remote
Code

Execution

Important

No

No

CVE-2023-21688

Elevation
of

Privilege

Important

No

No

CVE-2023-21811

Denial of

Service

Important

No

No

CVE-2023-21691

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21693

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21797

Remote
Code

Execution

Important

No

No

CVE-2023-21701

Denial of

Service

Important

No

No

CVE-2023-21697

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21686

Remote
Code

Execution

Important

No

No

CVE-2023-21699

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21823

Elevation
of

Privilege

Important

No

Yes

%22 W
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CVE-2023-21822 Elevation | Important | No | No
of
Privilege
CVE-2023-21805 Remote Important | No | No
Code
Execution
CVE-2023-21684 Remote Important | No | No
Code
Execution
CVE-2023-21802 Remote Important | No No
Code
Execution
CVE-2023-21813 Denial of | Important | No | No
Service
CVE-2023-21702 Denial of | Important | No | No
Service
5022834 & f& | February CVE-2023-21818 Denial of | Important | No | No
14, Service
2023— CVE-2023-21689 Remote Critical No | No
KB5022834 Code
(0S Execution
Builds CVE-2023-21804 Elevation | Important | No | No
19042. 260 of
4, Privilege
19044. 260 | cVE-2023-21694 Remote Important | No | No
4, and Code
19045. 260 Execution
4) - CVE-2023-21812 Flevation | Important |No | No
Microsoft of
Support Privilege
for CVE-2023-21816 Denial of | Important | No | No
Windows Service
10 CVE-2023-21817 | Elevation | Important |No |No
Enterpris of
e Multi- Privilege
Session, CVE-2023-21801 Remote Important | No | No
version Code
20H2, Wind Execution
ows 10 CVE-2023-21695 Remote Important | No | No
Enterpris Code
e and Execution

23 |
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Education
, version
20H2, Wind
ows 10
ToT
Enterpris
e,

version
20H2, Wind
ows 10 on
Surface
Hub, Windo
ws 10,
version
21H2, all
editions,
Windows
10,
version
22H2, all

editions

CVE-2023-21692

Remote
Code

Execution

Critical

No

No

CVE-2023-21690

Remote
Code

Execution

Critical

No

No

CVE-2023-23376

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21700

Denial of

Service

Important

No

No

CVE-2023-21685

Remote
Code

Execution

Important

No

No

CVE-2023-21819

Denial of

Service

Important

No

No

CVE-2023-21803

Remote
Code

Execution

Critical

No

No

CVE-2023-21799

Remote
Code

Execution

Important

No

No

CVE-2023-21820

Remote
Code

Execution

Important

No

No

CVE-2023-21798

Remote
Code

Execution

Important

No

No

CVE-2023-21688

Elevation
of

Privilege

Important

No

No

CVE-2023-21811

Denial of

Service

Important

No

No

CVE-2023-21691

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21693

Informati
on
Disclosur

e

Important

No

No

24 R/




Wwo T = 1s

% —

A% R 2

9

)

HRIEED 2023 £ 2 AN TEEFEL

CVE-2023-21797

Remote
Code

Execution

Important

No

No

CVE-2023-21701

Denial of

Service

Important

No

No

CVE-2023-21697

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21686

Remote
Code

Execution

Important

No

No

CVE-2023-21699

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21823

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21822

Elevation
of

Privilege

Important

No

No

CVE-2023-21805

Remote
Code

Execution

Important

No

No

CVE-2023-21684

Remote
Code

Execution

Important

No

No

CVE-2023-21802

Remote
Code

Execution

Important

No

No

CVE-2023-21813

Denial of

Service

Important

No

No

CVE-2023-21702

Denial of

Service

Important

No

No

5022858 B51G

February
14,
2023—
KB5022858
(0S Build

CVE-2023-21818

Denial of

Service

Important

No

No

CVE-2023-21689

Remote
Code

Execution

Critical

No

No

25 |
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10240. 197
47) -
Microsoft
Support
for

Windows
10

CVE-2023-21808

Remote
Code

Execution

Critical

No

No

CVE-2023-21804

Elevation
of

Privilege

Important

No

No

CVE-2023-21694

Remote
Code

Execution

Important

No

No

CVE-2023-21812

Elevation
of

Privilege

Important

No

No

CVE-2023-21816

Denial of

Service

Important

No

No

CVE-2023-21817

Elevation
of

Privilege

Important

No

No

CVE-2023-21801

Remote
Code

Execution

Important

No

No

CVE-2023-21695

Remote
Code

Execution

Important

No

No

CVE-2023-21692

Remote
Code

Execution

Critical

No

No

CVE-2023-21690

Remote
Code

Execution

Critical

No

No

CVE-2023-23376

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21722

Denial of

Service

Important

No

No

CVE-2023-21700

Denial of

Service

Important

No

No

CVE-2023-21685

Remote
Code

Execution

Important

No

No

CVE-2023-21803

Remote
Code

Execution

Critical

No

No

26 I
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CVE-2023-21799

Remote
Code

Execution

Important

No

No

CVE-2023-21820

Remote
Code

Execution

Important

No

No

CVE-2023-21798

Remote
Code

Execution

Important

No

No

CVE-2023-21688

Elevation
of

Privilege

Important

No

No

CVE-2023-21811

Denial of

Service

Important

No

No

CVE-2023-21691

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21693

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21797

Remote
Code

Execution

Important

No

No

CVE-2023-21701

Denial of

Service

Important

No

No

CVE-2023-21697

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21686

Remote
Code

Execution

Important

No

No

CVE-2023-21699

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21823

Elevation
of

Privilege

Important

No

Yes
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CVE-2023-21822

Elevation
of

Privilege

Important

No

No

CVE-2023-21805

Remote
Code

Execution

Important

No

No

CVE-2023-21684

Remote
Code

Execution

Important

No

No

CVE-2023-21802

Remote
Code

Execution

Important

No

No

CVE-2023-21813

Denial of

Service

Important

No

No

CVE-2023-21702

Denial of

Service

Important

No

No

5022895 f=n

February
14,
2023—
KB5022895
(Security
—only
update) -
Microsoft
Support
for
Windows
Server
2012, Wind
ows
Embedded
8
Standard

CVE-2023-21818

Denial of

Service

Important

No

No

CVE-2023-21689

Remote
Code

Execution

Critical

No

No

CVE-2023-21804

Elevation
of

Privilege

Important

No

No

CVE-2023-21694

Remote
Code

Execution

Important

No

No

CVE-2023-21812

Elevation
of

Privilege

Important

No

No

CVE-2023-21816

Denial of

Service

Important

No

No

CVE-2023-21817

Elevation
of

Privilege

Important

No

No

CVE-2023-21801

Remote
Code

Execution

Important

No

No

CVE-2023-21695

Remote
Code

Execution

Important

No

No

28 W
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CVE-2023-21692

Remote
Code

Execution

Critical

No

No

CVE-2023-21690

Remote
Code

Execution

Critical

No

No

CVE-2023-23376

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21700

Denial of

Service

Important

No

No

CVE-2023-21685

Remote
Code

Execution

Important

No

No

CVE-2023-21799

Remote
Code

Execution

Important

No

No

CVE-2023-21820

Remote
Code

Execution

Important

No

No

CVE-2023-21798

Remote
Code

Execution

Important

No

No

CVE-2023-21688

Elevation
of

Privilege

Important

No

No

CVE-2023-21811

Denial of

Service

Important

No

No

CVE-2023-21691

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21693

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21797

Remote
Code

Execution

Important

No

No

CVE-2023-21701

Denial of

Service

Important

No

No
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CVE-2023-21697

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21686

Remote
Code

Execution

Important

No

No

CVE-2023-21699

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21823

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21822

Elevation
of

Privilege

Important

No

No

CVE-2023-21805

Remote
Code

Execution

Important

No

No

CVE-2023-21684

Remote
Code

Execution

Important

No

No

CVE-2023-21802

Remote
Code

Execution

Important

No

No

CVE-2023-21813

Denial of

Service

Important

No

No

CVE-2023-21702

Denial of

Service

Important

No

No

5022845

February
14,
2023—
KB5022845
(0S Build
22621. 126
5) -
Microsoft
Support

for

CVE-2023-21689

Remote
Code

Execution

Critical

No

No

CVE-2023-21687

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21804

Elevation
of

Privilege

Important

No

No

% 30 I
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Windows
11
version
22H2, all

editions

CVE-2023-21694

Remote
Code

Execution

Important

No

No

CVE-2023-21812

Elevation
of

Privilege

Important

No

No

CVE-2023-21816

Denial of

Service

Important

No

No

CVE-2023-21817

Elevation
of

Privilege

Important

No

No

CVE-2023-21801

Remote
Code

Execution

Important

No

No

CVE-2023-21695

Remote
Code

Execution

Important

No

No

CVE-2023-21692

Remote
Code

Execution

Critical

No

No

CVE-2023-21690

Remote
Code

Execution

Critical

No

No

CVE-2023-23376

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21700

Denial of

Service

Important

No

No

CVE-2023-21685

Remote
Code

Execution

Important

No

No

CVE-2023-21799

Remote
Code

Execution

Important

No

No

CVE-2023-21820

Remote
Code

Execution

Important

No

No

CVE-2023-21798

Remote
Code

Execution

Important

No

No

% 31 W
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CVE-2023-21688

Elevation
of

Privilege

Important

No

No

CVE-2023-21811

Denial of

Service

Important

No

No

CVE-2023-21691

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21693

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21797

Remote
Code

Execution

Important

No

No

CVE-2023-21701

Denial of

Service

Important

No

No

CVE-2023-21686

Remote
Code

Execution

Important

No

No

CVE-2023-21823

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21822

Elevation
of

Privilege

Important

No

No

CVE-2023-21805

Remote
Code

Execution

Important

No

No

CVE-2023-21684

Remote
Code

Execution

Important

No

No

CVE-2023-21802

Remote
Code

Execution

Important

No

No

CVE-2023-21813

Denial of

Service

Important

No

No

CVE-2023-21702

Denial of

Service

Important

No

No

5022894 | EifE

February
14,

CVE-2023-21818

Denial of

Service

Important

No

No
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2023— CVE-2023-21689 Remote Critical No | No
KB5022894 Code
(Security Execution
-only CVE-2023-21804 Elevation | Important | No | No
update) - of
Microsoft Privilege
Support CVE-2023-21694 Remote Important | No | No
for Code
Windows Execution
Server CVE-2023-21812 Elevation | Important |No | No
2012 of
R2, Window Privilege
S CVE-2023-21816 Denial of | Important | No | No
Embedded Service
8.1 CVE-2023-21817 Elevation | Important | No | No
Industry of
Enterpris Privilege
e, Windows | cvE-2023-21801 Remote Important | No | No
Embedded Code
8.1 Execution
Industry CVE-2023-21695 Remote Important | No | No
Pro Code

Execution

CVE-2023-21692 Remote Critical No | No
Code
Execution

CVE-2023-21690 Remote Critical No | No
Code
Execution

CVE-2023-23376 Elevation | Important | No | Yes
of
Privilege

CVE-2023-21700 Denial of | Important | No | No
Service

CVE-2023-21685 Remote Important | No No
Code
Execution

CVE-2023-21799 Remote Important | No | No
Code
Execution
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CVE-2023-21820

Remote
Code

Execution

Important

No

No

CVE-2023-21798

Remote
Code

Execution

Important

No

No

CVE-2023-21688

Elevation
of

Privilege

Important

No

No

CVE-2023-21811

Denial of

Service

Important

No

No

CVE-2023-21691

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21693

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21797

Remote
Code

Execution

Important

No

No

CVE-2023-21701

Denial of

Service

Important

No

No

CVE-2023-21697

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21686

Remote
Code

Execution

Important

No

No

CVE-2023-21699

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21823

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21822

Elevation
of

Privilege

Important

No

No
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CVE-2023-21805

Remote
Code

Execution

Important

No

No

CVE-2023-21684

Remote
Code

Execution

Important

No

No

CVE-2023-21802

Remote
Code

Execution

Important

No

No

CVE-2023-21813

Denial of

Service

Important

No

No

CVE-2023-21702

Denial of

Service

Important

No

No

5022836 =1

February
14,
2023—
KB5022836
(0S Build
22000. 157
4) -
Microsoft
Support
for
Windows
11
version
21H2, all

editions

CVE-2023-21818

Denial of

Service

Important

No

No

CVE-2023-21689

Remote
Code

Execution

Critical

No

No

CVE-2023-21687

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21804

Elevation
of

Privilege

Important

No

No

CVE-2023-21694

Remote
Code

Execution

Important

No

No

CVE-2023-21812

Elevation
of

Privilege

Important

No

No

CVE-2023-21816

Denial of

Service

Important

No

No

CVE-2023-21817

Elevation
of

Privilege

Important

No

No

CVE-2023-21801

Remote
Code

Execution

Important

No

No

CVE-2023-21695

Remote
Code

Execution

Important

No

No
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CVE-2023-21692

Remote
Code

Execution

Critical

No

No

CVE-2023-21690

Remote
Code

Execution

Critical

No

No

CVE-2023-23376

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21700

Denial of

Service

Important

No

No

CVE-2023-21685

Remote
Code

Execution

Important

No

No

CVE-2023-21819

Denial of

Service

Important

No

No

CVE-2023-21799

Remote
Code

Execution

Important

No

No

CVE-2023-21820

Remote
Code

Execution

Important

No

No

CVE-2023-21798

Remote
Code

Execution

Important

No

No

CVE-2023-21688

Elevation
of

Privilege

Important

No

No

CVE-2023-21811

Denial of

Service

Important

No

No

CVE-2023-21691

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21693

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21797

Remote
Code

Execution

Important

No

No
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CVE-2023-21701

Denial of

Service

Important

No

No

CVE-2023-21686

Remote
Code

Execution

Important

No

No

CVE-2023-21823

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21822

Elevation
of

Privilege

Important

No

No

CVE-2023-21805

Remote
Code

Execution

Important

No

No

CVE-2023-21684

Remote
Code

Execution

Important

No

No

CVE-2023-21802

Remote
Code

Execution

Important

No

No

CVE-2023-21813

Denial of

Service

Important

No

No

CVE-2023-21702

Denial of

Service

Important

No

No

5022890

February
14,
2023—
KB5022890
(Monthly
Rollup) -
Microsoft
Support
for
Windows
Server
2008
Datacente
r

ESU, Windo

ws Server

CVE-2023-21818

Denial of

Service

Important

No

No

CVE-2023-21694

Remote
Code

Execution

Important

No

No

CVE-2023-21812

Elevation
of

Privilege

Important

No

No

CVE-2023-21816

Denial of

Service

Important

No

No

CVE-2023-21817

Elevation
of

Privilege

Important

No

No

CVE-2023-21801

Remote
Code

Execution

Important

No

No
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2008
Standard
ESU, Windo
ws Server
2008
Enterpris
e ESU

CVE-2023-21695

Remote
Code

Execution

Important

No

No

CVE-2023-21692

Remote
Code

Execution

Critical

No

No

CVE-2023-23376

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21700

Denial of

Service

Important

No

No

CVE-2023-21685

Remote
Code

Execution

Important

No

No

CVE-2023-21803

Remote
Code

Execution

Critical

No

No

CVE-2023-21799

Remote
Code

Execution

Important

No

No

CVE-2023-21820

Remote
Code

Execution

Important

No

No

CVE-2023-21798

Remote
Code

Execution

Important

No

No

CVE-2023-21688

Elevation
of

Privilege

Important

No

No

CVE-2023-21811

Denial of

Service

Important

No

No

CVE-2023-21691

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21693

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21797

Remote
Code

Execution

Important

No

No
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CVE-2023-21701

Denial of

Service

Important

No

No

CVE-2023-21697

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21686

Remote
Code

Execution

Important

No

No

CVE-2023-21699

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21823

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21822

Elevation
of

Privilege

Important

No

No

CVE-2023-21805

Remote
Code

Execution

Important

No

No

CVE-2023-21800

Elevation
of

Privilege

Important

No

No

CVE-2023-21684

Remote
Code

Execution

Important

No

No

CVE-2023-21802

Remote
Code

Execution

Important

No

No

CVE-2023-21813

Denial of

Service

Important

No

No

CVE-2023-21702

Denial of

Service

Important

No

No

5022903 B51G

February
14,
2023—
KB5022903
(Monthly

CVE-2023-21818

Denial of

Service

Important

No

No

CVE-2023-21689

Remote
Code

Execution

Critical

No

No
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Rollup) -
Microsoft
Support
for
Windows
Server
2012, Wind
ows
Embedded
8
Standard

CVE-2023-21804

Elevation
of

Privilege

Important

No

No

CVE-2023-21694

Remote
Code

Execution

Important

No

No

CVE-2023-21812

Elevation
of

Privilege

Important

No

No

CVE-2023-21816

Denial of

Service

Important

No

No

CVE-2023-21817

Elevation
of

Privilege

Important

No

No

CVE-2023-21801

Remote
Code

Execution

Important

No

No

CVE-2023-21695

Remote
Code

Execution

Important

No

No

CVE-2023-21692

Remote
Code

Execution

Critical

No

No

CVE-2023-21690

Remote
Code

Execution

Critical

No

No

CVE-2023-23376

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21700

Denial of

Service

Important

No

No

CVE-2023-21685

Remote
Code

Execution

Important

No

No

CVE-2023-21799

Remote
Code

Execution

Important

No

No

CVE-2023-21820

Remote
Code

Execution

Important

No

No
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CVE-2023-21798

Remote
Code

Execution

Important

No

No

CVE-2023-21688

Elevation
of

Privilege

Important

No

No

CVE-2023-21811

Denial of

Service

Important

No

No

CVE-2023-21691

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21693

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21797

Remote
Code

Execution

Important

No

No

CVE-2023-21701

Denial of

Service

Important

No

No

CVE-2023-21697

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21686

Remote
Code

Execution

Important

No

No

CVE-2023-21699

Informati
on
Disclosur

e

Important

No

No

CVE-2023-21823

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21822

Elevation
of

Privilege

Important

No

No

CVE-2023-21684

Remote
Code

Execution

Important

No

No

a1 W
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CVE-2023-21802 Remote Important | No | No
Code
Execution
CVE-2023-21813 Denial of | Important | No | No
Service
CVE-2023-21702 Denial of | Important | No | No

Service

A ARHORAT AT 2 A R Ah T35 20 A, VRAIZIRAN T

*T AR B KRR

5023038 | = f& | Description | CVE-2023-21706 Remote Code | Important | No | No
of the Execution
security CVE-2023-21710 Remote Code Important | No | No
update for Execution
Microsoft CVE-2023-21707 Remote Code Important | No | No
Exchange Execution
Server CVE-2023-21529 Remote Code Important | No | No
2019, 2016, Execution
and 2013:
February
14, 2023
(KB5023038)
— Microsoft
Support

5002325 | &f& | Description | CVE-2023-21716 Remote Code | Critical No | No
of the Execution
security CVE-2023-21717 Elevation of | Important | No | No
update for Privilege
SharePoint
Enterprise
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Server 2016
Language
Pack:
February
14, 2023
(KB5002325)
- Microsoft

Support

5022734

February
14, 2023-
Security
and Quality
Rollup

for .NET
Framework
2.0, 3.0,
4.6.2 for
Windows
Server 2008
SP2
(KB5022734)
— Microsoft

Support

CVE-2023-21808

Remote Code

Execution

Critical

No

No

CVE-2023-21722

Denial of

Service

Important

No

No

5022730

February
14, 2023-
KB5022730
Cumulative
Update

for . NET
Framework
3.5, 4.8
and 4.8.1
for Windows
11, version
21H2 -
Microsoft

Support

CVE-2023-21808

Remote Code

Execution

Critical

No

No

CVE-2023-21722

Denial of

Service

Important

No

No
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5022728

e

February
14, 2023-
KB5022728
Cumulative
Update

for .NET
Framework
3.5, 4.8
and 4.8.1
for Windows
10 Version
21H2 -
Microsoft

Support

CVE-2023-21808

Remote Code

Execution

Critical

No

No

CVE-2023-21722

Denial of

Service

Important

No

No

2022731

February
14, 2023-
Security
and Quality
Rollup

for .NET
Framework
3.5.1,
4.6.2, 4.7,
4.7.1,
4.7.2, 4.8
for Windows
Embedded 7
Standard
and Windows
Server 2008
R2 SP1
(KB5022731)
— Microsoft

Support

CVE-2023-21808

Remote Code

Execution

Critical

No

No

CVE-2023-21722

Denial of

Service

Important

No

No

5022503

February
14, 2023-
KB5022503
Cumulative
Update

for . NET

CVE-2023-21808

Remote Code

Execution

Critical

No

No

B 44 T



http://support.microsoft.com/kb/5022728
http://support.microsoft.com/kb/5022731
http://support.microsoft.com/kb/5022503
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Framework
4.8 for
Windows 10,
version
1607 and
Windows
Server 2016
- Microsoft

Support

CVE-2023-21722

Denial of

Service

Important

No

No

February
14, 2023-
KB5022729
Cumulative
Update

for .NET
Framework
3.5, 4.8
and 4.8.1
for Windows
10 Version
22H2 -
Microsoft

Support

CVE-2023-21808

Remote Code

Execution

Critical

No

No

CVE-2023-21722

Denial of

Service

Important

No

No

February
14, 2023-
Security
Only Update
for . NET
Framework
3.5.1,
4.6.2, 4.7,
4.7.1,
4.7.2, 4.8
for Windows
Embedded 7
Standard
and Windows
Server 2008
R2 SP1
(KB5022783)

CVE-2023-21808

Remote Code

Execution

Critical

No

No

CVE-2023-21722

Denial of

Service

Important

No

No
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— Microsoft

Support

Description
of the
security
update for
Office Web
Apps Server
2013:
February
14, 2023
(KB5002313)
— Microsoft

Support

CVE-2023-21716

Remote Code

Execution

Description
of the
security
update for
SharePoint
Enterprise
Server
2016:
February
14, 2023
(KB5002350)
— Microsoft

Support

CVE-2023-21717

Elevation of

Privilege

Description
of the
security
update for
Word 2016:
February
14, 2023
(KB5002323)
— Microsoft

Support

CVE-2023-21716

Remote Code

Execution
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2022782

e

February
14, 2023-
KB5022782
Cumulative
Update

for .NET
Framework
3.5, 4.7.2
and 4.8 for
Windows 10,
version
1809 and
Windows
Server 2019
— Microsoft

Support

CVE-2023-21808

Remote Code

Execution

Critical

No

No

CVE-2023-21722

Denial of

Service

Important

No

No

2022497

February
14, 2023-
KB5022497
Cumulative
Update

for .NET
Framework
3.5 and
4.8.1 for
Windows 11,
version
22H2 -
Microsoft

Support

CVE-2023-21808

Remote Code

Execution

Critical

No

No

CVE-2023-21722

Denial of

Service

Important

No

No

5022786

February
14, 2023-
Security
Only Update
for .NET
Framework
2.0, 3.0,
4.6.2 for
Windows
Server 2008

CVE-2023-21808

Remote Code

Execution

Critical

No

No

CVE-2023-21722

Denial of

Service

Important

No

No
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SP2
(KB5022786)
- Microsoft

Support

5002316 | /& | Description | CVE-2023-21716 Remote Code | Critical |No
of the Execution
security
update for
Word 2013:
February
14, 2023
(KB5002316)
— Microsoft

Support

5022785 | & f& | February CVE-2023-21808 Remote Code | Critical |No
14, 2023- Execution
Security
Only Update
for . NET
Framework
3.5, 4.6.2,
4.7, 4.7.1,

4.7.2, 4.8 | CVE-2023-21722 Denial of Important | No
for Windows Service
Embedded
8.1 and
Windows
Server 2012
R2
(KB5022785)
— Microsoft

Support

5022727 | &f& | February CVE-2023-21808 Remote Code | Critical No
14, 2023- Execution
KB5022727
Cumulative
Update

for .NET

Framework | cvg-2023-21722 Denial of Important | No
3.5, 4.8

Service
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and 4.8.1
for Windows
10, version
20H2 -
Microsoft

Support

Description
of the
security
update for
SharePoint
Enterprise
Server
2013:
February
14, 2023
(KB5002312)
— Microsoft

Support

CVE-2023-21716

Remote Code

Execution

No

CVE-2023-21717

Elevation of

Privilege

No

February
14, 2023-
Security
Only Update
for .NET
Framework
3.5, 4.6.2,
4.7, 4.7.1,
4.7.2, 4.8
for Windows
Embedded 8
Standard
and Windows
Server 2012
(KB5022784)
— Microsoft

Support

CVE-2023-21808

Remote Code

Execution

No

CVE-2023-21722

Denial of

Service

No
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5002347 | &f& | Description | CVE-2023-21716 Remote Code | Critical | No
of the Execution
security

update for
SharePoint

Foundation
2013:
February
14, 2023
(KB5002347)

— Microsoft

CVE-2023-21717 Elevation of | Important | No

Privilege

Support

A H AT A BT AR RN T

TE:

Lo BIREM b Ui my TR R G5 VEAR U0 B T
0 - SR (Exploitation Detected)
1 - HAAEEMAIH (Exploitation More Likely)
2 - AR HEFIA (Exploitation Less Likely)
3 — AArEeFIH (Exploitation Unlikely)

4 = AZIETARE (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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