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AR VRN “TEE (Critical) ” , 11 MPFZCN “#EIEE (Important) ” , X
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RIAZEZ (Severity) = H (Critical) ,

AN FE (Publicly Disclosed) =& (Yes) ,

Oz it (Exploited) =4 (Yes) ,

JeiF )R] R (Exploitability Assessment) =" 24 F]H
(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More

Likely) ”

FEHW R

5031358

CVE-2023-44487

5031354

5031356

5031364

5031362

5031361

Denial of Important | No Yes Exploitation

Service Detected

5031358

CVE-2023-38166

5031377

5031354

5031441

5031356

5031364

5031362

5031408

5031427

5031419

5031411

5031442

5031416

5031407

5031361

Remote Code | Critical No No Exploitation

Execution Less Likely

5031358

CVE-2023-41774

5031377

5031354

5031441

5031356

5031364

5031362

Remote Code | Critical No No Exploitation

Execution Less Likely



http://support.microsoft.com/kb/5031358
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-44487
http://support.microsoft.com/kb/5031354
http://support.microsoft.com/kb/5031356
http://support.microsoft.com/kb/5031364
http://support.microsoft.com/kb/5031362
http://support.microsoft.com/kb/5031361
http://support.microsoft.com/kb/5031358
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-38166
http://support.microsoft.com/kb/5031377
http://support.microsoft.com/kb/5031354
http://support.microsoft.com/kb/5031441
http://support.microsoft.com/kb/5031356
http://support.microsoft.com/kb/5031364
http://support.microsoft.com/kb/5031362
http://support.microsoft.com/kb/5031408
http://support.microsoft.com/kb/5031427
http://support.microsoft.com/kb/5031419
http://support.microsoft.com/kb/5031411
http://support.microsoft.com/kb/5031442
http://support.microsoft.com/kb/5031416
http://support.microsoft.com/kb/5031407
http://support.microsoft.com/kb/5031361
http://support.microsoft.com/kb/5031358
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-41774
http://support.microsoft.com/kb/5031377
http://support.microsoft.com/kb/5031354
http://support.microsoft.com/kb/5031441
http://support.microsoft.com/kb/5031356
http://support.microsoft.com/kb/5031364
http://support.microsoft.com/kb/5031362
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5031408

5031427

5031419

5031411

5031442

5031416

5031407

5031361

5031358

5031377

5031354

5031441

5031356

5031364

5031362

5031408

5031427

5031419

5031411

5031442

5031416

5031407

5031361

CVE-2023-36713

Information

Disclosure

Important

No

No

Exploitation
More Likely

5031358

5031377

5031354

5031356

5031364

5031362

5031361

CVE-2023-36718

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5031358

5031377

5031354

5031441

5031356

5031364

5031362

5031408

5031427

5031419

5031411

CVE-2023-36697

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely



http://support.microsoft.com/kb/5031408
http://support.microsoft.com/kb/5031427
http://support.microsoft.com/kb/5031419
http://support.microsoft.com/kb/5031411
http://support.microsoft.com/kb/5031442
http://support.microsoft.com/kb/5031416
http://support.microsoft.com/kb/5031407
http://support.microsoft.com/kb/5031361
http://support.microsoft.com/kb/5031358
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36713
http://support.microsoft.com/kb/5031377
http://support.microsoft.com/kb/5031354
http://support.microsoft.com/kb/5031441
http://support.microsoft.com/kb/5031356
http://support.microsoft.com/kb/5031364
http://support.microsoft.com/kb/5031362
http://support.microsoft.com/kb/5031408
http://support.microsoft.com/kb/5031427
http://support.microsoft.com/kb/5031419
http://support.microsoft.com/kb/5031411
http://support.microsoft.com/kb/5031442
http://support.microsoft.com/kb/5031416
http://support.microsoft.com/kb/5031407
http://support.microsoft.com/kb/5031361
http://support.microsoft.com/kb/5031358
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36718
http://support.microsoft.com/kb/5031377
http://support.microsoft.com/kb/5031354
http://support.microsoft.com/kb/5031356
http://support.microsoft.com/kb/5031364
http://support.microsoft.com/kb/5031362
http://support.microsoft.com/kb/5031361
http://support.microsoft.com/kb/5031358
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36697
http://support.microsoft.com/kb/5031377
http://support.microsoft.com/kb/5031354
http://support.microsoft.com/kb/5031441
http://support.microsoft.com/kb/5031356
http://support.microsoft.com/kb/5031364
http://support.microsoft.com/kb/5031362
http://support.microsoft.com/kb/5031408
http://support.microsoft.com/kb/5031427
http://support.microsoft.com/kb/5031419
http://support.microsoft.com/kb/5031411
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5031442

5031416

5031407

5031361

5031358

CVE-2023-41765

5031377

5031354

5031441

5031356

5031364

5031362

5031408

5031427

5031419

5031411

5031442

5031416

5031407

5031361

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5031358

CVE-2023-36743

5031377

5031354

5031441

5031356

5031364

5031362

5031408

5031427

5031419

5031411

5031442

5031416

5031407

5031361

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5031358

CVE-2023-36594

5031377

5031354

5031441

5031356

5031364

5031362

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

=



http://support.microsoft.com/kb/5031442
http://support.microsoft.com/kb/5031416
http://support.microsoft.com/kb/5031407
http://support.microsoft.com/kb/5031361
http://support.microsoft.com/kb/5031358
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-41765
http://support.microsoft.com/kb/5031377
http://support.microsoft.com/kb/5031354
http://support.microsoft.com/kb/5031441
http://support.microsoft.com/kb/5031356
http://support.microsoft.com/kb/5031364
http://support.microsoft.com/kb/5031362
http://support.microsoft.com/kb/5031408
http://support.microsoft.com/kb/5031427
http://support.microsoft.com/kb/5031419
http://support.microsoft.com/kb/5031411
http://support.microsoft.com/kb/5031442
http://support.microsoft.com/kb/5031416
http://support.microsoft.com/kb/5031407
http://support.microsoft.com/kb/5031361
http://support.microsoft.com/kb/5031358
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36743
http://support.microsoft.com/kb/5031377
http://support.microsoft.com/kb/5031354
http://support.microsoft.com/kb/5031441
http://support.microsoft.com/kb/5031356
http://support.microsoft.com/kb/5031364
http://support.microsoft.com/kb/5031362
http://support.microsoft.com/kb/5031408
http://support.microsoft.com/kb/5031427
http://support.microsoft.com/kb/5031419
http://support.microsoft.com/kb/5031411
http://support.microsoft.com/kb/5031442
http://support.microsoft.com/kb/5031416
http://support.microsoft.com/kb/5031407
http://support.microsoft.com/kb/5031361
http://support.microsoft.com/kb/5031358
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36594
http://support.microsoft.com/kb/5031377
http://support.microsoft.com/kb/5031354
http://support.microsoft.com/kb/5031441
http://support.microsoft.com/kb/5031356
http://support.microsoft.com/kb/5031364
http://support.microsoft.com/kb/5031362
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5031408

5031427

5031419

5031411

5031442

5031416

5031407

5031361

5031358

CVE-2023-41773

5031377

5031354

5031441

5031356

5031364

5031362

5031408

5031427

5031419

5031411

5031442

5031416

5031407

5031361

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5031358

CVE-2023-41769

5031377

5031354

5031441

5031356

5031364

5031362

5031408

5031427

5031419

5031411

5031442

5031416

5031407

5031361

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5031358

CVE-2023-35349

5031377

5031354

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely



http://support.microsoft.com/kb/5031408
http://support.microsoft.com/kb/5031427
http://support.microsoft.com/kb/5031419
http://support.microsoft.com/kb/5031411
http://support.microsoft.com/kb/5031442
http://support.microsoft.com/kb/5031416
http://support.microsoft.com/kb/5031407
http://support.microsoft.com/kb/5031361
http://support.microsoft.com/kb/5031358
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-41773
http://support.microsoft.com/kb/5031377
http://support.microsoft.com/kb/5031354
http://support.microsoft.com/kb/5031441
http://support.microsoft.com/kb/5031356
http://support.microsoft.com/kb/5031364
http://support.microsoft.com/kb/5031362
http://support.microsoft.com/kb/5031408
http://support.microsoft.com/kb/5031427
http://support.microsoft.com/kb/5031419
http://support.microsoft.com/kb/5031411
http://support.microsoft.com/kb/5031442
http://support.microsoft.com/kb/5031416
http://support.microsoft.com/kb/5031407
http://support.microsoft.com/kb/5031361
http://support.microsoft.com/kb/5031358
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-41769
http://support.microsoft.com/kb/5031377
http://support.microsoft.com/kb/5031354
http://support.microsoft.com/kb/5031441
http://support.microsoft.com/kb/5031356
http://support.microsoft.com/kb/5031364
http://support.microsoft.com/kb/5031362
http://support.microsoft.com/kb/5031408
http://support.microsoft.com/kb/5031427
http://support.microsoft.com/kb/5031419
http://support.microsoft.com/kb/5031411
http://support.microsoft.com/kb/5031442
http://support.microsoft.com/kb/5031416
http://support.microsoft.com/kb/5031407
http://support.microsoft.com/kb/5031361
http://support.microsoft.com/kb/5031358
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-35349
http://support.microsoft.com/kb/5031377
http://support.microsoft.com/kb/5031354
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5031441

5031356

5031364

5031362

5031408

5031427

5031419

5031411

5031442

5031416

5031407

5031361

5031358

CVE-2023-41771

5031377

5031354

5031441

5031356

5031364

5031362

5031408

5031427

5031419

5031411

5031442

5031416

5031407

5031361

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5031358

CVE-2023-36732

5031377

5031354

5031441

5031356

5031364

5031362

5031408

5031427

5031419

5031411

5031442

5031416

5031407

Elevation of

Privilege

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5031441
http://support.microsoft.com/kb/5031356
http://support.microsoft.com/kb/5031364
http://support.microsoft.com/kb/5031362
http://support.microsoft.com/kb/5031408
http://support.microsoft.com/kb/5031427
http://support.microsoft.com/kb/5031419
http://support.microsoft.com/kb/5031411
http://support.microsoft.com/kb/5031442
http://support.microsoft.com/kb/5031416
http://support.microsoft.com/kb/5031407
http://support.microsoft.com/kb/5031361
http://support.microsoft.com/kb/5031358
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-41771
http://support.microsoft.com/kb/5031377
http://support.microsoft.com/kb/5031354
http://support.microsoft.com/kb/5031441
http://support.microsoft.com/kb/5031356
http://support.microsoft.com/kb/5031364
http://support.microsoft.com/kb/5031362
http://support.microsoft.com/kb/5031408
http://support.microsoft.com/kb/5031427
http://support.microsoft.com/kb/5031419
http://support.microsoft.com/kb/5031411
http://support.microsoft.com/kb/5031442
http://support.microsoft.com/kb/5031416
http://support.microsoft.com/kb/5031407
http://support.microsoft.com/kb/5031361
http://support.microsoft.com/kb/5031358
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36732
http://support.microsoft.com/kb/5031377
http://support.microsoft.com/kb/5031354
http://support.microsoft.com/kb/5031441
http://support.microsoft.com/kb/5031356
http://support.microsoft.com/kb/5031364
http://support.microsoft.com/kb/5031362
http://support.microsoft.com/kb/5031408
http://support.microsoft.com/kb/5031427
http://support.microsoft.com/kb/5031419
http://support.microsoft.com/kb/5031411
http://support.microsoft.com/kb/5031442
http://support.microsoft.com/kb/5031416
http://support.microsoft.com/kb/5031407
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5031361

5031358

CVE-2023-38159

5031377

5031354

5031356

5031364

5031362

5031361

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5031358

CVE-2023-41770

5031377

5031354

5031441

5031356

5031364

5031362

5031408

5031427

5031419

5031411

5031442

5031416

5031407

5031361

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5031358

CVE-2023-36776

5031377

5031354

5031441

5031356

5031364

5031362

5031408

5031427

5031419

5031411

5031442

5031416

5031407

5031361

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5031358

CVE-2023-41772

5031354

5031356

Elevation of

Privilege

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5031361
http://support.microsoft.com/kb/5031358
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-38159
http://support.microsoft.com/kb/5031377
http://support.microsoft.com/kb/5031354
http://support.microsoft.com/kb/5031356
http://support.microsoft.com/kb/5031364
http://support.microsoft.com/kb/5031362
http://support.microsoft.com/kb/5031361
http://support.microsoft.com/kb/5031358
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-41770
http://support.microsoft.com/kb/5031377
http://support.microsoft.com/kb/5031354
http://support.microsoft.com/kb/5031441
http://support.microsoft.com/kb/5031356
http://support.microsoft.com/kb/5031364
http://support.microsoft.com/kb/5031362
http://support.microsoft.com/kb/5031408
http://support.microsoft.com/kb/5031427
http://support.microsoft.com/kb/5031419
http://support.microsoft.com/kb/5031411
http://support.microsoft.com/kb/5031442
http://support.microsoft.com/kb/5031416
http://support.microsoft.com/kb/5031407
http://support.microsoft.com/kb/5031361
http://support.microsoft.com/kb/5031358
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36776
http://support.microsoft.com/kb/5031377
http://support.microsoft.com/kb/5031354
http://support.microsoft.com/kb/5031441
http://support.microsoft.com/kb/5031356
http://support.microsoft.com/kb/5031364
http://support.microsoft.com/kb/5031362
http://support.microsoft.com/kb/5031408
http://support.microsoft.com/kb/5031427
http://support.microsoft.com/kb/5031419
http://support.microsoft.com/kb/5031411
http://support.microsoft.com/kb/5031442
http://support.microsoft.com/kb/5031416
http://support.microsoft.com/kb/5031407
http://support.microsoft.com/kb/5031361
http://support.microsoft.com/kb/5031358
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-41772
http://support.microsoft.com/kb/5031354
http://support.microsoft.com/kb/5031356
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5031364

5031361

5031358

CVE-2023-41768

5031377

5031354

5031441

5031356

5031364

5031362

5031408

5031427

5031419

5031411

5031442

5031416

5031407

5031361

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5031358

CVE-2023-41767

5031377

5031354

5031441

5031356

5031364

5031362

5031408

5031427

5031419

5031411

5031442

5031416

5031407

5031361

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5031358

CVE-2023-36731

5031377

5031354

5031441

5031356

5031364

5031362

5031408

5031427

Elevation of

Privilege

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5031364
http://support.microsoft.com/kb/5031361
http://support.microsoft.com/kb/5031358
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-41768
http://support.microsoft.com/kb/5031377
http://support.microsoft.com/kb/5031354
http://support.microsoft.com/kb/5031441
http://support.microsoft.com/kb/5031356
http://support.microsoft.com/kb/5031364
http://support.microsoft.com/kb/5031362
http://support.microsoft.com/kb/5031408
http://support.microsoft.com/kb/5031427
http://support.microsoft.com/kb/5031419
http://support.microsoft.com/kb/5031411
http://support.microsoft.com/kb/5031442
http://support.microsoft.com/kb/5031416
http://support.microsoft.com/kb/5031407
http://support.microsoft.com/kb/5031361
http://support.microsoft.com/kb/5031358
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-41767
http://support.microsoft.com/kb/5031377
http://support.microsoft.com/kb/5031354
http://support.microsoft.com/kb/5031441
http://support.microsoft.com/kb/5031356
http://support.microsoft.com/kb/5031364
http://support.microsoft.com/kb/5031362
http://support.microsoft.com/kb/5031408
http://support.microsoft.com/kb/5031427
http://support.microsoft.com/kb/5031419
http://support.microsoft.com/kb/5031411
http://support.microsoft.com/kb/5031442
http://support.microsoft.com/kb/5031416
http://support.microsoft.com/kb/5031407
http://support.microsoft.com/kb/5031361
http://support.microsoft.com/kb/5031358
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36731
http://support.microsoft.com/kb/5031377
http://support.microsoft.com/kb/5031354
http://support.microsoft.com/kb/5031441
http://support.microsoft.com/kb/5031356
http://support.microsoft.com/kb/5031364
http://support.microsoft.com/kb/5031362
http://support.microsoft.com/kb/5031408
http://support.microsoft.com/kb/5031427
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5031419

5031411

5031442

5031416

5031407

5031361

5031358

CVE-2023-36563

5031377

5031354

5031441

5031356

5031364

5031362

5031408

5031427

5031419

5031411

5031442

5031416

5031407

5031361

Information

Disclosure

Important

Yes

Yes

Exploitation
Detected

5030877

CVE-2023-36778

Remote Code

Execution

Important

No

No

Exploitation
More Likely

s

10 |



http://support.microsoft.com/kb/5031419
http://support.microsoft.com/kb/5031411
http://support.microsoft.com/kb/5031442
http://support.microsoft.com/kb/5031416
http://support.microsoft.com/kb/5031407
http://support.microsoft.com/kb/5031361
http://support.microsoft.com/kb/5031358
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36563
http://support.microsoft.com/kb/5031377
http://support.microsoft.com/kb/5031354
http://support.microsoft.com/kb/5031441
http://support.microsoft.com/kb/5031356
http://support.microsoft.com/kb/5031364
http://support.microsoft.com/kb/5031362
http://support.microsoft.com/kb/5031408
http://support.microsoft.com/kb/5031427
http://support.microsoft.com/kb/5031419
http://support.microsoft.com/kb/5031411
http://support.microsoft.com/kb/5031442
http://support.microsoft.com/kb/5031416
http://support.microsoft.com/kb/5031407
http://support.microsoft.com/kb/5031361
http://support.microsoft.com/kb/5030877
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36778
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October
10,
2023—
KB503135
8 (0S
Build
22000. 25
38) -
Microsof
t
Support
for
Windows
11
version
21H2,
all
editions

CVE J&iFH

CVE-2023-44487

()= 2

Denial of

Service

Important

No

Yes

CVE-2023-36577

Remote Code

Execution

Important

No

No

CVE-2023-36436

Remote Code

Execution

Important

No

No

CVE-2023-36567

Information

Disclosure

Important

No

No

CVE-2023-36725

Elevation
of
Privilege

Important

No

No

CVE-2023-36721

Elevation
of

Privilege

Important

No

No

CVE-2023-36581

Denial of

Service

Important

No

No

CVE-2023-36583

Remote Code

Execution

Important

No

No

CVE-2023-38166

Remote Code

Execution

Critical

No

No

CVE-2023-41766

Elevation
of

Privilege

Important

No

No

CVE-2023-36564

Security
Feature
Bypass

Important

No

No

CVE-2023-36573

Remote Code
Execution

Important

No

No
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http://support.microsoft.com/kb/5031358
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CVE-2023-36605

Elevation
of

Privilege

Important

No

No

CVE-2023-36434

Elevation
of

Privilege

Important

No

No

CVE-2023-36589

Remote Code

Execution

Important

No

No

CVE-2023-36711

Elevation
of

Privilege

Important

No

No

CVE-2023-41774

Remote Code

Execution

Critical

No

No

CVE-2023-36431

Denial of

Service

Important

No

No

CVE-2023-36713

Information

Disclosure

Important

No

No

CVE-2023-36718

Remote Code

Execution

Critical

No

No

CVE-2023-36712

Elevation
of

Privilege

Important

No

No

CVE-2023-36697

Remote Code

Execution

Critical

No

No

CVE-2023-36438

Information

Disclosure

Important

No

No

CVE-2023-36723

Elevation
of

Privilege

Important

No

No

CVE-2023-36710

Remote Code

Execution

Important

No

No

CVE-2023-41765

Remote Code

Execution

Critical

No

No

CVE-2023-36724

Information

Disclosure

Important

No

No

CVE-2023-36598

Remote Code

Execution

Important

No

No

CVE-2023-36743

Elevation
of

Privilege

Important

No

No

CVE-2023-38171

Denial of

Service

Important

No

No

s
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CVE-2023-36902

Remote Code

Execution

Important

No

No

CVE-2023-36594

Elevation
of

Privilege

Important

No

No

CVE-2023-41773

Remote Code

Execution

Critical

No

No

CVE-2023-36701

Elevation
of

Privilege

Important

No

No

CVE-2023-36729

Elevation
of

Privilege

Important

No

No

CVE-2023-41769

Remote Code

Execution

Critical

No

No

CVE-2023-35349

Remote Code

Execution

Critical

No

No

CVE-2023-41771

Remote Code

Execution

Critical

No

No

CVE-2023-36732

Elevation
of

Privilege

Important

No

No

CVE-2023-36578

Remote Code

Execution

Important

No

No

CVE-2023-38159

Elevation
of

Privilege

Important

No

No

CVE-2023-36709

Denial of

Service

Important

No

No

CVE-2023-36592

Remote Code

Execution

Important

No

No

CVE-2023-36585

Denial of

Service

Important

No

No

CVE-2023-36726

Elevation
of

Privilege

Important

No

No

CVE-2023-36698

Security
Feature

Bypass

Important

No

No

CVE-2023-36570

Remote Code

Execution

Important

No

No

s
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CVE-2023-41770 | Remote Code | Critical |No | No
Execution

CVE-2023-36435 | Denial of Important | No | No
Service

CVE-2023-36776 | Elevation Important | No | No
of
Privilege

CVE-2023-36574 | Remote Code | Important | No | No
Execution

CVE-2023-36590 | Remote Code | Important | No | No
Execution

CVE-2023-36602 | Denial of Important | No | No
Service

CVE-2023-41772 | Elevation Important | No | No
of
Privilege

CVE-2023-41768 | Remote Code | Critical |No | No
Execution

CVE-2023-36603 | Denial of Important | No | No
Service

CVE-2023-36717 | Denial of Important | No | No
Service

CVE-2023-36571 | Remote Code | Important | No | No
Execution

CVE-2023-41767 | Remote Code | Critical |No | No
Execution

CVE-2023-36579 | Denial of Important | No | No
Service

CVE-2023-36584 | Security Important | No | No
Feature
Bypass

CVE-2023-36606 | Denial of Important | No | No
Service

CVE-2023-36702 | Remote Code | Important | No No
Execution

CVE-2023-36576 | Information | Important | No No
Disclosure

CVE-2023-36722 | Information | Important | No No
Disclosure

CVE-2023-36591 | Remote Code | Important | No | No

Execution

s
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CVE-2023-36596 | Information | Important | No | No
Disclosure
CVE-2023-36731 | Elevation Important | No | No
of
Privilege
CVE-2023-36572 | Remote Code | Important | No | No
Execution
CVE-2023-36575 | Remote Code | Important | No | No
Execution
CVE-2023-36557 | Remote Code | Important | No | No
Execution
CVE-2023-36563 | Information | Important | Yes | Yes
Disclosure
CVE-2023-36593 | Remote Code | Important | No | No
Execution
CVE-2023-36582 | Remote Code | Important | No | No
Execution
CVE-2023-36720 | Denial of Important | No | No
Service
5031377 | & f& | October | CVE-2023-36577 | Remote Code | Important | No | No
10, Execution
2023— CVE-2023-36581 | Denial of Important | No | No
KB503137 Service
7 (0S CVE-2023-36436 | Remote Code | Important | No | No
Build Execution
10240. 20 | CVE-2023-36567 | Information | Important | No | No
232) - Disclosure
Microsof | CVE-2023-36583 | Remote Code | Important | No | No
t Execution
Support | CVE-2023-41766 | Elevation Important | No | No
for of
Windows Privilege
10 CVE-2023-38166 | Remote Code |Critical |No | No
Execution
CVE-2023-36564 | Security Important | No No
Feature
Bypass
CVE-2023-36573 | Remote Code | Important | No No
Execution
CVE-2023-36434 | Elevation Important | No No
of
Privilege

s
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CVE-2023-36589

Remote Code

Execution

Important

No

No

CVE-2023-36711

Elevation
of

Privilege

Important

No

No

CVE-2023-41774

Remote Code

Execution

Critical

No

No

CVE-2023-36431

Denial of

Service

Important

No

No

CVE-2023-36713

Information

Disclosure

Important

No

No

CVE-2023-36718

Remote Code

Execution

Critical

No

No

CVE-2023-36712

Elevation
of

Privilege

Important

No

No

CVE-2023-36697

Remote Code

Execution

Critical

No

No

CVE-2023-36438

Information

Disclosure

Important

No

No

CVE-2023-36710

Remote Code

Execution

Important

No

No

CVE-2023-41765

Remote Code

Execution

Critical

No

No

CVE-2023-36724

Information

Disclosure

Important

No

No

CVE-2023-36598

Remote Code

Execution

Important

No

No

CVE-2023-36743

Elevation
of

Privilege

Important

No

No

CVE-2023-36701

Elevation
of

Privilege

Important

No

No

CVE-2023-36729

Elevation
of

Privilege

Important

No

No

CVE-2023-36594

Elevation
of

Privilege

Important

No

No

CVE-2023-41773

Remote Code

Execution

Critical

No

No

s
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CVE-2023-41769 | Remote Code | Critical |No | No
Execution

CVE-2023-35349 | Remote Code | Critical |No | No
Execution

CVE-2023-41771 | Remote Code | Critical |No | No
Execution

CVE-2023-36732 | Elevation Important | No | No
of
Privilege

CVE-2023-36578 | Remote Code | Important | No | No
Execution

CVE-2023-38159 | Elevation Important | No | No
of
Privilege

CVE-2023-36709 | Denial of Important | No | No
Service

CVE-2023-36592 | Remote Code | Important | No | No
Execution

CVE-2023-36585 | Denial of Important | No | No
Service

CVE-2023-36726 | Elevation Important | No | No
of
Privilege

CVE-2023-36570 | Remote Code | Important | No | No
Execution

CVE-2023-41770 | Remote Code | Critical |No | No
Execution

CVE-2023-36776 | Elevation Important | No | No
of
Privilege

CVE-2023-36574 | Remote Code | Important | No | No
Execution

CVE-2023-36590 | Remote Code | Important | No | No
Execution

CVE-2023-36602 | Denial of Important | No No
Service

CVE-2023-41768 | Remote Code | Critical |No | No
Execution

CVE-2023-36717 | Denial of Important | No | No
Service

CVE-2023-36571 | Remote Code | Important | No | No

Execution

s

18 W




Wwo T = 1s

AR ER2LHEE

-

WREER 2023 4 10 HAITEEHES

CVE-2023-41767 | Remote Code | Critical |No | No
Execution
CVE-2023-36579 | Denial of Important | No | No
Service
CVE-2023-36584 | Security Important | No | No
Feature
Bypass
CVE-2023-36606 | Denial of Important | No | No
Service
CVE-2023-36702 | Remote Code | Important | No | No
Execution
CVE-2023-36722 | Information | Important | No | No
Disclosure
CVE-2023-36591 | Remote Code | Important | No | No
Execution
CVE-2023-36596 | Information | Important | No | No
Disclosure
CVE-2023-36731 | Elevation Important | No | No
of
Privilege
CVE-2023-36572 | Remote Code | Important | No | No
Execution
CVE-2023-36575 | Remote Code | Important | No | No
Execution
CVE-2023-36557 | Remote Code | Important | No | No
Execution
CVE-2023-36563 | Information | Important | Yes | Yes
Disclosure
CVE-2023-36593 | Remote Code | Important | No | No
Execution
CVE-2023-36582 | Remote Code | Important | No | No
Execution
5031354 | & f& | October | CVE-2023-44487 | Denial of Important | No | Yes
10, Service
2023— CVE-2023-36577 | Remote Code | Important | No No
KB503135 Execution
4 (0S CVE-2023-36436 | Remote Code | Important | No | No
Build Execution
22621. 24 | CVE-2023-36567 | Information | Important | No No
28) - Disclosure

s
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Microsof
t
Support
for
Windows
11
version
22H2,
all

editions

CVE-2023-36725

Elevation
of

Privilege

Important

No

No

CVE-2023-36721

Elevation
of

Privilege

Important

No

No

CVE-2023-36581

Denial of

Service

Important

No

No

CVE-2023-36583

Remote Code

Execution

Important

No

No

CVE-2023-38166

Remote Code

Execution

Critical

No

No

CVE-2023-41766

Elevation
of

Privilege

Important

No

No

CVE-2023-36564

Security
Feature

Bypass

Important

No

No

CVE-2023-36573

Remote Code

Execution

Important

No

No

CVE-2023-36605

Elevation
of

Privilege

Important

No

No

CVE-2023-36434

Elevation
of

Privilege

Important

No

No

CVE-2023-36589

Remote Code

Execution

Important

No

No

CVE-2023-36711

Elevation
of

Privilege

Important

No

No

CVE-2023-41774

Remote Code

Execution

Critical

No

No

CVE-2023-36431

Denial of

Service

Important

No

No

CVE-2023-36713

Information

Disclosure

Important

No

No

CVE-2023-36718

Remote Code

Execution

Critical

No

No

CVE-2023-36712

Elevation
of

Privilege

Important

No

No
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CVE-2023-36697

Remote Code

Execution

Critical

No

No

CVE-2023-36438

Information

Disclosure

Important

No

No

CVE-2023-36723

Elevation
of

Privilege

Important

No

No

CVE-2023-36710

Remote Code

Execution

Important

No

No

CVE-2023-41765

Remote Code

Execution

Critical

No

No

CVE-2023-36724

Information

Disclosure

Important

No

No

CVE-2023-36598

Remote Code

Execution

Important

No

No

CVE-2023-36743

Elevation
of

Privilege

Important

No

No

CVE-2023-38171

Denial of

Service

Important

No

No

CVE-2023-36902

Remote Code

Execution

Important

No

No

CVE-2023-36594

Elevation
of

Privilege

Important

No

No

CVE-2023-41773

Remote Code

Execution

Critical

No

No

CVE-2023-36701

Elevation
of

Privilege

Important

No

No

CVE-2023-36729

Elevation
of

Privilege

Important

No

No

CVE-2023-41769

Remote Code

Execution

Critical

No

No

CVE-2023-35349

Remote Code

Execution

Critical

No

No

CVE-2023-41771

Remote Code

Execution

Critical

No

No

CVE-2023-36732

Elevation
of

Privilege

Important

No

No

%21 W
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CVE-2023-36578

Remote Code

Execution

Important

No

No

CVE-2023-38159

Elevation
of

Privilege

Important

No

No

CVE-2023-36709

Denial of

Service

Important

No

No

CVE-2023-36592

Remote Code

Execution

Important

No

No

CVE-2023-36585

Denial of

Service

Important

No

No

CVE-2023-36726

Elevation
of

Privilege

Important

No

No

CVE-2023-36698

Security
Feature

Bypass

Important

No

No

CVE-2023-36570

Remote Code

Execution

Important

No

No

CVE-2023-41770

Remote Code

Execution

Critical

No

No

CVE-2023-36435

Denial of

Service

Important

No

No

CVE-2023-36776

Elevation
of

Privilege

Important

No

No

CVE-2023-36574

Remote Code

Execution

Important

No

No

CVE-2023-36590

Remote Code

Execution

Important

No

No

CVE-2023-36602

Denial of

Service

Important

No

No

CVE-2023-41772

Elevation
of

Privilege

Important

No

No

CVE-2023-41768

Remote Code

Execution

Critical

No

No

CVE-2023-36603

Denial of

Service

Important

No

No

CVE-2023-36717

Denial of

Service

Important

No

No
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CVE-2023-36571 | Remote Code | Important | No | No
Execution
CVE-2023-41767 | Remote Code | Critical |No | No
Execution
CVE-2023-36579 | Denial of Important | No | No
Service
CVE-2023-36584 | Security Important | No | No
Feature
Bypass
CVE-2023-36606 | Denial of Important | No | No
Service
CVE-2023-36702 | Remote Code | Important | No | No
Execution
CVE-2023-36722 | Information | Important | No | No
Disclosure
CVE-2023-36576 | Information | Important | No | No
Disclosure
CVE-2023-36591 | Remote Code | Important | No | No
Execution
CVE-2023-36596 | Information | Important | No | No
Disclosure
CVE-2023-36731 | Elevation Important | No | No
of
Privilege
CVE-2023-36572 | Remote Code | Important | No | No
Execution
CVE-2023-36575 | Remote Code | Important | No | No
Execution
CVE-2023-36557 | Remote Code | Important | No | No
Execution
CVE-2023-36563 | Information | Important | Yes | Yes
Disclosure
CVE-2023-36593 | Remote Code | Important | No | No
Execution
CVE-2023-36582 | Remote Code | Important | No No
Execution
CVE-2023-36720 | Denial of Important | No No
Service
5031441 | & f& | October | CVE-2023-36577 | Remote Code | Important | No | No
10, Execution

23 |



http://support.microsoft.com/kb/5031441
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2023—
KB503144
1
(Securit
y—only
update)
Microsof
t
Support
for
Windows
Server
2008 R2
Enterpri
se

ESU, Wind
ows
Server
2008 R2
Standard
ESU, Wind
ows
Server
2008 R2
Datacent
er

ESU, Wind
ows
Embedded
POSReady
7 ESU

CVE-2023-36581 | Denial of Important | No | No
Service

CVE-2023-36567 | Information | Important | No | No
Disclosure

CVE-2023-36583 | Remote Code | Important | No | No
Execution

CVE-2023-41766 | Elevation Important | No | No
of
Privilege

CVE-2023-38166 | Remote Code | Critical |No | No
Execution

CVE-2023-36564 | Security Important | No | No
Feature
Bypass

CVE-2023-36573 | Remote Code | Important | No | No
Execution

CVE-2023-36434 | Elevation Important | No | No
of
Privilege

CVE-2023-36589 | Remote Code | Important | No | No
Execution

CVE-2023-41774 | Remote Code | Critical |No | No
Execution

CVE-2023-36431 | Denial of Important | No | No
Service

CVE-2023-36713 | Information | Important | No | No
Disclosure

CVE-2023-36712 | Elevation Important | No | No
of
Privilege

CVE-2023-36697 | Remote Code | Critical |No | No
Execution

CVE-2023-36438 | Information | Important | No | No
Disclosure

CVE-2023-36710 | Remote Code | Important | No | No
Execution

CVE-2023-41765 | Remote Code | Critical |No | No
Execution

CVE-2023-36598 | Remote Code | Important | No No
Execution

CVE-2023-36724 | Information | Important | No No
Disclosure
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CVE-2023-36743 | Elevation Important | No | No
of
Privilege

CVE-2023-36594 | Elevation Important | No | No
of
Privilege

CVE-2023-41773 | Remote Code | Critical |No | No
Execution

CVE-2023-41769 | Remote Code | Critical |No | No
Execution

CVE-2023-36706 | Information | Important | No | No
Disclosure

CVE-2023-35349 | Remote Code | Critical |No | No
Execution

CVE-2023-41771 | Remote Code | Critical |No | No
Execution

CVE-2023-36732 | Elevation Important | No | No
of
Privilege

CVE-2023-36578 | Remote Code | Important | No | No
Execution

CVE-2023-36703 | Denial of Important | No | No
Service

CVE-2023-36592 | Remote Code | Important | No | No
Execution

CVE-2023-36585 | Denial of Important | No | No
Service

CVE-2023-36726 | Elevation Important | No | No
of
Privilege

CVE-2023-36570 | Remote Code | Important | No | No
Execution

CVE-2023-41770 | Remote Code | Critical |No | No
Execution

CVE-2023-36776 | Elevation Important | No No
of
Privilege

CVE-2023-36574 | Remote Code | Important | No No
Execution

CVE-2023-36590 | Remote Code | Important | No No

Execution
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CVE-2023-36602 | Denial of Important | No | No
Service
CVE-2023-41768 | Remote Code | Critical |No | No
Execution
CVE-2023-36571 | Remote Code | Important | No | No
Execution
CVE-2023-41767 | Remote Code | Critical |No | No
Execution
CVE-2023-29348 | Information | Important | No | No
Disclosure
CVE-2023-36790 | Elevation Important | No | No
of
Privilege
CVE-2023-36579 | Denial of Important | No | No
Service
CVE-2023-36584 | Security Important | No | No
Feature
Bypass
CVE-2023-36606 | Denial of Important | No | No
Service
CVE-2023-36702 | Remote Code | Important | No | No
Execution
CVE-2023-36722 | Information | Important | No | No
Disclosure
CVE-2023-36591 | Remote Code | Important | No | No
Execution
CVE-2023-36731 | Elevation Important | No | No
of
Privilege
CVE-2023-36572 | Remote Code | Important | No | No
Execution
CVE-2023-36575 | Remote Code | Important | No | No
Execution
CVE-2023-36563 | Information | Important | Yes | Yes
Disclosure
CVE-2023-36593 | Remote Code | Important | No No
Execution
CVE-2023-36582 | Remote Code | Important | No No
Execution
5031356 | &= fE | October | CVE-2023-44487 | Denial of Tmportant | No | Yes
10, Service
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2023—

6 (0S
Builds

70 and

70) -

t
Support
for

Windows
10

se and

n,

version

dows 10
ToT

se,

version

dows 10

se
Multi-
Session,

version

dows 10,
version
22H2,
all

KB503135

CVE-2023-36577

Remote Code

Execution

Important

No

No

CVE-2023-36436

Remote Code

Execution

Important

No

No

19044. 35

CVE-2023-36567

Information

Disclosure

Important

No

No

19045. 35

Microsof

CVE-2023-36725

Elevation
of

Privilege

Important

No

No

CVE-2023-36721

Elevation
of

Privilege

Important

No

No

CVE-2023-36581

Denial of

Service

Important

No

No

Enterpri

CVE-2023-36583

Remote Code

Execution

Important

No

No

Educatio

CVE-2023-38166

Remote Code

Execution

Critical

No

No

21H2, Win

CVE-2023-41766

Elevation
of

Privilege

Important

No

No

Enterpri

CVE-2023-36564

Security
Feature

Bypass

Important

No

No

21H2, Win

CVE-2023-36573

Remote Code

Execution

Important

No

No

Enterpri

CVE-2023-36605

Elevation
of

Privilege

Important

No

No

CVE-2023-36434

Elevation
of

Privilege

Important

No

No

21H2, Win

CVE-2023-36589

Remote Code

Execution

Important

No

No

CVE-2023-36711

Elevation
of

Privilege

Important

No

No

editions

CVE-2023-41774

Remote Code

Execution

Critical

No

No

CVE-2023-36431

Denial of

Service

Important

No

No
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CVE-2023-36713

Information

Disclosure

Important

No

No

CVE-2023-36718

Remote Code

Execution

Critical

No

No

CVE-2023-36712

Elevation
of

Privilege

Important

No

No

CVE-2023-36697

Remote Code

Execution

Critical

No

No

CVE-2023-36438

Information

Disclosure

Important

No

No

CVE-2023-36723

Elevation
of

Privilege

Important

No

No

CVE-2023-36710

Remote Code

Execution

Important

No

No

CVE-2023-41765

Remote Code

Execution

Critical

No

No

CVE-2023-36724

Information

Disclosure

Important

No

No

CVE-2023-36598

Remote Code

Execution

Important

No

No

CVE-2023-36743

Elevation
of

Privilege

Important

No

No

CVE-2023-36701

Elevation
of

Privilege

Important

No

No

CVE-2023-36902

Remote Code

Execution

Important

No

No

CVE-2023-36594

Elevation
of

Privilege

Important

No

No

CVE-2023-41773

Remote Code

Execution

Critical

No

No

CVE-2023-36729

Elevation
of

Privilege

Important

No

No

CVE-2023-41769

Remote Code

Execution

Critical

No

No

CVE-2023-35349

Remote Code

Execution

Critical

No

No
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CVE-2023-41771

Remote Code

Execution

Critical

No

No

CVE-2023-36732

Elevation
of

Privilege

Important

No

No

CVE-2023-36578

Remote Code

Execution

Important

No

No

CVE-2023-38159

Elevation
of

Privilege

Important

No

No

CVE-2023-36709

Denial of

Service

Important

No

No

CVE-2023-36592

Remote Code

Execution

Important

No

No

CVE-2023-36585

Denial of

Service

Important

No

No

CVE-2023-36726

Elevation
of

Privilege

Important

No

No

CVE-2023-36698

Security
Feature

Bypass

Important

No

No

CVE-2023-36570

Remote Code

Execution

Important

No

No

CVE-2023-41770

Remote Code

Execution

Critical

No

No

CVE-2023-36776

Elevation
of

Privilege

Important

No

No

CVE-2023-36574

Remote Code

Execution

Important

No

No

CVE-2023-36590

Remote Code

Execution

Important

No

No

CVE-2023-36602

Denial of

Service

Important

No

No

CVE-2023-41772

Elevation
of

Privilege

Important

No

No

CVE-2023-41768

Remote Code

Execution

Critical

No

No

CVE-2023-36603

Denial of

Service

Important

No

No
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CVE-2023-36717 | Denial of Important | No | No
Service

CVE-2023-36571 | Remote Code | Important | No | No
Execution

CVE-2023-41767 | Remote Code | Critical |No | No
Execution

CVE-2023-36579 | Denial of Important | No | No
Service

CVE-2023-36584 | Security Important | No | No
Feature
Bypass

CVE-2023-36606 | Denial of Important | No | No
Service

CVE-2023-36702 | Remote Code | Important | No | No
Execution

CVE-2023-36576 | Information | Important | No | No
Disclosure

CVE-2023-36722 | Information | Important | No | No
Disclosure

CVE-2023-36591 | Remote Code | Important | No | No
Execution

CVE-2023-36596 | Information | Important | No | No
Disclosure

CVE-2023-36731 | Elevation Important | No | No
of
Privilege

CVE-2023-36572 | Remote Code | Important | No | No
Execution

CVE-2023-36575 | Remote Code | Important | No | No
Execution

CVE-2023-36557 | Remote Code | Important | No | No
Execution

CVE-2023-36563 | Information | Important | Yes | Yes
Disclosure

CVE-2023-36593 | Remote Code | Important | No No
Execution

CVE-2023-36582 | Remote Code | Important | No No
Execution

CVE-2023-36720 | Denial of Important | No No
Service
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5031364

Rife

October
10,
2023—
KB503136
4 (0S
Build
20348. 20
31) -
Microsof
t
Support
for
Windows
Server
2022

CVE-2023-36697 | Remote Code | Critical |No | No
Execution

CVE-2023-36438 | Information | Important | No | No
Disclosure

CVE-2023-36710 | Remote Code | Important | No | No
Execution

CVE-2023-36598 | Remote Code | Important | No | No
Execution

CVE-2023-36729 | Elevation Important | No | No
of
Privilege

CVE-2023-36706 | Information | Important | No | No
Disclosure

CVE-2023-36578 | Remote Code | Important | No | No
Execution

CVE-2023-36698 | Security Important | No | No
Feature
Bypass

CVE-2023-36574 | Remote Code | Important | No | No
Execution

CVE-2023-36602 | Denial of Important | No | No
Service

CVE-2023-36717 | Denial of Important | No | No
Service

CVE-2023-36722 | Information | Important | No | No
Disclosure

CVE-2023-36572 | Remote Code | Important | No | No
Execution

CVE-2023-36582 | Remote Code | Important | No | No
Execution

CVE-2023-36720 | Denial of Important | No | No
Service

CVE-2023-36581 | Denial of Important | No | No
Service

CVE-2023-36436 | Remote Code | Important | No No
Execution

CVE-2023-36725 | Elevation Important | No No
of
Privilege

CVE-2023-36564 | Security Important | No No
Feature
Bypass
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CVE-2023-36605 | Elevation Important | No | No
of
Privilege

CVE-2023-36589 | Remote Code | Important | No | No
Execution

CVE-2023-41774 | Remote Code | Critical |No | No
Execution

CVE-2023-36713 | Information | Important | No | No
Disclosure

CVE-2023-36718 | Remote Code | Critical |No | No
Execution

CVE-2023-36743 | Elevation Important | No | No
of
Privilege

CVE-2023-38171 | Denial of Important | No | No
Service

CVE-2023-41773 | Remote Code | Critical |No | No
Execution

CVE-2023-38159 | Elevation Important | No | No
of
Privilege

CVE-2023-36726 | Elevation Important | No | No
of
Privilege

CVE-2023-41770 | Remote Code | Critical |No | No
Execution

CVE-2023-41768 | Remote Code | Critical |No | No
Execution

CVE-2023-36571 | Remote Code | Important | No | No
Execution

CVE-2023-36584 | Security Important | No | No
Feature
Bypass

CVE-2023-36606 | Denial of Important | No No
Service

CVE-2023-36596 | Information | Important | No No
Disclosure

CVE-2023-36575 | Remote Code | Important | No No
Execution

CVE-2023-36557 | Remote Code | Important | No No

Execution
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CVE-2023-36712 | Elevation Important | No | No
of
Privilege

CVE-2023-36593 | Remote Code | Important | No | No
Execution

CVE-2023-41766 | Elevation Important | No | No
of
Privilege

CVE-2023-36583 | Remote Code | Important | No | No
Execution

CVE-2023-36721 | Elevation Important | No | No
of
Privilege

CVE-2023-38166 | Remote Code | Critical |No | No
Execution

CVE-2023-41765 | Remote Code | Critical |No | No
Execution

CVE-2023-36902 | Remote Code | Important | No | No
Execution

CVE-2023-36594 | Elevation Important | No | No
of
Privilege

CVE-2023-41769 | Remote Code | Critical |No | No
Execution

CVE-2023-35349 | Remote Code | Critical |No | No
Execution

CVE-2023-41771 | Remote Code | Critical |No | No
Execution

CVE-2023-36703 | Denial of Important | No | No
Service

CVE-2023-36709 | Denial of Important | No | No
Service

CVE-2023-36585 | Denial of Important | No | No
Service

CVE-2023-36570 | Remote Code | Important | No No
Execution

CVE-2023-36776 | Elevation Important | No No
of
Privilege

CVE-2023-36590 | Remote Code | Important | No No

Execution
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CVE-2023-36707

Denial of

Service

Important

No

No

CVE-2023-41767

Remote Code

Execution

Critical

No

No

CVE-2023-36591

Remote Code

Execution

Important

No

No

CVE-2023-36731

Elevation
of

Privilege

Important

No

No

CVE-2023-36435

Denial of

Service

Important

No

No

CVE-2023-36563

Information

Disclosure

Important

Yes

Yes

CVE-2023-44487

Denial of

Service

Important

No

Yes

CVE-2023-36577

Remote Code

Execution

Important

No

No

CVE-2023-36567

Information

Disclosure

Important

No

No

CVE-2023-36573

Remote Code

Execution

Important

No

No

CVE-2023-36434

Elevation
of

Privilege

Important

No

No

CVE-2023-36711

Elevation
of

Privilege

Important

No

No

CVE-2023-36431

Denial of

Service

Important

No

No

CVE-2023-36723

Elevation
of

Privilege

Important

No

No

CVE-2023-36724

Information

Disclosure

Important

No

No

CVE-2023-36701

Elevation
of

Privilege

Important

No

No

CVE-2023-36732

Elevation
of

Privilege

Important

No

No

CVE-2023-36592

Remote Code

Execution

Important

No

No
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CVE-2023-41772 | Elevation Important | No | No
of
Privilege
CVE-2023-36603 | Denial of Important | No | No
Service
CVE-2023-29348 | Information | Important | No | No
Disclosure
CVE-2023-36579 | Denial of Important | No | No
Service
CVE-2023-36702 | Remote Code | Important | No | No
Execution
CVE-2023-36576 | Information | Important | No | No
Disclosure
5031362 | & /& | October | CVE-2023-44487 | Denial of Important | No | Yes
10, Service
2023— CVE-2023-36577 | Remote Code | Important | No | No
KB503136 Execution
2 (0S CVE-2023-36436 | Remote Code | Important | No | No
Build Execution
14393.63 | CVE-2023-36567 | Information | Important | No | No
51) - Disclosure
Microsof | CVE-2023-36581 | Denial of Important | No | No
t Service
Support CVE-2023-36583 | Remote Code | Important | No | No
for Execution
Windows | cVE-2023-41766 | Elevation | Important | No |No
10, of
version Privilege
1607, CVE-2023-38166 | Remote Code | Critical |No |No
all Execution
editions | cyvg-2023-36564 | Security Important | No | No
, Windows Feature
Server Bypass
2016, CVE-2023-36573 | Remote Code | Important |No |No
all Execution
editions I'cyp-9023-36434 | Elevation | Important | No | No
of
Privilege
CVE-2023-36589 | Remote Code | Important | No No

Execution
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CVE-2023-36711

Elevation
of

Privilege

Important

No

No

CVE-2023-41774

Remote Code

Execution

Critical

No

No

CVE-2023-36431

Denial of

Service

Important

No

No

CVE-2023-36713

Information

Disclosure

Important

No

No

CVE-2023-36718

Remote Code

Execution

Critical

No

No

CVE-2023-36712

Elevation
of

Privilege

Important

No

No

CVE-2023-36697

Remote Code

Execution

Critical

No

No

CVE-2023-36438

Information

Disclosure

Important

No

No

CVE-2023-36710

Remote Code

Execution

Important

No

No

CVE-2023-41765

Remote Code

Execution

Critical

No

No

CVE-2023-36724

Information

Disclosure

Important

No

No

CVE-2023-36598

Remote Code

Execution

Important

No

No

CVE-2023-36743

Elevation
of

Privilege

Important

No

No

CVE-2023-36701

Elevation
of

Privilege

Important

No

No

CVE-2023-36902

Remote Code

Execution

Important

No

No

CVE-2023-36594

Elevation
of

Privilege

Important

No

No

CVE-2023-41773

Remote Code

Execution

Critical

No

No

CVE-2023-36729

Elevation
of

Privilege

Important

No

No
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CVE-2023-41769 | Remote Code | Critical |No | No
Execution

CVE-2023-36706 | Information | Important | No | No
Disclosure

CVE-2023-35349 | Remote Code | Critical |No | No
Execution

CVE-2023-41771 | Remote Code | Critical |No | No
Execution

CVE-2023-36732 | Elevation Important | No | No
of
Privilege

CVE-2023-36578 | Remote Code | Important | No | No
Execution

CVE-2023-36703 | Denial of Important | No | No
Service

CVE-2023-38159 | Elevation Important | No | No
of
Privilege

CVE-2023-36709 | Denial of Important | No | No
Service

CVE-2023-36592 | Remote Code | Important | No | No
Execution

CVE-2023-36585 | Denial of Important | No | No
Service

CVE-2023-36726 | Elevation Important | No | No
of
Privilege

CVE-2023-36570 | Remote Code | Important | No | No
Execution

CVE-2023-41770 | Remote Code | Critical |No | No
Execution

CVE-2023-36776 | Elevation Important | No | No
of
Privilege

CVE-2023-36574 | Remote Code | Important | No No
Execution

CVE-2023-36590 | Remote Code | Important | No No
Execution

CVE-2023-36602 | Denial of Important | No No
Service

CVE-2023-41768 | Remote Code | Critical |No | No

Execution
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CVE-2023-36707 | Denial of Important | No | No
Service

CVE-2023-36717 | Denial of Important | No | No
Service

CVE-2023-36571 | Remote Code | Important | No | No
Execution

CVE-2023-41767 | Remote Code | Critical |No | No
Execution

CVE-2023-29348 | Information | Important | No | No
Disclosure

CVE-2023-36579 | Denial of Important | No | No
Service

CVE-2023-36584 | Security Important | No | No
Feature
Bypass

CVE-2023-36606 | Denial of Important | No | No
Service

CVE-2023-36702 | Remote Code | Important | No | No
Execution

CVE-2023-36722 | Information | Important | No | No
Disclosure

CVE-2023-36576 | Information | Important | No | No
Disclosure

CVE-2023-36591 | Remote Code | Important | No | No
Execution

CVE-2023-36596 | Information | Important | No | No
Disclosure

CVE-2023-36731 | Elevation Important | No | No
of
Privilege

CVE-2023-36572 | Remote Code | Important | No | No
Execution

CVE-2023-36575 | Remote Code | Important | No | No
Execution

CVE-2023-36557 | Remote Code | Important | No No
Execution

CVE-2023-36563 | Information | Important | Yes | Yes
Disclosure

CVE-2023-36593 | Remote Code | Important | No No

Execution
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CVE-2023-36582 | Remote Code | Important | No | No
Execution
CVE-2023-36720 | Denial of Important | No | No
Service
5031408 | &G | October | CVE-2023-36577 | Remote Code | Important | No | No
10, Execution
2023— CVE-2023-36581 | Denial of Important | No | No
KB503140 Service
8 CVE-2023-36567 | Information | Important | No | No
(Monthly Disclosure
Rollup) CVE-2023-36583 | Remote Code | Important | No | No
- Execution
Microsof | CVE-2023-41766 | Elevation Important | No | No
t of
Support Privilege
for CVE-2023-38166 | Remote Code | Critical | No | No
Windows Execution
Server CVE-2023-36564 | Security Important | No | No
2008 R2 Feature
Enterpri Bypass
se CVE-2023-36573 | Remote Code | Important | No | No
ESU, Wind Execution
OwS CVE-2023-36434 | Elevation Important | No | No
Server of
2008 R2 Privilege
Standard | cyg-9023-36589 | Remote Code | Important |No | No
ESU, Wind Execution
ows CVE-2023-41774 | Remote Code | Critical |[No | No
Server Execution
2008 R2 1'oyp-9023-36431 | Denial of | Important | No | No
Datacent S .
ervice
er CVE-2023-36713 | Information | Important | No | No
ESU, Wind )
Disclosure
ows CVE-2023-36712 | Elevation | Important | No | No
Embedded
of
Standard Privilege
7 CVE-2023-36697 | Remote Code | Critical | No | No
ESU, Wind )
Execution
ovs CVE-2023-36438 | Information | Important | No | No
Embedded )
Disclosure
POSReady
7 ESU CVE-2023-36710 | Remote Code | Important | No | No

Execution
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CVE-2023-41765 | Remote Code | Critical |No | No
Execution

CVE-2023-36598 | Remote Code | Important | No | No
Execution

CVE-2023-36724 | Information | Important | No | No
Disclosure

CVE-2023-36743 | Elevation Important | No | No
of
Privilege

CVE-2023-36594 | Elevation Important | No | No
of
Privilege

CVE-2023-41773 | Remote Code | Critical |No | No
Execution

CVE-2023-41769 | Remote Code | Critical |No | No
Execution

CVE-2023-36706 | Information | Important | No | No
Disclosure

CVE-2023-35349 | Remote Code | Critical |No | No
Execution

CVE-2023-41771 | Remote Code | Critical |No | No
Execution

CVE-2023-36732 | Elevation Important | No | No
of
Privilege

CVE-2023-36578 | Remote Code | Important | No | No
Execution

CVE-2023-36703 | Denial of Important | No | No
Service

CVE-2023-36592 | Remote Code | Important | No | No
Execution

CVE-2023-36585 | Denial of Important | No | No
Service

CVE-2023-36726 | Elevation Important | No No
of
Privilege

CVE-2023-36570 | Remote Code | Important | No No
Execution

CVE-2023-41770 | Remote Code | Critical |No | No

Execution
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CVE-2023-36776 | Elevation Important | No | No
of
Privilege

CVE-2023-36574 | Remote Code | Important | No | No
Execution

CVE-2023-36590 | Remote Code | Important | No | No
Execution

CVE-2023-36602 | Denial of Important | No | No
Service

CVE-2023-41768 | Remote Code | Critical |No | No
Execution

CVE-2023-36571 | Remote Code | Important | No | No
Execution

CVE-2023-41767 | Remote Code | Critical |No | No
Execution

CVE-2023-29348 | Information | Important | No | No
Disclosure

CVE-2023-36790 | Elevation Important | No | No
of
Privilege

CVE-2023-36579 | Denial of Important | No | No
Service

CVE-2023-36584 | Security Important | No | No
Feature
Bypass

CVE-2023-36606 | Denial of Important | No | No
Service

CVE-2023-36702 | Remote Code | Important | No | No
Execution

CVE-2023-36722 | Information | Important | No | No
Disclosure

CVE-2023-36591 | Remote Code | Important | No | No
Execution

CVE-2023-36731 | Elevation Important | No | No
of
Privilege

CVE-2023-36572 | Remote Code | Important | No No
Execution

CVE-2023-36575 | Remote Code | Important | No No
Execution

CVE-2023-36563 | Information | Important | Yes | Yes
Disclosure
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CVE-2023-36593

Remote Code

Execution

Important

No

No

CVE-2023-36582

Remote Code

Execution

Important

No

No

5031427

October
10,
2023—
KB503142
7
(Securit
y-only
update)
Microsof
t
Support
for
Windows
Server
2012

CVE-2023-36577

Remote Code

Execution

Important

No

No

CVE-2023-36581

Denial of

Service

Important

No

No

CVE-2023-36436

Remote Code

Execution

Important

No

No

CVE-2023-36567

Information

Disclosure

Important

No

No

CVE-2023-36583

Remote Code

Execution

Important

No

No

CVE-2023-41766

Elevation
of

Privilege

Important

No

No

CVE-2023-38166

Remote Code

Execution

Critical

No

No

CVE-2023-36564

Security
Feature

Bypass

Important

No

No

CVE-2023-36573

Remote Code

Execution

Important

No

No

CVE-2023-36434

Elevation
of

Privilege

Important

No

No

CVE-2023-36589

Remote Code

Execution

Important

No

No

CVE-2023-36711

Elevation
of

Privilege

Important

No

No

CVE-2023-41774

Remote Code

Execution

Critical

No

No

CVE-2023-36431

Denial of

Service

Important

No

No

CVE-2023-36713

Information

Disclosure

Important

No

No

CVE-2023-36712

Elevation
of

Privilege

Important

No

No
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CVE-2023-36697 | Remote Code | Critical |No | No
Execution

CVE-2023-36438 | Information | Important | No | No
Disclosure

CVE-2023-36710 | Remote Code | Important | No | No
Execution

CVE-2023-41765 | Remote Code | Critical |No | No
Execution

CVE-2023-36598 | Remote Code | Important | No | No
Execution

CVE-2023-36724 | Information | Important | No No
Disclosure

CVE-2023-36743 | Elevation Important | No | No
of
Privilege

CVE-2023-36701 | Elevation Important | No | No
of
Privilege

CVE-2023-36594 | Elevation Important | No | No
of
Privilege

CVE-2023-41773 | Remote Code | Critical |No | No
Execution

CVE-2023-41769 | Remote Code | Critical |No | No
Execution

CVE-2023-36706 | Information | Important | No | No
Disclosure

CVE-2023-35349 | Remote Code | Critical |No | No
Execution

CVE-2023-41771 | Remote Code | Critical |No | No
Execution

CVE-2023-36732 | Elevation Important | No | No
of
Privilege

CVE-2023-36578 | Remote Code | Important | No No
Execution

CVE-2023-36703 | Denial of Important | No No
Service

CVE-2023-36592 | Remote Code | Important | No No
Execution

CVE-2023-36585 | Denial of Important | No No
Service
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CVE-2023-36726 | Elevation Important | No | No
of
Privilege

CVE-2023-36570 | Remote Code | Important | No | No
Execution

CVE-2023-41770 | Remote Code | Critical |No | No
Execution

CVE-2023-36776 | Elevation Important | No | No
of
Privilege

CVE-2023-36574 | Remote Code | Important | No | No
Execution

CVE-2023-36590 | Remote Code | Important | No | No
Execution

CVE-2023-36602 | Denial of Important | No | No
Service

CVE-2023-41768 | Remote Code | Critical |No | No
Execution

CVE-2023-36707 | Denial of Important | No | No
Service

CVE-2023-36571 | Remote Code | Important | No | No
Execution

CVE-2023-41767 | Remote Code | Critical |No | No
Execution

CVE-2023-29348 | Information | Important | No | No
Disclosure

CVE-2023-36579 | Denial of Important | No | No
Service

CVE-2023-36584 | Security Important | No | No
Feature
Bypass

CVE-2023-36606 | Denial of Important | No | No
Service

CVE-2023-36702 | Remote Code | Important | No No
Execution

CVE-2023-36722 | Information | Important | No No
Disclosure

CVE-2023-36591 | Remote Code | Important | No | No
Execution

CVE-2023-36596 | Information | Important | No No
Disclosure
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CVE-2023-36731 | Elevation Important | No | No
of
Privilege
CVE-2023-36572 | Remote Code | Important | No | No
Execution
CVE-2023-36575 | Remote Code | Important | No | No
Execution
CVE-2023-36563 | Information | Important | Yes | Yes
Disclosure
CVE-2023-36593 | Remote Code | Important | No | No
Execution
CVE-2023-36582 | Remote Code | Important | No | No
Execution
5031419 | & f& | October | CVE-2023-36577 | Remote Code | Important | No | No
10, Execution
2023— CVE-2023-36581 | Denial of Important | No | No
KB503141 Service
9 CVE-2023-36436 | Remote Code | Important | No | No
(Monthly Execution
Rollup) CVE-2023-36567 | Information | Important | No | No
- Disclosure
Microsof | CVE-2023-36583 | Remote Code | Important | No | No
t Execution
Support | CVE-2023-41766 | Elevation Important | No | No
for of
Windows Privilege
Server CVE-2023-38166 | Remote Code | Critical |No | No
2012 R2 Execution
CVE-2023-36564 | Security Important | No | No
Feature
Bypass
CVE-2023-36573 | Remote Code | Important | No | No
Execution
CVE-2023-36434 | Elevation Important | No No
of
Privilege
CVE-2023-36589 | Remote Code | Important | No No
Execution
CVE-2023-36711 | Elevation Important | No | No
of
Privilege
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CVE-2023-41774 | Remote Code | Critical |No | No
Execution

CVE-2023-36431 | Denial of Important | No | No
Service

CVE-2023-36713 | Information | Important | No | No
Disclosure

CVE-2023-36712 | Elevation Important | No | No
of
Privilege

CVE-2023-36697 | Remote Code | Critical |No | No
Execution

CVE-2023-36438 | Information | Important | No | No
Disclosure

CVE-2023-36710 | Remote Code | Important | No | No
Execution

CVE-2023-41765 | Remote Code | Critical |No | No
Execution

CVE-2023-36598 | Remote Code | Important | No | No
Execution

CVE-2023-36724 | Information | Important | No | No
Disclosure

CVE-2023-36743 | Elevation Important | No | No
of
Privilege

CVE-2023-36701 | Elevation Important | No | No
of
Privilege

CVE-2023-36729 | Elevation Important | No | No
of
Privilege

CVE-2023-36594 | Elevation Important | No | No
of
Privilege

CVE-2023-41773 | Remote Code | Critical |No | No
Execution

CVE-2023-41769 | Remote Code | Critical |No | No
Execution

CVE-2023-36706 | Information | Important | No No
Disclosure

CVE-2023-35349 | Remote Code | Critical |No | No

Execution
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CVE-2023-41771 | Remote Code | Critical |No | No
Execution

CVE-2023-36732 | Elevation Important | No | No
of
Privilege

CVE-2023-36578 | Remote Code | Important | No | No
Execution

CVE-2023-36703 | Denial of Important | No | No
Service

CVE-2023-36592 | Remote Code | Important | No | No
Execution

CVE-2023-36585 | Denial of Important | No | No
Service

CVE-2023-36726 | Elevation Important | No | No
of
Privilege

CVE-2023-36570 | Remote Code | Important | No | No
Execution

CVE-2023-41770 | Remote Code | Critical |No | No
Execution

CVE-2023-36776 | Elevation Important | No | No
of
Privilege

CVE-2023-36574 | Remote Code | Important | No | No
Execution

CVE-2023-36590 | Remote Code | Important | No | No
Execution

CVE-2023-36602 | Denial of Important | No | No
Service

CVE-2023-41768 | Remote Code | Critical |No | No
Execution

CVE-2023-36707 | Denial of Important | No | No
Service

CVE-2023-36571 | Remote Code | Important | No | No
Execution

CVE-2023-41767 | Remote Code | Critical |No | No
Execution

CVE-2023-29348 | Information | Important | No No
Disclosure

CVE-2023-36579 | Denial of Important | No No
Service
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CVE-2023-36584 | Security Important | No | No
Feature
Bypass
CVE-2023-36606 | Denial of Important | No | No
Service
CVE-2023-36702 | Remote Code | Important | No | No
Execution
CVE-2023-36722 | Information | Important | No | No
Disclosure
CVE-2023-36591 | Remote Code | Important | No | No
Execution
CVE-2023-36596 | Information | Important | No | No
Disclosure
CVE-2023-36731 | Elevation Important | No | No
of
Privilege
CVE-2023-36572 | Remote Code | Important | No | No
Execution
CVE-2023-36575 | Remote Code | Important | No | No
Execution
CVE-2023-36563 | Information | Important | Yes | Yes
Disclosure
CVE-2023-36593 | Remote Code | Important | No | No
Execution
CVE-2023-36582 | Remote Code | Important | No | No
Execution
5031411 | &f& | October CVE-2023-36577 | Remote Code | Important | No No
10, Execution
2023— CVE-2023-36581 | Denial of Important | No | No
KB503141 Service
1 CVE-2023-36436 | Remote Code | Important | No | No
(Securit Execution
y-only CVE-2023-36567 | Information | Important | No | No
update) Disclosure
- CVE-2023-36583 | Remote Code | Important | No No
Microsof Execution
t CVE-2023-41766 | Elevation Important | No | No
Support of
for Privilege
Windows | cVE-2023-38166 | Remote Code | Critical |No | No
Server Execution
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2008
Datacent
er

ESU, Wind
ows
Server
2008
Standard
ESU, Wind
ows
Server
2008
Enterpri
se ESU

CVE-2023-36564 | Security Important | No | No
Feature
Bypass

CVE-2023-36573 | Remote Code | Important | No | No
Execution

CVE-2023-36434 | Elevation Important | No | No
of
Privilege

CVE-2023-36589 | Remote Code | Important | No | No
Execution

CVE-2023-41774 | Remote Code | Critical |No | No
Execution

CVE-2023-36431 | Denial of Important | No | No
Service

CVE-2023-36713 | Information | Important | No | No
Disclosure

CVE-2023-36712 | Elevation Important | No | No
of
Privilege

CVE-2023-36697 | Remote Code | Critical |No | No
Execution

CVE-2023-36438 | Information | Important | No | No
Disclosure

CVE-2023-41765 | Remote Code | Critical |No | No
Execution

CVE-2023-36598 | Remote Code | Important | No | No
Execution

CVE-2023-36743 | Elevation Important | No | No
of
Privilege

CVE-2023-36594 | Elevation Important | No | No
of
Privilege

CVE-2023-41773 | Remote Code | Critical |No | No
Execution

CVE-2023-41769 | Remote Code | Critical |No | No
Execution

CVE-2023-36706 | Information | Important | No No
Disclosure

CVE-2023-35349 | Remote Code | Critical |No | No

Execution
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CVE-2023-41771 | Remote Code | Critical |No | No
Execution

CVE-2023-36732 | Elevation Important | No | No
of
Privilege

CVE-2023-36578 | Remote Code | Important | No | No
Execution

CVE-2023-36703 | Denial of Important | No | No
Service

CVE-2023-36592 | Remote Code | Important | No | No
Execution

CVE-2023-36585 | Denial of Important | No | No
Service

CVE-2023-36726 | Elevation Important | No | No
of
Privilege

CVE-2023-36570 | Remote Code | Important | No | No
Execution

CVE-2023-41770 | Remote Code | Critical |No | No
Execution

CVE-2023-36776 | Elevation Important | No | No
of
Privilege

CVE-2023-36574 | Remote Code | Important | No | No
Execution

CVE-2023-36590 | Remote Code | Important | No | No
Execution

CVE-2023-36602 | Denial of Important | No | No
Service

CVE-2023-41768 | Remote Code | Critical |No | No
Execution

CVE-2023-36571 | Remote Code | Important | No | No
Execution

CVE-2023-41767 | Remote Code | Critical |No | No
Execution

CVE-2023-36790 | Elevation Important | No No
of
Privilege

CVE-2023-36579 | Denial of Important | No No
Service
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CVE-2023-36584 | Security Important | No | No
Feature
Bypass
CVE-2023-36606 | Denial of Important | No | No
Service
CVE-2023-36722 | Information | Important | No | No
Disclosure
CVE-2023-36591 | Remote Code | Important | No | No
Execution
CVE-2023-36731 | Elevation Important | No | No
of
Privilege
CVE-2023-36572 | Remote Code | Important | No | No
Execution
CVE-2023-36575 | Remote Code | Important | No | No
Execution
CVE-2023-36563 | Information | Important | Yes | Yes
Disclosure
CVE-2023-36593 | Remote Code | Important | No | No
Execution
CVE-2023-36582 | Remote Code | Important | No | No
Execution
5031442 | & f& | October CVE-2023-36577 | Remote Code | Important | No No
10, Execution
2023— CVE-2023-36581 | Denial of Important | No | No
KB503144 Service
2 CVE-2023-36436 | Remote Code | Important | No | No
(Monthly Execution
Rollup) | CVE-2023-36567 | Information | Important | No | No
- Disclosure
Microsof | CVE-2023-36583 | Remote Code | Important | No | No
t Execution
Support CVE-2023-41766 | Elevation Important | No | No
for of
Windows Privilege
Server CVE-2023-38166 | Remote Code | Critical |No | No
2012 Execution
CVE-2023-36564 | Security Important | No No
Feature
Bypass
CVE-2023-36573 | Remote Code | Important | No No
Execution
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CVE-2023-36434

Elevation
of

Privilege

Important

No

No

CVE-2023-36589

Remote Code

Execution

Important

No

No

CVE-2023-36711

Elevation
of

Privilege

Important

No

No

CVE-2023-41774

Remote Code

Execution

Critical

No

No

CVE-2023-36431

Denial of

Service

Important

No

No

CVE-2023-36713

Information

Disclosure

Important

No

No

CVE-2023-36712

Elevation
of

Privilege

Important

No

No

CVE-2023-36697

Remote Code

Execution

Critical

No

No

CVE-2023-36438

Information

Disclosure

Important

No

No

CVE-2023-36710

Remote Code

Execution

Important

No

No

CVE-2023-41765

Remote Code

Execution

Critical

No

No

CVE-2023-36598

Remote Code

Execution

Important

No

No

CVE-2023-36724

Information

Disclosure

Important

No

No

CVE-2023-36743

Elevation
of

Privilege

Important

No

No

CVE-2023-36701

Elevation
of

Privilege

Important

No

No

CVE-2023-36594

Elevation
of

Privilege

Important

No

No

CVE-2023-41773

Remote Code

Execution

Critical

No

No

CVE-2023-41769

Remote Code

Execution

Critical

No

No
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CVE-2023-36706 | Information | Important | No | No
Disclosure

CVE-2023-35349 | Remote Code | Critical |No | No
Execution

CVE-2023-41771 | Remote Code | Critical |No | No
Execution

CVE-2023-36732 | Elevation Important | No | No
of
Privilege

CVE-2023-36578 | Remote Code | Important | No | No
Execution

CVE-2023-36703 | Denial of Important | No | No
Service

CVE-2023-36592 | Remote Code | Important | No | No
Execution

CVE-2023-36585 | Denial of Important | No | No
Service

CVE-2023-36726 | Elevation Important | No | No
of
Privilege

CVE-2023-36570 | Remote Code | Important | No | No
Execution

CVE-2023-41770 | Remote Code | Critical |No | No
Execution

CVE-2023-36776 | Elevation Important | No | No
of
Privilege

CVE-2023-36574 | Remote Code | Important | No | No
Execution

CVE-2023-36590 | Remote Code | Important | No | No
Execution

CVE-2023-36602 | Denial of Important | No | No
Service

CVE-2023-41768 | Remote Code | Critical |No | No
Execution

CVE-2023-36707 | Denial of Important | No No
Service

CVE-2023-36571 | Remote Code | Important | No | No
Execution

CVE-2023-41767 | Remote Code | Critical |No | No

Execution
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CVE-2023-29348 | Information | Important | No | No
Disclosure
CVE-2023-36579 | Denial of Important | No | No
Service
CVE-2023-36584 | Security Important | No | No
Feature
Bypass
CVE-2023-36606 | Denial of Important | No | No
Service
CVE-2023-36702 | Remote Code | Important | No | No
Execution
CVE-2023-36722 | Information | Important | No | No
Disclosure
CVE-2023-36591 | Remote Code | Important | No | No
Execution
CVE-2023-36596 | Information | Important | No | No
Disclosure
CVE-2023-36731 | Elevation Important | No | No
of
Privilege
CVE-2023-36572 | Remote Code | Important | No | No
Execution
CVE-2023-36575 | Remote Code | Important | No | No
Execution
CVE-2023-36563 | Information | Important | Yes | Yes
Disclosure
CVE-2023-36593 | Remote Code | Important | No | No
Execution
CVE-2023-36582 | Remote Code | Important | No | No
Execution
5031416 | & f& | October CVE-2023-36577 | Remote Code | Important | No No
10, Execution
2023— CVE-2023-36581 | Denial of Important | No | No
KB503141 Service
6 CVE-2023-36436 | Remote Code | Important | No No
(Monthly Execution
Rollup) CVE-2023-36567 | Information | Important | No No
- Disclosure
Microsof | CVE-2023-36583 | Remote Code | Important | No | No
t Execution
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Support
for
Windows
Server
2008
Datacent
er

ESU, Wind
ows
Server
2008
Standard
ESU, Wind
ows
Server
2008
Enterpri
se ESU

CVE-2023-41766

Elevation
of

Privilege

Important

No

No

CVE-2023-38166

Remote Code

Execution

Critical

No

No

CVE-2023-36564

Security
Feature

Bypass

Important

No

No

CVE-2023-36573

Remote Code

Execution

Important

No

No

CVE-2023-36434

Elevation
of

Privilege

Important

No

No

CVE-2023-36589

Remote Code

Execution

Important

No

No

CVE-2023-41774

Remote Code

Execution

Critical

No

No

CVE-2023-36431

Denial of

Service

Important

No

No

CVE-2023-36713

Information

Disclosure

Important

No

No

CVE-2023-36712

Elevation
of

Privilege

Important

No

No

CVE-2023-36697

Remote Code

Execution

Critical

No

No

CVE-2023-36438

Information

Disclosure

Important

No

No

CVE-2023-41765

Remote Code

Execution

Critical

No

No

CVE-2023-36598

Remote Code

Execution

Important

No

No

CVE-2023-36743

Elevation
of

Privilege

Important

No

No

CVE-2023-36594

Elevation
of

Privilege

Important

No

No

CVE-2023-41773

Remote Code

Execution

Critical

No

No

CVE-2023-41769

Remote Code

Execution

Critical

No

No
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CVE-2023-36706 | Information | Important | No | No
Disclosure

CVE-2023-35349 | Remote Code | Critical |No | No
Execution

CVE-2023-41771 | Remote Code | Critical |No | No
Execution

CVE-2023-36732 | Elevation Important | No | No
of
Privilege

CVE-2023-36578 | Remote Code | Important | No | No
Execution

CVE-2023-36703 | Denial of Important | No | No
Service

CVE-2023-36592 | Remote Code | Important | No | No
Execution

CVE-2023-36585 | Denial of Important | No | No
Service

CVE-2023-36726 | Elevation Important | No | No
of
Privilege

CVE-2023-36570 | Remote Code | Important | No | No
Execution

CVE-2023-41770 | Remote Code | Critical |No | No
Execution

CVE-2023-36776 | Elevation Important | No | No
of
Privilege

CVE-2023-36574 | Remote Code | Important | No | No
Execution

CVE-2023-36590 | Remote Code | Important | No | No
Execution

CVE-2023-36602 | Denial of Important | No | No
Service

CVE-2023-41768 | Remote Code | Critical |No | No
Execution

CVE-2023-36571 | Remote Code | Important | No | No
Execution

CVE-2023-41767 | Remote Code | Critical |No | No
Execution

CVE-2023-36790 | Elevation Important | No No
of
Privilege
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CVE-2023-36579 | Denial of Important | No | No
Service
CVE-2023-36584 | Security Important | No | No
Feature
Bypass
CVE-2023-36606 | Denial of Important | No | No
Service
CVE-2023-36722 | Information | Important | No | No
Disclosure
CVE-2023-36591 | Remote Code | Important | No | No
Execution
CVE-2023-36731 | Elevation Important | No | No
of
Privilege
CVE-2023-36572 | Remote Code | Important | No | No
Execution
CVE-2023-36575 | Remote Code | Important | No | No
Execution
CVE-2023-36563 | Information | Important | Yes | Yes
Disclosure
CVE-2023-36593 | Remote Code | Important | No | No
Execution
CVE-2023-36582 | Remote Code | Important | No | No
Execution
5031407 | & f& | October CVE-2023-36577 | Remote Code | Important | No No
10, Execution
2023— CVE-2023-36581 | Denial of Important | No | No
KB503140 Service
7 CVE-2023-36436 | Remote Code | Important | No | No
(Securit Execution
y-only CVE-2023-36567 | Information | Important | No | No
update) Disclosure
- CVE-2023-36583 | Remote Code | Important | No | No
Microsof Execution
t CVE-2023-41766 | Elevation Important | No | No
Support of
for Privilege
Windows | cVE-2023-38166 | Remote Code | Critical |No | No
Server Execution
2012 R2 | cVE-2023-36564 | Security Important | No | No
Feature
Bypass

% 57 I



http://support.microsoft.com/kb/5031407

Wwo T = 1s

% —

AR %R =2

nE X

WREER 2023 4 10 HAITEEHES

CVE-2023-36573

Remote Code

Execution

Important

No

No

CVE-2023-36434

Elevation
of

Privilege

Important

No

No

CVE-2023-36589

Remote Code

Execution

Important

No

No

CVE-2023-36711

Elevation
of

Privilege

Important

No

No

CVE-2023-41774

Remote Code

Execution

Critical

No

No

CVE-2023-36431

Denial of

Service

Important

No

No

CVE-2023-36713

Information

Disclosure

Important

No

No

CVE-2023-36712

Elevation
of

Privilege

Important

No

No

CVE-2023-36697

Remote Code

Execution

Critical

No

No

CVE-2023-36438

Information

Disclosure

Important

No

No

CVE-2023-36710

Remote Code

Execution

Important

No

No

CVE-2023-41765

Remote Code

Execution

Critical

No

No

CVE-2023-36598

Remote Code

Execution

Important

No

No

CVE-2023-36724

Information

Disclosure

Important

No

No

CVE-2023-36743

Elevation
of

Privilege

Important

No

No

CVE-2023-36701

Elevation
of

Privilege

Important

No

No

CVE-2023-36729

Elevation
of

Privilege

Important

No

No
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CVE-2023-36594 | Elevation Important | No | No
of
Privilege

CVE-2023-41773 | Remote Code | Critical |No | No
Execution

CVE-2023-41769 | Remote Code | Critical |No | No
Execution

CVE-2023-36706 | Information | Important | No | No
Disclosure

CVE-2023-35349 | Remote Code | Critical |No | No
Execution

CVE-2023-41771 | Remote Code | Critical |No | No
Execution

CVE-2023-36732 | Elevation Important | No | No
of
Privilege

CVE-2023-36578 | Remote Code | Important | No | No
Execution

CVE-2023-36703 | Denial of Important | No | No
Service

CVE-2023-36592 | Remote Code | Important | No | No
Execution

CVE-2023-36585 | Denial of Important | No | No
Service

CVE-2023-36726 | Elevation Important | No | No
of
Privilege

CVE-2023-36570 | Remote Code | Important | No | No
Execution

CVE-2023-41770 | Remote Code | Critical |No | No
Execution

CVE-2023-36776 | Elevation Important | No | No
of
Privilege

CVE-2023-36574 | Remote Code | Important | No No
Execution

CVE-2023-36590 | Remote Code | Important | No No
Execution

CVE-2023-36602 | Denial of Important | No No
Service

CVE-2023-41768 | Remote Code | Critical |No | No

Execution
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CVE-2023-36707 | Denial of Important | No | No
Service
CVE-2023-36571 | Remote Code | Important | No | No
Execution
CVE-2023-41767 | Remote Code | Critical |No | No
Execution
CVE-2023-29348 | Information | Important | No | No
Disclosure
CVE-2023-36579 | Denial of Important | No | No
Service
CVE-2023-36584 | Security Important | No | No
Feature
Bypass
CVE-2023-36606 | Denial of Important | No | No
Service
CVE-2023-36702 | Remote Code | Important | No | No
Execution
CVE-2023-36722 | Information | Important | No | No
Disclosure
CVE-2023-36591 | Remote Code | Important | No | No
Execution
CVE-2023-36596 | Information | Important | No | No
Disclosure
CVE-2023-36731 | Elevation Important | No | No
of
Privilege
CVE-2023-36572 | Remote Code | Important | No | No
Execution
CVE-2023-36575 | Remote Code | Important | No | No
Execution
CVE-2023-36563 | Information | Important | Yes | Yes
Disclosure
CVE-2023-36593 | Remote Code | Important | No | No
Execution
CVE-2023-36582 | Remote Code | Important | No No
Execution
5031361 | &= f& | October | CVE-2023-36697 | Remote Code | Critical | No | No
10, Execution
2023— CVE-2023-36438 | Information | Important | No No
KB503136 Disclosure
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1 (0S
Build
17763. 49
74) -
Microsof
t
Support
for Win
10 Ent
LTSC
2019, Win
10 IoT
Ent LTSC
2019, Win
dows 10
ToT Core
2019
LTSC, Win
dows
Server
2019

CVE-2023-36710

Remote Code

Execution

Important

No

No

CVE-2023-36598

Remote Code

Execution

Important

No

No

CVE-2023-36729

Elevation
of

Privilege

Important

No

No

CVE-2023-36706

Information

Disclosure

Important

No

No

CVE-2023-36578

Remote Code

Execution

Important

No

No

CVE-2023-36698

Security
Feature

Bypass

Important

No

No

CVE-2023-36574

Remote Code

Execution

Important

No

No

CVE-2023-36602

Denial of

Service

Important

No

No

CVE-2023-36717

Denial of

Service

Important

No

No

CVE-2023-36722

Information

Disclosure

Important

No

No

CVE-2023-36572

Remote Code

Execution

Important

No

No

CVE-2023-36582

Remote Code

Execution

Important

No

No

CVE-2023-36720

Denial of

Service

Important

No

No

CVE-2023-36581

Denial of

Service

Important

No

No

CVE-2023-36436

Remote Code

Execution

Important

No

No

CVE-2023-36725

Elevation
of

Privilege

Important

No

No

CVE-2023-36564

Security
Feature

Bypass

Important

No

No

CVE-2023-36605

Elevation
of

Privilege

Important

No

No
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CVE-2023-36589 | Remote Code | Important | No | No
Execution

CVE-2023-41774 | Remote Code | Critical |No | No
Execution

CVE-2023-36713 | Information | Important | No | No
Disclosure

CVE-2023-36718 | Remote Code | Critical |No | No
Execution

CVE-2023-36743 | Elevation Important | No | No
of
Privilege

CVE-2023-41773 | Remote Code | Critical |No | No
Execution

CVE-2023-38159 | Elevation Important | No | No
of
Privilege

CVE-2023-36726 | Elevation Important | No | No
of
Privilege

CVE-2023-41770 | Remote Code | Critical |No | No
Execution

CVE-2023-41768 | Remote Code | Critical |No | No
Execution

CVE-2023-36571 | Remote Code | Important | No | No
Execution

CVE-2023-36584 | Security Important | No | No
Feature
Bypass

CVE-2023-36606 | Denial of Important | No | No
Service

CVE-2023-36596 | Information | Important | No | No
Disclosure

CVE-2023-36575 | Remote Code | Important | No | No
Execution

CVE-2023-36557 | Remote Code | Important | No No
Execution

CVE-2023-36712 | Elevation Important | No | No
of
Privilege

CVE-2023-36593 | Remote Code | Important | No No

Execution
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CVE-2023-41766 | Elevation Important | No | No
of
Privilege

CVE-2023-36583 | Remote Code | Important | No | No
Execution

CVE-2023-36721 | Elevation Important | No | No
of
Privilege

CVE-2023-38166 | Remote Code | Critical |No | No
Execution

CVE-2023-41765 | Remote Code | Critical |No | No
Execution

CVE-2023-36902 | Remote Code | Important | No | No
Execution

CVE-2023-36594 | Elevation Important | No | No
of
Privilege

CVE-2023-41769 | Remote Code | Critical |No | No
Execution

CVE-2023-35349 | Remote Code | Critical |No | No
Execution

CVE-2023-41771 | Remote Code | Critical |No | No
Execution

CVE-2023-36703 | Denial of Important | No | No
Service

CVE-2023-36709 | Denial of Important | No | No
Service

CVE-2023-36585 | Denial of Important | No | No
Service

CVE-2023-36570 | Remote Code | Important | No | No
Execution

CVE-2023-36776 | Elevation Important | No | No
of
Privilege

CVE-2023-36590 | Remote Code | Important | No No
Execution

CVE-2023-36707 | Denial of Important | No No
Service

CVE-2023-41767 | Remote Code | Critical |No | No
Execution

CVE-2023-36591 | Remote Code | Important | No | No

Execution
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CVE-2023-36731

Elevation
of

Privilege

Important

No

No

CVE-2023-36563

Information

Disclosure

Important

Yes

Yes

CVE-2023-44487

Denial of

Service

Important

No

Yes

CVE-2023-36577

Remote Code

Execution

Important

No

No

CVE-2023-36567

Information

Disclosure

Important

No

No

CVE-2023-36573

Remote Code

Execution

Important

No

No

CVE-2023-36434

Elevation
of

Privilege

Important

No

No

CVE-2023-36711

Elevation
of

Privilege

Important

No

No

CVE-2023-36431

Denial of

Service

Important

No

No

CVE-2023-36723

Elevation
of

Privilege

Important

No

No

CVE-2023-36724

Information

Disclosure

Important

No

No

CVE-2023-36701

Elevation
of

Privilege

Important

No

No

CVE-2023-36732

Elevation
of

Privilege

Important

No

No

CVE-2023-36592

Remote Code

Execution

Important

No

No

CVE-2023-41772

Elevation
of

Privilege

Important

No

No

CVE-2023-36603

Denial of

Service

Important

No

No

CVE-2023-29348

Information

Disclosure

Important

No

No
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CVE-2023-36579 | Denial of Important [ No | No |2
Service

CVE-2023-36702 | Remote Code | Important | No |No | 2
Execution

CVE-2023-36576 | Information | Important | No |No |2
Disclosure

CVE-2023-36704 | Remote Code | Important [ No |No | 2
Execution

A A ECRAT AT LA AN T3k 24, FRARBIER AR

5030877

AT AFR

of the
security
update for
Microsoft
Exchange

and 2016:
October 10,
2023
(KB5030877)

Support

Description

Server 2019

— Microsoft

CVE J&iH

CVE-2023-36778

Remote Code

Execution

Important

No

5031355

KB5031355:
Cumulative
security
update for
Internet
Explorer:
October 10,
2023 -
Microsoft

Support

CVE-2023-36436

Remote Code

Execution

Important

No

No
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A H RAT AT LR AT

TE:

Lo BIREM b Ui TR R G5 VEAR U0 B T
0 - CFIH (Bxploitation Detected)
1 - BEHAREHAI A (Exploitation More Likely)
2 — AKATREFIA (Exploitation Less Likely)
3 - AArfeFI A (Exploitation Unlikely)

4 = AZIETRE (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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