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第1章 安全通告 

尊敬的客户： 

奇安信集团最新补丁库（V6版本：2026.06.10.1，V10版本：2026.06.10.1000）

已发布，本次更新推送了 16 个微软安全补丁，修复了 167 个安全漏洞，其中 31

个微软官方评级为“严重(Critical)”，136 个评级为“重要(Important)”，这

些漏洞影响 Windows、Office 等产品 
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第2章 重点关注补丁 

本月有 42 个安全漏洞经奇安信评估满足以下任一条件，需要重点关注。 

1. 漏洞等级（Severity）=严重（Critical）， 

2. 公开披露（Publicly Disclosed）=是（Yes）， 

3. 已受攻击（Exploited）=是（Yes）， 

4. 漏洞的可利用性（Exploitability Assessment）="已被利用

（Exploitation Detected）" 或 "很可能被利用（Exploitation More 

Likely）" 

详情如下： 

KBID 修复的漏洞 漏洞的影响 漏洞等级 
公开

披露 

已受

攻击 
漏洞的可利用性 

5093998 CVE-2026-48563 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5094127 

5095051 

5094126 

5094123 

5094128 

5093998 CVE-2026-40402 Elevation of 

Privilege 

Critical No No Exploitation 

Less Likely 

5093998 CVE-2026-42980 Elevation of 

Privilege 

Importan

t 

No No Exploitation 

More Likely 5094127 

5095051 

5094122 

5094041 

5094042 

5094126 

5094123 

5094128 

5093998 CVE-2026-50508 Spoofing Importan

t 

No No Exploitation 

More Likely 5094127 

5094122 

5094041 

5094042 

5094128 

5093998 CVE-2026-44812 Remote Code 

Execution 

Critical No No Exploitation 

More Likely 5094127 

5095051 

5094122 

5094041 

http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-48563
http://support.microsoft.com/kb/5094127
http://support.microsoft.com/kb/5095051
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5094123
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-40402
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-42980
http://support.microsoft.com/kb/5094127
http://support.microsoft.com/kb/5095051
http://support.microsoft.com/kb/5094122
http://support.microsoft.com/kb/5094041
http://support.microsoft.com/kb/5094042
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5094123
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-50508
http://support.microsoft.com/kb/5094127
http://support.microsoft.com/kb/5094122
http://support.microsoft.com/kb/5094041
http://support.microsoft.com/kb/5094042
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-44812
http://support.microsoft.com/kb/5094127
http://support.microsoft.com/kb/5095051
http://support.microsoft.com/kb/5094122
http://support.microsoft.com/kb/5094041
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5094042 

5094126 

5094123 

5094128 

5093998 CVE-2026-42905 Elevation of 

Privilege 

Importan

t 

No No Exploitation 

More Likely 5094127 

5095051 

5094122 

5094041 

5094042 

5094126 

5094123 

5094128 

5093998 CVE-2026-44810 Elevation of 

Privilege 

Critical No No Exploitation 

Less Likely 5095051 

5094126 

5094128 

5093998 CVE-2026-42989 Elevation of 

Privilege 

Importan

t 

No No Exploitation 

More Likely 5094127 

5095051 

5094122 

5094041 

5094042 

5094126 

5094123 

5094128 

5093998 CVE-2026-45641 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5094127 

5095051 

5094126 

5094128 

5093998 CVE-2026-45658 Security 

Feature 

Bypass 

Importan

t 

No No Exploitation 

More Likely 5094127 

5095051 

5094122 

5094041 

5094042 

5094126 

5094123 

5094128 

5093998 CVE-2026-44815 Critical No No 

http://support.microsoft.com/kb/5094042
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5094123
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-42905
http://support.microsoft.com/kb/5094127
http://support.microsoft.com/kb/5095051
http://support.microsoft.com/kb/5094122
http://support.microsoft.com/kb/5094041
http://support.microsoft.com/kb/5094042
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5094123
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-44810
http://support.microsoft.com/kb/5095051
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-42989
http://support.microsoft.com/kb/5094127
http://support.microsoft.com/kb/5095051
http://support.microsoft.com/kb/5094122
http://support.microsoft.com/kb/5094041
http://support.microsoft.com/kb/5094042
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5094123
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-45641
http://support.microsoft.com/kb/5094127
http://support.microsoft.com/kb/5095051
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-45658
http://support.microsoft.com/kb/5094127
http://support.microsoft.com/kb/5095051
http://support.microsoft.com/kb/5094122
http://support.microsoft.com/kb/5094041
http://support.microsoft.com/kb/5094042
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5094123
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-44815
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5094127 

Remote Code 

Execution 

Exploitation 

Less Likely 

5095051 

5094122 

5094041 

5094042 

5094126 

5094123 

5094128 

5093998 CVE-2026-45657 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5095051 

5094126 

5094128 

5093998 CVE-2026-48574 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5094127 

5095051 

5094122 

5094041 

5094042 

5094126 

5094123 

5094128 

5093998 CVE-2026-42985 Remote Code 

Execution 

Critical No No Exploitation 

More Likely 5094127 

5095051 

5094122 

5094041 

5094042 

5094126 

5094123 

5094128 

5093998 CVE-2026-44803 Remote Code 

Execution 

Critical No No Exploitation 

More Likely 5094127 

5095051 

5094122 

5094041 

5094042 

5094126 

5094123 

5094128 

5093998 CVE-2026-47291 Remote Code 

Execution 

Critical No No Exploitation 

More Likely 5094127 

http://support.microsoft.com/kb/5094127
http://support.microsoft.com/kb/5095051
http://support.microsoft.com/kb/5094122
http://support.microsoft.com/kb/5094041
http://support.microsoft.com/kb/5094042
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5094123
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-45657
http://support.microsoft.com/kb/5095051
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-48574
http://support.microsoft.com/kb/5094127
http://support.microsoft.com/kb/5095051
http://support.microsoft.com/kb/5094122
http://support.microsoft.com/kb/5094041
http://support.microsoft.com/kb/5094042
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5094123
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-42985
http://support.microsoft.com/kb/5094127
http://support.microsoft.com/kb/5095051
http://support.microsoft.com/kb/5094122
http://support.microsoft.com/kb/5094041
http://support.microsoft.com/kb/5094042
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5094123
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-44803
http://support.microsoft.com/kb/5094127
http://support.microsoft.com/kb/5095051
http://support.microsoft.com/kb/5094122
http://support.microsoft.com/kb/5094041
http://support.microsoft.com/kb/5094042
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5094123
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-47291
http://support.microsoft.com/kb/5094127
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5095051 

5094122 

5094041 

5094042 

5094126 

5094123 

5094128 

5093998 CVE-2026-44799 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5094127 

5095051 

5094122 

5094041 

5094042 

5094126 

5094123 

5094128 

5093998 CVE-2026-42986 Elevation of 

Privilege 

Importan

t 

No No Exploitation 

More Likely 5094127 

5095051 

5094122 

5094041 

5094042 

5094126 

5094123 

5094128 

5093998 CVE-2026-42992 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5094127 

5095051 

5094122 

5094126 

5094123 

5094128 

5093998 CVE-2026-47289 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5094127 

5095051 

5094122 

5094041 

5094042 

5094126 

5094123 

5094128 

http://support.microsoft.com/kb/5095051
http://support.microsoft.com/kb/5094122
http://support.microsoft.com/kb/5094041
http://support.microsoft.com/kb/5094042
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5094123
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-44799
http://support.microsoft.com/kb/5094127
http://support.microsoft.com/kb/5095051
http://support.microsoft.com/kb/5094122
http://support.microsoft.com/kb/5094041
http://support.microsoft.com/kb/5094042
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5094123
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-42986
http://support.microsoft.com/kb/5094127
http://support.microsoft.com/kb/5095051
http://support.microsoft.com/kb/5094122
http://support.microsoft.com/kb/5094041
http://support.microsoft.com/kb/5094042
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5094123
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-42992
http://support.microsoft.com/kb/5094127
http://support.microsoft.com/kb/5095051
http://support.microsoft.com/kb/5094122
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5094123
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-47289
http://support.microsoft.com/kb/5094127
http://support.microsoft.com/kb/5095051
http://support.microsoft.com/kb/5094122
http://support.microsoft.com/kb/5094041
http://support.microsoft.com/kb/5094042
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5094123
http://support.microsoft.com/kb/5094128
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5093998 CVE-2026-45607 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5094127 

5095051 

5094122 

5094126 

5094123 

5094128 

5093998 CVE-2025-10263 Elevation of 

Privilege 

Critical No No Exploitation 

Less Likely 5094127 

5095051 

5094126 

5093998 CVE-2026-47652 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5095051 

5094126 

5094128 

5093998 CVE-2026-49160 Denial of 

Service 

Importan

t 

Yes No Exploitation 

More Likely 5094127 

5095051 

5094122 

5094126 

5094123 

5094128 

5093998 CVE-2026-44801 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5094127 

5095051 

5094122 

5094041 

5094042 

5094126 

5094123 

5094128 

5093998 CVE-2026-33828 Elevation of 

Privilege 

Critical No No Exploitation 

Unlikely 5094127 

5095051 

5094122 

5094126 

5094123 

5094128 

5093998 CVE-2026-50507 Security 

Feature 

Bypass 

Importan

t 

Yes No Exploitation 

More Likely 5094127 

5095051 

http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-45607
http://support.microsoft.com/kb/5094127
http://support.microsoft.com/kb/5095051
http://support.microsoft.com/kb/5094122
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5094123
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-10263
http://support.microsoft.com/kb/5094127
http://support.microsoft.com/kb/5095051
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-47652
http://support.microsoft.com/kb/5095051
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-49160
http://support.microsoft.com/kb/5094127
http://support.microsoft.com/kb/5095051
http://support.microsoft.com/kb/5094122
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5094123
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-44801
http://support.microsoft.com/kb/5094127
http://support.microsoft.com/kb/5095051
http://support.microsoft.com/kb/5094122
http://support.microsoft.com/kb/5094041
http://support.microsoft.com/kb/5094042
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5094123
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-33828
http://support.microsoft.com/kb/5094127
http://support.microsoft.com/kb/5095051
http://support.microsoft.com/kb/5094122
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5094123
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-50507
http://support.microsoft.com/kb/5094127
http://support.microsoft.com/kb/5095051
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5094122 

5094041 

5094126 

5094123 

5094128 

5093998 CVE-2026-45586 Elevation of 

Privilege 

Importan

t 

Yes No Exploitation 

More Likely 5094127 

5095051 

5094122 

5094041 

5094042 

5094126 

5094123 

5094128 

5094127 CVE-2026-40403 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

5094127 CVE-2026-32161 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

5095051 CVE-2026-45585 Security 

Feature 

Bypass 

Importan

t 

Yes No Exploitation 

More Likely 5094126 

5002879 CVE-2026-45458 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5002880 

5002881 

5002879 CVE-2026-45456 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5002880 

5002881 

5094122 CVE-2026-42987 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5094041 

5094042 

5094123 

5094128 

5094122 CVE-2026-47654 Remote Code 

Execution 

Critical No No Exploitation 

Unlikely 5094123 

5094128 

5094122 CVE-2026-47288 Remote Code 

Execution 

Critical No No Exploitation 

Unlikely 5094041 

5094042 

5094123 

5094128 

http://support.microsoft.com/kb/5094122
http://support.microsoft.com/kb/5094041
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5094123
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5093998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-45586
http://support.microsoft.com/kb/5094127
http://support.microsoft.com/kb/5095051
http://support.microsoft.com/kb/5094122
http://support.microsoft.com/kb/5094041
http://support.microsoft.com/kb/5094042
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5094123
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5094127
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-40403
http://support.microsoft.com/kb/5094127
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-32161
http://support.microsoft.com/kb/5095051
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-45585
http://support.microsoft.com/kb/5094126
http://support.microsoft.com/kb/5002879
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-45458
http://support.microsoft.com/kb/5002880
http://support.microsoft.com/kb/5002881
http://support.microsoft.com/kb/5002879
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-45456
http://support.microsoft.com/kb/5002880
http://support.microsoft.com/kb/5002881
http://support.microsoft.com/kb/5094122
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-42987
http://support.microsoft.com/kb/5094041
http://support.microsoft.com/kb/5094042
http://support.microsoft.com/kb/5094123
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5094122
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-47654
http://support.microsoft.com/kb/5094123
http://support.microsoft.com/kb/5094128
http://support.microsoft.com/kb/5094122
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-47288
http://support.microsoft.com/kb/5094041
http://support.microsoft.com/kb/5094042
http://support.microsoft.com/kb/5094123
http://support.microsoft.com/kb/5094128
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5002878 CVE-2026-45472 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

5002878 CVE-2026-45461 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

5002878 CVE-2026-45474 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

5002878 CVE-2026-45463 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

5094128 CVE-2026-45648 Remote Code 

Execution 

Critical No No Exploitation 

Unlikely 

5002880 CVE-2026-45481 Spoofing Importan

t 

No No Exploitation 

More Likely 

 

http://support.microsoft.com/kb/5002878
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-45472
http://support.microsoft.com/kb/5002878
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-45461
http://support.microsoft.com/kb/5002878
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-45474
http://support.microsoft.com/kb/5002878
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-45463
http://support.microsoft.com/kb/5094128
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-45648
http://support.microsoft.com/kb/5002880
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-45481
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第3章 已知问题和特殊调整 

本月暂无已知问题和特殊调整。 
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第4章 漏洞补丁详细列表 

本月微软发布的系统安全更新补丁共 9 个，详细列表如下： 

KBID 

奇安

信集

团级

别 

补丁名称 CVE 漏洞 漏洞的影响 漏洞等级 

公

开

披

露 

已

受

攻

击 

漏

洞

的

可

利

用

性 

5093998 高危 June 9, 

2026—

KB5093998 

(OS Build 

22631.721

9) - 

Microsoft 

Support 

CVE-2026-42983 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45601 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45605 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42974 Remote Code 

Execution 

Important No No 2 

CVE-2026-48576 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-41097 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-48563 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45602 Tampering Important No No 2 

CVE-2026-42912 Elevation of 

Privilege 

Important No No 2 

CVE-2026-40402 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-42913 Remote Code 

Execution 

Important No No 3 

CVE-2026-42980 Elevation of 

Privilege 

Important No No 1 

CVE-2026-42984 Elevation of 

Privilege 

Important No No 3 

CVE-2026-34336 Information 

Disclosure 

Important No No 3 

http://support.microsoft.com/kb/5093998
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CVE-2026-45594 Information 

Disclosure 

Important No No 2 

CVE-2026-50508 Spoofing Important No No 1 

CVE-2026-45606 Denial of 

Service 

Important No No 2 

CVE-2026-42836 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42914 Denial of 

Service 

Important No No 2 

CVE-2026-44812 Remote Code 

Execution 

Critical No No 1 

CVE-2026-42908 Information 

Disclosure 

Important No No 2 

CVE-2026-42905 Elevation of 

Privilege 

Important No No 1 

CVE-2026-42979 Elevation of 

Privilege 

Important No No 3 

CVE-2026-44810 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-40415 Remote Code 

Execution 

Important     4 

CVE-2026-42911 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42970 Information 

Disclosure 

Important No No 2 

CVE-2026-42989 Elevation of 

Privilege 

Important No No 1 

CVE-2026-45642 Spoofing Important No No 2 

CVE-2026-42977 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45596 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45638 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42904 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45641 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45658 Security 

Feature 

Bypass 

Important No No 1 
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CVE-2026-45597 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45487 Elevation of 

Privilege 

Important No No 3 

CVE-2026-44815 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42968 Information 

Disclosure 

Important No No 2 

CVE-2026-48578 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45657 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42906 Information 

Disclosure 

Important No No 2 

CVE-2026-48574 Remote Code 

Execution 

Critical No No 2 

CVE-2026-48575 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-42916 Elevation of 

Privilege 

Important No No 2 

CVE-2026-40404 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45603 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42985 Remote Code 

Execution 

Critical No No 1 

CVE-2026-8863 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45599 Remote Code 

Execution 

Important No No 2 

CVE-2026-42973 Information 

Disclosure 

Important No No 2 

CVE-2026-45634 Information 

Disclosure 

Important No No 3 

CVE-2026-44802 Elevation of 

Privilege 

Important No No 2 

CVE-2026-48583 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-42828 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45640 Elevation of 

Privilege 

Important No No 2 

CVE-2026-44803 Remote Code 

Execution 

Critical No No 1 

CVE-2026-47291 Remote Code 

Execution 

Critical No No 1 

CVE-2026-45604 Information 

Disclosure 

Important No No 2 

CVE-2026-44799 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42981 Remote Code 

Execution 

Important No No 2 

CVE-2026-42837 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42909 Remote Code 

Execution 

Important No No 3 

CVE-2026-42991 Elevation of 

Privilege 

Important No No 3 

CVE-2026-47656 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-47648 Elevation of 

Privilege 

Important No No 3 

CVE-2026-42915 Denial of 

Service 

Important No No 2 

CVE-2026-40409 Elevation of 

Privilege 

Important No No 2 

CVE-2026-48570 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45588 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-34335 Elevation of 

Privilege 

Important No No 3 

CVE-2026-42971 Information 

Disclosure 

Important No No 2 

CVE-2026-42969 Information 

Disclosure 

Important No No 3 
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CVE-2026-45636 Remote Code 

Execution 

Important No No 2 

CVE-2026-42986 Elevation of 

Privilege 

Important No No 1 

CVE-2026-42992 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42993 Remote Code 

Execution 

Important No No 2 

CVE-2026-41092 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45639 Information 

Disclosure 

Important No No 2 

CVE-2026-47289 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45608 Information 

Disclosure 

Important No No 3 

CVE-2026-45607 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45655 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45637 Elevation of 

Privilege 

Important No No 2 

CVE-2025-10263 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-42903 Denial of 

Service 

Important No No 3 

CVE-2026-47652 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45593 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45595 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45635 Remote Code 

Execution 

Important No No 2 

CVE-2026-45653 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45598 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-41108 Elevation of 

Privilege 

Important No No 3 

CVE-2026-49160 Denial of 

Service 

Important Yes No 1 

CVE-2026-42972 Information 

Disclosure 

Important No No 2 

CVE-2026-44801 Remote Code 

Execution 

Critical No No 2 

CVE-2026-48573 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-48568 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45656 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-33828 Elevation of 

Privilege 

Critical No No 3 

CVE-2026-47653 Remote Code 

Execution 

Important No No 3 

CVE-2026-50507 Security 

Feature 

Bypass 

Important Yes No 1 

CVE-2026-42907 Information 

Disclosure 

Important No No 2 

CVE-2026-45586 Elevation of 

Privilege 

Important Yes No 1 

CVE-2026-45592 Elevation of 

Privilege 

Important No No 3 

CVE-2026-42978 Elevation of 

Privilege 

Important No No 3 

5094127 高危 June 9, 

2026—

KB5094127 

(OS 

Builds 

19045.741

7 and 

19044.741

7) - 

CVE-2026-42983 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45601 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45605 Elevation of 

Privilege 

Important No No 2 

CVE-2026-48576 Security 

Feature 

Bypass 

Important No No 2 

http://support.microsoft.com/kb/5094127
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Microsoft 

Support 

CVE-2026-41097 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-40403 Remote Code 

Execution 

Critical No No 2 

CVE-2026-48563 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45602 Tampering Important No No 2 

CVE-2026-42912 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42980 Elevation of 

Privilege 

Important No No 1 

CVE-2026-42984 Elevation of 

Privilege 

Important No No 3 

CVE-2026-34336 Information 

Disclosure 

Important No No 3 

CVE-2026-45594 Information 

Disclosure 

Important No No 2 

CVE-2026-50508 Spoofing Important No No 1 

CVE-2026-45606 Denial of 

Service 

Important No No 2 

CVE-2026-42836 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42914 Denial of 

Service 

Important No No 2 

CVE-2026-44812 Remote Code 

Execution 

Critical No No 1 

CVE-2026-42908 Information 

Disclosure 

Important No No 2 

CVE-2026-42905 Elevation of 

Privilege 

Important No No 1 

CVE-2026-42979 Elevation of 

Privilege 

Important No No 3 

CVE-2026-40415 Remote Code 

Execution 

Important     4 

CVE-2026-42911 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42970 Information 

Disclosure 

Important No No 2 

CVE-2026-42989 Elevation of 

Privilege 

Important No No 1 
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CVE-2026-45642 Spoofing Important No No 2 

CVE-2026-42977 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45596 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45638 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42904 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45641 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45658 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-45487 Elevation of 

Privilege 

Important No No 3 

CVE-2026-44815 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42968 Information 

Disclosure 

Important No No 2 

CVE-2026-48578 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42906 Information 

Disclosure 

Important No No 2 

CVE-2026-48574 Remote Code 

Execution 

Critical No No 2 

CVE-2026-48575 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-42916 Elevation of 

Privilege 

Important No No 2 

CVE-2026-40404 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45603 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42985 Remote Code 

Execution 

Critical No No 1 

CVE-2026-8863 Security 

Feature 

Bypass 

Important No No 2 
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CVE-2026-45599 Remote Code 

Execution 

Important No No 2 

CVE-2026-42973 Information 

Disclosure 

Important No No 2 

CVE-2026-45634 Information 

Disclosure 

Important No No 3 

CVE-2026-44802 Elevation of 

Privilege 

Important No No 2 

CVE-2026-48583 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42828 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45640 Elevation of 

Privilege 

Important No No 2 

CVE-2026-44803 Remote Code 

Execution 

Critical No No 1 

CVE-2026-47291 Remote Code 

Execution 

Critical No No 1 

CVE-2026-44799 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42837 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42909 Remote Code 

Execution 

Important No No 3 

CVE-2026-42991 Elevation of 

Privilege 

Important No No 3 

CVE-2026-47656 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-47648 Elevation of 

Privilege 

Important No No 3 

CVE-2026-42915 Denial of 

Service 

Important No No 2 

CVE-2026-40409 Elevation of 

Privilege 

Important No No 2 

CVE-2026-48570 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45588 Security 

Feature 

Bypass 

Important No No 2 
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CVE-2026-34335 Elevation of 

Privilege 

Important No No 3 

CVE-2026-42971 Information 

Disclosure 

Important No No 2 

CVE-2026-42969 Information 

Disclosure 

Important No No 3 

CVE-2026-45636 Remote Code 

Execution 

Important No No 2 

CVE-2026-42986 Elevation of 

Privilege 

Important No No 1 

CVE-2026-42992 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42993 Remote Code 

Execution 

Important No No 2 

CVE-2026-41092 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45639 Information 

Disclosure 

Important No No 2 

CVE-2026-47289 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45608 Information 

Disclosure 

Important No No 3 

CVE-2026-32161 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45607 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45655 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45637 Elevation of 

Privilege 

Important No No 2 

CVE-2025-10263 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-42903 Denial of 

Service 

Important No No 3 

CVE-2026-45593 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45595 Security 

Feature 

Bypass 

Important No No 2 
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CVE-2026-45635 Remote Code 

Execution 

Important No No 2 

CVE-2026-45653 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45598 Elevation of 

Privilege 

Important No No 2 

CVE-2026-34340 Elevation of 

Privilege 

Important No No 2 

CVE-2026-41108 Elevation of 

Privilege 

Important No No 3 

CVE-2026-49160 Denial of 

Service 

Important Yes No 1 

CVE-2026-42972 Information 

Disclosure 

Important No No 2 

CVE-2026-44801 Remote Code 

Execution 

Critical No No 2 

CVE-2026-48573 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-48568 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45656 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-33828 Elevation of 

Privilege 

Critical No No 3 

CVE-2026-47653 Remote Code 

Execution 

Important No No 3 

CVE-2026-50507 Security 

Feature 

Bypass 

Important Yes No 1 

CVE-2026-42907 Information 

Disclosure 

Important No No 2 

CVE-2026-45586 Elevation of 

Privilege 

Important Yes No 1 

CVE-2026-45592 Elevation of 

Privilege 

Important No No 3 

CVE-2026-42978 Elevation of 

Privilege 

Important No No 3 

5095051 高危 June 9, 

2026—

CVE-2026-42983 Elevation of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5095051


                       奇安信集团 2026 年 06 月补丁库更新通告 

第 22 页 

KB5095051 

(OS Build 

28000.226

9) - 

Microsoft 

Support 

CVE-2026-45601 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45605 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42974 Remote Code 

Execution 

Important No No 2 

CVE-2026-48576 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-48563 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45602 Tampering Important No No 2 

CVE-2026-42912 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42913 Remote Code 

Execution 

Important No No 3 

CVE-2026-42980 Elevation of 

Privilege 

Important No No 1 

CVE-2026-42984 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45594 Information 

Disclosure 

Important No No 2 

CVE-2026-45606 Denial of 

Service 

Important No No 2 

CVE-2026-42836 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42914 Denial of 

Service 

Important No No 2 

CVE-2026-44812 Remote Code 

Execution 

Critical No No 1 

CVE-2026-42908 Information 

Disclosure 

Important No No 2 

CVE-2026-42905 Elevation of 

Privilege 

Important No No 1 

CVE-2026-42979 Elevation of 

Privilege 

Important No No 3 

CVE-2026-44810 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-45600 Elevation of 

Privilege 

Important No No 3 
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CVE-2026-44811 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42829 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-42911 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42970 Information 

Disclosure 

Important No No 2 

CVE-2026-42989 Elevation of 

Privilege 

Important No No 1 

CVE-2026-45642 Spoofing Important No No 2 

CVE-2026-42977 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45596 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45638 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42904 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45641 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45658 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-45597 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45487 Elevation of 

Privilege 

Important No No 3 

CVE-2026-44815 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42968 Information 

Disclosure 

Important No No 2 

CVE-2026-48578 Elevation of 

Privilege 

Important No No 2 

CVE-2026-44814 Information 

Disclosure 

Important No No 2 

CVE-2026-45657 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42906 Information 

Disclosure 

Important No No 2 
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CVE-2026-48574 Remote Code 

Execution 

Critical No No 2 

CVE-2026-48575 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-42916 Elevation of 

Privilege 

Important No No 2 

CVE-2026-40404 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45603 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42985 Remote Code 

Execution 

Critical No No 1 

CVE-2026-8863 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45599 Remote Code 

Execution 

Important No No 2 

CVE-2026-42973 Information 

Disclosure 

Important No No 2 

CVE-2026-42910 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45634 Information 

Disclosure 

Important No No 3 

CVE-2026-44802 Elevation of 

Privilege 

Important No No 2 

CVE-2026-44807 Elevation of 

Privilege 

Important No No 2 

CVE-2026-48583 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42828 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45640 Elevation of 

Privilege 

Important No No 2 

CVE-2026-44803 Remote Code 

Execution 

Critical No No 1 

CVE-2026-47291 Remote Code 

Execution 

Critical No No 1 

CVE-2026-45604 Information 

Disclosure 

Important No No 2 
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CVE-2026-44799 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42981 Remote Code 

Execution 

Important No No 2 

CVE-2026-42837 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42909 Remote Code 

Execution 

Important No No 3 

CVE-2026-42991 Elevation of 

Privilege 

Important No No 3 

CVE-2026-47656 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45654 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-47648 Elevation of 

Privilege 

Important No No 3 

CVE-2026-44813 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45585 Security 

Feature 

Bypass 

Important Yes No 1 

CVE-2026-42915 Denial of 

Service 

Important No No 2 

CVE-2026-40409 Elevation of 

Privilege 

Important No No 2 

CVE-2026-48570 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45588 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-44809 Elevation of 

Privilege 

Important No No 3 

CVE-2026-34335 Elevation of 

Privilege 

Important No No 3 

CVE-2026-42971 Information 

Disclosure 

Important No No 2 

CVE-2026-42969 Information 

Disclosure 

Important No No 3 
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CVE-2026-45636 Remote Code 

Execution 

Important No No 2 

CVE-2026-42986 Elevation of 

Privilege 

Important No No 1 

CVE-2026-42992 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42993 Remote Code 

Execution 

Important No No 2 

CVE-2026-41092 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45639 Information 

Disclosure 

Important No No 2 

CVE-2026-47289 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45608 Information 

Disclosure 

Important No No 3 

CVE-2026-45607 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45655 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45637 Elevation of 

Privilege 

Important No No 2 

CVE-2025-10263 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-42903 Denial of 

Service 

Important No No 3 

CVE-2026-47652 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45593 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45595 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45635 Remote Code 

Execution 

Important No No 2 

CVE-2026-44808 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45653 Elevation of 

Privilege 

Important No No 3 
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CVE-2026-45598 Elevation of 

Privilege 

Important No No 2 

CVE-2026-41108 Elevation of 

Privilege 

Important No No 3 

CVE-2026-42972 Information 

Disclosure 

Important No No 2 

CVE-2026-49160 Denial of 

Service 

Important Yes No 1 

CVE-2026-44801 Remote Code 

Execution 

Critical No No 2 

CVE-2026-48573 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-48568 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45656 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-33828 Elevation of 

Privilege 

Critical No No 3 

CVE-2026-47653 Remote Code 

Execution 

Important No No 3 

CVE-2026-50507 Security 

Feature 

Bypass 

Important Yes No 1 

CVE-2026-42907 Information 

Disclosure 

Important No No 2 

CVE-2026-44804 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45586 Elevation of 

Privilege 

Important Yes No 1 

CVE-2026-45592 Elevation of 

Privilege 

Important No No 3 

CVE-2026-42978 Elevation of 

Privilege 

Important No No 3 

5094122 高危 June 9, 

2026—

KB5094122 

(OS Build 

14393.923

4) - 

CVE-2026-45601 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42905 Elevation of 

Privilege 

Important No No 1 

CVE-2026-48583 Elevation of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5094122


                       奇安信集团 2026 年 06 月补丁库更新通告 

第 28 页 

Microsoft 

Support 

CVE-2026-45605 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42971 Information 

Disclosure 

Important No No 2 

CVE-2026-34335 Elevation of 

Privilege 

Important No No 3 

CVE-2026-42969 Information 

Disclosure 

Important No No 3 

CVE-2026-45636 Remote Code 

Execution 

Important No No 2 

CVE-2026-42986 Elevation of 

Privilege 

Important No No 1 

CVE-2026-48576 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-42992 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42970 Information 

Disclosure 

Important No No 2 

CVE-2026-42911 Elevation of 

Privilege 

Important No No 2 

CVE-2026-44803 Remote Code 

Execution 

Critical No No 1 

CVE-2026-42989 Elevation of 

Privilege 

Important No No 1 

CVE-2026-47291 Remote Code 

Execution 

Critical No No 1 

CVE-2026-45642 Spoofing Important No No 2 

CVE-2026-41092 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45639 Information 

Disclosure 

Important No No 2 

CVE-2026-47289 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45608 Information 

Disclosure 

Important No No 3 

CVE-2026-45596 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45638 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-45658 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-45602 Tampering Important No No 2 

CVE-2026-44799 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42912 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45607 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45655 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-42980 Elevation of 

Privilege 

Important No No 1 

CVE-2026-44815 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42909 Remote Code 

Execution 

Important No No 3 

CVE-2026-42968 Information 

Disclosure 

Important No No 2 

CVE-2026-42987 Remote Code 

Execution 

Critical No No 2 

CVE-2026-48578 Elevation of 

Privilege 

Important No No 2 

CVE-2026-47654 Remote Code 

Execution 

Critical No No 3 

CVE-2026-42903 Denial of 

Service 

Important No No 3 

CVE-2026-45594 Information 

Disclosure 

Important No No 2 

CVE-2026-48574 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45635 Remote Code 

Execution 

Important No No 2 

CVE-2026-45595 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-48575 Security 

Feature 

Bypass 

Important No No 2 
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CVE-2026-42916 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45653 Elevation of 

Privilege 

Important No No 3 

CVE-2026-40404 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45598 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50508 Spoofing Important No No 1 

CVE-2026-47656 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45606 Denial of 

Service 

Important No No 2 

CVE-2026-49160 Denial of 

Service 

Important Yes No 1 

CVE-2026-47288 Remote Code 

Execution 

Critical No No 3 

CVE-2026-42985 Remote Code 

Execution 

Critical No No 1 

CVE-2026-44801 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42972 Information 

Disclosure 

Important No No 2 

CVE-2026-42836 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45603 Elevation of 

Privilege 

Important No No 2 

CVE-2026-48573 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-8863 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45599 Remote Code 

Execution 

Important No No 2 

CVE-2026-48568 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-42914 Denial of 

Service 

Important No No 2 
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CVE-2026-47648 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45656 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-41108 Elevation of 

Privilege 

Important No No 3 

CVE-2026-42973 Information 

Disclosure 

Important No No 2 

CVE-2026-40409 Elevation of 

Privilege 

Important No No 2 

CVE-2026-48570 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-33828 Elevation of 

Privilege 

Critical No No 3 

CVE-2026-47653 Remote Code 

Execution 

Important No No 3 

CVE-2026-50507 Security 

Feature 

Bypass 

Important Yes No 1 

CVE-2026-45588 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-44812 Remote Code 

Execution 

Critical No No 1 

CVE-2026-45586 Elevation of 

Privilege 

Important Yes No 1 

CVE-2026-45634 Information 

Disclosure 

Important No No 3 

CVE-2026-45592 Elevation of 

Privilege 

Important No No 3 

CVE-2026-42908 Information 

Disclosure 

Important No No 2 

5094041 高危 June 9, 

2026—

KB5094041 

(Monthly 

Rollup) - 

Microsoft 

Support 

CVE-2026-45601 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42905 Elevation of 

Privilege 

Important No No 1 

CVE-2026-34335 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45636 Remote Code 

Execution 

Important No No 2 

http://support.microsoft.com/kb/5094041
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CVE-2026-42986 Elevation of 

Privilege 

Important No No 1 

CVE-2026-48576 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-42970 Information 

Disclosure 

Important No No 2 

CVE-2026-42911 Elevation of 

Privilege 

Important No No 2 

CVE-2026-44803 Remote Code 

Execution 

Critical No No 1 

CVE-2026-42989 Elevation of 

Privilege 

Important No No 1 

CVE-2026-47291 Remote Code 

Execution 

Critical No No 1 

CVE-2026-45642 Spoofing Important No No 2 

CVE-2026-41092 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45639 Information 

Disclosure 

Important No No 2 

CVE-2026-47289 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45608 Information 

Disclosure 

Important No No 3 

CVE-2026-45596 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45638 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45658 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-45602 Tampering Important No No 2 

CVE-2026-44799 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42912 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45655 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-42980 Elevation of 

Privilege 

Important No No 1 
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CVE-2026-44815 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42909 Remote Code 

Execution 

Important No No 3 

CVE-2026-42968 Information 

Disclosure 

Important No No 2 

CVE-2026-42987 Remote Code 

Execution 

Critical No No 2 

CVE-2026-48578 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42903 Denial of 

Service 

Important No No 3 

CVE-2026-48574 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45635 Remote Code 

Execution 

Important No No 2 

CVE-2026-45595 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-48575 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-42916 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45653 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45598 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50508 Spoofing Important No No 1 

CVE-2026-40404 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45606 Denial of 

Service 

Important No No 2 

CVE-2026-47656 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-42972 Information 

Disclosure 

Important No No 2 

CVE-2026-42836 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-42985 Remote Code 

Execution 

Critical No No 1 

CVE-2026-44801 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45603 Elevation of 

Privilege 

Important No No 2 

CVE-2026-48573 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-8863 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-47648 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45599 Remote Code 

Execution 

Important No No 2 

CVE-2026-48568 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-42914 Denial of 

Service 

Important No No 2 

CVE-2026-47288 Remote Code 

Execution 

Critical No No 3 

CVE-2026-45656 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-41108 Elevation of 

Privilege 

Important No No 3 

CVE-2026-40409 Elevation of 

Privilege 

Important No No 2 

CVE-2026-48570 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-47653 Remote Code 

Execution 

Important No No 3 

CVE-2026-50507 Security 

Feature 

Bypass 

Important Yes No 1 

CVE-2026-45588 Security 

Feature 

Bypass 

Important No No 2 
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CVE-2026-44812 Remote Code 

Execution 

Critical No No 1 

CVE-2026-45586 Elevation of 

Privilege 

Important Yes No 1 

CVE-2026-45634 Information 

Disclosure 

Important No No 3 

CVE-2026-45592 Elevation of 

Privilege 

Important No No 3 

CVE-2026-42908 Information 

Disclosure 

Important No No 2 

5094042 高危 2026 年 6 

月 9 日 

— 

KB5094042 

(月度汇

总) 

CVE-2026-45601 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42905 Elevation of 

Privilege 

Important No No 1 

CVE-2026-34335 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45636 Remote Code 

Execution 

Important No No 2 

CVE-2026-42986 Elevation of 

Privilege 

Important No No 1 

CVE-2026-48576 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-42970 Information 

Disclosure 

Important No No 2 

CVE-2026-42911 Elevation of 

Privilege 

Important No No 2 

CVE-2026-44803 Remote Code 

Execution 

Critical No No 1 

CVE-2026-42989 Elevation of 

Privilege 

Important No No 1 

CVE-2026-47291 Remote Code 

Execution 

Critical No No 1 

CVE-2026-45642 Spoofing Important No No 2 

CVE-2026-41092 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45639 Information 

Disclosure 

Important No No 2 

CVE-2026-47289 Remote Code 

Execution 

Critical No No 2 

http://support.microsoft.com/kb/5094042
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CVE-2026-45608 Information 

Disclosure 

Important No No 3 

CVE-2026-45596 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45638 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45658 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-45602 Tampering Important No No 2 

CVE-2026-44799 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42912 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45655 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-42980 Elevation of 

Privilege 

Important No No 1 

CVE-2026-44815 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42909 Remote Code 

Execution 

Important No No 3 

CVE-2026-42968 Information 

Disclosure 

Important No No 2 

CVE-2026-42987 Remote Code 

Execution 

Critical No No 2 

CVE-2026-48578 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42903 Denial of 

Service 

Important No No 3 

CVE-2026-48574 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45635 Remote Code 

Execution 

Important No No 2 

CVE-2026-48575 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-42916 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-45653 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45598 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50508 Spoofing Important No No 1 

CVE-2026-40404 Elevation of 

Privilege 

Important No No 2 

CVE-2026-47288 Remote Code 

Execution 

Critical No No 3 

CVE-2026-47656 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45606 Denial of 

Service 

Important No No 2 

CVE-2026-42972 Information 

Disclosure 

Important No No 2 

CVE-2026-42985 Remote Code 

Execution 

Critical No No 1 

CVE-2026-44801 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42836 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45603 Elevation of 

Privilege 

Important No No 2 

CVE-2026-48573 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-8863 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-47648 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45599 Remote Code 

Execution 

Important No No 2 

CVE-2026-48568 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-42914 Denial of 

Service 

Important No No 2 

CVE-2026-41108 Elevation of 

Privilege 

Important No No 3 
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CVE-2026-45656 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-40409 Elevation of 

Privilege 

Important No No 2 

CVE-2026-48570 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-47653 Remote Code 

Execution 

Important No No 3 

CVE-2026-45588 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-44812 Remote Code 

Execution 

Critical No No 1 

CVE-2026-45586 Elevation of 

Privilege 

Important Yes No 1 

CVE-2026-45634 Information 

Disclosure 

Important No No 3 

CVE-2026-42908 Information 

Disclosure 

Important No No 2 

5094126 高危 June 9, 

2026—

KB5094126 

(OS 

Builds 

26200.865

5 and 

26100.865

5) - 

Microsoft 

Support 

CVE-2026-42983 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45601 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45605 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42974 Remote Code 

Execution 

Important No No 2 

CVE-2026-48576 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-48563 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45602 Tampering Important No No 2 

CVE-2026-42912 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42913 Remote Code 

Execution 

Important No No 3 

CVE-2026-42980 Elevation of 

Privilege 

Important No No 1 

http://support.microsoft.com/kb/5094126
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CVE-2026-42984 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45594 Information 

Disclosure 

Important No No 2 

CVE-2026-45606 Denial of 

Service 

Important No No 2 

CVE-2026-42836 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42914 Denial of 

Service 

Important No No 2 

CVE-2026-44812 Remote Code 

Execution 

Critical No No 1 

CVE-2026-42908 Information 

Disclosure 

Important No No 2 

CVE-2026-42905 Elevation of 

Privilege 

Important No No 1 

CVE-2026-42979 Elevation of 

Privilege 

Important No No 3 

CVE-2026-44810 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-45600 Elevation of 

Privilege 

Important No No 3 

CVE-2026-42829 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-42911 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42970 Information 

Disclosure 

Important No No 2 

CVE-2026-42989 Elevation of 

Privilege 

Important No No 1 

CVE-2026-45642 Spoofing Important No No 2 

CVE-2026-42977 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45596 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45638 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42904 Elevation of 

Privilege 

Important No No 3 
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CVE-2026-45641 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45658 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-45597 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45487 Elevation of 

Privilege 

Important No No 3 

CVE-2026-44815 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42968 Information 

Disclosure 

Important No No 2 

CVE-2026-48578 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45657 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42906 Information 

Disclosure 

Important No No 2 

CVE-2026-48574 Remote Code 

Execution 

Critical No No 2 

CVE-2026-48575 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-42916 Elevation of 

Privilege 

Important No No 2 

CVE-2026-40404 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45603 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42985 Remote Code 

Execution 

Critical No No 1 

CVE-2026-8863 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45599 Remote Code 

Execution 

Important No No 2 

CVE-2026-42973 Information 

Disclosure 

Important No No 2 

CVE-2026-42910 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-45634 Information 

Disclosure 

Important No No 3 

CVE-2026-44802 Elevation of 

Privilege 

Important No No 2 

CVE-2026-48583 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42828 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45640 Elevation of 

Privilege 

Important No No 2 

CVE-2026-44803 Remote Code 

Execution 

Critical No No 1 

CVE-2026-47291 Remote Code 

Execution 

Critical No No 1 

CVE-2026-45604 Information 

Disclosure 

Important No No 2 

CVE-2026-44799 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42981 Remote Code 

Execution 

Important No No 2 

CVE-2026-42837 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42909 Remote Code 

Execution 

Important No No 3 

CVE-2026-42991 Elevation of 

Privilege 

Important No No 3 

CVE-2026-47656 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45654 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-47648 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45585 Security 

Feature 

Bypass 

Important Yes No 1 

CVE-2026-42915 Denial of 

Service 

Important No No 2 

CVE-2026-40409 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-48570 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45588 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-44809 Elevation of 

Privilege 

Important No No 3 

CVE-2026-34335 Elevation of 

Privilege 

Important No No 3 

CVE-2026-42971 Information 

Disclosure 

Important No No 2 

CVE-2026-42969 Information 

Disclosure 

Important No No 3 

CVE-2026-45636 Remote Code 

Execution 

Important No No 2 

CVE-2026-42986 Elevation of 

Privilege 

Important No No 1 

CVE-2026-42992 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42993 Remote Code 

Execution 

Important No No 2 

CVE-2026-41092 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45639 Information 

Disclosure 

Important No No 2 

CVE-2026-47289 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45608 Information 

Disclosure 

Important No No 3 

CVE-2026-45607 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45655 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45637 Elevation of 

Privilege 

Important No No 2 

CVE-2025-10263 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-42903 Denial of 

Service 

Important No No 3 
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CVE-2026-47652 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45593 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45595 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45635 Remote Code 

Execution 

Important No No 2 

CVE-2026-45653 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45598 Elevation of 

Privilege 

Important No No 2 

CVE-2026-41108 Elevation of 

Privilege 

Important No No 3 

CVE-2026-49160 Denial of 

Service 

Important Yes No 1 

CVE-2026-42972 Information 

Disclosure 

Important No No 2 

CVE-2026-44801 Remote Code 

Execution 

Critical No No 2 

CVE-2026-48573 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-48568 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45656 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-33828 Elevation of 

Privilege 

Critical No No 3 

CVE-2026-47653 Remote Code 

Execution 

Important No No 3 

CVE-2026-50507 Security 

Feature 

Bypass 

Important Yes No 1 

CVE-2026-42907 Information 

Disclosure 

Important No No 2 

CVE-2026-45586 Elevation of 

Privilege 

Important Yes No 1 
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CVE-2026-45592 Elevation of 

Privilege 

Important No No 3 

CVE-2026-42978 Elevation of 

Privilege 

Important No No 3 

5094123 高危 June 9, 

2026—

KB5094123 

(OS Build 

17763.888

0) - 

Microsoft 

Support 

CVE-2026-42983 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45601 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45605 Elevation of 

Privilege 

Important No No 2 

CVE-2026-48576 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-48563 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45602 Tampering Important No No 2 

CVE-2026-42912 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42980 Elevation of 

Privilege 

Important No No 1 

CVE-2026-42984 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45594 Information 

Disclosure 

Important No No 2 

CVE-2026-45606 Denial of 

Service 

Important No No 2 

CVE-2026-42836 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42914 Denial of 

Service 

Important No No 2 

CVE-2026-44812 Remote Code 

Execution 

Critical No No 1 

CVE-2026-47654 Remote Code 

Execution 

Critical No No 3 

CVE-2026-42908 Information 

Disclosure 

Important No No 2 

CVE-2026-42905 Elevation of 

Privilege 

Important No No 1 

CVE-2026-42979 Elevation of 

Privilege 

Important No No 3 

http://support.microsoft.com/kb/5094123
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CVE-2026-42911 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42970 Information 

Disclosure 

Important No No 2 

CVE-2026-42989 Elevation of 

Privilege 

Important No No 1 

CVE-2026-45642 Spoofing Important No No 2 

CVE-2026-42977 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45596 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45638 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45658 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-44815 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42968 Information 

Disclosure 

Important No No 2 

CVE-2026-48578 Elevation of 

Privilege 

Important No No 2 

CVE-2026-48574 Remote Code 

Execution 

Critical No No 2 

CVE-2026-48575 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-42916 Elevation of 

Privilege 

Important No No 2 

CVE-2026-40404 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45603 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42985 Remote Code 

Execution 

Critical No No 1 

CVE-2026-8863 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45599 Remote Code 

Execution 

Important No No 2 
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CVE-2026-42973 Information 

Disclosure 

Important No No 2 

CVE-2026-44805 Denial of 

Service 

Important No No 3 

CVE-2026-45634 Information 

Disclosure 

Important No No 3 

CVE-2026-44802 Elevation of 

Privilege 

Important No No 2 

CVE-2026-48583 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42828 Elevation of 

Privilege 

Important No No 2 

CVE-2026-44803 Remote Code 

Execution 

Critical No No 1 

CVE-2026-47291 Remote Code 

Execution 

Critical No No 1 

CVE-2026-44799 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42837 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42909 Remote Code 

Execution 

Important No No 3 

CVE-2026-42991 Elevation of 

Privilege 

Important No No 3 

CVE-2026-42987 Remote Code 

Execution 

Critical No No 2 

CVE-2026-47656 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-47288 Remote Code 

Execution 

Critical No No 3 

CVE-2026-47648 Elevation of 

Privilege 

Important No No 3 

CVE-2026-40409 Elevation of 

Privilege 

Important No No 2 

CVE-2026-48570 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45588 Security 

Feature 

Bypass 

Important No No 2 
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CVE-2026-34335 Elevation of 

Privilege 

Important No No 3 

CVE-2026-42971 Information 

Disclosure 

Important No No 2 

CVE-2026-42969 Information 

Disclosure 

Important No No 3 

CVE-2026-45636 Remote Code 

Execution 

Important No No 2 

CVE-2026-42986 Elevation of 

Privilege 

Important No No 1 

CVE-2026-42992 Remote Code 

Execution 

Critical No No 2 

CVE-2026-41092 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45639 Information 

Disclosure 

Important No No 2 

CVE-2026-47289 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45608 Information 

Disclosure 

Important No No 3 

CVE-2026-45607 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45655 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45637 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42903 Denial of 

Service 

Important No No 3 

CVE-2026-45593 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45595 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45635 Remote Code 

Execution 

Important No No 2 

CVE-2026-45653 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45598 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-41108 Elevation of 

Privilege 

Important No No 3 

CVE-2026-49160 Denial of 

Service 

Important Yes No 1 

CVE-2026-42972 Information 

Disclosure 

Important No No 2 

CVE-2026-44801 Remote Code 

Execution 

Critical No No 2 

CVE-2026-48573 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-48568 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45656 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-33828 Elevation of 

Privilege 

Critical No No 3 

CVE-2026-47653 Remote Code 

Execution 

Important No No 3 

CVE-2026-50507 Security 

Feature 

Bypass 

Important Yes No 1 

CVE-2026-42907 Information 

Disclosure 

Important No No 2 

CVE-2026-45586 Elevation of 

Privilege 

Important Yes No 1 

CVE-2026-45592 Elevation of 

Privilege 

Important No No 3 

CVE-2026-42978 Elevation of 

Privilege 

Important No No 3 

5094128 高危 June 9, 

2026—

KB5094128 

(OS Build 

20348.525

6) - 

Microsoft 

Support 

CVE-2026-42983 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45601 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45605 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42974 Remote Code 

Execution 

Important No No 2 

http://support.microsoft.com/kb/5094128
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CVE-2026-48576 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45648 Remote Code 

Execution 

Critical No No 3 

CVE-2026-48563 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45602 Tampering Important No No 2 

CVE-2026-42912 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42913 Remote Code 

Execution 

Important No No 3 

CVE-2026-42980 Elevation of 

Privilege 

Important No No 1 

CVE-2026-42984 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45594 Information 

Disclosure 

Important No No 2 

CVE-2026-50508 Spoofing Important No No 1 

CVE-2026-45606 Denial of 

Service 

Important No No 2 

CVE-2026-42836 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42914 Denial of 

Service 

Important No No 2 

CVE-2026-44812 Remote Code 

Execution 

Critical No No 1 

CVE-2026-47654 Remote Code 

Execution 

Critical No No 3 

CVE-2026-42908 Information 

Disclosure 

Important No No 2 

CVE-2026-42905 Elevation of 

Privilege 

Important No No 1 

CVE-2026-42979 Elevation of 

Privilege 

Important No No 3 

CVE-2026-44810 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-42911 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42970 Information 

Disclosure 

Important No No 2 
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CVE-2026-42989 Elevation of 

Privilege 

Important No No 1 

CVE-2026-45642 Spoofing Important No No 2 

CVE-2026-42977 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45596 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45638 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42904 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45641 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45658 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-45597 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45487 Elevation of 

Privilege 

Important No No 3 

CVE-2026-44815 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42968 Information 

Disclosure 

Important No No 2 

CVE-2026-48578 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45657 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42906 Information 

Disclosure 

Important No No 2 

CVE-2026-48574 Remote Code 

Execution 

Critical No No 2 

CVE-2026-48575 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-42916 Elevation of 

Privilege 

Important No No 2 

CVE-2026-40404 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45603 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-42985 Remote Code 

Execution 

Critical No No 1 

CVE-2026-8863 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45599 Remote Code 

Execution 

Important No No 2 

CVE-2026-42973 Information 

Disclosure 

Important No No 2 

CVE-2026-44805 Denial of 

Service 

Important No No 3 

CVE-2026-45634 Information 

Disclosure 

Important No No 3 

CVE-2026-44802 Elevation of 

Privilege 

Important No No 2 

CVE-2026-48583 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42828 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45640 Elevation of 

Privilege 

Important No No 2 

CVE-2026-44803 Remote Code 

Execution 

Critical No No 1 

CVE-2026-47291 Remote Code 

Execution 

Critical No No 1 

CVE-2026-44799 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42981 Remote Code 

Execution 

Important No No 2 

CVE-2026-42837 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42909 Remote Code 

Execution 

Important No No 3 

CVE-2026-42991 Elevation of 

Privilege 

Important No No 3 

CVE-2026-42987 Remote Code 

Execution 

Critical No No 2 

CVE-2026-47656 Security 

Feature 

Bypass 

Important No No 2 
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CVE-2026-47288 Remote Code 

Execution 

Critical No No 3 

CVE-2026-47648 Elevation of 

Privilege 

Important No No 3 

CVE-2026-42915 Denial of 

Service 

Important No No 2 

CVE-2026-40409 Elevation of 

Privilege 

Important No No 2 

CVE-2026-48570 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45588 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-34335 Elevation of 

Privilege 

Important No No 3 

CVE-2026-42971 Information 

Disclosure 

Important No No 2 

CVE-2026-42969 Information 

Disclosure 

Important No No 3 

CVE-2026-45636 Remote Code 

Execution 

Important No No 2 

CVE-2026-42986 Elevation of 

Privilege 

Important No No 1 

CVE-2026-42992 Remote Code 

Execution 

Critical No No 2 

CVE-2026-42993 Remote Code 

Execution 

Important No No 2 

CVE-2026-41092 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45639 Information 

Disclosure 

Important No No 2 

CVE-2026-47289 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45608 Information 

Disclosure 

Important No No 3 

CVE-2026-45607 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45655 Security 

Feature 

Bypass 

Important No No 2 
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CVE-2026-45637 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42903 Denial of 

Service 

Important No No 3 

CVE-2026-47652 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45593 Elevation of 

Privilege 

Important No No 2 

CVE-2026-45595 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45635 Remote Code 

Execution 

Important No No 2 

CVE-2026-45653 Elevation of 

Privilege 

Important No No 3 

CVE-2026-45598 Elevation of 

Privilege 

Important No No 2 

CVE-2026-41108 Elevation of 

Privilege 

Important No No 3 

CVE-2026-49160 Denial of 

Service 

Important Yes No 1 

CVE-2026-42972 Information 

Disclosure 

Important No No 2 

CVE-2026-44801 Remote Code 

Execution 

Critical No No 2 

CVE-2026-48573 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-48568 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-45656 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-33828 Elevation of 

Privilege 

Critical No No 3 

CVE-2026-47653 Remote Code 

Execution 

Important No No 3 

CVE-2026-50507 Security 

Feature 

Bypass 

Important Yes No 1 
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CVE-2026-42907 Information 

Disclosure 

Important No No 2 

CVE-2026-45586 Elevation of 

Privilege 

Important Yes No 1 

CVE-2026-45592 Elevation of 

Privilege 

Important No No 3 

CVE-2026-42978 Elevation of 

Privilege 

Important No No 3 

 

 

本月微软发布的软件安全更新补丁共 7 个，详细列表如下： 

KBID 

奇安

信等

级 

补丁名称 修复的漏洞 漏洞的影响 漏洞等级 

公

开

披

露 

已

受

攻

击 

漏

洞

的

可

利

用

性 

5002877 高危 Descript

ion of 

the 

security 

update 

for 

Excel 

2016: 

June 9, 

2026 

(KB50028

77) - 

Microsof

t 

Support 

CVE-2026-45469 Remote Code 

Execution 

Important No No 2 

CVE-2026-44822 Information 

Disclosure 

Important No No 3 

CVE-2026-45455 Information 

Disclosure 

Important No No 2 

CVE-2026-44820 Remote Code 

Execution 

Important No No 2 

CVE-2026-44818 Remote Code 

Execution 

Important No No 2 

CVE-2026-44817 Remote Code 

Execution 

Important No No 3 

CVE-2026-44823 Remote Code 

Execution 

Important No No 2 

5002852 高危 Descript

ion of 

the 

security 

update 

for 

Office 

CVE-2026-45645 Remote Code 

Execution 

Important No No 2 

http://support.microsoft.com/kb/5002877
http://support.microsoft.com/kb/5002852
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2016: 

June 9, 

2026 

(KB50028

52) - 

Microsof

t 

Support 

5002879 高危 Descript

ion of 

the 

security 

update 

for Word 

2016: 

June 9, 

2026 

(KB50028

79) - 

Microsof

t 

Support 

CVE-2026-45458 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45471 Remote Code 

Execution 

Important No No 2 

CVE-2026-45456 Remote Code 

Execution 

Critical No No 2 

5002878 高危 Descript

ion of 

the 

security 

update 

for 

Office 

2016: 

June 9, 

2026 

(KB50028

78) - 

Microsof

t 

Support 

CVE-2026-44821 Information 

Disclosure 

Important No No 2 

CVE-2026-45472 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45485 Information 

Disclosure 

Important No No 2 

CVE-2026-44819 Remote Code 

Execution 

Important No No 2 

CVE-2026-45461 Remote Code 

Execution 

Critical No No 2 

CVE-2026-44824 Remote Code 

Execution 

Important No No 2 

CVE-2026-45475 Remote Code 

Execution 

Important No No 2 

CVE-2026-45474 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45463 Remote Code 

Execution 

Critical No No 2 

5094006 高危 KB509400

6: 

CVE-2026-45592 Elevation of 

Privilege 

Important No No 3 

http://support.microsoft.com/kb/5002879
http://support.microsoft.com/kb/5002878
http://support.microsoft.com/kb/5094006
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Cumulati

ve 

security 

update 

for 

Internet 

Explorer

: June 

9, 2026 

- 

Microsof

t 

Support 

5002880 高危 Descript

ion of 

the 

security 

update 

for 

SharePoi

nt 

Server 

2016: 

June 9, 

2026 

(KB50028

80) - 

Microsof

t 

Support 

CVE-2026-45484 Elevation of 

Privilege 

Important No No 2 

CVE-2026-47636 Spoofing Important No No 2 

CVE-2026-47637 Spoofing Important No No 2 

CVE-2026-45464 Spoofing Important No No 2 

CVE-2026-45471 Remote Code 

Execution 

Important No No 2 

CVE-2026-47298 Remote Code 

Execution 

Important No No 2 

CVE-2026-45465 Spoofing Important No No 2 

CVE-2026-44821 Information 

Disclosure 

Important No No 2 

CVE-2026-45485 Information 

Disclosure 

Important No No 2 

CVE-2026-45481 Spoofing Important No No 1 

CVE-2026-44819 Remote Code 

Execution 

Important No No 2 

CVE-2026-44824 Remote Code 

Execution 

Important No No 2 

CVE-2026-45458 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45462 Spoofing Important No No 2 

CVE-2026-48560 Spoofing Important No No 2 

CVE-2026-45456 Remote Code 

Execution 

Critical No No 2 

CVE-2026-47641 Spoofing Important No No 2 

CVE-2026-47638 Spoofing Important No No 2 

CVE-2026-47639 Spoofing Important No No 3 

http://support.microsoft.com/kb/5002880


                       奇安信集团 2026 年 06 月补丁库更新通告 

第 57 页 

CVE-2026-45468 Spoofing Important No No 2 

CVE-2026-45475 Remote Code 

Execution 

Important No No 2 

CVE-2026-45454 Remote Code 

Execution 

Important No No 2 

CVE-2026-45453 Spoofing Important No No 2 

CVE-2026-45479 Spoofing Important No No 2 

CVE-2026-47640 Spoofing Important No No 3 

CVE-2026-45467 Spoofing Important No No 2 

CVE-2026-33113 Spoofing Important No No 2 

CVE-2026-45483 Spoofing Important No No 2 

CVE-2026-48562 Spoofing Important No No 2 

5002881 高危 Descript

ion of 

the 

security 

update 

for 

SharePoi

nt 

Server 

2016 

Language 

Pack: 

June 9, 

2026 

(KB50028

81) - 

Microsof

t 

Support 

CVE-2026-44821 Information 

Disclosure 

Important No No 2 

CVE-2026-45485 Information 

Disclosure 

Important No No 2 

CVE-2026-44819 Remote Code 

Execution 

Important No No 2 

CVE-2026-44824 Remote Code 

Execution 

Important No No 2 

CVE-2026-45458 Remote Code 

Execution 

Critical No No 2 

CVE-2026-45471 Remote Code 

Execution 

Important No No 2 

CVE-2026-45475 Remote Code 

Execution 

Important No No 2 

CVE-2026-45456 Remote Code 

Execution 

Critical No No 2 

 

 

 

 

 

 

 

http://support.microsoft.com/kb/5002881
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注： 

1、 上述表格中“漏洞的可利用性”编号详细说明如下： 

0 - 已被利用(Exploitation Detected) 

1 - 更有可能被利用(Exploitation More Likely) 

2 - 不太可能利用(Exploitation Less Likely) 

3 - 不可能利用(Exploitation Unlikely) 

4 - 不受漏洞的影响(N/A) 
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第5章 参考链接 

 Security Update Guide 

https://portal.msrc.microsoft.com/zh-cn/security-guidance 

 Latest non-security updates for versions of Office that use Windows Installer (MSI) 

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates 

https://portal.msrc.microsoft.com/zh-cn/security-guidance
https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates

