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F2E ERRIHT

AAA 1T D23 25 b e L ME— 2605, f B E AR,

S W N o~

TIHEZEZ, (Severity) =/®H (Critical) ,

AN FE (Publicly Disclosed) =& (Yes) ,
Oz it (Exploited) =4 (Yes) ,

IR )R] R (Exploitability Assessment) =" B4 F) H
(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More

Likely) ”

FEHW R

5002517

CVE-2023-38177

Remote Code

Execution

Important

No

No

Exploitation
More Likely

5032254

5032190

5032197

5032189

5032247

5032248

5032249

5032196

5032252

5032250

5032192

5032199

5032198

CVE-2023-36036

Elevation of

Privilege

Important

No

Yes

Exploitation
Detected

5032254

5032190

5032197

5032189

5032247

5032248

5032249

5032196

5032252

5032250

5032192

5032199

5032198

CVE-2023-36397

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely



http://support.microsoft.com/kb/5002517
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-38177
http://support.microsoft.com/kb/5032254
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36036
http://support.microsoft.com/kb/5032190
http://support.microsoft.com/kb/5032197
http://support.microsoft.com/kb/5032189
http://support.microsoft.com/kb/5032247
http://support.microsoft.com/kb/5032248
http://support.microsoft.com/kb/5032249
http://support.microsoft.com/kb/5032196
http://support.microsoft.com/kb/5032252
http://support.microsoft.com/kb/5032250
http://support.microsoft.com/kb/5032192
http://support.microsoft.com/kb/5032199
http://support.microsoft.com/kb/5032198
http://support.microsoft.com/kb/5032254
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36397
http://support.microsoft.com/kb/5032190
http://support.microsoft.com/kb/5032197
http://support.microsoft.com/kb/5032189
http://support.microsoft.com/kb/5032247
http://support.microsoft.com/kb/5032248
http://support.microsoft.com/kb/5032249
http://support.microsoft.com/kb/5032196
http://support.microsoft.com/kb/5032252
http://support.microsoft.com/kb/5032250
http://support.microsoft.com/kb/5032192
http://support.microsoft.com/kb/5032199
http://support.microsoft.com/kb/5032198
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5032254

5032190

5032197

5032189

5032247

5032248

5032249

5032196

5032252

5032250

5032192

5032199

5032198

CVE-2023-36424

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5032254

5032190

5032197

5032189

5032247

5032248

5032249

5032196

5032252

5032250

5032192

5032199

5032198

CVE-2023-36025

Security
Feature

Bypass

Important

No

Yes

Exploitation
Detected

5032190

5032189

5032196

5032192

5032198

CVE-2023-38545

Remote Code

Execution

Important

Yes

No

5032190

5032197

5032189

5032196

5032192

5032199

5032198

CVE-2023-36400

Elevation of

Privilege

Critical

No

No

Exploitation
Less Likely

5032190

5032189

5032196

CVE-2023-38039

Denial of

Service

Low

Yes

No



http://support.microsoft.com/kb/5032254
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36424
http://support.microsoft.com/kb/5032190
http://support.microsoft.com/kb/5032197
http://support.microsoft.com/kb/5032189
http://support.microsoft.com/kb/5032247
http://support.microsoft.com/kb/5032248
http://support.microsoft.com/kb/5032249
http://support.microsoft.com/kb/5032196
http://support.microsoft.com/kb/5032252
http://support.microsoft.com/kb/5032250
http://support.microsoft.com/kb/5032192
http://support.microsoft.com/kb/5032199
http://support.microsoft.com/kb/5032198
http://support.microsoft.com/kb/5032254
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36025
http://support.microsoft.com/kb/5032190
http://support.microsoft.com/kb/5032197
http://support.microsoft.com/kb/5032189
http://support.microsoft.com/kb/5032247
http://support.microsoft.com/kb/5032248
http://support.microsoft.com/kb/5032249
http://support.microsoft.com/kb/5032196
http://support.microsoft.com/kb/5032252
http://support.microsoft.com/kb/5032250
http://support.microsoft.com/kb/5032192
http://support.microsoft.com/kb/5032199
http://support.microsoft.com/kb/5032198
http://support.microsoft.com/kb/5032190
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-38545
http://support.microsoft.com/kb/5032189
http://support.microsoft.com/kb/5032196
http://support.microsoft.com/kb/5032192
http://support.microsoft.com/kb/5032198
http://support.microsoft.com/kb/5032190
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36400
http://support.microsoft.com/kb/5032197
http://support.microsoft.com/kb/5032189
http://support.microsoft.com/kb/5032196
http://support.microsoft.com/kb/5032192
http://support.microsoft.com/kb/5032199
http://support.microsoft.com/kb/5032198
http://support.microsoft.com/kb/5032190
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-38039
http://support.microsoft.com/kb/5032189
http://support.microsoft.com/kb/5032196
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5032192
5032198
5032190 | CVE-2023-36033 | Elevation of | Important Yes Yes Exploitation
5032189 Privilege Detected
5032196
5032192
5032198
5032190 | CVE-2023-36399 | Elevation of | Important No No Exploitation
5032192 Privilege More Likely
5032198
5032190 | CVE-2023-36017 | Remote Code Important No No Exploitation
5032197 Execution More Likely
5032189
5032191
5032247
5032249
5032196
5032252
5032250
5032192
5032199
5032198
5032197 | CVE-2023-36394 | Elevation of | Important No No Exploitation
5032189 Privilege More Likely
5032196
5032192
5032199
5032198

CVE-2023-36413 | Security Important Yes No Exploitation

Feature More Likely

5002521 Bypass
5032146 | CVE-2023-36035 | Spoofing Important No No Exploitation
5032147 More Likely
5032146 | CVE-2023-36439 | Remote Code Important No No Exploitation
5032147 Execution More Likely
5032146 | CVE-2023-36050 | Spoofing Important No No Exploitation
5032147 More Likely
5032146 | CVE-2023-36039 | Spoofing Important No No Exploitation
5032147 More Likely



http://support.microsoft.com/kb/5032192
http://support.microsoft.com/kb/5032198
http://support.microsoft.com/kb/5032190
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36033
http://support.microsoft.com/kb/5032189
http://support.microsoft.com/kb/5032196
http://support.microsoft.com/kb/5032192
http://support.microsoft.com/kb/5032198
http://support.microsoft.com/kb/5032190
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36399
http://support.microsoft.com/kb/5032192
http://support.microsoft.com/kb/5032198
http://support.microsoft.com/kb/5032190
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36017
http://support.microsoft.com/kb/5032197
http://support.microsoft.com/kb/5032189
http://support.microsoft.com/kb/5032191
http://support.microsoft.com/kb/5032247
http://support.microsoft.com/kb/5032249
http://support.microsoft.com/kb/5032196
http://support.microsoft.com/kb/5032252
http://support.microsoft.com/kb/5032250
http://support.microsoft.com/kb/5032192
http://support.microsoft.com/kb/5032199
http://support.microsoft.com/kb/5032198
http://support.microsoft.com/kb/5032197
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36394
http://support.microsoft.com/kb/5032189
http://support.microsoft.com/kb/5032196
http://support.microsoft.com/kb/5032192
http://support.microsoft.com/kb/5032199
http://support.microsoft.com/kb/5032198
http://support.microsoft.com/kb/5002521
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36413
http://support.microsoft.com/kb/5032146
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36035
http://support.microsoft.com/kb/5032147
http://support.microsoft.com/kb/5032146
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36439
http://support.microsoft.com/kb/5032147
http://support.microsoft.com/kb/5032146
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36050
http://support.microsoft.com/kb/5032147
http://support.microsoft.com/kb/5032146
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36039
http://support.microsoft.com/kb/5032147
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5032254

FAE RN T IEHFIZR

AW RAT R G 2 AR T 38 13 A4, FEFIER AT

November
14, 2023—
KB5032254
(Monthly
Rollup) -
Microsoft
Support
for
Windows
Server
2008
Datacenter
ESU, Window
s Server
2008
Standard
ESU, Window
s Server
2008
Enterprise
ESU

CVE J§iF

CVE-2023-36705

Va2 G4

Elevation
of
Privilege

Important

No

No

CVE-2023-36425

Remote
Code

Execution

Important

No

No

CVE-2023-36036

Elevation
of
Privilege

Important

No

Yes

CVE-2023-36403

Elevation
of

Privilege

Important

No

No

CVE-2023-36393

Remote
Code

Execution

Important

No

No

CVE-2023-36397

Remote
Code

Execution

Critical

No

No

CVE-2023-36424

Elevation
of
Privilege

Important

No

No

CVE-2023-36402

Remote
Code
Execution

Important

No

No

CVE-2023-36025

Security
Feature

Bypass

Important

No

Yes

CVE-2023-36395

Denial of

Service

Important

No

No



http://support.microsoft.com/kb/5032254
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CVE-2023-36428 | Informati | Important | No | No
on
Disclosur
e
CVE-2023-36719 | Elevation | Important | No | No
of
Privilege
CVE-2023-36423 | Remote Important | No | No
Code
Execution
CVE-2023-36401 | Remote Important | No | No
Code
Execution
5032190 | & f& | November CVE-2023-36036 | Elevation | Important | No Yes
14, 2023— of
KB5032190 Privilege
(0S Builds | CVE-2023-36028 | Remote Important | No | No
22621. 2715 Code
and Execution
22631. 2715 | CVE-2023-36407 | Elevation | Important | No | No
) - of
Microsoft Privilege
Support CVE-2023-24023 | Spoofing Important | No | No
for CVE-2023-36025 | Security Important | No | Yes
Windows 11 Feature
version Bypass
22H2, all CVE-2023-36719 | Elevation | Important | No | No
editions, W of
indows 11 Privilege
version CVE-2023-36406 | Informati | Important |No | No
23H2, all on
editions Disclosur
e
CVE-2023-36405 | Elevation | Important | No | No
of
Privilege
CVE-2023-36401 | Remote Important | No | No
Code
Execution
CVE-2023-38545 | Remote Important | Yes | No
Code
Execution

%8 W



http://support.microsoft.com/kb/5032190
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CVE-2023-36047

Elevation
of

Privilege

Important

No

No

CVE-2023-36403

Elevation
of

Privilege

Important

No

No

CVE-2023-36393

Remote
Code

Execution

Important

No

No

CVE-2023-36397

Remote
Code

Execution

Critical

No

No

CVE-2023-36408

Elevation
of

Privilege

Important

No

No

CVE-2023-36425

Remote
Code

Execution

Important

No

No

CVE-2023-36404

Informati
on
Disclosur

e

Important

No

No

CVE-2023-36400

Elevation
of

Privilege

Critical

No

No

CVE-2023-38039

Denial of

Service

Low

Yes

No

CVE-2023-36033

Elevation
of

Privilege

Important

Yes

Yes

CVE-2023-36398

Informati
on
Disclosur

e

Important

No

No

CVE-2023-36428

Informati
on
Disclosur

e

Important

No

No

CVE-2023-36046

Denial of

Service

Important

No

No
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CVE-2023-36705

Elevation
of

Privilege

Important

No

No

CVE-2023-36399

Elevation
of

Privilege

Important

No

No

CVE-2023-36427

Elevation
of

Privilege

Important

No

No

CVE-2023-36017

Remote
Code

Execution

Important

No

No

CVE-2023-36424

Elevation
of

Privilege

Important

No

No

CVE-2023-36396

Remote
Code

Execution

Important

No

No

CVE-2023-36402

Remote
Code

Execution

Important

No

No

CVE-2023-36423

Remote
Code

Execution

Important

No

No

5032197

November
14, 2023—
KB5032197
(0S Build
14393. 6452
) -
Microsoft
Support
for
Windows
10,
version
1607, all
editions, W
indows

Server

CVE-2023-36036

Elevation
of

Privilege

Important

No

Yes

CVE-2023-36028

Remote
Code

Execution

Important

No

No

CVE-2023-36025

Security
Feature

Bypass

Important

No

Yes

CVE-2023-36395

Denial of

Service

Important

No

No

CVE-2023-36719

Elevation
of

Privilege

Important

No

No

CVE-2023-36405

Elevation
of

Privilege

Important

No

No

St

10 |



http://support.microsoft.com/kb/5032197
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2016, all

editions

CVE-2023-36401

Remote
Code

Execution

Important

No

No

CVE-2023-36403

Elevation
of

Privilege

Important

No

No

CVE-2023-36393

Remote
Code

Execution

Important

No

No

CVE-2023-36392

Denial of

Service

Important

No

No

CVE-2023-36397

Remote
Code

Execution

Critical

No

No

CVE-2023-36408

Elevation
of

Privilege

Important

No

No

CVE-2023-36425

Remote
Code

Execution

Important

No

No

CVE-2023-36049

Elevation
of

Privilege

Important

No

No

CVE-2023-36404

Informati
on
Disclosur

e

Important

No

No

CVE-2023-36394

Elevation
of

Privilege

Important

No

No

CVE-2023-36400

Elevation
of

Privilege

Critical

No

No

CVE-2023-36398

Informati
on
Disclosur

e

Important

No

No

CVE-2023-36428

Informati
on
Disclosur

e

Important

No

No

St

11w




Wwo T = 1s

- B & RSN E HREHEA 2023 £ 11 AN TEEHES
CVE-2023-36560 | Security Important | No | No
Feature
Bypass
CVE-2023-36705 | Elevation | Important | No | No
of
Privilege
CVE-2023-36017 | Remote Important | No | No
Code
Execution
CVE-2023-36424 | Elevation | Important | No No
of
Privilege
CVE-2023-36402 | Remote Important | No | No
Code
Execution
CVE-2023-36423 | Remote Important | No | No
Code
Execution
5032189 | & f& | November CVE-2023-36036 | Elevation | Important | No | Yes
14, 2023— of
KB5032189 Privilege
(0S Builds | CVE-2023-36028 | Remote Important | No | No
19044. 3693 Code
and Execution
19045. 3693 | CVE-2023-24023 | Spoofing Important | No | No
) - CVE-2023-36025 | Security Important | No | Yes
Microsoft Feature
Support Bypass
for CVE-2023-36719 | Elevation | Important | No | No
Windows 10 of
Enterprise Privilege
and CVE-2023-36405 | Elevation | Important | No | No
Education, of
version Privilege
21H2, Windo | CVE-2023-36401 | Remote Important | No | No
ws 10 IoT Code
Enterprise Execution
, version | (VE-2023-38545 | Remote Important | Yes | No
21H2, Windo Code
ws 10 Execution

St

12 W



http://support.microsoft.com/kb/5032189

Wwo T = 1s

AR ER2LHEE

FRIGED 2023 £ 11 HITEEFHFEL

Enterprise
Multi-
Session,
version
21H2, Windo
ws 10,
version
22H2, all

editions

CVE-2023-36047

Elevation
of

Privilege

Important

No

No

CVE-2023-36403

Elevation
of

Privilege

Important

No

No

CVE-2023-36393

Remote
Code

Execution

Important

No

No

CVE-2023-36397

Remote
Code

Execution

Critical

No

No

CVE-2023-36408

Elevation
of

Privilege

Important

No

No

CVE-2023-36425

Remote
Code

Execution

Important

No

No

CVE-2023-36404

Informati
on
Disclosur

e

Important

No

No

CVE-2023-36394

Elevation
of

Privilege

Important

No

No

CVE-2023-36400

Elevation
of

Privilege

Critical

No

No

CVE-2023-38039

Denial of

Service

Low

Yes

No

CVE-2023-36033

Elevation
of

Privilege

Important

Yes

Yes

CVE-2023-36398

Informati
on
Disclosur

e

Important

No

No

CVE-2023-36428

Informati
on
Disclosur

e

Important

No

No

St

R ER
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CVE-2023-36705

Elevation
of

Privilege

Important

No

No

CVE-2023-36427

Elevation
of

Privilege

Important

No

No

CVE-2023-36017

Remote
Code

Execution

Important

No

No

CVE-2023-36424

Elevation
of

Privilege

Important

No

No

CVE-2023-36402

Remote
Code

Execution

Important

No

No

CVE-2023-36423

Remote
Code

Execution

Important

No

No

5032247

November
14, 2023—
KB5032247
(Monthly
Rollup) -
Microsoft
Support
for
Windows
Server
2012

CVE-2023-36705

Elevation
of

Privilege

Important

No

No

CVE-2023-36425

Remote
Code

Execution

Important

No

No

CVE-2023-36036

Elevation
of

Privilege

Important

No

Yes

CVE-2023-36403

Elevation
of

Privilege

Important

No

No

CVE-2023-36393

Remote
Code

Execution

Important

No

No

CVE-2023-36392

Denial of

Service

Important

No

No

CVE-2023-36397

Remote
Code

Execution

Critical

No

No

CVE-2023-36017

Remote
Code

Execution

Important

No

No

St

14 R/



http://support.microsoft.com/kb/5032247
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CVE-2023-36424

Elevation
of

Privilege

Important

No

No

CVE-2023-36398

Informati
on
Disclosur

e

Important

No

No

CVE-2023-36402

Remote
Code

Execution

Important

No

No

CVE-2023-36025

Security
Feature

Bypass

Important

No

Yes

CVE-2023-36395

Denial of

Service

Important

No

No

CVE-2023-36428

Informati
on
Disclosur

e

Important

No

No

CVE-2023-36719

Elevation
of

Privilege

Important

No

No

CVE-2023-36423

Remote
Code

Execution

Important

No

No

CVE-2023-36401

Remote
Code

Execution

Important

No

No

5032248

i

=

November
14, 2023—
KB5032248
(Security-
only
update) -
Microsoft
Support
for
Windows
Server
2008

CVE-2023-36705

Elevation
of

Privilege

Important

No

No

CVE-2023-36425

Remote
Code

Execution

Important

No

No

CVE-2023-36036

Elevation
of

Privilege

Important

No

Yes

CVE-2023-36403

Elevation
of

Privilege

Important

No

No

St

15 |
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Datacenter | CVE-2023-36393 | Remote Important | No | No
ESU, Window Code
s Server Execution
2008 CVE-2023-36397 | Remote Critical No | No
Standard Code
ESU, Window Execution
s Server CVE-2023-36424 | Elevation | Important | No | No
2008 of
Enterprise Privilege
ESU CVE-2023-36402 | Remote Important | No | No
Code
Execution
CVE-2023-36025 | Security Important | No | Yes
Feature
Bypass
CVE-2023-36395 | Denial of | Important | No | No
Service
CVE-2023-36428 | Informati | Important | No | No
on
Disclosur
e
CVE-2023-36719 | Elevation | Important | No | No
of
Privilege
CVE-2023-36423 | Remote Important | No | No
Code
Execution
CVE-2023-36401 | Remote Important | No | No
Code
Execution
5032249 | & f& | November CVE-2023-36705 | Elevation | Important | No No
14, 2023— of
KB5032249 Privilege
(Monthly CVE-2023-36425 | Remote Important | No | No
Rollup) — Code
Microsoft Execution
Support CVE-2023-36036 | Elevation | Important |No | Yes
for of
Windows Privilege
Server CVE-2023-36403 | Elevation | Important | No | No
2012 R2 of
Privilege

St
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CVE-2023-36393

Remote
Code

Execution

Important

No

No

CVE-2023-36392

Denial of

Service

Important

No

No

CVE-2023-36397

Remote
Code

Execution

Critical

No

No

CVE-2023-36017

Remote
Code

Execution

Important

No

No

CVE-2023-36424

Elevation
of

Privilege

Important

No

No

CVE-2023-36398

Informati
on
Disclosur

e

Important

No

No

CVE-2023-36402

Remote
Code

Execution

Important

No

No

CVE-2023-36025

Security
Feature

Bypass

Important

No

Yes

CVE-2023-36395

Denial of

Service

Important

No

No

CVE-2023-36428

Informati
on
Disclosur

e

Important

No

No

CVE-2023-36719

Elevation
of

Privilege

Important

No

No

CVE-2023-36423

Remote
Code

Execution

Important

No

No

CVE-2023-36401

Remote
Code

Execution

Important

No

No

5032196

November
14, 2023—
KB5032196

CVE-2023-36036

Elevation
of

Privilege

Important

No

Yes

St

17



http://support.microsoft.com/kb/5032196

Wwo T = 1s

% —

AR ER2LHEE

FRIGED 2023 £ 11 HITEEFHFEL

(0S Build
17763. 5122
) -
Microsoft
Support
for Win 10
Ent LTSC
2019, Win
10 ToT Ent
LTSC

2019, Windo
ws 10 IoT
Core 2019
LTSC, Windo
ws Server

2019

CVE-2023-36028

Remote
Code

Execution

Important

No

No

CVE-2023-24023

Spoofing

Important

No

No

CVE-2023-36025

Security
Feature

Bypass

Important

No

Yes

CVE-2023-36395

Denial of

Service

Important

No

No

CVE-2023-36719

Elevation
of

Privilege

Important

No

No

CVE-2023-36405

Elevation
of

Privilege

Important

No

No

CVE-2023-36401

Remote
Code

Execution

Important

No

No

CVE-2023-38545

Remote
Code

Execution

Important

Yes

No

CVE-2023-36047

Elevation
of

Privilege

Important

No

No

CVE-2023-36403

Elevation
of

Privilege

Important

No

No

CVE-2023-36393

Remote
Code

Execution

Important

No

No

CVE-2023-36392

Denial of

Service

Important

No

No

CVE-2023-36397

Remote
Code

Execution

Critical

No

No

CVE-2023-36408

Elevation
of

Privilege

Important

No

No

CVE-2023-36425

Remote
Code

Execution

Important

No

No

St
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CVE-2023-36404

Informati
on
Disclosur

e

Important

No

No

CVE-2023-36394

Elevation
of

Privilege

Important

No

No

CVE-2023-36400

Elevation
of

Privilege

Critical

No

No

CVE-2023-38039

Denial of

Service

Low

Yes

No

CVE-2023-36033

Elevation
of

Privilege

Important

Yes

Yes

CVE-2023-36398

Informati
on
Disclosur

e

Important

No

No

CVE-2023-36428

Informati
on
Disclosur

e

Important

No

No

CVE-2023-36705

Elevation
of

Privilege

Important

No

No

CVE-2023-36427

Elevation
of

Privilege

Important

No

No

CVE-2023-36017

Remote
Code

Execution

Important

No

No

CVE-2023-36424

Elevation
of

Privilege

Important

No

No

CVE-2023-36402

Remote
Code

Execution

Important

No

No

CVE-2023-36423

Remote
Code

Execution

Important

No

No

St
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5032252 | & f& | November CVE-2023-36705 | Elevation | Important | No | No
14, 2023— of
KB5032252 Privilege
(Monthly CVE-2023-36425 | Remote Important | No | No
Rollup) - Code
Microsoft Execution
Support CVE-2023-36036 | Elevation | Important |No | Yes
for of
Windows Privilege
Server CVE-2023-36403 | Elevation | Important | No | No
2008 R2 of
Enterprise Privilege
ESU, Window | CVE-2023-36393 | Remote Important | No | No
s Server Code
2008 R2 Execution
Standard CVE-2023-36397 | Remote Critical |No |[No
ESU, Window Code
s Server Execution
2008 R2 CVE-2023-36017 | Remote Important | No | No
Datacenter Code
ESU, Window Execution
s Embedded | cyE-2023-36424 | Elevation | Important |No | No
POSReady 7 of
ESU Privilege
CVE-2023-36402 | Remote Important | No | No
Code
Execution
CVE-2023-36025 | Security Important | No | Yes
Feature
Bypass
CVE-2023-36395 | Denial of | Important | No | No
Service
CVE-2023-36428 | Informati | Important | No | No
on
Disclosur
e
CVE-2023-36719 | Elevation | Important | No | No
of
Privilege
CVE-2023-36423 | Remote Important | No | No
Code
Execution

St
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CVE-2023-36401 | Remote Important | No | No
Code
Execution
5032250 | & f& | November CVE-2023-36705 | Elevation | Important | No | No
14, 2023— of
KB5032250 Privilege
(Security— | CVE-2023-36425 | Remote Important | No | No
only Code
update) - Execution
Microsoft CVE-2023-36036 | Elevation | Important | No | Yes
Support of
for Privilege
Windows CVE-2023-36403 | Elevation | Important | No | No
Server of
2008 R2 Privilege
Enterprise | CVE-2023-36393 | Remote Important | No | No
ESU, Window Code
s Server Execution
2008 R2 CVE-2023-36397 | Remote Critical |No [No
Standard Code
ESU, Window Execution
s Server CVE-2023-36017 | Remote Important | No | No
2008 R2 Code
Datacenter Execution
ESU, Window | cvE-2023-36424 | Elevation | Important |No | No
s Embedded of
POSReady 7 Privilege
ESU CVE-2023-36402 | Remote Important | No | No
Code
Execution
CVE-2023-36025 | Security Important | No | Yes
Feature
Bypass
CVE-2023-36395 | Denial of | Important | No | No
Service
CVE-2023-36428 | Informati | Important | No | No
on
Disclosur
e
CVE-2023-36719 | Elevation | Important | No | No
of
Privilege

St
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CVE-2023-36423

Remote
Code

Execution

Important

No

No

CVE-2023-36401

Remote
Code

Execution

Important

No

No

5032192

November
14, 2023—
KB5032192
(0S Build
22000. 2600
)y -
Microsoft
Support
for
Windows 11
version
21H2, all

editions

CVE-2023-36036

Elevation
of

Privilege

Important

No

Yes

CVE-2023-36028

Remote
Code

Execution

Important

No

No

CVE-2023-36407

Elevation
of

Privilege

Important

No

No

CVE-2023-24023

Spoofing

Important

No

No

CVE-2023-36025

Security
Feature

Bypass

Important

No

Yes

CVE-2023-36719

Elevation
of

Privilege

Important

No

No

CVE-2023-36406

Informati
on
Disclosur

e

Important

No

No

CVE-2023-36405

Elevation
of

Privilege

Important

No

No

CVE-2023-36401

Remote
Code

Execution

Important

No

No

CVE-2023-38545

Remote
Code

Execution

Important

Yes

No

CVE-2023-36047

Elevation
of

Privilege

Important

No

No

CVE-2023-36403

Elevation
of

Privilege

Important

No

No

St
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CVE-2023-36393

Remote
Code

Execution

Important

No

No

CVE-2023-36397

Remote
Code

Execution

Critical

No

No

CVE-2023-36408

Elevation
of

Privilege

Important

No

No

CVE-2023-36425

Remote
Code

Execution

Important

No

No

CVE-2023-36404

Informati
on
Disclosur

e

Important

No

No

CVE-2023-36394

Elevation
of

Privilege

Important

No

No

CVE-2023-36400

Elevation
of

Privilege

Critical

No

No

CVE-2023-38039

Denial of

Service

Low

Yes

No

CVE-2023-36033

Elevation
of

Privilege

Important

Yes

Yes

CVE-2023-36398

Informati
on
Disclosur

e

Important

No

No

CVE-2023-36428

Informati
on
Disclosur

e

Important

No

No

CVE-2023-36046

Denial of

Service

Important

No

No

CVE-2023-36705

Elevation
of

Privilege

Important

No

No

St
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CVE-2023-36399

Elevation
of

Privilege

Important

No

No

CVE-2023-36427

Elevation
of

Privilege

Important

No

No

CVE-2023-36017

Remote
Code

Execution

Important

No

No

CVE-2023-36424

Elevation
of

Privilege

Important

No

No

CVE-2023-36402

Remote
Code

Execution

Important

No

No

CVE-2023-36423

Remote
Code

Execution

Important

No

No

5032199

November
14, 2023—
KB5032199
(0S Build
10240. 2030
8) -
Microsoft
Support
for
Windows 10

CVE-2023-36036

Elevation
of

Privilege

Important

No

Yes

CVE-2023-36028

Remote
Code

Execution

Important

No

No

CVE-2023-36025

Security
Feature

Bypass

Important

No

Yes

CVE-2023-36719

Elevation
of

Privilege

Important

No

No

CVE-2023-36401

Remote
Code

Execution

Important

No

No

CVE-2023-36403

Elevation
of

Privilege

Important

No

No

CVE-2023-36393

Remote
Code

Execution

Important

No

No

CVE-2023-36397

Remote
Code

Execution

Critical

No

No

St
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CVE-2023-36425

Remote
Code

Execution

Important

No

No

CVE-2023-36049

Elevation
of

Privilege

Important

No

No

CVE-2023-36394

Elevation
of

Privilege

Important

No

No

CVE-2023-36400

Elevation
of

Privilege

Critical

No

No

CVE-2023-36398

Informati
on
Disclosur

e

Important

No

No

CVE-2023-36428

Informati
on
Disclosur

e

Important

No

No

CVE-2023-36560

Security
Feature

Bypass

Important

No

No

CVE-2023-36705

Elevation
of

Privilege

Important

No

No

CVE-2023-36017

Remote
Code

Execution

Important

No

No

CVE-2023-36424

Elevation
of

Privilege

Important

No

No

CVE-2023-36402

Remote
Code

Execution

Important

No

No

CVE-2023-36423

Remote
Code

Execution

Important

No

No

5032198

November
14, 2023—
KB5032198

CVE-2023-36036

Elevation
of

Privilege

Important

No

Yes

St
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(0S Build
20348. 2113
) -
Microsoft
Support
for
Windows

Server
2022

CVE-2023-36028

Remote
Code

Execution

Important

No

No

CVE-2023-36407

Elevation
of

Privilege

Important

No

No

CVE-2023-24023

Spoofing

Important

No

No

CVE-2023-36025

Security
Feature

Bypass

Important

No

Yes

CVE-2023-36395

Denial of

Service

Important

No

No

CVE-2023-36719

Elevation
of

Privilege

Important

No

No

CVE-2023-36406

Informati
on
Disclosur

e

Important

No

No

CVE-2023-36405

Elevation
of

Privilege

Important

No

No

CVE-2023-36401

Remote
Code

Execution

Important

No

No

CVE-2023-38545

Remote
Code

Execution

Important

Yes

No

CVE-2023-36047

Elevation
of

Privilege

Important

No

No

CVE-2023-36403

Elevation
of

Privilege

Important

No

No

CVE-2023-36393

Remote
Code

Execution

Important

No

No

CVE-2023-36392

Denial of

Service

Important

No

No

CVE-2023-36397

Remote
Code

Execution

Critical

No

No

St
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CVE-2023-36408

Elevation
of

Privilege

Important

No

No

CVE-2023-36425

Remote
Code

Execution

Important

No

No

CVE-2023-36404

Informati
on
Disclosur

e

Important

No

No

CVE-2023-36394

Elevation
of

Privilege

Important

No

No

CVE-2023-36400

Elevation
of

Privilege

Critical

No

No

CVE-2023-38039

Denial of

Service

Low

Yes

No

CVE-2023-36033

Elevation
of

Privilege

Important

Yes

Yes

CVE-2023-36398

Informati
on
Disclosur

e

Important

No

No

CVE-2023-36428

Informati
on
Disclosur

e

Important

No

No

CVE-2023-36705

Elevation
of

Privilege

Important

No

No

CVE-2023-36399

Elevation
of

Privilege

Important

No

No

CVE-2023-36427

Elevation
of

Privilege

Important

No

No

CVE-2023-36017

Remote
Code

Execution

Important

No

No

St
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CVE-2023-36424 | Elevation | Important |No | No 1
of
Privilege
CVE-2023-36402 | Remote Important | No | No 2
Code
Execution
CVE-2023-36423 | Remote Important | No | No 2
Code
Execution

A A RECRAT AT LA FH AN T 3L 19 A4S, HEASIRIT

T BHR CVE ¥®if IR IWIREHR

5002517 | &G | Descriptio | CVE-2023-38177 | Remote Important | No | No 1
n of the Code
security Execution
update for
SharePoint
Enterprise
Server
2016:
November
14, 2023
(KB5002517
) -
Microsoft
Support
5032191 | & f& | KB5032191: | CVE-2023-36017 | Remote Important | No | No 1
Cumulative Code

security Execution
update for
Internet
Explorer:
November
14, 2023 -

28 I
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Microsoft

Support

November
14, 2023-
Security
Only
Update
for . NET
Framework
2.0, 3.0,
4.6.2 for
Windows
Server
2008 SP2
(KB5032186
) -
Microsoft

Support

CVE-2023-36560

Security
Feature

Bypass

Important

No

No

CVE-2023-36049

Elevation
of

Privilege

Important

No

No

Descriptio
n of the
security
update for
Office
2016:
November
14, 2023
(KB5002521
) -
Microsoft

Support

CVE-2023-36413

Security
Feature

Bypass

Important

Yes

No

November
14, 2023-
KB5031989
Cumulative
Update
for .NET
Framework
4.8 for
Windows
10,
version

1607 and

CVE-2023-36560

Security
Feature

Bypass

Important

No

No

CVE-2023-36049

Elevation
of

Privilege

Important

No

No
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Windows
Server
2016 -
Microsoft

Support

Descriptio
n of the
security
update for
Excel
2016:
November
14, 2023
(KB5002518
) -
Microsoft

Support

CVE-2023-36041

Remote
Code

Execution

Important

No

No

CVE-2023-36037

Security
Feature

Bypass

Important

No

No

November
14, 2023-
KB5032336
Cumulative
Update
for .NET
Framework
3.5, 4.8
and 4.8.1
for
Windows
Server
2022 -
Microsoft

Support

CVE-2023-36560

Security
Feature

Bypass

Important

No

No

CVE-2023-36049

Elevation
of

Privilege

Important

No

No

=

T

November
14, 2023-
KB5032338
Cumulative
Update

for .NET
Framework
3.5, 4.8
and 4.8.1

for

CVE-2023-36560

Security
Feature

Bypass

Important

No

No

CVE-2023-36049

Elevation
of

Privilege

Important

No

No

% 30 I
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Windows 10
Version
21H2 -
Microsoft

Support

November
14, 2023-
Security
and
Quality
Rollup

for . NET
Framework
3.5.1,
4.6. 2,

4.7,

4.7.1,
4.7.2, 4.8
for
Windows
Embedded 7
Standard
and
Windows
Server
2008 R2
SP1
(KB5032341
) -
Microsoft

Support

CVE-2023-36560

Security
Feature

Bypass

Important

No

No

CVE-2023-36049

Elevation
of

Privilege

Important

No

No

=

T

November
14, 2023-
Security
Only
Update
for .NET
Framework
3.5.1,

4. 6. 2,
4.1,
4.7. 1,

CVE-2023-36560

Security
Feature

Bypass

Important

No

No

CVE-2023-36049

Elevation
of

Privilege

Important

No

No
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4.7.2, 4.8
for
Windows
Embedded 7
Standard
and
Windows
Server
2008 R2
SP1
(KB5032185
) -
Microsoft

Support

5032146 | & /G | Descriptio | CVE-2023-36035 | Spoofing Important | No | No

n of the CVE-2023-36439 | Remote Important | No | No
security Code

update for Execution

Microsoft CVE-2023-36050 | Spoofing Important |No | No

Exchange CVE-2023-36039 | Spoofing Important | No | No
Server

2019 and
2016:
November
14, 2023
(KB5032146
) -
Microsoft

Support

5032344 | & f& | November CVE-2023-36560 | Security Important | No No
14, 2023- Feature
Security Bypass

and CVE-2023-36049 | Elevation | Important | No | No
Quality of

Rollup Privilege
for .NET

Framework
2.0, 3.0,
4.6.2 for
Windows

Server
2008 SP2

%32 W
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(KB5032344
) _
Microsoft

Support

November
14, 2023-
KB5032007
Cumulative
Update
for . NET
Framework
3.5 and
4.8.1 for
Windows
11,
version
22H2 and
Windows
11,
version
23H2 -
Microsoft

Support

CVE-2023-36560

Security
Feature

Bypass

Important

No

No

CVE-2023-36049

Elevation
of

Privilege

Important

No

No

=

Tt

Descriptio
n of the
security
update for
Microsoft
Exchange
Server
2016:
November
14, 2023
(KB5032147
) -
Microsoft

Support

CVE-2023-36035

Spoofing

Important

No

No

CVE-2023-36439

Remote
Code

Execution

Important

No

No

CVE-2023-36050

Spoofing

Important

No

No

CVE-2023-36039

Spoofing

Important

No

No

November
14, 2023-
KB5032339

CVE-2023-36560

Security
Feature

Bypass

Important

No

No
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Cumulative
Update

for .NET
Framework
3.5, 4.8
and 4.8.1
for
Windows 10
Version
22H2 -
Microsoft

Support

CVE-2023-36049

Elevation
of

Privilege

Important

No

No

November
14, 2023-
KB5032340
Cumulative
Update
for .NET
Framework
3.5, 4.8
and 4.8.1
for
Windows
11,
version
21H2 -
Microsoft

Support

CVE-2023-36560

Security
Feature

Bypass

Important

No

No

CVE-2023-36049

Elevation
of

Privilege

Important

No

No

November
14, 2023-
Security
and
Quality
Rollup
for .NET
Framework
3.5,

4. 6. 2,
4.1,
4.7. 1,
4.7.2, 4.8

for

CVE-2023-36560

Security
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http://support.microsoft.com/kb/5032337
http://support.microsoft.com/kb/5032343
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TE:

L BIRERM Ui TR L G s VEAR U B G T
0 — C#FIH (Exploitation Detected)
1 - EHAREPFAIH (Exploitation More Likely)
2 — AKATREFIA (Exploitation Less Likely)
3 — KA REFI A (Exploitation Unlikely)

4 = AP (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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