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第1章 安全通告 

尊敬的客户： 

奇安信集团最新补丁库（V6版本：2025.10.15.1，V10版本：2025.10.15.1000）

已发布，本次更新推送了 39 个微软安全补丁，修复了 149 个安全漏洞，其中 5

个微软官方评级为“严重(Critical)”，144 个评级为“重要(Important)”，这

些漏洞影响 Windows、Office 等产品. 
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第2章 重点关注补丁 

本月有 20 个安全漏洞经奇安信评估满足以下任一条件，需要重点关注。 

1. 漏洞等级（Severity）=严重（Critical）， 

2. 公开披露（Publicly Disclosed）=是（Yes）， 

3. 已受攻击（Exploited）=是（Yes）， 

4. 漏洞的可利用性（Exploitability Assessment）="已被利用

（Exploitation Detected）" 或 "很可能被利用（Exploitation More 

Likely）" 

详情如下： 

KBID 修复的漏洞 漏洞的影响 漏洞等级 
公开

披露 

已受

攻击 
漏洞的可利用性 

5066873 CVE-2025-55692 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5066782 

5066586 

5066793 

5066791 

5066836 

5066837 

5066835 

5066873 CVE-2025-24990 Elevation of 

Privilege 

Important No Yes Exploitation 

Detected 5066782 

5066586 

5066876 

5066793 

5066874 

5066791 

5066836 

5066872 

5066837 

5066877 

5066835 

5066875 

5066873 CVE-2025-24052 Elevation of 

Privilege 

Important Yes No Exploitation 

More Likely 5066782 

5066586 

5066876 

5066793 

5066874 

5066791 

http://support.microsoft.com/kb/5066873
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-55692
http://support.microsoft.com/kb/5066782
http://support.microsoft.com/kb/5066586
http://support.microsoft.com/kb/5066793
http://support.microsoft.com/kb/5066791
http://support.microsoft.com/kb/5066836
http://support.microsoft.com/kb/5066837
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066873
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24990
http://support.microsoft.com/kb/5066782
http://support.microsoft.com/kb/5066586
http://support.microsoft.com/kb/5066876
http://support.microsoft.com/kb/5066793
http://support.microsoft.com/kb/5066874
http://support.microsoft.com/kb/5066791
http://support.microsoft.com/kb/5066836
http://support.microsoft.com/kb/5066872
http://support.microsoft.com/kb/5066837
http://support.microsoft.com/kb/5066877
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066875
http://support.microsoft.com/kb/5066873
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24052
http://support.microsoft.com/kb/5066782
http://support.microsoft.com/kb/5066586
http://support.microsoft.com/kb/5066876
http://support.microsoft.com/kb/5066793
http://support.microsoft.com/kb/5066874
http://support.microsoft.com/kb/5066791
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5066836 

5066872 

5066837 

5066877 

5066835 

5066875 

5066873 CVE-2016-9535 Remote Code 

Execution 

Critical No No Exploitation 

Unlikely 5066782 

5066586 

5066876 

5066793 

5066874 

5066791 

5066836 

5066872 

5066837 

5066877 

5066835 

5066875 

5066873 CVE-2025-59287 Remote Code 

Execution 

Critical No No Exploitation 

More Likely 5066782 

5066586 

5066836 

5066835 

5066875 

5066873 CVE-2025-59230 Elevation of 

Privilege 

Important No Yes Exploitation 

Detected 5066782 

5066586 

5066876 

5066793 

5066874 

5066791 

5066836 

5066872 

5066837 

5066877 

5066835 

5066875 

5066873 CVE-2025-47827 Security 

Feature 

Bypass 

Important No Yes Exploitation 

Detected 5066782 

5066586 

http://support.microsoft.com/kb/5066836
http://support.microsoft.com/kb/5066872
http://support.microsoft.com/kb/5066837
http://support.microsoft.com/kb/5066877
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066875
http://support.microsoft.com/kb/5066873
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2016-9535
http://support.microsoft.com/kb/5066782
http://support.microsoft.com/kb/5066586
http://support.microsoft.com/kb/5066876
http://support.microsoft.com/kb/5066793
http://support.microsoft.com/kb/5066874
http://support.microsoft.com/kb/5066791
http://support.microsoft.com/kb/5066836
http://support.microsoft.com/kb/5066872
http://support.microsoft.com/kb/5066837
http://support.microsoft.com/kb/5066877
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066875
http://support.microsoft.com/kb/5066873
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-59287
http://support.microsoft.com/kb/5066782
http://support.microsoft.com/kb/5066586
http://support.microsoft.com/kb/5066836
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066875
http://support.microsoft.com/kb/5066873
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-59230
http://support.microsoft.com/kb/5066782
http://support.microsoft.com/kb/5066586
http://support.microsoft.com/kb/5066876
http://support.microsoft.com/kb/5066793
http://support.microsoft.com/kb/5066874
http://support.microsoft.com/kb/5066791
http://support.microsoft.com/kb/5066836
http://support.microsoft.com/kb/5066872
http://support.microsoft.com/kb/5066837
http://support.microsoft.com/kb/5066877
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066875
http://support.microsoft.com/kb/5066873
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-47827
http://support.microsoft.com/kb/5066782
http://support.microsoft.com/kb/5066586
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5066793 

5066791 

5066836 

5066837 

5066835 

5066875 

5066782 CVE-2025-59199 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5066586 

5066793 

5066791 

5066835 

5066782 CVE-2025-55680 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5066586 

5066793 

5066791 

5066835 

5066782 CVE-2025-49708 Elevation of 

Privilege 

Critical No No Exploitation 

Less Likely 5066586 

5066793 

5066791 

5066835 

5066782 CVE-2025-55681 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5066586 

5066793 

5066791 

5066835 

5066782 CVE-2025-58722 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5066586 

5066793 

5066791 

5066836 

5066835 

5002792 CVE-2025-59234 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

5002792 CVE-2025-59227 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

5066793 CVE-2025-59194 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5066835 

5066793 CVE-2025-2884 Information 

Disclosure 

Important Yes No Exploitation 

Less Likely 5066835 

5066793 CVE-2025-48004 Important No No 

http://support.microsoft.com/kb/5066793
http://support.microsoft.com/kb/5066791
http://support.microsoft.com/kb/5066836
http://support.microsoft.com/kb/5066837
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066875
http://support.microsoft.com/kb/5066782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-59199
http://support.microsoft.com/kb/5066586
http://support.microsoft.com/kb/5066793
http://support.microsoft.com/kb/5066791
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-55680
http://support.microsoft.com/kb/5066586
http://support.microsoft.com/kb/5066793
http://support.microsoft.com/kb/5066791
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-49708
http://support.microsoft.com/kb/5066586
http://support.microsoft.com/kb/5066793
http://support.microsoft.com/kb/5066791
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-55681
http://support.microsoft.com/kb/5066586
http://support.microsoft.com/kb/5066793
http://support.microsoft.com/kb/5066791
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-58722
http://support.microsoft.com/kb/5066586
http://support.microsoft.com/kb/5066793
http://support.microsoft.com/kb/5066791
http://support.microsoft.com/kb/5066836
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5002792
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-59234
http://support.microsoft.com/kb/5002792
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-59227
http://support.microsoft.com/kb/5066793
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-59194
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066793
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-2884
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066793
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-48004
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5066835 Elevation of 

Privilege 

Exploitation 

More Likely 

5066835 CVE-2025-55676 Information 

Disclosure 

Important No No Exploitation 

More Likely 

5066835 CVE-2025-55694 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 

5066835 CVE-2025-55693 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 

 

http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066835
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-55676
http://support.microsoft.com/kb/5066835
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-55694
http://support.microsoft.com/kb/5066835
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-55693
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第3章 已知问题和特殊调整 

本月暂无已知问题和特殊调整。 
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第4章 漏洞补丁详细列表 

本月微软发布的系统安全更新补丁共 13 个，详细列表如下： 

KBID 

奇安

信集

团级

别 

补丁名称 CVE 漏洞 漏洞的影响 漏洞等级 

公

开

披

露 

已

受

攻

击 

漏

洞

的

可

利

用

性 

5066873 高危 October 

14, 

2025—

KB5066873 

(Monthly 

Rollup) - 

Microsoft 

Support 

CVE-2025-55692 Elevation of 

Privilege 

Important No No 1 

CVE-2025-59242 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59185 Spoofing Important No No 2 

CVE-2025-58730 Remote Code 

Execution 

Important No No 3 

CVE-2025-58732 Remote Code 

Execution 

Important No No 3 

CVE-2025-59259 Denial of 

Service 

Important No No 2 

CVE-2025-24990 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-59190 Denial of 

Service 

Important No No 3 

CVE-2025-55678 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59187 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59280 Tampering Important No No 2 

CVE-2025-55701 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59211 Information 

Disclosure 

Important No No 3 

CVE-2025-59295 Remote Code 

Execution 

Important No No 2 

CVE-2025-59214 Spoofing Important No No 3 

CVE-2025-58718 Remote Code 

Execution 

Important No No 2 

http://support.microsoft.com/kb/5066873
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CVE-2025-58729 Denial of 

Service 

Important No No 2 

CVE-2025-59196 Elevation of 

Privilege 

Important No No 3 

CVE-2025-58737 Remote Code 

Execution 

Important No No 3 

CVE-2025-59202 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58736 Remote Code 

Execution 

Important No No 3 

CVE-2025-59201 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58739 Spoofing Important No No 2 

CVE-2025-59275 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59205 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58726 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59244 Spoofing Important No No 2 

CVE-2025-55335 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58725 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59282 Remote Code 

Execution 

Important No No 3 

CVE-2025-58717 Information 

Disclosure 

Important No No 2 

CVE-2025-58714 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59208 Information 

Disclosure 

Important No No 2 

CVE-2025-55700 Information 

Disclosure 

Important No No 2 

CVE-2025-55687 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59253 Denial of 

Service 

Important No No 2 

CVE-2025-24052 Elevation of 

Privilege 

Important Yes No 1 
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CVE-2025-58733 Remote Code 

Execution 

Important No No 3 

CVE-2016-9535 Remote Code 

Execution 

Critical No No 3 

CVE-2025-55695 Information 

Disclosure 

Important No No 3 

CVE-2025-59188 Information 

Disclosure 

Important No No 2 

CVE-2025-59198 Denial of 

Service 

Important No No 3 

CVE-2025-25004 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59287 Remote Code 

Execution 

Critical No No 1 

CVE-2025-59258 Information 

Disclosure 

Important No No 2 

CVE-2025-59230 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-59209 Information 

Disclosure 

Important No No 3 

CVE-2025-59278 Elevation of 

Privilege 

Important No No 2 

CVE-2025-47827 Security 

Feature 

Bypass 

Important No Yes 0 

CVE-2025-59277 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58735 Remote Code 

Execution 

Important No No 3 

5066782 高危 October 

14, 

2025—

KB5066782 

(OS Build 

20348.429

4) - 

Microsoft 

Support 

CVE-2025-59242 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58732 Remote Code 

Execution 

Important No No 3 

CVE-2025-59259 Denial of 

Service 

Important No No 2 

CVE-2025-24990 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-59254 Elevation of 

Privilege 

Important No No 3 

CVE-2025-55339 Elevation of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5066782
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CVE-2025-55683 Information 

Disclosure 

Important No No 2 

CVE-2025-55701 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59193 Elevation of 

Privilege 

Important No No 2 

CVE-2025-50175 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59214 Spoofing Important No No 3 

CVE-2025-59196 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59199 Elevation of 

Privilege 

Important No No 1 

CVE-2025-55338 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-58739 Spoofing Important No No 2 

CVE-2025-58734 Remote Code 

Execution 

Important No No 3 

CVE-2025-58726 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58720 Information 

Disclosure 

Important No No 2 

CVE-2025-50152 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59282 Remote Code 

Execution 

Important No No 3 

CVE-2025-58717 Information 

Disclosure 

Important No No 2 

CVE-2025-58714 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59208 Information 

Disclosure 

Important No No 2 

CVE-2025-55699 Information 

Disclosure 

Important No No 2 

CVE-2025-58738 Remote Code 

Execution 

Important No No 3 

CVE-2025-47827 Security 

Feature 

Bypass 

Important No Yes 0 
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CVE-2025-58715 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59277 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55692 Elevation of 

Privilege 

Important No No 1 

CVE-2025-59191 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55333 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-58731 Remote Code 

Execution 

Important No No 3 

CVE-2025-59184 Information 

Disclosure 

Important No No 2 

CVE-2025-58718 Remote Code 

Execution 

Important No No 2 

CVE-2025-48813 Spoofing Important No No 2 

CVE-2025-58736 Remote Code 

Execution 

Important No No 3 

CVE-2025-59201 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59186 Information 

Disclosure 

Important No No 2 

CVE-2025-55325 Information 

Disclosure 

Important No No 2 

CVE-2025-58716 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59244 Spoofing Important No No 2 

CVE-2025-55680 Elevation of 

Privilege 

Important No No 1 

CVE-2025-55679 Information 

Disclosure 

Important No No 3 

CVE-2025-59192 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55696 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59207 Elevation of 

Privilege 

Important No No 2 

CVE-2025-24052 Elevation of 

Privilege 

Important Yes No 1 



                       奇安信集团 2025 年 10 月补丁库更新通告 

第 13 页 

CVE-2025-58733 Remote Code 

Execution 

Important No No 3 

CVE-2025-55326 Remote Code 

Execution 

Important No No 2 

CVE-2025-58719 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59195 Denial of 

Service 

Important No No 2 

CVE-2025-59287 Remote Code 

Execution 

Critical No No 1 

CVE-2025-59261 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59278 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55336 Information 

Disclosure 

Important No No 2 

CVE-2025-59200 Spoofing Important No No 2 

CVE-2025-59190 Denial of 

Service 

Important No No 3 

CVE-2025-55678 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59187 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55686 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59197 Information 

Disclosure 

Important No No 2 

CVE-2025-59275 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59205 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55335 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59255 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59294 Information 

Disclosure 

Important No No 3 

CVE-2025-55332 Security 

Feature 

Bypass 

Important No No 2 
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CVE-2025-55687 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55695 Information 

Disclosure 

Important No No 3 

CVE-2025-49708 Elevation of 

Privilege 

Critical No No 2 

CVE-2025-55685 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55681 Elevation of 

Privilege 

Important No No 1 

CVE-2025-55328 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55331 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59204 Information 

Disclosure 

Important No No 3 

CVE-2025-59185 Spoofing Important No No 2 

CVE-2025-58730 Remote Code 

Execution 

Important No No 3 

CVE-2025-54957 Remote Code 

Execution 

Important No No 2 

CVE-2025-59260 Information 

Disclosure 

Important No No 2 

CVE-2025-59280 Tampering Important No No 2 

CVE-2025-59211 Information 

Disclosure 

Important No No 3 

CVE-2025-59295 Remote Code 

Execution 

Important No No 2 

CVE-2025-58729 Denial of 

Service 

Important No No 2 

CVE-2025-58737 Remote Code 

Execution 

Important No No 3 

CVE-2025-59202 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55689 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58725 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55700 Information 

Disclosure 

Important No No 2 
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CVE-2025-58722 Elevation of 

Privilege 

Important No No 1 

CVE-2025-59253 Denial of 

Service 

Important No No 2 

CVE-2016-9535 Remote Code 

Execution 

Critical No No 3 

CVE-2025-59188 Information 

Disclosure 

Important No No 2 

CVE-2025-59198 Denial of 

Service 

Important No No 3 

CVE-2025-25004 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59258 Information 

Disclosure 

Important No No 2 

CVE-2025-59230 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-59209 Information 

Disclosure 

Important No No 3 

CVE-2025-59203 Information 

Disclosure 

Important No No 2 

CVE-2025-58735 Remote Code 

Execution 

Important No No 3 

CVE-2025-55340 Security 

Feature 

Bypass 

Important No No 3 

5066586 高危 October 

14, 

2025—

KB5066586 

(OS Build 

17763.791

9) - 

Microsoft 

Support 

CVE-2025-59242 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58732 Remote Code 

Execution 

Important No No 3 

CVE-2025-59259 Denial of 

Service 

Important No No 2 

CVE-2025-24990 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-59254 Elevation of 

Privilege 

Important No No 3 

CVE-2025-55683 Information 

Disclosure 

Important No No 2 

CVE-2025-55701 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59193 Elevation of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5066586
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CVE-2025-50175 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59214 Spoofing Important No No 3 

CVE-2025-59196 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59199 Elevation of 

Privilege 

Important No No 1 

CVE-2025-55338 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-58739 Spoofing Important No No 2 

CVE-2025-58734 Remote Code 

Execution 

Important No No 3 

CVE-2025-58726 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58720 Information 

Disclosure 

Important No No 2 

CVE-2025-50152 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59282 Remote Code 

Execution 

Important No No 3 

CVE-2025-58717 Information 

Disclosure 

Important No No 2 

CVE-2025-58714 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59208 Information 

Disclosure 

Important No No 2 

CVE-2025-55699 Information 

Disclosure 

Important No No 2 

CVE-2025-58738 Remote Code 

Execution 

Important No No 3 

CVE-2025-47827 Security 

Feature 

Bypass 

Important No Yes 0 

CVE-2025-58715 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59277 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55692 Elevation of 

Privilege 

Important No No 1 
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CVE-2025-59191 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55333 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-59184 Information 

Disclosure 

Important No No 2 

CVE-2025-58718 Remote Code 

Execution 

Important No No 2 

CVE-2025-48813 Spoofing Important No No 2 

CVE-2025-58736 Remote Code 

Execution 

Important No No 3 

CVE-2025-59201 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59186 Information 

Disclosure 

Important No No 2 

CVE-2025-55325 Information 

Disclosure 

Important No No 2 

CVE-2025-58716 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59244 Spoofing Important No No 2 

CVE-2025-55680 Elevation of 

Privilege 

Important No No 1 

CVE-2025-55679 Information 

Disclosure 

Important No No 3 

CVE-2025-59192 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55696 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59207 Elevation of 

Privilege 

Important No No 2 

CVE-2025-24052 Elevation of 

Privilege 

Important Yes No 1 

CVE-2025-58733 Remote Code 

Execution 

Important No No 3 

CVE-2025-55326 Remote Code 

Execution 

Important No No 2 

CVE-2025-58719 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59195 Denial of 

Service 

Important No No 2 
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CVE-2025-59287 Remote Code 

Execution 

Critical No No 1 

CVE-2025-59278 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55336 Information 

Disclosure 

Important No No 2 

CVE-2025-59200 Spoofing Important No No 2 

CVE-2025-59190 Denial of 

Service 

Important No No 3 

CVE-2025-55678 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59187 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59197 Information 

Disclosure 

Important No No 2 

CVE-2025-59275 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59205 Elevation of 

Privilege 

Important No No 2 

CVE-2025-53150 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55335 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59255 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59294 Information 

Disclosure 

Important No No 3 

CVE-2025-55332 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-55687 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55695 Information 

Disclosure 

Important No No 3 

CVE-2025-49708 Elevation of 

Privilege 

Critical No No 2 

CVE-2025-55681 Elevation of 

Privilege 

Important No No 1 

CVE-2025-53768 Elevation of 

Privilege 

Important No No 3 
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CVE-2025-55328 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59204 Information 

Disclosure 

Important No No 3 

CVE-2025-59185 Spoofing Important No No 2 

CVE-2025-58730 Remote Code 

Execution 

Important No No 3 

CVE-2025-54957 Remote Code 

Execution 

Important No No 2 

CVE-2025-59260 Information 

Disclosure 

Important No No 2 

CVE-2025-59280 Tampering Important No No 2 

CVE-2025-59211 Information 

Disclosure 

Important No No 3 

CVE-2025-59295 Remote Code 

Execution 

Important No No 2 

CVE-2025-58729 Denial of 

Service 

Important No No 2 

CVE-2025-58728 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58737 Remote Code 

Execution 

Important No No 3 

CVE-2025-59202 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58725 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55700 Information 

Disclosure 

Important No No 2 

CVE-2025-58722 Elevation of 

Privilege 

Important No No 1 

CVE-2025-59253 Denial of 

Service 

Important No No 2 

CVE-2016-9535 Remote Code 

Execution 

Critical No No 3 

CVE-2025-59188 Information 

Disclosure 

Important No No 2 

CVE-2025-59198 Denial of 

Service 

Important No No 3 

CVE-2025-25004 Elevation of 

Privilege 

Important No No 2 
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CVE-2025-59258 Information 

Disclosure 

Important No No 2 

CVE-2025-59230 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-59209 Information 

Disclosure 

Important No No 3 

CVE-2025-59203 Information 

Disclosure 

Important No No 2 

CVE-2025-58735 Remote Code 

Execution 

Important No No 3 

5066876 高危 October 

14, 

2025—

KB5066876 

(Security

-only 

update) - 

Microsoft 

Support 

CVE-2025-59242 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58730 Remote Code 

Execution 

Important No No 3 

CVE-2025-58732 Remote Code 

Execution 

Important No No 3 

CVE-2025-24990 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-59190 Denial of 

Service 

Important No No 3 

CVE-2025-55678 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59187 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59280 Tampering Important No No 2 

CVE-2025-55701 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59295 Remote Code 

Execution 

Important No No 2 

CVE-2025-59214 Spoofing Important No No 3 

CVE-2025-58718 Remote Code 

Execution 

Important No No 2 

CVE-2025-58729 Denial of 

Service 

Important No No 2 

CVE-2025-59196 Elevation of 

Privilege 

Important No No 3 

CVE-2025-58736 Remote Code 

Execution 

Important No No 3 

CVE-2025-59201 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58739 Spoofing Important No No 2 

http://support.microsoft.com/kb/5066876
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CVE-2025-59275 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59205 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58726 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55335 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58725 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59282 Remote Code 

Execution 

Important No No 3 

CVE-2025-58717 Information 

Disclosure 

Important No No 2 

CVE-2025-58714 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59208 Information 

Disclosure 

Important No No 2 

CVE-2025-55700 Information 

Disclosure 

Important No No 2 

CVE-2025-24052 Elevation of 

Privilege 

Important Yes No 1 

CVE-2025-58733 Remote Code 

Execution 

Important No No 3 

CVE-2016-9535 Remote Code 

Execution 

Critical No No 3 

CVE-2025-55695 Information 

Disclosure 

Important No No 3 

CVE-2025-59198 Denial of 

Service 

Important No No 3 

CVE-2025-25004 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59230 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-59278 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59277 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58735 Remote Code 

Execution 

Important No No 3 
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5066793 高危 October 

14, 

2025—

KB5066793 

(OS 

Builds 

22621.606

0 and 

22631.606

0) - 

Microsoft 

Support 

CVE-2025-59242 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58732 Remote Code 

Execution 

Important No No 3 

CVE-2025-59259 Denial of 

Service 

Important No No 2 

CVE-2025-24990 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-59254 Elevation of 

Privilege 

Important No No 3 

CVE-2025-55339 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55701 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59193 Elevation of 

Privilege 

Important No No 2 

CVE-2025-50175 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59214 Spoofing Important No No 3 

CVE-2025-59194 Elevation of 

Privilege 

Important No No 1 

CVE-2025-59196 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59199 Elevation of 

Privilege 

Important No No 1 

CVE-2025-55338 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-58739 Spoofing Important No No 2 

CVE-2025-58734 Remote Code 

Execution 

Important No No 3 

CVE-2025-58726 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58720 Information 

Disclosure 

Important No No 2 

CVE-2025-50152 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59282 Remote Code 

Execution 

Important No No 3 

CVE-2025-58717 Information 

Disclosure 

Important No No 2 

http://support.microsoft.com/kb/5066793
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CVE-2025-58714 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59208 Information 

Disclosure 

Important No No 2 

CVE-2025-55699 Information 

Disclosure 

Important No No 2 

CVE-2025-58738 Remote Code 

Execution 

Important No No 3 

CVE-2025-47827 Security 

Feature 

Bypass 

Important No Yes 0 

CVE-2025-58715 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59277 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55692 Elevation of 

Privilege 

Important No No 1 

CVE-2025-59191 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55333 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-58727 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58731 Remote Code 

Execution 

Important No No 3 

CVE-2025-58718 Remote Code 

Execution 

Important No No 2 

CVE-2025-48813 Spoofing Important No No 2 

CVE-2025-58736 Remote Code 

Execution 

Important No No 3 

CVE-2025-59201 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55325 Information 

Disclosure 

Important No No 2 

CVE-2025-58716 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59244 Spoofing Important No No 2 

CVE-2025-55680 Elevation of 

Privilege 

Important No No 1 
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CVE-2025-2884 Information 

Disclosure 

Important Yes No 2 

CVE-2025-55679 Information 

Disclosure 

Important No No 3 

CVE-2025-59192 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55696 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59207 Elevation of 

Privilege 

Important No No 2 

CVE-2025-24052 Elevation of 

Privilege 

Important Yes No 1 

CVE-2025-58733 Remote Code 

Execution 

Important No No 3 

CVE-2025-55326 Remote Code 

Execution 

Important No No 2 

CVE-2025-58719 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59195 Denial of 

Service 

Important No No 2 

CVE-2025-59261 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59278 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55336 Information 

Disclosure 

Important No No 2 

CVE-2025-59200 Spoofing Important No No 2 

CVE-2025-59190 Denial of 

Service 

Important No No 3 

CVE-2025-55678 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55334 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-59187 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55686 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59197 Information 

Disclosure 

Important No No 2 
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CVE-2025-59275 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59205 Elevation of 

Privilege 

Important No No 2 

CVE-2025-53150 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55335 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55330 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-59255 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59294 Information 

Disclosure 

Important No No 3 

CVE-2025-55332 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-55687 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55695 Information 

Disclosure 

Important No No 3 

CVE-2025-59284 Spoofing Important No No 2 

CVE-2025-49708 Elevation of 

Privilege 

Critical No No 2 

CVE-2025-55685 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55681 Elevation of 

Privilege 

Important No No 1 

CVE-2025-53768 Elevation of 

Privilege 

Important No No 3 

CVE-2025-55328 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55331 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59204 Information 

Disclosure 

Important No No 3 

CVE-2025-59185 Spoofing Important No No 2 

CVE-2025-58730 Remote Code 

Execution 

Important No No 3 
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CVE-2025-54957 Remote Code 

Execution 

Important No No 2 

CVE-2025-59280 Tampering Important No No 2 

CVE-2025-59211 Information 

Disclosure 

Important No No 3 

CVE-2025-59295 Remote Code 

Execution 

Important No No 2 

CVE-2025-58729 Denial of 

Service 

Important No No 2 

CVE-2025-58728 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59202 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55689 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58725 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55700 Information 

Disclosure 

Important No No 2 

CVE-2025-53717 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58722 Elevation of 

Privilege 

Important No No 1 

CVE-2025-59253 Denial of 

Service 

Important No No 2 

CVE-2016-9535 Remote Code 

Execution 

Critical No No 3 

CVE-2025-59198 Denial of 

Service 

Important No No 3 

CVE-2025-25004 Elevation of 

Privilege 

Important No No 2 

CVE-2025-48004 Elevation of 

Privilege 

Important No No 1 

CVE-2025-53139 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-59230 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-59209 Information 

Disclosure 

Important No No 3 
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CVE-2025-59203 Information 

Disclosure 

Important No No 2 

CVE-2025-58735 Remote Code 

Execution 

Important No No 3 

CVE-2025-55340 Security 

Feature 

Bypass 

Important No No 3 

5066874 高危 October 

14, 

2025—

KB5066874 

(Monthly 

Rollup) - 

Microsoft 

Support 

CVE-2025-59242 Elevation of 

Privilege 

Important No No 2 

CVE-2025-24990 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-59190 Denial of 

Service 

Important No No 3 

CVE-2025-59187 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59280 Tampering Important No No 2 

CVE-2025-55701 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59295 Remote Code 

Execution 

Important No No 2 

CVE-2025-59214 Spoofing Important No No 3 

CVE-2025-58718 Remote Code 

Execution 

Important No No 2 

CVE-2025-58729 Denial of 

Service 

Important No No 2 

CVE-2025-59196 Elevation of 

Privilege 

Important No No 3 

CVE-2025-58736 Remote Code 

Execution 

Important No No 3 

CVE-2025-59201 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58739 Spoofing Important No No 2 

CVE-2025-59275 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59205 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58726 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55335 Elevation of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5066874
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CVE-2025-58725 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59282 Remote Code 

Execution 

Important No No 3 

CVE-2025-58717 Information 

Disclosure 

Important No No 2 

CVE-2025-58714 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59208 Information 

Disclosure 

Important No No 2 

CVE-2025-55700 Information 

Disclosure 

Important No No 2 

CVE-2025-24052 Elevation of 

Privilege 

Important Yes No 1 

CVE-2025-58733 Remote Code 

Execution 

Important No No 3 

CVE-2016-9535 Remote Code 

Execution 

Critical No No 3 

CVE-2025-55695 Information 

Disclosure 

Important No No 3 

CVE-2025-59198 Denial of 

Service 

Important No No 3 

CVE-2025-25004 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59230 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-59278 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59277 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58735 Remote Code 

Execution 

Important No No 3 

5066791 高危 October 

14, 

2025—

KB5066791 

(OS 

Builds 

19044.645

6 and 

CVE-2025-59242 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58732 Remote Code 

Execution 

Important No No 3 

CVE-2025-59259 Denial of 

Service 

Important No No 2 

CVE-2025-24990 Elevation of 

Privilege 

Important No Yes 0 

http://support.microsoft.com/kb/5066791
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19045.645

6) - 

Microsoft 

Support 

CVE-2025-59254 Elevation of 

Privilege 

Important No No 3 

CVE-2025-55701 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59193 Elevation of 

Privilege 

Important No No 2 

CVE-2025-50175 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59214 Spoofing Important No No 3 

CVE-2025-59196 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59199 Elevation of 

Privilege 

Important No No 1 

CVE-2025-55338 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-58739 Spoofing Important No No 2 

CVE-2025-58734 Remote Code 

Execution 

Important No No 3 

CVE-2025-58726 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58720 Information 

Disclosure 

Important No No 2 

CVE-2025-50152 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59282 Remote Code 

Execution 

Important No No 3 

CVE-2025-58717 Information 

Disclosure 

Important No No 2 

CVE-2025-58714 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59208 Information 

Disclosure 

Important No No 2 

CVE-2025-55699 Information 

Disclosure 

Important No No 2 

CVE-2025-58738 Remote Code 

Execution 

Important No No 3 

CVE-2025-47827 Security 

Feature 

Bypass 

Important No Yes 0 
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CVE-2025-58715 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59277 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55692 Elevation of 

Privilege 

Important No No 1 

CVE-2025-59191 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55333 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-58727 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58718 Remote Code 

Execution 

Important No No 2 

CVE-2025-48813 Spoofing Important No No 2 

CVE-2025-58736 Remote Code 

Execution 

Important No No 3 

CVE-2025-59201 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55325 Information 

Disclosure 

Important No No 2 

CVE-2025-58716 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59244 Spoofing Important No No 2 

CVE-2025-55680 Elevation of 

Privilege 

Important No No 1 

CVE-2025-55679 Information 

Disclosure 

Important No No 3 

CVE-2025-59192 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55696 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59207 Elevation of 

Privilege 

Important No No 2 

CVE-2025-24052 Elevation of 

Privilege 

Important Yes No 1 

CVE-2025-58733 Remote Code 

Execution 

Important No No 3 

CVE-2025-55326 Remote Code 

Execution 

Important No No 2 
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CVE-2025-58719 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59195 Denial of 

Service 

Important No No 2 

CVE-2025-59278 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55336 Information 

Disclosure 

Important No No 2 

CVE-2025-59200 Spoofing Important No No 2 

CVE-2025-59190 Denial of 

Service 

Important No No 3 

CVE-2025-55678 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59187 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55686 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59197 Information 

Disclosure 

Important No No 2 

CVE-2025-59275 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59205 Elevation of 

Privilege 

Important No No 2 

CVE-2025-53150 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55335 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59255 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59294 Information 

Disclosure 

Important No No 3 

CVE-2025-55332 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-55687 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55695 Information 

Disclosure 

Important No No 3 

CVE-2025-49708 Elevation of 

Privilege 

Critical No No 2 
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CVE-2025-55685 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55681 Elevation of 

Privilege 

Important No No 1 

CVE-2025-53768 Elevation of 

Privilege 

Important No No 3 

CVE-2025-55328 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55331 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59204 Information 

Disclosure 

Important No No 3 

CVE-2025-59185 Spoofing Important No No 2 

CVE-2025-58730 Remote Code 

Execution 

Important No No 3 

CVE-2025-54957 Remote Code 

Execution 

Important No No 2 

CVE-2025-59280 Tampering Important No No 2 

CVE-2025-59211 Information 

Disclosure 

Important No No 3 

CVE-2025-59295 Remote Code 

Execution 

Important No No 2 

CVE-2025-58729 Denial of 

Service 

Important No No 2 

CVE-2025-58728 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59202 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55689 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58725 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55700 Information 

Disclosure 

Important No No 2 

CVE-2025-58722 Elevation of 

Privilege 

Important No No 1 

CVE-2025-59253 Denial of 

Service 

Important No No 2 

CVE-2016-9535 Remote Code 

Execution 

Critical No No 3 
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CVE-2025-59198 Denial of 

Service 

Important No No 3 

CVE-2025-25004 Elevation of 

Privilege 

Important No No 2 

CVE-2025-53139 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-59230 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-59209 Information 

Disclosure 

Important No No 3 

CVE-2025-59203 Information 

Disclosure 

Important No No 2 

CVE-2025-58735 Remote Code 

Execution 

Important No No 3 

CVE-2025-55340 Security 

Feature 

Bypass 

Important No No 3 

5066836 高危 October 

14, 

2025—

KB5066836 

(OS Build 

14393.851

9) - 

Microsoft 

Support 

CVE-2025-55692 Elevation of 

Privilege 

Important No No 1 

CVE-2025-59242 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59185 Spoofing Important No No 2 

CVE-2025-55333 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-59200 Spoofing Important No No 2 

CVE-2025-58730 Remote Code 

Execution 

Important No No 3 

CVE-2025-58732 Remote Code 

Execution 

Important No No 3 

CVE-2025-54957 Remote Code 

Execution 

Important No No 2 

CVE-2025-59259 Denial of 

Service 

Important No No 2 

CVE-2025-24990 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-59190 Denial of 

Service 

Important No No 3 

CVE-2025-55678 Elevation of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5066836
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CVE-2025-59254 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59260 Information 

Disclosure 

Important No No 2 

CVE-2025-59187 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59280 Tampering Important No No 2 

CVE-2025-55683 Information 

Disclosure 

Important No No 2 

CVE-2025-55701 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59211 Information 

Disclosure 

Important No No 3 

CVE-2025-59184 Information 

Disclosure 

Important No No 2 

CVE-2025-59295 Remote Code 

Execution 

Important No No 2 

CVE-2025-59214 Spoofing Important No No 3 

CVE-2025-58718 Remote Code 

Execution 

Important No No 2 

CVE-2025-58729 Denial of 

Service 

Important No No 2 

CVE-2025-59196 Elevation of 

Privilege 

Important No No 3 

CVE-2025-58737 Remote Code 

Execution 

Important No No 3 

CVE-2025-59202 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55338 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-58736 Remote Code 

Execution 

Important No No 3 

CVE-2025-59201 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58739 Spoofing Important No No 2 

CVE-2025-59186 Information 

Disclosure 

Important No No 2 

CVE-2025-59197 Information 

Disclosure 

Important No No 2 
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CVE-2025-58734 Remote Code 

Execution 

Important No No 3 

CVE-2025-59275 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59205 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58726 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58716 Elevation of 

Privilege 

Important No No 3 

CVE-2025-50152 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59244 Spoofing Important No No 2 

CVE-2025-55335 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58725 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55248 Information 

Disclosure 

Important No No 2 

CVE-2025-59282 Remote Code 

Execution 

Important No No 3 

CVE-2025-58717 Information 

Disclosure 

Important No No 2 

CVE-2025-58714 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59294 Information 

Disclosure 

Important No No 3 

CVE-2025-59208 Information 

Disclosure 

Important No No 2 

CVE-2025-55700 Information 

Disclosure 

Important No No 2 

CVE-2025-55325 Information 

Disclosure 

Important No No 2 

CVE-2025-55699 Information 

Disclosure 

Important No No 2 

CVE-2025-58722 Elevation of 

Privilege 

Important No No 1 

CVE-2025-59192 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55687 Elevation of 

Privilege 

Important No No 2 
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CVE-2025-59253 Denial of 

Service 

Important No No 2 

CVE-2025-24052 Elevation of 

Privilege 

Important Yes No 1 

CVE-2025-58733 Remote Code 

Execution 

Important No No 3 

CVE-2016-9535 Remote Code 

Execution 

Critical No No 3 

CVE-2025-55695 Information 

Disclosure 

Important No No 3 

CVE-2025-59277 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58719 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59188 Information 

Disclosure 

Important No No 2 

CVE-2025-59198 Denial of 

Service 

Important No No 3 

CVE-2025-25004 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59287 Remote Code 

Execution 

Critical No No 1 

CVE-2025-59258 Information 

Disclosure 

Important No No 2 

CVE-2025-59230 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-59209 Information 

Disclosure 

Important No No 3 

CVE-2025-59278 Elevation of 

Privilege 

Important No No 2 

CVE-2025-47827 Security 

Feature 

Bypass 

Important No Yes 0 

CVE-2025-58715 Elevation of 

Privilege 

Important No No 3 

CVE-2025-53768 Elevation of 

Privilege 

Important No No 3 

CVE-2025-55328 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59203 Information 

Disclosure 

Important No No 2 
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CVE-2025-58735 Remote Code 

Execution 

Important No No 3 

5066872 高危 October 

14, 

2025—

KB5066872 

(Monthly 

Rollup) - 

Microsoft 

Support 

CVE-2025-59242 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58730 Remote Code 

Execution 

Important No No 3 

CVE-2025-58732 Remote Code 

Execution 

Important No No 3 

CVE-2025-24990 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-59190 Denial of 

Service 

Important No No 3 

CVE-2025-55678 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59187 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59280 Tampering Important No No 2 

CVE-2025-55701 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59295 Remote Code 

Execution 

Important No No 2 

CVE-2025-59214 Spoofing Important No No 3 

CVE-2025-58718 Remote Code 

Execution 

Important No No 2 

CVE-2025-58729 Denial of 

Service 

Important No No 2 

CVE-2025-59196 Elevation of 

Privilege 

Important No No 3 

CVE-2025-58736 Remote Code 

Execution 

Important No No 3 

CVE-2025-59201 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58739 Spoofing Important No No 2 

CVE-2025-59275 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59205 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58726 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55335 Elevation of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5066872
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CVE-2025-58725 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59282 Remote Code 

Execution 

Important No No 3 

CVE-2025-58717 Information 

Disclosure 

Important No No 2 

CVE-2025-58714 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59208 Information 

Disclosure 

Important No No 2 

CVE-2025-55700 Information 

Disclosure 

Important No No 2 

CVE-2025-24052 Elevation of 

Privilege 

Important Yes No 1 

CVE-2025-58733 Remote Code 

Execution 

Important No No 3 

CVE-2016-9535 Remote Code 

Execution 

Critical No No 3 

CVE-2025-55695 Information 

Disclosure 

Important No No 3 

CVE-2025-59198 Denial of 

Service 

Important No No 3 

CVE-2025-25004 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59230 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-59278 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59277 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58735 Remote Code 

Execution 

Important No No 3 

5066837 高危 October 

14, 

2025—

KB5066837 

(OS Build 

10240.211

61) - 

Microsoft 

Support 

CVE-2025-55692 Elevation of 

Privilege 

Important No No 1 

CVE-2025-59242 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59185 Spoofing Important No No 2 

CVE-2025-55333 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-59200 Spoofing Important No No 2 

http://support.microsoft.com/kb/5066837
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CVE-2025-58730 Remote Code 

Execution 

Important No No 3 

CVE-2025-58732 Remote Code 

Execution 

Important No No 3 

CVE-2025-54957 Remote Code 

Execution 

Important No No 2 

CVE-2025-59259 Denial of 

Service 

Important No No 2 

CVE-2025-24990 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-59190 Denial of 

Service 

Important No No 3 

CVE-2025-55678 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59254 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59187 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59280 Tampering Important No No 2 

CVE-2025-55701 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59211 Information 

Disclosure 

Important No No 3 

CVE-2025-59295 Remote Code 

Execution 

Important No No 2 

CVE-2025-59214 Spoofing Important No No 3 

CVE-2025-58718 Remote Code 

Execution 

Important No No 2 

CVE-2025-58729 Denial of 

Service 

Important No No 2 

CVE-2025-59196 Elevation of 

Privilege 

Important No No 3 

CVE-2025-55338 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-58736 Remote Code 

Execution 

Important No No 3 

CVE-2025-59201 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58739 Spoofing Important No No 2 
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CVE-2025-59197 Information 

Disclosure 

Important No No 2 

CVE-2025-58734 Remote Code 

Execution 

Important No No 3 

CVE-2025-59275 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59205 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58726 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58716 Elevation of 

Privilege 

Important No No 3 

CVE-2025-50152 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59244 Spoofing Important No No 2 

CVE-2025-55335 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58725 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59282 Remote Code 

Execution 

Important No No 3 

CVE-2025-55325 Information 

Disclosure 

Important No No 2 

CVE-2025-58717 Information 

Disclosure 

Important No No 2 

CVE-2025-58714 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59294 Information 

Disclosure 

Important No No 3 

CVE-2025-59208 Information 

Disclosure 

Important No No 2 

CVE-2025-55700 Information 

Disclosure 

Important No No 2 

CVE-2025-55699 Information 

Disclosure 

Important No No 2 

CVE-2025-58738 Remote Code 

Execution 

Important No No 3 

CVE-2025-59192 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55687 Elevation of 

Privilege 

Important No No 2 
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CVE-2025-59253 Denial of 

Service 

Important No No 2 

CVE-2025-24052 Elevation of 

Privilege 

Important Yes No 1 

CVE-2025-58733 Remote Code 

Execution 

Important No No 3 

CVE-2016-9535 Remote Code 

Execution 

Critical No No 3 

CVE-2025-55695 Information 

Disclosure 

Important No No 3 

CVE-2025-59277 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59198 Denial of 

Service 

Important No No 3 

CVE-2025-25004 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59230 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-59209 Information 

Disclosure 

Important No No 3 

CVE-2025-59278 Elevation of 

Privilege 

Important No No 2 

CVE-2025-47827 Security 

Feature 

Bypass 

Important No Yes 0 

CVE-2025-58715 Elevation of 

Privilege 

Important No No 3 

CVE-2025-53768 Elevation of 

Privilege 

Important No No 3 

CVE-2025-55328 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59203 Information 

Disclosure 

Important No No 2 

CVE-2025-58735 Remote Code 

Execution 

Important No No 3 

5066877 高危 October 

14, 

2025—

KB5066877 

(Security

-only 

CVE-2025-59242 Elevation of 

Privilege 

Important No No 2 

CVE-2025-24990 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-59190 Denial of 

Service 

Important No No 3 

http://support.microsoft.com/kb/5066877
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update) - 

Microsoft 

Support 

CVE-2025-59187 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59280 Tampering Important No No 2 

CVE-2025-55701 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59295 Remote Code 

Execution 

Important No No 2 

CVE-2025-59214 Spoofing Important No No 3 

CVE-2025-58718 Remote Code 

Execution 

Important No No 2 

CVE-2025-58729 Denial of 

Service 

Important No No 2 

CVE-2025-59196 Elevation of 

Privilege 

Important No No 3 

CVE-2025-58736 Remote Code 

Execution 

Important No No 3 

CVE-2025-59201 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58739 Spoofing Important No No 2 

CVE-2025-59275 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59205 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58726 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55335 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58725 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59282 Remote Code 

Execution 

Important No No 3 

CVE-2025-58717 Information 

Disclosure 

Important No No 2 

CVE-2025-58714 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59208 Information 

Disclosure 

Important No No 2 

CVE-2025-55700 Information 

Disclosure 

Important No No 2 

CVE-2025-24052 Elevation of 

Privilege 

Important Yes No 1 
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CVE-2025-58733 Remote Code 

Execution 

Important No No 3 

CVE-2016-9535 Remote Code 

Execution 

Critical No No 3 

CVE-2025-55695 Information 

Disclosure 

Important No No 3 

CVE-2025-59198 Denial of 

Service 

Important No No 3 

CVE-2025-25004 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59230 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-59278 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59277 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58735 Remote Code 

Execution 

Important No No 3 

5066835 高危 October 

14, 

2025—

KB5066835 

(OS 

Builds 

26200.689

9 and 

26100.689

9)  - 

Microsoft 

Support 

CVE-2025-59242 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58732 Remote Code 

Execution 

Important No No 3 

CVE-2025-59259 Denial of 

Service 

Important No No 2 

CVE-2025-24990 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-59254 Elevation of 

Privilege 

Important No No 3 

CVE-2025-55339 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55683 Information 

Disclosure 

Important No No 2 

CVE-2025-55701 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59193 Elevation of 

Privilege 

Important No No 2 

CVE-2025-50175 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59214 Spoofing Important No No 3 

CVE-2025-55691 Elevation of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5066835
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CVE-2025-59194 Elevation of 

Privilege 

Important No No 1 

CVE-2025-59196 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59199 Elevation of 

Privilege 

Important No No 1 

CVE-2025-55338 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-58739 Spoofing Important No No 2 

CVE-2025-58734 Remote Code 

Execution 

Important No No 3 

CVE-2025-58726 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58720 Information 

Disclosure 

Important No No 2 

CVE-2025-50152 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59282 Remote Code 

Execution 

Important No No 3 

CVE-2025-58717 Information 

Disclosure 

Important No No 2 

CVE-2025-58714 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59208 Information 

Disclosure 

Important No No 2 

CVE-2025-59206 Elevation of 

Privilege 

Important No No 3 

CVE-2025-55682 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-55699 Information 

Disclosure 

Important No No 2 

CVE-2025-58738 Remote Code 

Execution 

Important No No 3 

CVE-2025-55337 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-55684 Elevation of 

Privilege 

Important No No 2 
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CVE-2025-47979 Information 

Disclosure 

Important No No 2 

CVE-2025-47827 Security 

Feature 

Bypass 

Important No Yes 0 

CVE-2025-58715 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59277 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55692 Elevation of 

Privilege 

Important No No 1 

CVE-2025-59191 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55333 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-58727 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58731 Remote Code 

Execution 

Important No No 3 

CVE-2025-59184 Information 

Disclosure 

Important No No 2 

CVE-2025-55698 Denial of 

Service 

Important No No 2 

CVE-2025-58718 Remote Code 

Execution 

Important No No 2 

CVE-2025-48813 Spoofing Important No No 2 

CVE-2025-58736 Remote Code 

Execution 

Important No No 3 

CVE-2025-59201 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59186 Information 

Disclosure 

Important No No 2 

CVE-2025-55325 Information 

Disclosure 

Important No No 2 

CVE-2025-58716 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59244 Spoofing Important No No 2 

CVE-2025-55680 Elevation of 

Privilege 

Important No No 1 
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CVE-2025-2884 Information 

Disclosure 

Important Yes No 2 

CVE-2025-55679 Information 

Disclosure 

Important No No 3 

CVE-2025-55676 Information 

Disclosure 

Important No No 1 

CVE-2025-59192 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55696 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59207 Elevation of 

Privilege 

Important No No 2 

CVE-2025-24052 Elevation of 

Privilege 

Important Yes No 1 

CVE-2025-58733 Remote Code 

Execution 

Important No No 3 

CVE-2025-55326 Remote Code 

Execution 

Important No No 2 

CVE-2025-58719 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59195 Denial of 

Service 

Important No No 2 

CVE-2025-59287 Remote Code 

Execution 

Critical No No 1 

CVE-2025-59261 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59278 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55677 Elevation of 

Privilege 

Important No No 3 

CVE-2025-55336 Information 

Disclosure 

Important No No 2 

CVE-2025-59189 Elevation of 

Privilege 

Important No No 3 

CVE-2025-55694 Elevation of 

Privilege 

Important No No 1 

CVE-2025-59200 Spoofing Important No No 2 

CVE-2025-59190 Denial of 

Service 

Important No No 3 

CVE-2025-55678 Elevation of 

Privilege 

Important No No 2 
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CVE-2025-55334 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-59187 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55693 Elevation of 

Privilege 

Important No No 1 

CVE-2025-50174 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55686 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59197 Information 

Disclosure 

Important No No 2 

CVE-2025-59275 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59205 Elevation of 

Privilege 

Important No No 2 

CVE-2025-53150 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55335 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55330 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-59255 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59294 Information 

Disclosure 

Important No No 3 

CVE-2025-55332 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-55687 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55688 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55695 Information 

Disclosure 

Important No No 3 

CVE-2025-59284 Spoofing Important No No 2 

CVE-2025-59241 Elevation of 

Privilege 

Important No No 2 
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CVE-2025-49708 Elevation of 

Privilege 

Critical No No 2 

CVE-2025-55685 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55681 Elevation of 

Privilege 

Important No No 1 

CVE-2025-55697 Elevation of 

Privilege 

Important No No 3 

CVE-2025-55328 Elevation of 

Privilege 

Important No No 2 

CVE-2025-53768 Elevation of 

Privilege 

Important No No 3 

CVE-2025-55331 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59204 Information 

Disclosure 

Important No No 3 

CVE-2025-59185 Spoofing Important No No 2 

CVE-2025-58730 Remote Code 

Execution 

Important No No 3 

CVE-2025-54957 Remote Code 

Execution 

Important No No 2 

CVE-2025-59260 Information 

Disclosure 

Important No No 2 

CVE-2025-59280 Tampering Important No No 2 

CVE-2025-55690 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59211 Information 

Disclosure 

Important No No 3 

CVE-2025-59295 Remote Code 

Execution 

Important No No 2 

CVE-2025-58729 Denial of 

Service 

Important No No 2 

CVE-2025-58728 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58737 Remote Code 

Execution 

Important No No 3 

CVE-2025-59202 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55689 Elevation of 

Privilege 

Important No No 2 
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CVE-2025-59210 Elevation of 

Privilege 

Important No No 3 

CVE-2025-58725 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55700 Information 

Disclosure 

Important No No 2 

CVE-2025-53717 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58722 Elevation of 

Privilege 

Important No No 1 

CVE-2025-59253 Denial of 

Service 

Important No No 2 

CVE-2016-9535 Remote Code 

Execution 

Critical No No 3 

CVE-2025-59257 Denial of 

Service 

Important No No 2 

CVE-2025-59188 Information 

Disclosure 

Important No No 2 

CVE-2025-59198 Denial of 

Service 

Important No No 3 

CVE-2025-25004 Elevation of 

Privilege 

Important No No 2 

CVE-2025-48004 Elevation of 

Privilege 

Important No No 1 

CVE-2025-59258 Information 

Disclosure 

Important No No 2 

CVE-2025-53139 Security 

Feature 

Bypass 

Important No No 2 

CVE-2025-59230 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-59209 Information 

Disclosure 

Important No No 3 

CVE-2025-59203 Information 

Disclosure 

Important No No 2 

CVE-2025-58735 Remote Code 

Execution 

Important No No 3 

CVE-2025-55340 Security 

Feature 

Bypass 

Important No No 3 
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5066875 高危 October 

14, 

2025—

KB5066875 

(Monthly 

Rollup) - 

Microsoft 

Support 

CVE-2025-59242 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58730 Remote Code 

Execution 

Important No No 3 

CVE-2025-58732 Remote Code 

Execution 

Important No No 3 

CVE-2025-59259 Denial of 

Service 

Important No No 2 

CVE-2025-24990 Elevation of 

Privilege 

Important No Yes 0 

CVE-2025-59190 Denial of 

Service 

Important No No 3 

CVE-2025-55678 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59187 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59280 Tampering Important No No 2 

CVE-2025-55701 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59211 Information 

Disclosure 

Important No No 3 

CVE-2025-59295 Remote Code 

Execution 

Important No No 2 

CVE-2025-59214 Spoofing Important No No 3 

CVE-2025-58718 Remote Code 

Execution 

Important No No 2 

CVE-2025-58729 Denial of 

Service 

Important No No 2 

CVE-2025-59196 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59202 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58736 Remote Code 

Execution 

Important No No 3 

CVE-2025-59201 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58739 Spoofing Important No No 2 

CVE-2025-59275 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59205 Elevation of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5066875
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CVE-2025-58726 Elevation of 

Privilege 

Important No No 2 

CVE-2025-55335 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58725 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59282 Remote Code 

Execution 

Important No No 3 

CVE-2025-58717 Information 

Disclosure 

Important No No 2 

CVE-2025-58714 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59208 Information 

Disclosure 

Important No No 2 

CVE-2025-55700 Information 

Disclosure 

Important No No 2 

CVE-2025-55687 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59253 Denial of 

Service 

Important No No 2 

CVE-2025-24052 Elevation of 

Privilege 

Important Yes No 1 

CVE-2025-58733 Remote Code 

Execution 

Important No No 3 

CVE-2016-9535 Remote Code 

Execution 

Critical No No 3 

CVE-2025-55695 Information 

Disclosure 

Important No No 3 

CVE-2025-59188 Information 

Disclosure 

Important No No 2 

CVE-2025-59198 Denial of 

Service 

Important No No 3 

CVE-2025-25004 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59287 Remote Code 

Execution 

Critical No No 1 

CVE-2025-59258 Information 

Disclosure 

Important No No 2 

CVE-2025-59230 Elevation of 

Privilege 

Important No Yes 0 
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CVE-2025-59209 Information 

Disclosure 

Important No No 3 

CVE-2025-59278 Elevation of 

Privilege 

Important No No 2 

CVE-2025-47827 Security 

Feature 

Bypass 

Important No Yes 0 

CVE-2025-59277 Elevation of 

Privilege 

Important No No 2 

CVE-2025-58735 Remote Code 

Execution 

Important No No 3 

 

本月微软发布的软件安全更新补丁共 26 个，详细列表如下： 

KBID 

奇安

信集

团级

别 

补丁名称 CVE 漏洞 漏洞的影响 漏洞等级 

公

开

披

露 

已

受

攻

击 

漏

洞

的

可

利

用

性 

5066740 高危 October 14, 

2025-

Security 

and Quality 

Rollup 

for .NET 

Framework 

3.5, 4.6.2, 

4.7, 4.7.1, 

4.7.2, 4.8 

for Windows 

Server 2012 

(KB5066740) 

- Microsoft 

Support 

CVE-2025-55248 Information 

Disclosure 

Important No No 2 

5002719 高危 Description 

of the 

security 

update for 

Office 

2016: 

CVE-2025-59232 Information 

Disclosure 

Important No No 3 

CVE-2025-59235 Information 

Disclosure 

Important No No 3 

http://support.microsoft.com/kb/5066740
http://support.microsoft.com/kb/5002719
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October 14, 

2025 

(KB5002719) 

- Microsoft 

Support 

5002794 高危 Description 

of the 

security 

update for 

Excel 2016: 

October 14, 

2025 

(KB5002794) 

- Microsoft 

Support 

CVE-2025-59232 Information 

Disclosure 

Important No No 3 

CVE-2025-59225 Remote Code 

Execution 

Important No No 2 

CVE-2025-59235 Information 

Disclosure 

Important No No 3 

CVE-2025-59224 Remote Code 

Execution 

Important No No 2 

CVE-2025-59233 Remote Code 

Execution 

Important No No 2 

CVE-2025-59231 Remote Code 

Execution 

Important No No 2 

CVE-2025-59223 Remote Code 

Execution 

Important No No 2 

5066131 高危 October 14, 

2025-

KB5066131 

Cumulative 

Update 

for .NET 

Framework 

3.5 and 

4.8.1 for 

Windows 11, 

version 

24H2 and 

Microsoft 

server 

operating 

system 

version 

24H2 - 

Microsoft 

Support 

CVE-2025-55248 Information 

Disclosure 

Important No No 2 

5002788 高危 Description 

of the 

CVE-2025-59232 Information 

Disclosure 

Important No No 3 

http://support.microsoft.com/kb/5002794
http://support.microsoft.com/kb/5066131
http://support.microsoft.com/kb/5002788
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security 

update for 

SharePoint 

Server 

2016: 

October 14, 

2025 

(KB5002788) 

- Microsoft 

Support 

CVE-2025-59235 Information 

Disclosure 

Important No No 3 

CVE-2025-59237 Remote Code 

Execution 

Important No No 2 

CVE-2025-59222 Remote Code 

Execution 

Important No No 3 

CVE-2025-59228 Remote Code 

Execution 

Important No No 2 

CVE-2025-59221 Remote Code 

Execution 

Important No No 3 

5002789 高危 Description 

of the 

security 

update for 

Word 2016: 

October 14, 

2025 

(KB5002789) 

- Microsoft 

Support 

CVE-2025-59222 Remote Code 

Execution 

Important No No 3 

CVE-2025-59221 Remote Code 

Execution 

Important No No 3 

5066742 高危 October 14, 

2025-

Security 

and Quality 

Rollup 

for .NET 

Framework 

2.0, 3.0, 

3.5 SP1, 

4.6.2 for 

Windows 

Server 2008 

SP2 

(KB5066742) 

- Microsoft 

Support 

CVE-2025-55248 Information 

Disclosure 

Important No No 2 

5002792 高危 Description 

of the 

security 

update for 

Office 

2016: 

CVE-2025-59234 Remote Code 

Execution 

Critical No No 2 

CVE-2025-59227 Remote Code 

Execution 

Critical No No 2 

http://support.microsoft.com/kb/5002789
http://support.microsoft.com/kb/5066742
http://support.microsoft.com/kb/5002792
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October 14, 

2025 

(KB5002792) 

- Microsoft 

Support 

5066840 高危 KB5066840: 

Cumulative 

security 

update for 

Internet 

Explorer: 

October 14, 

2025 - 

Microsoft 

Support 

CVE-2025-59208 Information 

Disclosure 

Important No No 2 

CVE-2025-58739 Spoofing Important No No 2 

CVE-2025-59295 Remote Code 

Execution 

Important No No 2 

5066368 高危 Description 

of the 

security 

update for 

Microsoft 

Exchange 

Server 2019 

CU14: 

October 14, 

2025 

(KB5066368) 

- Microsoft 

Support 

CVE-2025-53782 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59249 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59248 Spoofing Important No No 2 

5066741 高危 October 14, 

2025-

Security 

and Quality 

Rollup 

for .NET 

Framework 

3.5, 4.6.2, 

4.7, 4.7.1, 

4.7.2, 4.8 

for Windows 

Server 2012 

R2 

(KB5066741) 

CVE-2025-55248 Information 

Disclosure 

Important No No 2 

http://support.microsoft.com/kb/5066840
http://support.microsoft.com/kb/5066368
http://support.microsoft.com/kb/5066741
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- Microsoft 

Support 

5002757 高危 Description 

of the 

security 

update for 

Office 

2016: 

October 14, 

2025 

(KB5002757) 

- Microsoft 

Support 

CVE-2025-59232 Information 

Disclosure 

Important No No 3 

CVE-2025-59235 Information 

Disclosure 

Important No No 3 

5002787 高危 Description 

of the 

security 

update for 

SharePoint 

Server 2016 

Language 

Pack: 

October 14, 

2025 

(KB5002787) 

- Microsoft 

Support 

CVE-2025-59222 Remote Code 

Execution 

Important No No 3 

CVE-2025-59221 Remote Code 

Execution 

Important No No 3 

5066367 高危 Description 

of the 

security 

update for 

Microsoft 

Exchange 

Server 2019 

CU15: 

October 14, 

2025 

(KB5066367) 

- Microsoft 

Support 

CVE-2025-53782 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59249 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59248 Spoofing Important No No 2 

5066128 高危 October 14, 

2025-

KB5066128 

CVE-2025-55248 Information 

Disclosure 

Important No No 2 

http://support.microsoft.com/kb/5002757
http://support.microsoft.com/kb/5002787
http://support.microsoft.com/kb/5066367
http://support.microsoft.com/kb/5066128
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Cumulative 

Update 

for .NET 

Framework 

3.5 and 

4.8.1 for 

Windows 11, 

version 

25H2 - 

Microsoft 

Support 

5002790 高危 Description 

of the 

security 

update for 

PowerPoint 

2016: 

October 14, 

2025 

(KB5002790) 

- Microsoft 

Support 

CVE-2025-59238 Remote Code 

Execution 

Important No No 2 

5066136 高危 October 14, 

2025-

KB5066136 

Cumulative 

Update 

for .NET 

Framework 

4.8 for 

Windows 10, 

version 

1607 and 

Windows 

Server 2016 

- Microsoft 

Support 

CVE-2025-55248 Information 

Disclosure 

Important No No 2 

5066743 高危 October 14, 

2025-

KB5066743 

Cumulative 

Update 

CVE-2025-55248 Information 

Disclosure 

Important No No 2 

http://support.microsoft.com/kb/5002790
http://support.microsoft.com/kb/5066136
http://support.microsoft.com/kb/5066743
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for .NET 

Framework 

3.5, 4.8 

and 4.8.1 

for Windows 

Server 2022 

- Microsoft 

Support 

5066746 高危 October 14, 

2025-

KB5066746 

Cumulative 

Update 

for .NET 

Framework 

3.5, 4.8 

and 4.8.1 

for Windows 

10 Version 

21H2 - 

Microsoft 

Support 

CVE-2025-55248 Information 

Disclosure 

Important No No 2 

5066738 高危 October 14, 

2025-

KB5066738 

Cumulative 

Update 

for .NET 

Framework 

3.5, 4.7.2 

and 4.8 for 

Windows 10, 

version 

1809 and 

Windows 

Server 2019 

- Microsoft 

Support 

CVE-2025-55248 Information 

Disclosure 

Important No No 2 

5066739 高危 October 14, 

2025-

Security 

and Quality 

CVE-2025-55248 Information 

Disclosure 

Important No No 2 

http://support.microsoft.com/kb/5066746
http://support.microsoft.com/kb/5066738
http://support.microsoft.com/kb/5066739
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Rollup 

for .NET 

Framework 

3.5.1, 

4.6.2, 4.7, 

4.7.1, 

4.7.2, 4.8 

for Windows 

Server 2008 

R2 SP1 

(KB5066739) 

- Microsoft 

Support 

5066369 高危 Description 

of the 

security 

update for 

Microsoft 

Exchange 

Server 2016 

CU23: 

October 14, 

2025 

(KB5066369) 

- Microsoft 

Support 

CVE-2025-53782 Elevation of 

Privilege 

Important No No 2 

CVE-2025-59249 Elevation of 

Privilege 

Important No No 3 

CVE-2025-59248 Spoofing Important No No 2 

5066747 高危 October 14, 

2025-

KB5066747 

Cumulative 

Update 

for .NET 

Framework 

3.5, 4.8 

and 4.8.1 

for Windows 

10 Version 

22H2 - 

Microsoft 

Support 

CVE-2025-55248 Information 

Disclosure 

Important No No 2 

5002720 高危 Description 

of the 

CVE-2025-59232 Information 

Disclosure 

Important No No 3 

http://support.microsoft.com/kb/5066369
http://support.microsoft.com/kb/5066747
http://support.microsoft.com/kb/5002720
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security 

update for 

Access 

2016: 

October 14, 

2025 

(KB5002720) 

- Microsoft 

Support 

CVE-2025-59235 Information 

Disclosure 

Important No No 3 

5002341 高危 Description 

of the 

security 

update for 

Office 

2016: 

October 14, 

2025 

(KB5002341) 

- Microsoft 

Support 

CVE-2025-59232 Information 

Disclosure 

Important No No 3 

CVE-2025-59235 Information 

Disclosure 

Important No No 3 

5066133 高危 October 14, 

2025-

KB5066133 

Cumulative 

Update 

for .NET 

Framework 

3.5 and 

4.8.1 for 

Windows 11, 

version 

22H2 and 

Windows 11, 

version 

23H2 - 

Microsoft 

Support 

CVE-2025-55248 Information 

Disclosure 

Important No No 2 

 

注： 

1、 上述表格中“漏洞的可利用性”编号详细说明如下： 

http://support.microsoft.com/kb/5002341
http://support.microsoft.com/kb/5066133
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0 - 已被利用(Exploitation Detected) 

1 - 更有可能被利用(Exploitation More Likely) 

2 - 不太可能利用(Exploitation Less Likely) 

3 - 不可能利用(Exploitation Unlikely) 

4 - 不受漏洞的影响(N/A) 
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第5章 参考链接 

 Security Update Guide 

https://portal.msrc.microsoft.com/zh-cn/security-guidance 

 Latest non-security updates for versions of Office that use Windows Installer (MSI) 

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates 

https://portal.msrc.microsoft.com/zh-cn/security-guidance
https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates

