N L L HRfSEA 2025 £ 10 AN T EESES

HESER] 2025 F£ 10 B4 TE
HimES

B—IKSEFR

TS ol

- R Es R 2 HF B

FEESBERERT TZERRA
202510 B 15 H



Wwo H21E

woHRE R 2R

FRAGHEMD] 2025 £ 10 AN TEEFESE

H X

B1E BB 2
BB AT . 3
EI3E OMEEASRERE. ... 7
EAERAMTIEATIR. ..o 8
BB S 62



0 -
U —
NoL TS

w-HRmE R e HEE

FRIGED 2025 4 10 HIVTEEFHFEL

SR B
SCRYAARR AR EEER] 2025 4F 10 AN TR E R S

Y=t R Qi An Xin Group—MSPatch—2025-1001
RATHM  2025-10-15 %% AJF
T Microsoft. Jsid. #M T

RATRIN A 2 EEBRFEA ]85 B



Wwo T = 1s

- KRR & RS NEE AHRIEHEH 2025 £ 10 A TEEHES

BIE ZERE

BRI

T 25 B BOH A T 2E (V6 AR : 2025. 10. 15. 1, V10 iiiA: 2025. 10. 15. 1000)
CUR A, AREHHERL T 39 Mg 4T, BE T 149 N, 35
ANRERCE VRSN “TEE (Critical) 7, 144 MNP “E 2 (Important) 7, X

LIRS Windows. Office &85~ .



U ey

U —
NoL TS
w-HRmE R e HEE

FRIGED 2025 4 10 HIVTEEFHFEL

F2E ERKEHT

AHA 20 N2 4RI A 25 PRS2 DL IE— 254, 75 B E 50
1. JWIA%EZ% (Severity) =/HE (Critical) ,

2.
3.
4

AN FE (Publicly Disclosed) =& (Yes) ,
O it (Exploited) =4 (Yes) ,

JRIE BT R Y (Exploitability Assessment) =" H
(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More

Likely) ”

FEHW R

KBID

5066873

5066782

5066586

5066793

5066791

5066836

5066837

5066835

BRHIRIR

CVE-2025-55692

Elevation of
Privilege

Important

TR AT A A

Exploitation
More Likely

5066873

5066782

5066586

5066876

5066793

5066874

5066791

5066836

5066872

5066837

5066877

5066835

5066875

CVE-2025-24990

Elevation of
Privilege

Important

No

Yes

Exploitation
Detected

5066873

5066782

5066586

5066876

5066793

5066874

5066791

CVE-2025-24052

Elevation of

Privilege

Important

Yes

No

Exploitation
More Likely



http://support.microsoft.com/kb/5066873
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-55692
http://support.microsoft.com/kb/5066782
http://support.microsoft.com/kb/5066586
http://support.microsoft.com/kb/5066793
http://support.microsoft.com/kb/5066791
http://support.microsoft.com/kb/5066836
http://support.microsoft.com/kb/5066837
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066873
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24990
http://support.microsoft.com/kb/5066782
http://support.microsoft.com/kb/5066586
http://support.microsoft.com/kb/5066876
http://support.microsoft.com/kb/5066793
http://support.microsoft.com/kb/5066874
http://support.microsoft.com/kb/5066791
http://support.microsoft.com/kb/5066836
http://support.microsoft.com/kb/5066872
http://support.microsoft.com/kb/5066837
http://support.microsoft.com/kb/5066877
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066875
http://support.microsoft.com/kb/5066873
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24052
http://support.microsoft.com/kb/5066782
http://support.microsoft.com/kb/5066586
http://support.microsoft.com/kb/5066876
http://support.microsoft.com/kb/5066793
http://support.microsoft.com/kb/5066874
http://support.microsoft.com/kb/5066791
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5066836

5066872

5066837

5066877

5066835

5066875

5066873 | CVE-2016-9535 Remote Code | Critical No No Exploitation

5066782 Execution Unlikely

5066586

5066876

5066793

5066874

5066791

5066836

5066872

5066837

5066877

5066835

5066875

5066873 | CVE-2025-59287 | Remote Code | Critical No No Exploitation

5066782 Execution More Likely

5066586

5066836

5066835

5066875

5066873 | CVE-2025-59230 | Elevation of | Important | No Yes Exploitation

5066782 Privilege Detected

5066586

5066876

5066793

5066874

5066791

5066836

5066872

5066837

5066877

5066835

5066875

5066873 | CVE-2025-47827 | Security Important | No Yes Exploitation

5066782 Feature Detected

5066586 Bypass



http://support.microsoft.com/kb/5066836
http://support.microsoft.com/kb/5066872
http://support.microsoft.com/kb/5066837
http://support.microsoft.com/kb/5066877
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066875
http://support.microsoft.com/kb/5066873
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2016-9535
http://support.microsoft.com/kb/5066782
http://support.microsoft.com/kb/5066586
http://support.microsoft.com/kb/5066876
http://support.microsoft.com/kb/5066793
http://support.microsoft.com/kb/5066874
http://support.microsoft.com/kb/5066791
http://support.microsoft.com/kb/5066836
http://support.microsoft.com/kb/5066872
http://support.microsoft.com/kb/5066837
http://support.microsoft.com/kb/5066877
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066875
http://support.microsoft.com/kb/5066873
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-59287
http://support.microsoft.com/kb/5066782
http://support.microsoft.com/kb/5066586
http://support.microsoft.com/kb/5066836
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066875
http://support.microsoft.com/kb/5066873
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-59230
http://support.microsoft.com/kb/5066782
http://support.microsoft.com/kb/5066586
http://support.microsoft.com/kb/5066876
http://support.microsoft.com/kb/5066793
http://support.microsoft.com/kb/5066874
http://support.microsoft.com/kb/5066791
http://support.microsoft.com/kb/5066836
http://support.microsoft.com/kb/5066872
http://support.microsoft.com/kb/5066837
http://support.microsoft.com/kb/5066877
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066875
http://support.microsoft.com/kb/5066873
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-47827
http://support.microsoft.com/kb/5066782
http://support.microsoft.com/kb/5066586
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5066793

5066791

5066836

5066837

5066835

5066875

5066782 | CVE-2025-59199 | Elevation of | Important | No No Exploitation

5066586 Privilege More Likely

5066793

5066791

5066835

5066782 | CVE-2025-55680 | Elevation of | Important | No No Exploitation

5066586 Privilege More Likely

5066793

5066791

5066835

5066782 | CVE-2025-49708 | Elevation of | Critical No No Exploitation

5066586 Privilege Less Likely

5066793

5066791

5066835

5066782 | CVE-2025-55681 | Elevation of | Important | No No Exploitation

5066586 Privilege More Likely

5066793

5066791

5066835

5066782 | CVE-2025-58722 | Elevation of | Important | No No Exploitation

5066586 Privilege More Likely

5066793

5066791

5066836

5066835

5002792 | CVE-2025-59234 | Remote Code | Critical No No Exploitation
Execution Less Likely

5002792 | CVE-2025-59227 | Remote Code | Critical No No Exploitation
Execution Less Likely

5066793 | CVE-2025-59194 | Elevation of | Important | No No Exploitation

5066835 Privilege More Likely

5066793 | CVE-2025-2884 Information | Important | Yes No Exploitation

5066835 Disclosure Less Likely

5066793 | CVE-2025-48004 Important | No No

¥ s



http://support.microsoft.com/kb/5066793
http://support.microsoft.com/kb/5066791
http://support.microsoft.com/kb/5066836
http://support.microsoft.com/kb/5066837
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066875
http://support.microsoft.com/kb/5066782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-59199
http://support.microsoft.com/kb/5066586
http://support.microsoft.com/kb/5066793
http://support.microsoft.com/kb/5066791
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-55680
http://support.microsoft.com/kb/5066586
http://support.microsoft.com/kb/5066793
http://support.microsoft.com/kb/5066791
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-49708
http://support.microsoft.com/kb/5066586
http://support.microsoft.com/kb/5066793
http://support.microsoft.com/kb/5066791
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-55681
http://support.microsoft.com/kb/5066586
http://support.microsoft.com/kb/5066793
http://support.microsoft.com/kb/5066791
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-58722
http://support.microsoft.com/kb/5066586
http://support.microsoft.com/kb/5066793
http://support.microsoft.com/kb/5066791
http://support.microsoft.com/kb/5066836
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5002792
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-59234
http://support.microsoft.com/kb/5002792
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-59227
http://support.microsoft.com/kb/5066793
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-59194
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066793
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-2884
http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066793
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-48004
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5066835 Elevation of Exploitation
Privilege More Likely
5066835 | CVE-2025-55676 | Information Important | No No Exploitation
Disclosure More Likely
5066835 | CVE-2025-55694 | Elevation of | Important | No No Exploitation
Privilege More Likely
5066835 | CVE-2025-55693 | Elevation of | Important | No No Exploitation
Privilege More Likely



http://support.microsoft.com/kb/5066835
http://support.microsoft.com/kb/5066835
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-55676
http://support.microsoft.com/kb/5066835
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-55694
http://support.microsoft.com/kb/5066835
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-55693
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14,
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KB5066873
(Monthly
Rollup) -
Microsoft

Support
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CVE-2025-55692 | Elevation of | Important | No | No
Privilege

CVE-2025-59242 | Elevation of | Important | No | No
Privilege

CVE-2025-59185 | Spoofing Important | No | No

CVE-2025-58730 | Remote Code Important | No | No
Execution

CVE-2025-58732 | Remote Code Important | No | No
Execution

CVE-2025-59259 | Denial of Important | No | No
Service

CVE-2025-24990 | Elevation of | Important | No | Yes
Privilege

CVE-2025-59190 | Denial of Important | No | No
Service

CVE-2025-55678 | Elevation of | Important | No | No
Privilege

CVE-2025-59187 | Elevation of | Important | No | No
Privilege

CVE-2025-59280 | Tampering Important | No | No

CVE-2025-55701 | Elevation of | Important | No | No
Privilege

CVE-2025-59211 | Information Important | No | No
Disclosure

CVE-2025-59295 | Remote Code Important | No | No
Execution

CVE-2025-59214 | Spoofing Important | No | No

CVE-2025-58718 | Remote Code Important | No | No
Execution



http://support.microsoft.com/kb/5066873

Wwo T = 1s

-

AR %R =2

nE X

FRIGED 2025 4 10 HIVTEEFHFEL

CVE-2025-58729 | Denial of Important | No | No
Service

CVE-2025-59196 | Elevation of | Important | No | No
Privilege

CVE-2025-58737 | Remote Code Important | No | No
Execution

CVE-2025-59202 | Elevation of | Important | No | No
Privilege

CVE-2025-58736 | Remote Code Important | No | No
Execution

CVE-2025-59201 | Elevation of | Important | No | No
Privilege

CVE-2025-58739 | Spoofing Important | No | No

CVE-2025-59275 | Elevation of | Important | No | No
Privilege

CVE-2025-59205 | Elevation of | Important | No | No
Privilege

CVE-2025-58726 | Elevation of | Important | No | No
Privilege

CVE-2025-59244 | Spoofing Important | No | No

CVE-2025-55335 | Elevation of | Important | No | No
Privilege

CVE-2025-58725 | Elevation of | Important | No | No
Privilege

CVE-2025-59282 | Remote Code Important | No | No
Execution

CVE-2025-58717 | Information Important | No | No
Disclosure

CVE-2025-58714 | Elevation of | Important | No | No
Privilege

CVE-2025-59208 | Information Important | No | No
Disclosure

CVE-2025-55700 | Information Important | No | No
Disclosure

CVE-2025-55687 | Elevation of | Important | No | No
Privilege

CVE-2025-59253 | Denial of Important | No No
Service

CVE-2025-24052 | Elevation of | Important | Yes | No

Privilege
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CVE-2025-58733 | Remote Code Important | No | No
Execution
CVE-2016-9535 Remote Code | Critical No | No
Execution
CVE-2025-55695 | Information Important | No | No
Disclosure
CVE-2025-59188 | Information Important | No | No
Disclosure
CVE-2025-59198 | Denial of Important | No | No
Service
CVE-2025-25004 | Elevation of | Important | No No
Privilege
CVE-2025-59287 | Remote Code | Critical No | No
Execution
CVE-2025-59258 | Information Important | No | No
Disclosure
CVE-2025-59230 | Elevation of | Important | No | Yes
Privilege
CVE-2025-59209 | Information Important | No | No
Disclosure
CVE-2025-59278 | Elevation of | Important | No | No
Privilege
CVE-2025-47827 | Security Important | No | Yes
Feature
Bypass
CVE-2025-59277 | Elevation of | Important | No | No
Privilege
CVE-2025-58735 | Remote Code Important | No | No
Execution
5066782 | & fG | October CVE-2025-59242 | Elevation of | Important | No No
14, Privilege
2025— CVE-2025-58732 | Remote Code Important | No | No
KB5066782 Execution
(0S Build | CVE-2025-59259 | Denial of Important | No | No
20348. 429 Service
4) - CVE-2025-24990 | Elevation of | Important | No Yes
Microsoft Privilege
Support CVE-2025-59254 | Elevation of | Important | No No
Privilege
CVE-2025-55339 | Elevation of | Important | No No

Privilege
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CVE-2025-55683 | Information Important | No | No
Disclosure

CVE-2025-55701 | Elevation of | Important | No | No
Privilege

CVE-2025-59193 | Elevation of | Important | No | No
Privilege

CVE-2025-50175 | Elevation of | Important | No | No
Privilege

CVE-2025-59214 | Spoofing Important | No | No

CVE-2025-59196 | Elevation of | Important | No | No
Privilege

CVE-2025-59199 | Elevation of | Important | No | No
Privilege

CVE-2025-55338 | Security Important | No | No
Feature
Bypass

CVE-2025-58739 | Spoofing Important | No | No

CVE-2025-58734 | Remote Code Important | No | No
Execution

CVE-2025-58726 | Elevation of | Important | No | No
Privilege

CVE-2025-58720 | Information Important | No | No
Disclosure

CVE-2025-50152 | Elevation of | Important | No | No
Privilege

CVE-2025-59282 | Remote Code Important | No | No
Execution

CVE-2025-58717 | Information Important | No | No
Disclosure

CVE-2025-58714 | Elevation of | Important | No | No
Privilege

CVE-2025-59208 | Information Important | No | No
Disclosure

CVE-2025-55699 | Information Important | No | No
Disclosure

CVE-2025-58738 | Remote Code Important | No No
Execution

CVE-2025-47827 | Security Important | No Yes
Feature
Bypass

St
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CVE-2025-58715 | Elevation of | Important | No | No
Privilege

CVE-2025-59277 | Elevation of | Important | No | No
Privilege

CVE-2025-55692 | Elevation of | Important | No | No
Privilege

CVE-2025-59191 | Elevation of | Important | No | No
Privilege

CVE-2025-55333 | Security Important | No | No
Feature
Bypass

CVE-2025-58731 | Remote Code Important | No | No
Execution

CVE-2025-59184 | Information Important | No | No
Disclosure

CVE-2025-58718 | Remote Code Important | No | No
Execution

CVE-2025-48813 | Spoofing Important | No | No

CVE-2025-58736 | Remote Code Important | No | No
Execution

CVE-2025-59201 | Elevation of | Important | No | No
Privilege

CVE-2025-59186 | Information Important | No | No
Disclosure

CVE-2025-55325 | Information Important | No | No
Disclosure

CVE-2025-58716 | Elevation of | Important | No | No
Privilege

CVE-2025-59244 | Spoofing Important | No | No

CVE-2025-55680 | Elevation of | Important | No | No
Privilege

CVE-2025-55679 | Information Important | No | No
Disclosure

CVE-2025-59192 | Elevation of | Important | No | No
Privilege

CVE-2025-55696 | Elevation of | Important | No No
Privilege

CVE-2025-59207 | Elevation of | Important | No No
Privilege

CVE-2025-24052 | Elevation of | Important | Yes | No

Privilege
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CVE-2025-58733 | Remote Code Important | No | No
Execution

CVE-2025-55326 | Remote Code Important | No | No
Execution

CVE-2025-58719 | Elevation of | Important | No | No
Privilege

CVE-2025-59195 | Denial of Important | No | No
Service

CVE-2025-59287 | Remote Code | Critical No | No
Execution

CVE-2025-59261 | Elevation of | Important | No | No
Privilege

CVE-2025-59278 | Elevation of | Important | No | No
Privilege

CVE-2025-55336 | Information Important | No | No
Disclosure

CVE-2025-59200 | Spoofing Important | No | No

CVE-2025-59190 | Denial of Important | No | No
Service

CVE-2025-55678 | Elevation of | Important | No | No
Privilege

CVE-2025-59187 | Elevation of | Important | No | No
Privilege

CVE-2025-55686 | Elevation of | Important | No | No
Privilege

CVE-2025-59197 | Information Important | No | No
Disclosure

CVE-2025-59275 | Elevation of | Important | No | No
Privilege

CVE-2025-59205 | Elevation of | Important | No | No
Privilege

CVE-2025-55335 | Elevation of | Important | No | No
Privilege

CVE-2025-59255 | Elevation of | Important | No | No
Privilege

CVE-2025-59294 | Information Important | No No
Disclosure

CVE-2025-55332 | Security Important | No No
Feature
Bypass

St
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CVE-2025-55687 | Elevation of | Important | No | No
Privilege

CVE-2025-55695 | Information Important | No | No
Disclosure

CVE-2025-49708 | Elevation of | Critical No | No
Privilege

CVE-2025-55685 | Elevation of | Important | No | No
Privilege

CVE-2025-55681 | Elevation of | Important | No | No
Privilege

CVE-2025-55328 | Elevation of | Important | No | No
Privilege

CVE-2025-55331 | Elevation of | Important | No | No
Privilege

CVE-2025-59204 | Information Important | No | No
Disclosure

CVE-2025-59185 | Spoofing Important | No | No

CVE-2025-58730 | Remote Code Important | No | No
Execution

CVE-2025-54957 | Remote Code Important | No | No
Execution

CVE-2025-59260 | Information Important | No | No
Disclosure

CVE-2025-59280 | Tampering Important | No | No

CVE-2025-59211 | Information Important | No | No
Disclosure

CVE-2025-59295 | Remote Code Important | No | No
Execution

CVE-2025-58729 | Denial of Important | No | No
Service

CVE-2025-58737 | Remote Code Important | No | No
Execution

CVE-2025-59202 | Elevation of | Important | No | No
Privilege

CVE-2025-55689 | Elevation of | Important | No | No
Privilege

CVE-2025-58725 | Elevation of | Important | No No
Privilege

CVE-2025-55700 | Information Important | No No
Disclosure

St
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CVE-2025-58722 | Elevation of | Important | No | No
Privilege
CVE-2025-59253 | Denial of Important | No | No
Service
CVE-2016-9535 Remote Code | Critical No | No
Execution
CVE-2025-59188 | Information Important | No | No
Disclosure
CVE-2025-59198 | Denial of Important | No | No
Service
CVE-2025-25004 | Elevation of | Important | No No
Privilege
CVE-2025-59258 | Information Important | No | No
Disclosure
CVE-2025-59230 | Elevation of | Important | No | Yes
Privilege
CVE-2025-59209 | Information Important | No | No
Disclosure
CVE-2025-59203 | Information Important | No | No
Disclosure
CVE-2025-58735 | Remote Code Important | No | No
Execution
CVE-2025-55340 | Security Important | No | No
Feature
Bypass
5066586 | & fG | October CVE-2025-59242 | Elevation of | Important | No No
14, Privilege
2025— CVE-2025-58732 | Remote Code Important | No | No
KB5066586 Execution
(0S Build | CVE-2025-59259 | Denial of Important | No | No
17763. 791 Service
9) - CVE-2025-24990 | Elevation of | Important | No | Yes
Microsoft Privilege
Support CVE-2025-59254 | Elevation of | Important | No | No
Privilege
CVE-2025-55683 | Information Important | No No
Disclosure
CVE-2025-55701 | Elevation of | Important | No | No
Privilege
CVE-2025-59193 | Elevation of | Important | No | No
Privilege

St
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CVE-2025-50175 | Elevation of | Important | No | No
Privilege

CVE-2025-59214 | Spoofing Important | No | No

CVE-2025-59196 | Elevation of | Important | No | No
Privilege

CVE-2025-59199 | Elevation of | Important | No | No
Privilege

CVE-2025-55338 | Security Important | No | No
Feature
Bypass

CVE-2025-58739 | Spoofing Important | No | No

CVE-2025-58734 | Remote Code Important | No | No
Execution

CVE-2025-58726 | Elevation of | Important | No | No
Privilege

CVE-2025-58720 | Information Important | No | No
Disclosure

CVE-2025-50152 | Elevation of | Important | No | No
Privilege

CVE-2025-59282 | Remote Code Important | No | No
Execution

CVE-2025-58717 | Information Important | No | No
Disclosure

CVE-2025-58714 | Elevation of | Important | No | No
Privilege

CVE-2025-59208 | Information Important | No | No
Disclosure

CVE-2025-55699 | Information Important | No | No
Disclosure

CVE-2025-58738 | Remote Code Important | No | No
Execution

CVE-2025-47827 | Security Important | No | Yes
Feature
Bypass

CVE-2025-58715 | Elevation of | Important | No | No
Privilege

CVE-2025-59277 | Elevation of | Important | No No
Privilege

CVE-2025-55692 | Elevation of | Important | No No

Privilege
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CVE-2025-59191 | Elevation of | Important | No | No
Privilege

CVE-2025-55333 | Security Important | No | No
Feature
Bypass

CVE-2025-59184 | Information Important | No | No
Disclosure

CVE-2025-58718 | Remote Code Important | No | No
Execution

CVE-2025-48813 | Spoofing Important | No | No

CVE-2025-58736 | Remote Code Important | No | No
Execution

CVE-2025-59201 | Elevation of | Important | No | No
Privilege

CVE-2025-59186 | Information Important | No | No
Disclosure

CVE-2025-55325 | Information Important | No | No
Disclosure

CVE-2025-58716 | Elevation of | Important | No | No
Privilege

CVE-2025-59244 | Spoofing Important | No | No

CVE-2025-55680 | Elevation of | Important | No | No
Privilege

CVE-2025-55679 | Information Important | No | No
Disclosure

CVE-2025-59192 | Elevation of | Important | No | No
Privilege

CVE-2025-55696 | Elevation of | Important | No | No
Privilege

CVE-2025-59207 | Elevation of | Important | No | No
Privilege

CVE-2025-24052 | Elevation of | Important | Yes | No
Privilege

CVE-2025-58733 | Remote Code Important | No | No
Execution

CVE-2025-55326 | Remote Code Important | No No
Execution

CVE-2025-58719 | Elevation of | Important | No | No
Privilege

CVE-2025-59195 | Denial of Important | No | No
Service
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CVE-2025-59287 | Remote Code | Critical No | No
Execution

CVE-2025-59278 | Elevation of | Important | No | No
Privilege

CVE-2025-55336 | Information Important | No | No
Disclosure

CVE-2025-59200 | Spoofing Important | No | No

CVE-2025-59190 | Denial of Important | No | No
Service

CVE-2025-55678 | Elevation of | Important | No | No
Privilege

CVE-2025-59187 | Elevation of | Important | No | No
Privilege

CVE-2025-59197 | Information Important | No | No
Disclosure

CVE-2025-59275 | Elevation of | Important | No | No
Privilege

CVE-2025-59205 | Elevation of | Important | No | No
Privilege

CVE-2025-53150 | Elevation of | Important | No | No
Privilege

CVE-2025-55335 | Elevation of | Important | No | No
Privilege

CVE-2025-59255 | Elevation of | Important | No | No
Privilege

CVE-2025-59294 | Information Important | No | No
Disclosure

CVE-2025-55332 | Security Important | No | No
Feature
Bypass

CVE-2025-55687 | Elevation of | Important | No | No
Privilege

CVE-2025-55695 | Information Important | No | No
Disclosure

CVE-2025-49708 | Elevation of | Critical No | No
Privilege

CVE-2025-55681 | Elevation of | Important | No | No
Privilege

CVE-2025-53768 | Elevation of | Important | No No

Privilege
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CVE-2025-55328 | Elevation of | Important | No | No
Privilege

CVE-2025-59204 | Information Important | No | No
Disclosure

CVE-2025-59185 | Spoofing Important | No | No

CVE-2025-58730 | Remote Code Important | No | No
Execution

CVE-2025-54957 | Remote Code Important | No | No
Execution

CVE-2025-59260 | Information Important | No | No
Disclosure

CVE-2025-59280 | Tampering Important | No | No

CVE-2025-59211 | Information Important | No | No
Disclosure

CVE-2025-59295 | Remote Code Important | No | No
Execution

CVE-2025-58729 | Denial of Important | No | No
Service

CVE-2025-58728 | Elevation of | Important | No | No
Privilege

CVE-2025-58737 | Remote Code Important | No | No
Execution

CVE-2025-59202 | Elevation of | Important | No | No
Privilege

CVE-2025-58725 | Elevation of | Important | No | No
Privilege

CVE-2025-55700 | Information Important | No | No
Disclosure

CVE-2025-58722 | Elevation of | Important | No | No
Privilege

CVE-2025-59253 | Denial of Important | No | No
Service

CVE-2016-9535 Remote Code | Critical No | No
Execution

CVE-2025-59188 | Information Important | No | No
Disclosure

CVE-2025-59198 | Denial of Important | No | No
Service

CVE-2025-25004 | Elevation of | Important | No No

Privilege
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CVE-2025-59258 | Information Important | No | No
Disclosure
CVE-2025-59230 | Elevation of | Important | No | Yes
Privilege
CVE-2025-59209 | Information Important | No | No
Disclosure
CVE-2025-59203 | Information Important | No | No
Disclosure
CVE-2025-58735 | Remote Code Important | No | No
Execution
5066876 | =& | October CVE-2025-59242 | Elevation of | Important | No | No
14, Privilege
2025— CVE-2025-58730 | Remote Code Important | No | No
KB5066876 Execution
(Security | CVE-2025-58732 | Remote Code Important | No | No
-only Execution
update) — | CVE-2025-24990 | Elevation of Important | No | Yes
Microsoft Privilege
Support CVE-2025-59190 | Denial of Important | No | No
Service
CVE-2025-55678 | Elevation of | Important | No | No
Privilege
CVE-2025-59187 | Elevation of | Important | No | No
Privilege
CVE-2025-59280 | Tampering Important | No | No
CVE-2025-55701 | Elevation of | Important | No | No
Privilege
CVE-2025-59295 | Remote Code Important | No | No
Execution
CVE-2025-59214 | Spoofing Important | No | No
CVE-2025-58718 | Remote Code Important | No | No
Execution
CVE-2025-58729 | Denial of Important | No | No
Service
CVE-2025-59196 | Elevation of | Important | No | No
Privilege
CVE-2025-58736 | Remote Code Important | No No
Execution
CVE-2025-59201 | Elevation of | Important | No | No
Privilege
CVE-2025-58739 | Spoofing Important | No No
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CVE-2025-59275 | Elevation of | Important | No | No
Privilege

CVE-2025-59205 | Elevation of | Important | No | No
Privilege

CVE-2025-58726 | Elevation of | Important | No | No
Privilege

CVE-2025-55335 | Elevation of | Important | No | No
Privilege

CVE-2025-58725 | Elevation of | Important | No | No
Privilege

CVE-2025-59282 | Remote Code Important | No | No
Execution

CVE-2025-58717 | Information Important | No | No
Disclosure

CVE-2025-58714 | Elevation of | Important | No | No
Privilege

CVE-2025-59208 | Information Important | No | No
Disclosure

CVE-2025-55700 | Information Important | No | No
Disclosure

CVE-2025-24052 | Elevation of | Important | Yes | No
Privilege

CVE-2025-58733 | Remote Code Important | No | No
Execution

CVE-2016-9535 Remote Code | Critical No | No
Execution

CVE-2025-55695 | Information Important | No | No
Disclosure

CVE-2025-59198 | Denial of Important | No | No
Service

CVE-2025-25004 | Elevation of | Important | No | No
Privilege

CVE-2025-59230 | Elevation of | Important | No | Yes
Privilege

CVE-2025-59278 | Elevation of | Important | No No
Privilege

CVE-2025-59277 | Elevation of | Important | No No
Privilege

CVE-2025-58735 | Remote Code Important | No No

Execution
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5066793 | & fE | October CVE-2025-59242 | Elevation of | Important | No No
14, Privilege
2025— CVE-2025-58732 | Remote Code Important | No | No
KB5066793 Execution
(0S CVE-2025-59259 | Denial of Important | No | No
Builds Service
22621.606 | CVE-2025-24990 | Elevation of | Important | No | Yes
0 and Privilege
22631.606 | CVE-2025-59254 | Elevation of | Important | No | No
0) - Privilege
Microsoft | CVE-2025-55339 | Elevation of Important | No | No
Support Privilege
CVE-2025-55701 | Elevation of | Important | No | No
Privilege
CVE-2025-59193 | Elevation of | Important | No | No
Privilege
CVE-2025-50175 | Elevation of | Important | No | No
Privilege
CVE-2025-59214 | Spoofing Important | No | No
CVE-2025-59194 | Elevation of | Important | No | No
Privilege
CVE-2025-59196 | Elevation of | Important | No | No
Privilege
CVE-2025-59199 | Elevation of | Important | No | No
Privilege
CVE-2025-55338 | Security Important | No | No
Feature
Bypass
CVE-2025-58739 | Spoofing Important | No | No
CVE-2025-58734 | Remote Code Important | No | No
Execution
CVE-2025-58726 | Elevation of | Important | No | No
Privilege
CVE-2025-58720 | Information Important | No | No
Disclosure
CVE-2025-50152 | Elevation of | Important | No | No
Privilege
CVE-2025-59282 | Remote Code Important | No No
Execution
CVE-2025-58717 | Information Important | No No
Disclosure
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CVE-2025-58714 | Elevation of | Important | No | No
Privilege

CVE-2025-59208 | Information Important | No | No
Disclosure

CVE-2025-55699 | Information Important | No | No
Disclosure

CVE-2025-58738 | Remote Code Important | No | No
Execution

CVE-2025-47827 | Security Important | No | Yes
Feature
Bypass

CVE-2025-58715 | Elevation of | Important | No | No
Privilege

CVE-2025-59277 | Elevation of | Important | No | No
Privilege

CVE-2025-55692 | Elevation of | Important | No | No
Privilege

CVE-2025-59191 | Elevation of | Important | No | No
Privilege

CVE-2025-55333 | Security Important | No | No
Feature
Bypass

CVE-2025-58727 | Elevation of | Important | No | No
Privilege

CVE-2025-58731 | Remote Code Important | No | No
Execution

CVE-2025-58718 | Remote Code Important | No | No
Execution

CVE-2025-48813 | Spoofing Important | No | No

CVE-2025-58736 | Remote Code Important | No | No
Execution

CVE-2025-59201 | Elevation of | Important | No | No
Privilege

CVE-2025-55325 | Information Important | No | No
Disclosure

CVE-2025-58716 | Elevation of | Important | No | No
Privilege

CVE-2025-59244 | Spoofing Important | No No

CVE-2025-55680 | Elevation of | Important | No No

Privilege
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CVE-2025-2884 Information Important | Yes | No
Disclosure

CVE-2025-55679 | Information Important | No | No
Disclosure

CVE-2025-59192 | Elevation of | Important | No | No
Privilege

CVE-2025-55696 | Elevation of | Important | No | No
Privilege

CVE-2025-59207 | Elevation of | Important | No | No
Privilege

CVE-2025-24052 | Elevation of | Important | Yes | No
Privilege

CVE-2025-58733 | Remote Code Important | No | No
Execution

CVE-2025-55326 | Remote Code Important | No | No
Execution

CVE-2025-58719 | Elevation of | Important | No | No
Privilege

CVE-2025-59195 | Denial of Important | No | No
Service

CVE-2025-59261 | Elevation of | Important | No | No
Privilege

CVE-2025-59278 | Elevation of | Important | No | No
Privilege

CVE-2025-55336 | Information Important | No | No
Disclosure

CVE-2025-59200 | Spoofing Important | No | No

CVE-2025-59190 | Denial of Important | No | No
Service

CVE-2025-55678 | Elevation of | Important | No | No
Privilege

CVE-2025-55334 | Security Important | No | No
Feature
Bypass

CVE-2025-59187 | Elevation of | Important | No | No
Privilege

CVE-2025-55686 | Elevation of | Important | No No
Privilege

CVE-2025-59197 | Information Important | No No
Disclosure
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CVE-2025-59275 | Elevation of | Important | No | No
Privilege

CVE-2025-59205 | Elevation of | Important | No | No
Privilege

CVE-2025-53150 | Elevation of | Important | No | No
Privilege

CVE-2025-55335 | Elevation of | Important | No | No
Privilege

CVE-2025-55330 | Security Important | No | No
Feature
Bypass

CVE-2025-59255 | Elevation of | Important | No | No
Privilege

CVE-2025-59294 | Information Important | No | No
Disclosure

CVE-2025-55332 | Security Important | No | No
Feature
Bypass

CVE-2025-55687 | Elevation of | Important | No | No
Privilege

CVE-2025-55695 | Information Important | No | No
Disclosure

CVE-2025-59284 | Spoofing Important | No | No

CVE-2025-49708 | Elevation of | Critical No | No
Privilege

CVE-2025-55685 | Elevation of | Important | No | No
Privilege

CVE-2025-55681 | Elevation of | Important | No | No
Privilege

CVE-2025-53768 | Elevation of | Important | No | No
Privilege

CVE-2025-55328 | Elevation of | Important | No | No
Privilege

CVE-2025-55331 | Elevation of | Important | No | No
Privilege

CVE-2025-59204 | Information Important | No No
Disclosure

CVE-2025-59185 | Spoofing Important | No No

CVE-2025-58730 | Remote Code Important | No No

Execution
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CVE-2025-54957 | Remote Code Important | No | No
Execution

CVE-2025-59280 | Tampering Important | No | No

CVE-2025-59211 | Information Important | No | No
Disclosure

CVE-2025-59295 | Remote Code Important | No | No
Execution

CVE-2025-58729 | Denial of Important | No | No
Service

CVE-2025-58728 | Elevation of | Important | No | No
Privilege

CVE-2025-59202 | Elevation of | Important | No | No
Privilege

CVE-2025-55689 | Elevation of | Important | No | No
Privilege

CVE-2025-58725 | Elevation of | Important | No | No
Privilege

CVE-2025-55700 | Information Important | No | No
Disclosure

CVE-2025-53717 | Elevation of | Important | No | No
Privilege

CVE-2025-58722 | Elevation of | Important | No | No
Privilege

CVE-2025-59253 | Denial of Important | No | No
Service

CVE-2016-9535 Remote Code | Critical No | No
Execution

CVE-2025-59198 | Denial of Important | No | No
Service

CVE-2025-25004 | Elevation of | Important | No | No
Privilege

CVE-2025-48004 | Elevation of | Important | No | No
Privilege

CVE-2025-53139 | Security Important | No | No
Feature
Bypass

CVE-2025-59230 | Elevation of | Important | No Yes
Privilege

CVE-2025-59209 | Information Important | No No
Disclosure
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CVE-2025-59203 | Information Important | No | No
Disclosure
CVE-2025-58735 | Remote Code Important | No | No
Execution
CVE-2025-55340 | Security Important | No | No
Feature
Bypass
5066874 | & fE | October CVE-2025-59242 | Elevation of | Important | No No
14, Privilege
2025— CVE-2025-24990 | Elevation of | Important | No | Yes
KB5066874 Privilege
(Monthly | CVE-2025-59190 | Denial of Important | No | No
Rollup) - Service
Microsoft | CVE-2025-59187 | Elevation of | Important | No | No
Support Privilege
CVE-2025-59280 | Tampering Important | No | No
CVE-2025-55701 | Elevation of | Important | No | No
Privilege
CVE-2025-59295 | Remote Code Important | No | No
Execution
CVE-2025-59214 | Spoofing Important | No | No
CVE-2025-58718 | Remote Code Important | No | No
Execution
CVE-2025-58729 | Denial of Important | No | No
Service
CVE-2025-59196 | Elevation of | Important | No | No
Privilege
CVE-2025-58736 | Remote Code Important | No | No
Execution
CVE-2025-59201 | Elevation of | Important | No | No
Privilege
CVE-2025-58739 | Spoofing Important | No | No
CVE-2025-59275 | Elevation of | Important | No | No
Privilege
CVE-2025-59205 | Elevation of | Important | No | No
Privilege
CVE-2025-58726 | Elevation of | Important | No No
Privilege
CVE-2025-55335 | Elevation of | Important | No No

Privilege
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CVE-2025-58725 | Elevation of | Important | No | No
Privilege
CVE-2025-59282 | Remote Code Important | No | No
Execution
CVE-2025-58717 | Information Important | No | No
Disclosure
CVE-2025-58714 | Elevation of | Important | No | No
Privilege
CVE-2025-59208 | Information Important | No | No
Disclosure
CVE-2025-55700 | Information Important | No | No
Disclosure
CVE-2025-24052 | Elevation of | Important | Yes | No
Privilege
CVE-2025-58733 | Remote Code Important | No | No
Execution
CVE-2016-9535 Remote Code | Critical No | No
Execution
CVE-2025-55695 | Information Important | No | No
Disclosure
CVE-2025-59198 | Denial of Important | No | No
Service
CVE-2025-25004 | Elevation of | Important | No | No
Privilege
CVE-2025-59230 | Elevation of | Important | No | Yes
Privilege
CVE-2025-59278 | Elevation of | Important | No | No
Privilege
CVE-2025-59277 | Elevation of | Important | No | No
Privilege
CVE-2025-58735 | Remote Code Important | No | No
Execution
5066791 | & fG | October CVE-2025-59242 | Elevation of | Important | No No
14, Privilege
2025— CVE-2025-58732 | Remote Code Important | No No
KB5066791 Execution
(0S CVE-2025-59259 | Denial of Important | No | No
Builds Service
19044. 645 | CVE-2025-24990 | Elevation of | Important | No | Yes
6 and Privilege
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19045. 645 | CVE-2025-59254 | Elevation of | Important | No | No
6) - Privilege
Microsoft | CVE-2025-55701 | Elevation of | Important | No | No
Support Privilege

CVE-2025-59193 | Elevation of | Important | No | No
Privilege

CVE-2025-50175 | Elevation of | Important | No | No
Privilege

CVE-2025-59214 | Spoofing Important | No | No

CVE-2025-59196 | Elevation of | Important | No | No
Privilege

CVE-2025-59199 | Elevation of | Important | No | No
Privilege

CVE-2025-55338 | Security Important | No | No
Feature
Bypass

CVE-2025-58739 | Spoofing Important | No | No

CVE-2025-58734 | Remote Code Important | No | No
Execution

CVE-2025-58726 | Elevation of | Important | No | No
Privilege

CVE-2025-58720 | Information Important | No | No
Disclosure

CVE-2025-50152 | Elevation of | Important | No | No
Privilege

CVE-2025-59282 | Remote Code Important | No | No
Execution

CVE-2025-58717 | Information Important | No | No
Disclosure

CVE-2025-58714 | Elevation of | Important | No | No
Privilege

CVE-2025-59208 | Information Important | No | No
Disclosure

CVE-2025-55699 | Information Important | No | No
Disclosure

CVE-2025-58738 | Remote Code Important | No No
Execution

CVE-2025-47827 | Security Important | No Yes
Feature
Bypass
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CVE-2025-58715 | Elevation of | Important | No | No
Privilege

CVE-2025-59277 | Elevation of | Important | No | No
Privilege

CVE-2025-55692 | Elevation of | Important | No | No
Privilege

CVE-2025-59191 | Elevation of | Important | No | No
Privilege

CVE-2025-55333 | Security Important | No | No
Feature
Bypass

CVE-2025-58727 | Elevation of | Important | No | No
Privilege

CVE-2025-58718 | Remote Code Important | No | No
Execution

CVE-2025-48813 | Spoofing Important | No | No

CVE-2025-58736 | Remote Code Important | No | No
Execution

CVE-2025-59201 | Elevation of | Important | No | No
Privilege

CVE-2025-55325 | Information Important | No | No
Disclosure

CVE-2025-58716 | Elevation of | Important | No | No
Privilege

CVE-2025-59244 | Spoofing Important | No | No

CVE-2025-55680 | Elevation of | Important | No | No
Privilege

CVE-2025-55679 | Information Important | No | No
Disclosure

CVE-2025-59192 | Elevation of | Important | No | No
Privilege

CVE-2025-55696 | Elevation of | Important | No | No
Privilege

CVE-2025-59207 | Elevation of | Important | No | No
Privilege

CVE-2025-24052 | Elevation of | Important | Yes | No
Privilege

CVE-2025-58733 | Remote Code Important | No No
Execution

CVE-2025-55326 | Remote Code Important | No No

Execution
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CVE-2025-58719 | Elevation of | Important | No | No
Privilege

CVE-2025-59195 | Denial of Important | No | No
Service

CVE-2025-59278 | Elevation of | Important | No | No
Privilege

CVE-2025-55336 | Information Important | No | No
Disclosure

CVE-2025-59200 | Spoofing Important | No | No

CVE-2025-59190 | Denial of Important | No | No
Service

CVE-2025-55678 | Elevation of | Important | No | No
Privilege

CVE-2025-59187 | Elevation of | Important | No | No
Privilege

CVE-2025-55686 | Elevation of | Important | No | No
Privilege

CVE-2025-59197 | Information Important | No | No
Disclosure

CVE-2025-59275 | Elevation of | Important | No | No
Privilege

CVE-2025-59205 | Elevation of | Important | No | No
Privilege

CVE-2025-53150 | Elevation of | Important | No | No
Privilege

CVE-2025-55335 | Elevation of | Important | No | No
Privilege

CVE-2025-59255 | Elevation of | Important | No | No
Privilege

CVE-2025-59294 | Information Important | No | No
Disclosure

CVE-2025-55332 | Security Important | No | No
Feature
Bypass

CVE-2025-55687 | Elevation of | Important | No No
Privilege

CVE-2025-55695 | Information Important | No No
Disclosure

CVE-2025-49708 | Elevation of | Critical No | No

Privilege
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CVE-2025-55685 | Elevation of | Important | No | No
Privilege

CVE-2025-55681 | Elevation of | Important | No | No
Privilege

CVE-2025-53768 | Elevation of | Important | No | No
Privilege

CVE-2025-55328 | Elevation of | Important | No | No
Privilege

CVE-2025-55331 | Elevation of | Important | No | No
Privilege

CVE-2025-59204 | Information Important | No No
Disclosure

CVE-2025-59185 | Spoofing Important | No | No

CVE-2025-58730 | Remote Code Important | No | No
Execution

CVE-2025-54957 | Remote Code Important | No | No
Execution

CVE-2025-59280 | Tampering Important | No | No

CVE-2025-59211 | Information Important | No | No
Disclosure

CVE-2025-59295 | Remote Code Important | No | No
Execution

CVE-2025-58729 | Denial of Important | No | No
Service

CVE-2025-58728 | Elevation of | Important | No | No
Privilege

CVE-2025-59202 | Elevation of | Important | No | No
Privilege

CVE-2025-55689 | Elevation of | Important | No | No
Privilege

CVE-2025-58725 | Elevation of | Important | No | No
Privilege

CVE-2025-55700 | Information Important | No | No
Disclosure

CVE-2025-58722 | Elevation of | Important | No | No
Privilege

CVE-2025-59253 | Denial of Important | No No
Service

CVE-2016-9535 Remote Code | Critical No | No

Execution
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CVE-2025-59198 | Denial of Important | No | No
Service
CVE-2025-25004 | Elevation of | Important | No | No
Privilege
CVE-2025-53139 | Security Important | No | No
Feature
Bypass
CVE-2025-59230 | Elevation of | Important | No | Yes
Privilege
CVE-2025-59209 | Information Important | No No
Disclosure
CVE-2025-59203 | Information Important | No No
Disclosure
CVE-2025-58735 | Remote Code Important | No | No
Execution
CVE-2025-55340 | Security Important | No | No
Feature
Bypass
5066836 | =& | October CVE-2025-55692 | Elevation of | Important | No No
14, Privilege
2025— CVE-2025-59242 | Elevation of | Important | No | No
KB5066836 Privilege
(0S Build | CVE-2025-59185 | Spoofing Important | No | No
14393. 851 | CVE-2025-55333 | Security Important | No | No
9) - Feature
Microsoft Bypass
Support CVE-2025-59200 | Spoofing Important | No | No
CVE-2025-58730 | Remote Code Important | No | No
Execution
CVE-2025-58732 | Remote Code Important | No | No
Execution
CVE-2025-54957 | Remote Code Important | No | No
Execution
CVE-2025-59259 | Denial of Important | No | No
Service
CVE-2025-24990 | Elevation of | Important | No Yes
Privilege
CVE-2025-59190 | Denial of Important | No | No
Service
CVE-2025-55678 | Elevation of | Important | No No

Privilege
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CVE-2025-59254 | Elevation of | Important | No | No
Privilege

CVE-2025-59260 | Information Important | No | No
Disclosure

CVE-2025-59187 | Elevation of | Important | No | No
Privilege

CVE-2025-59280 | Tampering Important | No | No

CVE-2025-55683 | Information Important | No | No
Disclosure

CVE-2025-55701 | Elevation of | Important | No | No
Privilege

CVE-2025-59211 | Information Important | No No
Disclosure

CVE-2025-59184 | Information Important | No | No
Disclosure

CVE-2025-59295 | Remote Code Important | No | No
Execution

CVE-2025-59214 | Spoofing Important | No | No

CVE-2025-58718 | Remote Code Important | No | No
Execution

CVE-2025-58729 | Denial of Important | No | No
Service

CVE-2025-59196 | Elevation of | Important | No | No
Privilege

CVE-2025-58737 | Remote Code Important | No | No
Execution

CVE-2025-59202 | Elevation of | Important | No | No
Privilege

CVE-2025-55338 | Security Important | No | No
Feature
Bypass

CVE-2025-58736 | Remote Code Important | No | No
Execution

CVE-2025-59201 | Elevation of | Important | No | No
Privilege

CVE-2025-58739 | Spoofing Important | No No

CVE-2025-59186 | Information Important | No No
Disclosure

CVE-2025-59197 | Information Important | No No
Disclosure
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CVE-2025-58734 | Remote Code Important | No | No
Execution

CVE-2025-59275 | Elevation of | Important | No | No
Privilege

CVE-2025-59205 | Elevation of | Important | No | No
Privilege

CVE-2025-58726 | Elevation of | Important | No | No
Privilege

CVE-2025-58716 | Elevation of | Important | No | No
Privilege

CVE-2025-50152 | Elevation of | Important | No | No
Privilege

CVE-2025-59244 | Spoofing Important | No | No

CVE-2025-55335 | Elevation of | Important | No | No
Privilege

CVE-2025-58725 | Elevation of | Important | No | No
Privilege

CVE-2025-55248 | Information Important | No | No
Disclosure

CVE-2025-59282 | Remote Code Important | No | No
Execution

CVE-2025-58717 | Information Important | No | No
Disclosure

CVE-2025-58714 | Elevation of | Important | No | No
Privilege

CVE-2025-59294 | Information Important | No | No
Disclosure

CVE-2025-59208 | Information Important | No | No
Disclosure

CVE-2025-55700 | Information Important | No | No
Disclosure

CVE-2025-55325 | Information Important | No | No
Disclosure

CVE-2025-55699 | Information Important | No | No
Disclosure

CVE-2025-58722 | Elevation of | Important | No No
Privilege

CVE-2025-59192 | Elevation of | Important | No | No
Privilege

CVE-2025-55687 | Elevation of | Important | No No

Privilege
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CVE-2025-59253 | Denial of Important | No | No
Service

CVE-2025-24052 | Elevation of | Important | Yes | No
Privilege

CVE-2025-58733 | Remote Code Important | No | No
Execution

CVE-2016-9535 Remote Code | Critical No | No
Execution

CVE-2025-55695 | Information Important | No | No
Disclosure

CVE-2025-59277 | Elevation of | Important | No | No
Privilege

CVE-2025-58719 | Elevation of | Important | No | No
Privilege

CVE-2025-59188 | Information Important | No | No
Disclosure

CVE-2025-59198 | Denial of Important | No | No
Service

CVE-2025-25004 | Elevation of | Important | No | No
Privilege

CVE-2025-59287 | Remote Code | Critical No | No
Execution

CVE-2025-59258 | Information Important | No | No
Disclosure

CVE-2025-59230 | Elevation of | Important | No | Yes
Privilege

CVE-2025-59209 | Information Important | No | No
Disclosure

CVE-2025-59278 | Elevation of | Important | No | No
Privilege

CVE-2025-47827 | Security Important | No | Yes
Feature
Bypass

CVE-2025-58715 | Elevation of | Important | No | No
Privilege

CVE-2025-53768 | Elevation of | Important | No No
Privilege

CVE-2025-55328 | Elevation of | Important | No No
Privilege

CVE-2025-59203 | Information Important | No No
Disclosure
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CVE-2025-58735 | Remote Code Important | No | No
Execution
5066872 | & fE | October CVE-2025-59242 | Elevation of | Important | No No
14, Privilege
2025— CVE-2025-58730 | Remote Code Important | No | No
KB5066872 Execution
(Monthly CVE-2025-58732 | Remote Code Important | No | No
Rollup) - Execution
Microsoft | CVE-2025-24990 | Elevation of | Important | No | Yes
Support Privilege
CVE-2025-59190 | Denial of Important | No No
Service
CVE-2025-55678 | Elevation of | Important | No | No
Privilege
CVE-2025-59187 | Elevation of | Important | No | No
Privilege
CVE-2025-59280 | Tampering Important | No | No
CVE-2025-55701 | Elevation of | Important | No | No
Privilege
CVE-2025-59295 | Remote Code Important | No | No
Execution
CVE-2025-59214 | Spoofing Important | No | No
CVE-2025-58718 | Remote Code Important | No | No
Execution
CVE-2025-58729 | Denial of Important | No | No
Service
CVE-2025-59196 | Elevation of | Important | No | No
Privilege
CVE-2025-58736 | Remote Code Important | No | No
Execution
CVE-2025-59201 | Elevation of | Important | No | No
Privilege
CVE-2025-58739 | Spoofing Important | No | No
CVE-2025-59275 | Elevation of | Important | No | No
Privilege
CVE-2025-59205 | Elevation of | Important | No | No
Privilege
CVE-2025-58726 | Elevation of | Important | No No
Privilege
CVE-2025-55335 | Elevation of | Important | No No

Privilege
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CVE-2025-58725 | Elevation of | Important | No | No
Privilege
CVE-2025-59282 | Remote Code Important | No | No
Execution
CVE-2025-58717 | Information Important | No | No
Disclosure
CVE-2025-58714 | Elevation of | Important | No | No
Privilege
CVE-2025-59208 | Information Important | No | No
Disclosure
CVE-2025-55700 | Information Important | No | No
Disclosure
CVE-2025-24052 | Elevation of | Important | Yes | No
Privilege
CVE-2025-58733 | Remote Code Important | No | No
Execution
CVE-2016-9535 Remote Code | Critical No | No
Execution
CVE-2025-55695 | Information Important | No | No
Disclosure
CVE-2025-59198 | Denial of Important | No | No
Service
CVE-2025-25004 | Elevation of | Important | No | No
Privilege
CVE-2025-59230 | Elevation of | Important | No | Yes
Privilege
CVE-2025-59278 | Elevation of | Important | No | No
Privilege
CVE-2025-59277 | Elevation of | Important | No | No
Privilege
CVE-2025-58735 | Remote Code Important | No | No
Execution
5066837 | & fG | October CVE-2025-55692 | Elevation of | Important | No No
14, Privilege
2025— CVE-2025-59242 | Elevation of | Important | No No
KB5066837 Privilege
(0S Build | CVE-2025-59185 | Spoofing Important | No | No
10240. 211 | CVE-2025-55333 | Security Important | No | No
61) - Feature
Microsoft Bypass
Support CVE-2025-59200 | Spoofing Important | No No
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CVE-2025-58730 | Remote Code Important | No | No
Execution

CVE-2025-58732 | Remote Code Important | No | No
Execution

CVE-2025-54957 | Remote Code Important | No | No
Execution

CVE-2025-59259 | Denial of Important | No | No
Service

CVE-2025-24990 | Elevation of | Important | No | Yes
Privilege

CVE-2025-59190 | Denial of Important | No No
Service

CVE-2025-55678 | Elevation of | Important | No | No
Privilege

CVE-2025-59254 | Elevation of | Important | No | No
Privilege

CVE-2025-59187 | Elevation of | Important | No | No
Privilege

CVE-2025-59280 | Tampering Important | No | No

CVE-2025-55701 | Elevation of | Important | No | No
Privilege

CVE-2025-59211 | Information Important | No | No
Disclosure

CVE-2025-59295 | Remote Code Important | No | No
Execution

CVE-2025-59214 | Spoofing Important | No | No

CVE-2025-58718 | Remote Code Important | No | No
Execution

CVE-2025-58729 | Denial of Important | No | No
Service

CVE-2025-59196 | Elevation of | Important | No | No
Privilege

CVE-2025-55338 | Security Important | No | No
Feature
Bypass

CVE-2025-58736 | Remote Code Important | No No
Execution

CVE-2025-59201 | Elevation of | Important | No | No
Privilege

CVE-2025-58739 | Spoofing Important | No No
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CVE-2025-59197 | Information Important | No | No
Disclosure

CVE-2025-58734 | Remote Code Important | No | No
Execution

CVE-2025-59275 | Elevation of | Important | No | No
Privilege

CVE-2025-59205 | Elevation of | Important | No | No
Privilege

CVE-2025-58726 | Elevation of | Important | No | No
Privilege

CVE-2025-58716 | Elevation of | Important | No | No
Privilege

CVE-2025-50152 | Elevation of | Important | No | No
Privilege

CVE-2025-59244 | Spoofing Important | No | No

CVE-2025-55335 | Elevation of | Important | No | No
Privilege

CVE-2025-58725 | Elevation of | Important | No | No
Privilege

CVE-2025-59282 | Remote Code Important | No | No
Execution

CVE-2025-55325 | Information Important | No | No
Disclosure

CVE-2025-58717 | Information Important | No | No
Disclosure

CVE-2025-58714 | Elevation of | Important | No | No
Privilege

CVE-2025-59294 | Information Important | No | No
Disclosure

CVE-2025-59208 | Information Important | No | No
Disclosure

CVE-2025-55700 | Information Important | No | No
Disclosure

CVE-2025-55699 | Information Important | No | No
Disclosure

CVE-2025-58738 | Remote Code Important | No No
Execution

CVE-2025-59192 | Elevation of | Important | No | No
Privilege

CVE-2025-55687 | Elevation of | Important | No No

Privilege
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CVE-2025-59253 | Denial of Important | No | No
Service
CVE-2025-24052 | Elevation of | Important | Yes | No
Privilege
CVE-2025-58733 | Remote Code Important | No | No
Execution
CVE-2016-9535 Remote Code | Critical No | No
Execution
CVE-2025-55695 | Information Important | No | No
Disclosure
CVE-2025-59277 | Elevation of | Important | No | No
Privilege
CVE-2025-59198 | Denial of Important | No | No
Service
CVE-2025-25004 | Elevation of | Important | No | No
Privilege
CVE-2025-59230 | Elevation of | Important | No | Yes
Privilege
CVE-2025-59209 | Information Important | No | No
Disclosure
CVE-2025-59278 | Elevation of | Important | No | No
Privilege
CVE-2025-47827 | Security Important | No | Yes
Feature
Bypass
CVE-2025-58715 | Elevation of | Important | No | No
Privilege
CVE-2025-53768 | Elevation of | Important | No | No
Privilege
CVE-2025-55328 | Elevation of | Important | No | No
Privilege
CVE-2025-59203 | Information Important | No | No
Disclosure
CVE-2025-58735 | Remote Code Important | No | No
Execution
5066877 | & fE | October CVE-2025-59242 | Elevation of | Important | No No
14, Privilege
2025— CVE-2025-24990 | Elevation of | Important | No Yes
KB5066877 Privilege
(Security | CVE-2025-59190 | Denial of Important | No | No
—only Service
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update) - | CVE-2025-59187 | Elevation of | Important |No | No
Microsoft Privilege
Support CVE-2025-59280 | Tampering Important | No | No

CVE-2025-55701 | Elevation of | Important | No | No
Privilege

CVE-2025-59295 | Remote Code Important | No | No
Execution

CVE-2025-59214 | Spoofing Important | No | No

CVE-2025-58718 | Remote Code Important | No | No
Execution

CVE-2025-58729 | Denial of Important | No | No
Service

CVE-2025-59196 | Elevation of | Important | No | No
Privilege

CVE-2025-58736 | Remote Code Important | No | No
Execution

CVE-2025-59201 | Elevation of | Important | No | No
Privilege

CVE-2025-58739 | Spoofing Important | No | No

CVE-2025-59275 | Elevation of | Important | No | No
Privilege

CVE-2025-59205 | Elevation of | Important | No | No
Privilege

CVE-2025-58726 | Elevation of | Important | No | No
Privilege

CVE-2025-55335 | Elevation of | Important | No | No
Privilege

CVE-2025-58725 | Elevation of | Important | No | No
Privilege

CVE-2025-59282 | Remote Code Important | No | No
Execution

CVE-2025-58717 | Information Important | No | No
Disclosure

CVE-2025-58714 | Elevation of | Important | No | No
Privilege

CVE-2025-59208 | Information Important | No | No
Disclosure

CVE-2025-55700 | Information Important | No No
Disclosure

CVE-2025-24052 | Elevation of | Important | Yes | No

Privilege
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CVE-2025-58733 | Remote Code Important | No | No
Execution
CVE-2016-9535 Remote Code | Critical No | No
Execution
CVE-2025-55695 | Information Important | No | No
Disclosure
CVE-2025-59198 | Denial of Important | No | No
Service
CVE-2025-25004 | Elevation of | Important | No | No
Privilege
CVE-2025-59230 | Elevation of | Important | No | Yes
Privilege
CVE-2025-59278 | Elevation of | Important | No | No
Privilege
CVE-2025-59277 | Elevation of | Important | No | No
Privilege
CVE-2025-58735 | Remote Code Important | No | No
Execution
5066835 | =& | October CVE-2025-59242 | Elevation of | Important | No No
14, Privilege
2025— CVE-2025-58732 | Remote Code Important | No | No
KB5066835 Execution
(0S CVE-2025-59259 | Denial of Important | No | No
Builds Service
26200. 689 | CVE-2025-24990 | Elevation of | Important | No | Yes
9 and Privilege
26100. 689 | CVE-2025-59254 | Elevation of | Important | No | No
9) - Privilege
Microsoft | CVE-2025-55339 | Elevation of | Important |No | No
Support Privilege
CVE-2025-55683 | Information Important | No | No
Disclosure
CVE-2025-55701 | Elevation of | Important | No | No
Privilege
CVE-2025-59193 | Elevation of | Important | No | No
Privilege
CVE-2025-50175 | Elevation of | Important | No | No
Privilege
CVE-2025-59214 | Spoofing Important | No No
CVE-2025-55691 | Elevation of | Important | No | No

Privilege
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CVE-2025-59194 | Elevation of | Important | No | No
Privilege

CVE-2025-59196 | Elevation of | Important | No | No
Privilege

CVE-2025-59199 | Elevation of | Important | No | No
Privilege

CVE-2025-55338 | Security Important | No | No
Feature
Bypass

CVE-2025-58739 | Spoofing Important | No | No

CVE-2025-58734 | Remote Code Important | No | No
Execution

CVE-2025-58726 | Elevation of | Important | No | No
Privilege

CVE-2025-58720 | Information Important | No | No
Disclosure

CVE-2025-50152 | Elevation of | Important | No | No
Privilege

CVE-2025-59282 | Remote Code Important | No | No
Execution

CVE-2025-58717 | Information Important | No | No
Disclosure

CVE-2025-58714 | Elevation of | Important | No | No
Privilege

CVE-2025-59208 | Information Important | No | No
Disclosure

CVE-2025-59206 | Elevation of | Important | No | No
Privilege

CVE-2025-55682 | Security Important | No | No
Feature
Bypass

CVE-2025-55699 | Information Important | No | No
Disclosure

CVE-2025-58738 | Remote Code Important | No | No
Execution

CVE-2025-55337 | Security Important | No No
Feature
Bypass

CVE-2025-55684 | Elevation of | Important | No No

Privilege
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CVE-2025-47979 | Information Important | No | No
Disclosure

CVE-2025-47827 | Security Important | No | Yes
Feature
Bypass

CVE-2025-58715 | Elevation of | Important | No | No
Privilege

CVE-2025-59277 | Elevation of | Important | No | No
Privilege

CVE-2025-55692 | Elevation of | Important | No | No
Privilege

CVE-2025-59191 | Elevation of | Important | No | No
Privilege

CVE-2025-55333 | Security Important | No | No
Feature
Bypass

CVE-2025-58727 | Elevation of | Important | No | No
Privilege

CVE-2025-58731 | Remote Code Important | No | No
Execution

CVE-2025-59184 | Information Important | No | No
Disclosure

CVE-2025-55698 | Denial of Important | No | No
Service

CVE-2025-58718 | Remote Code Important | No | No
Execution

CVE-2025-48813 | Spoofing Important | No | No

CVE-2025-58736 | Remote Code Important | No | No
Execution

CVE-2025-59201 | Elevation of | Important | No | No
Privilege

CVE-2025-59186 | Information Important | No | No
Disclosure

CVE-2025-55325 | Information Important | No | No
Disclosure

CVE-2025-58716 | Elevation of | Important | No | No
Privilege

CVE-2025-59244 | Spoofing Important | No No

CVE-2025-55680 | Elevation of | Important | No No

Privilege

45 T




Wwo T = 1s

-

AR %R =2

nE X

FRIGED 2025 4 10 HIVTEEFHFEL

CVE-2025-2884 Information Important | Yes | No
Disclosure

CVE-2025-55679 | Information Important | No | No
Disclosure

CVE-2025-55676 | Information Important | No | No
Disclosure

CVE-2025-59192 | Elevation of | Important | No | No
Privilege

CVE-2025-55696 | Elevation of | Important | No | No
Privilege

CVE-2025-59207 | Elevation of | Important | No | No
Privilege

CVE-2025-24052 | Elevation of | Important | Yes | No
Privilege

CVE-2025-58733 | Remote Code Important | No | No
Execution

CVE-2025-55326 | Remote Code Important | No | No
Execution

CVE-2025-58719 | Elevation of | Important | No | No
Privilege

CVE-2025-59195 | Denial of Important | No | No
Service

CVE-2025-59287 | Remote Code | Critical No | No
Execution

CVE-2025-59261 | Elevation of | Important | No | No
Privilege

CVE-2025-59278 | Elevation of | Important | No | No
Privilege

CVE-2025-55677 | Elevation of | Important | No | No
Privilege

CVE-2025-55336 | Information Important | No | No
Disclosure

CVE-2025-59189 | Elevation of | Important | No | No
Privilege

CVE-2025-55694 | Elevation of | Important | No No
Privilege

CVE-2025-59200 | Spoofing Important | No No

CVE-2025-59190 | Denial of Important | No | No
Service

CVE-2025-55678 | Elevation of | Important | No No

Privilege
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CVE-2025-55334 | Security Important | No | No
Feature
Bypass

CVE-2025-59187 | Elevation of | Important | No | No
Privilege

CVE-2025-55693 | Elevation of | Important | No | No
Privilege

CVE-2025-50174 | Elevation of | Important | No | No
Privilege

CVE-2025-55686 | Elevation of | Important | No | No
Privilege

CVE-2025-59197 | Information Important | No No
Disclosure

CVE-2025-59275 | Elevation of | Important | No | No
Privilege

CVE-2025-59205 | Elevation of | Important | No | No
Privilege

CVE-2025-53150 | Elevation of | Important | No | No
Privilege

CVE-2025-55335 | Elevation of | Important | No | No
Privilege

CVE-2025-55330 | Security Important | No | No
Feature
Bypass

CVE-2025-59255 | Elevation of | Important | No | No
Privilege

CVE-2025-59294 | Information Important | No | No
Disclosure

CVE-2025-55332 | Security Important | No | No
Feature
Bypass

CVE-2025-55687 | Elevation of | Important | No | No
Privilege

CVE-2025-55688 | Elevation of | Important | No | No
Privilege

CVE-2025-55695 | Information Important | No No
Disclosure

CVE-2025-59284 | Spoofing Important | No No

CVE-2025-59241 | Elevation of | Important | No | No

Privilege
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CVE-2025-49708 | Elevation of | Critical No | No
Privilege

CVE-2025-55685 | Elevation of | Important | No | No
Privilege

CVE-2025-55681 | Elevation of | Important | No | No
Privilege

CVE-2025-55697 | Elevation of | Important | No | No
Privilege

CVE-2025-55328 | Elevation of | Important | No | No
Privilege

CVE-2025-53768 | Elevation of | Important | No | No
Privilege

CVE-2025-55331 | Elevation of | Important | No | No
Privilege

CVE-2025-59204 | Information Important | No | No
Disclosure

CVE-2025-59185 | Spoofing Important | No | No

CVE-2025-58730 | Remote Code Important | No | No
Execution

CVE-2025-54957 | Remote Code Important | No | No
Execution

CVE-2025-59260 | Information Important | No | No
Disclosure

CVE-2025-59280 | Tampering Important | No | No

CVE-2025-55690 | Elevation of | Important | No | No
Privilege

CVE-2025-59211 | Information Important | No | No
Disclosure

CVE-2025-59295 | Remote Code Important | No | No
Execution

CVE-2025-58729 | Denial of Important | No | No
Service

CVE-2025-58728 | Elevation of | Important | No | No
Privilege

CVE-2025-58737 | Remote Code Important | No | No
Execution

CVE-2025-59202 | Elevation of | Important | No No
Privilege

CVE-2025-55689 | Elevation of | Important | No No

Privilege
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CVE-2025-59210 | Elevation of | Important | No | No
Privilege

CVE-2025-58725 | Elevation of | Important | No | No
Privilege

CVE-2025-55700 | Information Important | No | No
Disclosure

CVE-2025-53717 | Elevation of | Important | No | No
Privilege

CVE-2025-58722 | Elevation of | Important | No | No
Privilege

CVE-2025-59253 | Denial of Important | No | No
Service

CVE-2016-9535 Remote Code | Critical No | No
Execution

CVE-2025-59257 | Denial of Important | No | No
Service

CVE-2025-59188 | Information Important | No | No
Disclosure

CVE-2025-59198 | Denial of Important | No | No
Service

CVE-2025-25004 | Elevation of | Important | No | No
Privilege

CVE-2025-48004 | Elevation of | Important | No | No
Privilege

CVE-2025-59258 | Information Important | No | No
Disclosure

CVE-2025-53139 | Security Important | No | No
Feature
Bypass

CVE-2025-59230 | Elevation of | Important | No | Yes
Privilege

CVE-2025-59209 | Information Important | No | No
Disclosure

CVE-2025-59203 | Information Important | No | No
Disclosure

CVE-2025-58735 | Remote Code Important | No No
Execution

CVE-2025-55340 | Security Important | No No
Feature
Bypass

49 W




Wwo T = 1s

F-RRERLNEE TEEEHR 2025 £ 10 AT EEFHEBSE
5066875 | & fE | October CVE-2025-59242 | Elevation of | Important | No No
14, Privilege
2025— CVE-2025-58730 | Remote Code Important | No | No
KB5066875 Execution
(Monthly | CVE-2025-58732 | Remote Code | Important | No | No
Rollup) - Execution
Microsoft | CVE-2025-59259 | Denial of Important | No | No
Support Service
CVE-2025-24990 | Elevation of | Important | No | Yes
Privilege
CVE-2025-59190 | Denial of Important | No No
Service
CVE-2025-55678 | Elevation of | Important | No | No
Privilege
CVE-2025-59187 | Elevation of | Important | No | No
Privilege
CVE-2025-59280 | Tampering Important | No | No
CVE-2025-55701 | Elevation of | Important | No | No
Privilege
CVE-2025-59211 | Information Important | No | No
Disclosure
CVE-2025-59295 | Remote Code Important | No | No
Execution
CVE-2025-59214 | Spoofing Important | No | No
CVE-2025-58718 | Remote Code Important | No | No
Execution
CVE-2025-58729 | Denial of Important | No | No
Service
CVE-2025-59196 | Elevation of | Important | No | No
Privilege
CVE-2025-59202 | Elevation of | Important | No | No
Privilege
CVE-2025-58736 | Remote Code Important | No | No
Execution
CVE-2025-59201 | Elevation of | Important | No | No
Privilege
CVE-2025-58739 | Spoofing Important | No No
CVE-2025-59275 | Elevation of | Important | No No
Privilege
CVE-2025-59205 | Elevation of | Important | No No

Privilege
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CVE-2025-58726 | Elevation of | Important | No | No
Privilege

CVE-2025-55335 | Elevation of | Important | No | No
Privilege

CVE-2025-58725 | Elevation of | Important | No | No
Privilege

CVE-2025-59282 | Remote Code Important | No | No
Execution

CVE-2025-58717 | Information Important | No | No
Disclosure

CVE-2025-58714 | Elevation of | Important | No | No
Privilege

CVE-2025-59208 | Information Important | No | No
Disclosure

CVE-2025-55700 | Information Important | No | No
Disclosure

CVE-2025-55687 | Elevation of | Important | No | No
Privilege

CVE-2025-59253 | Denial of Important | No | No
Service

CVE-2025-24052 | Elevation of | Important | Yes | No
Privilege

CVE-2025-58733 | Remote Code Important | No | No
Execution

CVE-2016-9535 Remote Code | Critical No | No
Execution

CVE-2025-55695 | Information Important | No | No
Disclosure

CVE-2025-59188 | Information Important | No | No
Disclosure

CVE-2025-59198 | Denial of Important | No | No
Service

CVE-2025-25004 | Elevation of | Important | No | No
Privilege

CVE-2025-59287 | Remote Code | Critical No | No
Execution

CVE-2025-59258 | Information Important | No No
Disclosure

CVE-2025-59230 | Elevation of | Important | No Yes

Privilege
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CVE-2025-59209 | Information Important | No | No
Disclosure

CVE-2025-59278 | Elevation of | Important | No | No
Privilege

CVE-2025-47827 | Security Important | No | Yes
Feature
Bypass

CVE-2025-59277 | Elevation of | Important | No | No
Privilege

CVE-2025-58735 | Remote Code Important | No | No
Execution

A ARCORAT BT 2 4 SR Ah 13k 26 A, VRAIZIRAN T

AT 2K CVE J%iH

5066740 | =G | October 14, | CVE-2025-55248 | Information
2025- Disclosure
Security
and Quality
Rollup

for .NET
Framework
3.5, 4.6.2,
4.7, 4.7.1,
4.7.2, 4.8
for Windows
Server 2012
(KB5066740)
- Microsoft

Support

Important

No

No

5002719 | B f& | Description | CVE-2025-59232 | Information

of the Disclosure

Important

No

No

security CVE-2025-59235 | Information
update for Disclosure
Office
2016:

Important

No

No
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October 14,
2025
(KB5002719)
- Microsoft
Support
5002794 Description | CVE-2025-59232 | Information Important | No | No
of the Disclosure
security CVE-2025-59225 | Remote Code Important | No No
update for Execution
Excel 2016: | CVE-2025-59235 | Information | Important | No | No
October 14, Disclosure
2025 CVE-2025-59224 | Remote Code Important | No | No
(KB5002794) Execution
— Microsoft | CVE-2025-59233 | Remote Code Important | No | No
Support Execution
CVE-2025-59231 | Remote Code Important | No | No
Execution
CVE-2025-59223 | Remote Code Important | No | No
Execution
5066131 October 14, | CVE-2025-55248 | Information Important | No | No
2025- Disclosure
KB5066131
Cumulative
Update
for .NET
Framework
3.5 and
4.8.1 for
Windows 11,
version
24H2 and
Microsoft
server
operating
system
version
24H2 -
Microsoft
Support
5002788 Description | CVE-2025-59232 | Information Important | No No
of the Disclosure
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security CVE-2025-59235 | Information Important | No | No
update for Disclosure
SharePoint | CVE-2025-59237 | Remote Code Important | No | No
Server Execution
2016: CVE-2025-59222 | Remote Code | Important |No | No
October 14, Execution
2025 CVE-2025-59228 | Remote Code Important | No | No
(KB5002788) Execution
~ Microsoft | CVE-2025-59221 | Remote Code | Important |No | No
Support Execution
5002789 | = f& | Description | CVE-2025-59222 | Remote Code Important | No No
of the Execution
security CVE-2025-59221 | Remote Code Important | No No
update for Execution
Word 2016:
October 14,
2025
(KB5002789)
- Microsoft
Support
5066742 | =G | October 14, | CVE-2025-55248 | Information Important | No No
2025- Disclosure
Security
and Quality
Rollup
for .NET
Framework
2.0, 3.0,
3.5 SP1,
4.6.2 for
Windows
Server 2008
SP2
(KB5066742)
- Microsoft
Support
5002792 | =G | Description | CVE-2025-59234 | Remote Code Critical No No
of the Execution
security CVE-2025-59227 | Remote Code Critical No No
update for Execution
Office
2016:
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October 14,
2025

(KB5002792)
- Microsoft

Support

KB5066840:
Cumulative
security
update for
Internet
Explorer:
October 14,
2025 -
Microsoft

Support

CVE-2025-59208

Information

Disclosure

Important

No

No

CVE-2025-58739

Spoofing

Important

No

No

CVE-2025-59295

Remote Code

Execution

Important

No

No

Description
of the
security
update for
Microsoft
Exchange
Server 2019
CU14:
October 14,
2025
(KB5066368)
— Microsoft

Support

CVE-2025-53782

Elevation of

Privilege

Important

No

No

CVE-2025-59249

Elevation of

Privilege

Important

No

No

CVE-2025-59248

Spoofing

Important

No

No

October 14,
2025-
Security
and Quality
Rollup

for .NET
Framework
3.5, 4.6.2,
4.7, 4.7.1,
4.7.2, 4.8
for Windows
Server 2012
R2
(KB5066741)

CVE-2025-55248

Information

Disclosure

Important

No

No
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— Microsoft

Support

5002757 | B f& | Description | CVE-2025-59232 | Information Important | No No

of the Disclosure

security CVE-2025-59235 | Information Important | No No
update for Disclosure
Office
2016:
October 14,
2025
(KB5002757)
- Microsoft

Support

5002787 | B f& | Description | CVE-2025-59222 | Remote Code Important | No No

of the Execution

security CVE-2025-59221 | Remote Code Important | No | No
update for Execution
SharePoint
Server 2016
Language
Pack:
October 14,
2025
(KB5002787)
— Microsoft

Support

5066367 | /& | Description | CVE-2025-53782 | Elevation of | Important | No No
of the Privilege

security CVE-2025-59249 | Elevation of | Important | No | No

update for Privilege

Microsoft CVE-2025-59248 | Spoofing Important | No | No
Exchange
Server 2019
CU15:
October 14,
2025
(KB5066367)
- Microsoft

Support

5066128 | =G | October 14, | CVE-2025-55248 | Information Important | No No
2025- Disclosure
KB5066128
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Cumulative
Update

for .NET
Framework
3.5 and
4.8.1 for
Windows 11,
version
2bH2 -
Microsoft

Support

5002790

Description
of the
security
update for
PowerPoint
2016:
October 14,
2025
(KB5002790)
— Microsoft

Support

CVE-2025-59238

Remote Code

Execution

Important

No

No

5066136

October 14,
2025-
KB5066136
Cumulative
Update

for .NET
Framework
4.8 for
Windows 10,
version
1607 and
Windows
Server 2016
- Microsoft

Support

CVE-2025-55248

Information

Disclosure

Important

No

No

5066743

October 14,
2025-
KB5066743
Cumulative
Update

CVE-2025-55248

Information

Disclosure

Important

No

No
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for .NET
Framework
3.5, 4.8
and 4.8.1
for Windows
Server 2022
- Microsoft

Support

5066746 | =G | October 14, | CVE-2025-55248 | Information Important | No
2025- Disclosure
KB5066746
Cumulative
Update

for .NET
Framework
3.5, 4.8
and 4.8.1
for Windows
10 Version
21H2 -
Microsoft

Support

5066738 | = /& | October 14, | CVE-2025-55248 | Information Important | No
2025- Disclosure
KB5066738
Cumulative
Update

for .NET
Framework
3.5, 4.7.2
and 4.8 for
Windows 10,
version
1809 and
Windows
Server 2019
- Microsoft

Support

5066739 | =G | October 14, | CVE-2025-55248 | Information Important | No
2025- Disclosure

Security

and Quality
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Rollup

for .NET
Framework
3.5.1,
4.6.2, 4.1,
4.7. 1,
4.7.2, 4.8
for Windows
Server 2008
R2 SP1
(KB5066739)
- Microsoft

Support

5066369 | /& | Description | CVE-2025-53782 | Elevation of | Important | No
of the Privilege

security CVE-2025-59249 | Elevation of | Important | No

update for Privilege

Microsoft CVE-2025-59248 | Spoofing Important | No
Exchange
Server 2016
CU23:
October 14,
2025
(KB5066369)
— Microsoft

Support

5066747 | =ifE | October 14, | CVE-2025-55248 | Information | Important | No
2025- Disclosure
KB5066747
Cumulative
Update

for .NET
Framework
3.5, 4.8
and 4.8.1
for Windows
10 Version
22H2 -
Microsoft

Support

5002720 | % f& | Description | CVE-2025-59232 | Information | Important | No

of the Disclosure
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security CVE-2025-59235 | Information Important | No | No
update for Disclosure
Access
2016:
October 14,
2025
(KB5002720)
- Microsoft

Support

5002341 | /= f& | Description | CVE-2025-59232 | Information Important | No No

of the Disclosure

security CVE-2025-59235 | Information Important | No | No
update for Disclosure
Office
2016:
October 14,
2025
(KB5002341)
— Microsoft

Support

5066133 | =G | October 14, | CVE-2025-55248 | Information | Important | No | No
2025- Disclosure
KB5066133
Cumulative
Update

for .NET
Framework
3.5 and
4.8.1 for
Windows 11,
version
22H2 and
Windows 11,
version
23H2 -

Microsoft

Support
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0 - WA (Exploitation Detected)

1 - BEAA AR A (Exploitation More Likely)
2 — AKA[REFIAH (Exploitation Less Likely)

3 — ANA[REFI A (Exploitation Unlikely)

4 = AR (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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