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1. JWIA%EZ% (Severity) =/HE (Critical) ,
2. AHHEEE (Publicly Disclosed) =& (Yes) ,
3. %W (Exploited) =#& (Yes) ,
4, JRIE AR (Exploitability Assessment) =" CW# Al H
(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More
Likely) ”
GREEUE

AF B

ISR AT P 1

5068906 | CVE-2025-62213 | Elevation of | Important | No No Exploitation
5068781 Privilege More Likely
5068787
5068907
5068865
5068864
5068905
5068791
5068904
5068908
5068861
5068909
5068906 | CVE-2025-60724 | Remote Code | Critical No No Exploitation
5068781 Execution Less Likely
5068787
5068907
5068865
5068864
5068905
5068791
5068904
5068908
5068861
5068909
5068906 | CVE-2025-62217 | Elevation of | Important | No No Exploitation
5068781 Privilege More Likely
5068787
5068907



http://support.microsoft.com/kb/5068906
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-62213
http://support.microsoft.com/kb/5068781
http://support.microsoft.com/kb/5068787
http://support.microsoft.com/kb/5068907
http://support.microsoft.com/kb/5068865
http://support.microsoft.com/kb/5068864
http://support.microsoft.com/kb/5068905
http://support.microsoft.com/kb/5068791
http://support.microsoft.com/kb/5068904
http://support.microsoft.com/kb/5068908
http://support.microsoft.com/kb/5068861
http://support.microsoft.com/kb/5068909
http://support.microsoft.com/kb/5068906
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-60724
http://support.microsoft.com/kb/5068781
http://support.microsoft.com/kb/5068787
http://support.microsoft.com/kb/5068907
http://support.microsoft.com/kb/5068865
http://support.microsoft.com/kb/5068864
http://support.microsoft.com/kb/5068905
http://support.microsoft.com/kb/5068791
http://support.microsoft.com/kb/5068904
http://support.microsoft.com/kb/5068908
http://support.microsoft.com/kb/5068861
http://support.microsoft.com/kb/5068909
http://support.microsoft.com/kb/5068906
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-62217
http://support.microsoft.com/kb/5068781
http://support.microsoft.com/kb/5068787
http://support.microsoft.com/kb/5068907
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5068865

5068864

5068905

5068791

5068904

5068908

5068861

5068909

5068906

5068781

5068787

5068907

5068865

5068864

5068905

5068791

5068904

5068908

5068861

5068909

CVE-2025-60719

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5068906

5068781

5068787

5068907

5068865

5068864

5068905

5068791

5068904

5068908

5068861

5068909

CVE-2025-60705

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5068781

5068787

5068865

5068791

5068861

CVE-2025-62215

Elevation of

Privilege

Important

No

Yes

Exploitation
Detected

5068781

5068787

5068907

5068865

CVE-2025-59512

Elevation of

Privilege

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5068865
http://support.microsoft.com/kb/5068864
http://support.microsoft.com/kb/5068905
http://support.microsoft.com/kb/5068791
http://support.microsoft.com/kb/5068904
http://support.microsoft.com/kb/5068908
http://support.microsoft.com/kb/5068861
http://support.microsoft.com/kb/5068909
http://support.microsoft.com/kb/5068906
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-60719
http://support.microsoft.com/kb/5068781
http://support.microsoft.com/kb/5068787
http://support.microsoft.com/kb/5068907
http://support.microsoft.com/kb/5068865
http://support.microsoft.com/kb/5068864
http://support.microsoft.com/kb/5068905
http://support.microsoft.com/kb/5068791
http://support.microsoft.com/kb/5068904
http://support.microsoft.com/kb/5068908
http://support.microsoft.com/kb/5068861
http://support.microsoft.com/kb/5068909
http://support.microsoft.com/kb/5068906
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-60705
http://support.microsoft.com/kb/5068781
http://support.microsoft.com/kb/5068787
http://support.microsoft.com/kb/5068907
http://support.microsoft.com/kb/5068865
http://support.microsoft.com/kb/5068864
http://support.microsoft.com/kb/5068905
http://support.microsoft.com/kb/5068791
http://support.microsoft.com/kb/5068904
http://support.microsoft.com/kb/5068908
http://support.microsoft.com/kb/5068861
http://support.microsoft.com/kb/5068909
http://support.microsoft.com/kb/5068781
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-62215
http://support.microsoft.com/kb/5068787
http://support.microsoft.com/kb/5068865
http://support.microsoft.com/kb/5068791
http://support.microsoft.com/kb/5068861
http://support.microsoft.com/kb/5068781
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-59512
http://support.microsoft.com/kb/5068787
http://support.microsoft.com/kb/5068907
http://support.microsoft.com/kb/5068865
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5068864

5068905

5068791

5068861

5068781

CVE-2025-60716

5068787

5068865

5068791

5068861

Elevation of

Privilege

Critical

No

No

Exploitation
Less Likely

5002809

CVE-2025-62199

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely



http://support.microsoft.com/kb/5068864
http://support.microsoft.com/kb/5068905
http://support.microsoft.com/kb/5068791
http://support.microsoft.com/kb/5068861
http://support.microsoft.com/kb/5068781
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-60716
http://support.microsoft.com/kb/5068787
http://support.microsoft.com/kb/5068865
http://support.microsoft.com/kb/5068791
http://support.microsoft.com/kb/5068861
http://support.microsoft.com/kb/5002809
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-62199
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5068906 November CVE-2025-60715 | Remote Code Important | No | No
11, Execution
2025— CVE-2025-59514 | Elevation of | Important | No | No
KB5068906 Privilege
(Monthly CVE-2025-59513 | Information | Important | No | No
Rollup) — Disclosure
Microsoft | CVE-2025-60703 | Elevation of | Important |No | No
Support Privilege
CVE-2025-60714 | Remote Code Important | No | No
Execution
CVE-2025-62213 | Elevation of | Important | No | No
Privilege
CVE-2025-60724 | Remote Code | Critical No | No
Execution
CVE-2025-60720 | Elevation of | Important | No | No
Privilege
CVE-2025-62452 | Remote Code Important | No | No
Execution
CVE-2025-62217 | Elevation of | Important | No | No
Privilege
CVE-2025-60709 | Elevation of | Important | No | No
Privilege
CVE-2025-60719 | Elevation of | Important | No | No
Privilege
CVE-2025-60705 | Elevation of | Important | No | No
Privilege
CVE-2025-60704 | Elevation of | Important | No | No
Privilege
5068781 November CVE-2025-59515 | Elevation of | Important | No | No
11, Privilege

7 W



http://support.microsoft.com/kb/5068906
http://support.microsoft.com/kb/5068781
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2025—
KB5068781
(0S
Builds
19044. 657
5 and
19045. 657
5) -
Microsoft

Support

CVE-2025-59510 | Denial of Important | No | No
Service

CVE-2025-59513 | Information Important | No | No
Disclosure

CVE-2025-60723 | Denial of Important [ No | No
Service

CVE-2025-60714 | Remote Code Important | No | No
Execution

CVE-2025-60724 | Remote Code | Critical No | No
Execution

CVE-2025-60720 | Elevation of | Important | No | No
Privilege

CVE-2025-62217 | Elevation of | Important | No | No
Privilege

CVE-2025-60705 | Elevation of | Important | No | No
Privilege

CVE-2025-59505 | Elevation of | Important | No | No
Privilege

CVE-2025-62215 | Elevation of | Important | No | Yes
Privilege

CVE-2025-60704 | Elevation of | Important | No | No
Privilege

CVE-2025-59506 | Elevation of | Important | No | No
Privilege

CVE-2025-59514 | Elevation of | Important | No | No
Privilege

CVE-2025-59512 | Elevation of | Important | No | No
Privilege

CVE-2025-62219 | Elevation of | Important | No | No
Privilege

CVE-2025-60715 | Remote Code Important | No | No
Execution

CVE-2025-60706 | Information Important | No | No
Disclosure

CVE-2025-62218 | Elevation of | Important |No | No
Privilege

CVE-2025-60703 | Elevation of | Important | No No
Privilege

CVE-2025-62452 | Remote Code Important | No No

Execution
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CVE-2025-59509 | Information Important | No | No
Disclosure
CVE-2025-60709 | Elevation of | Important | No | No
Privilege
CVE-2025-60708 | Denial of Important [ No | No
Service
CVE-2025-60717 | Elevation of | Important | No | No
Privilege
CVE-2025-59511 | Elevation of | Important | No | No
Privilege
CVE-2025-62213 | Elevation of | Important | No No
Privilege
CVE-2025-60707 | Elevation of | Important | No | No
Privilege
CVE-2025-59507 | Elevation of | Important | No | No
Privilege
CVE-2025-60719 | Elevation of | Important | No | No
Privilege
CVE-2025-60716 | Elevation of | Critical No | No
Privilege
CVE-2025-59508 | Elevation of | Important | No | No
Privilege
5068787 | & fE. | November CVE-2025-59510 | Denial of Important | No No
11, Service
2025— CVE-2025-59513 | Information | Important | No | No
KB5068787 Disclosure
(0S Build | CVE-2025-60723 | Denial of Important | No | No
20348. 440 Service
5) - CVE-2025-60714 | Remote Code Important | No | No
Microsoft Execution
Support CVE-2025-60724 | Remote Code | Critical No | No
Execution
CVE-2025-60720 | Elevation of | Important | No | No
Privilege
CVE-2025-62217 | Elevation of | Important |No | No
Privilege
CVE-2025-60713 | Elevation of | Important |No | No
Privilege
CVE-2025-60705 | Elevation of | Important | No No
Privilege



http://support.microsoft.com/kb/5068787
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CVE-2025-59505 | Elevation of | Important | No | No
Privilege

CVE-2025-62215 | Elevation of | Important | No | Yes
Privilege

CVE-2025-60704 | Elevation of | Important | No | No
Privilege

CVE-2025-59506 | Elevation of | Important | No | No
Privilege

CVE-2025-59514 | Elevation of | Important | No | No
Privilege

CVE-2025-59512 | Elevation of | Important | No | No
Privilege

CVE-2025-60715 | Remote Code Important | No | No
Execution

CVE-2025-60706 | Information Important | No | No
Disclosure

CVE-2025-60703 | Elevation of | Important | No | No
Privilege

CVE-2025-62452 | Remote Code Important | No | No
Execution

CVE-2025-59509 | Information Important | No | No
Disclosure

CVE-2025-60709 | Elevation of | Important | No | No
Privilege

CVE-2025-60708 | Denial of Important | No | No
Service

CVE-2025-59511 | Elevation of | Important | No | No
Privilege

CVE-2025-62213 | Elevation of | Important | No | No
Privilege

CVE-2025-60707 | Elevation of | Important | No | No
Privilege

CVE-2025-59507 | Elevation of | Important | No | No
Privilege

CVE-2025-60719 | Elevation of | Important |No | No
Privilege

CVE-2025-60716 | Elevation of | Critical No | No
Privilege

CVE-2025-59508 | Elevation of | Important | No No

Privilege

St
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5068907 | & f& | November CVE-2025-60715 | Remote Code | Important |No | No
11, Execution
2025— CVE-2025-59514 | Elevation of | Important | No | No
KB5068907 Privilege
(Monthly | CVE-2025-59512 | Elevation of | Important |No | No
Rollup) Privilege
- CVE-2025-60703 | Elevation of | Important | No | No
Microsoft Privilege
Support CVE-2025-60714 | Remote Code Important | No | No
Execution
CVE-2025-62213 | Elevation of | Important | No No
Privilege
CVE-2025-60720 | Elevation of | Important | No | No
Privilege
CVE-2025-60724 | Remote Code | Critical No | No
Execution
CVE-2025-62452 | Remote Code Important | No | No
Execution
CVE-2025-62217 | Elevation of | Important | No | No
Privilege
CVE-2025-59506 | Elevation of | Important | No | No
Privilege
CVE-2025-60709 | Elevation of | Important | No | No
Privilege
CVE-2025-60719 | Elevation of | Important | No | No
Privilege
CVE-2025-60705 | Elevation of | Important | No | No
Privilege
CVE-2025-59505 | Elevation of | Important | No | No
Privilege
CVE-2025-60704 | Elevation of | Important | No | No
Privilege
5068865 | & fE | November CVE-2025-59515 | Elevation of | Important | No No
11, Privilege
2025— CVE-2025-59510 | Denial of Important | No | No
KB5068865 Service
(0S Build | CVE-2025-59513 | Information | Important | No | No
22631.619 Disclosure
9) - CVE-2025-60723 | Denial of Important | No No
Service

St

11w



http://support.microsoft.com/kb/5068907
http://support.microsoft.com/kb/5068865
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Microsoft

Support

CVE-2025-60714 | Remote Code Important | No | No
Execution

CVE-2025-60724 | Remote Code | Critical No | No
Execution

CVE-2025-60720 | Elevation of | Important | No | No
Privilege

CVE-2025-62217 | Elevation of | Important | No | No
Privilege

CVE-2025-60705 | Elevation of | Important | No | No
Privilege

CVE-2025-59505 | Elevation of | Important | No | No
Privilege

CVE-2025-62215 | Elevation of | Important | No | Yes
Privilege

CVE-2025-60704 | Elevation of | Important | No | No
Privilege

CVE-2025-59506 | Elevation of | Important | No | No
Privilege

CVE-2025-59514 | Elevation of | Important | No | No
Privilege

CVE-2025-59512 | Elevation of | Important | No | No
Privilege

CVE-2025-62219 | Elevation of | Important | No | No
Privilege

CVE-2025-60715 | Remote Code Important | No | No
Execution

CVE-2025-60706 | Information Important | No | No
Disclosure

CVE-2025-62218 | Elevation of | Important | No | No
Privilege

CVE-2025-60703 | Elevation of | Important | No | No
Privilege

CVE-2025-62452 | Remote Code Important | No | No
Execution

CVE-2025-59509 | Information Important | No No
Disclosure

CVE-2025-60709 | Elevation of | Important | No No
Privilege

CVE-2025-60708 | Denial of Important | No No
Service

St

12 W
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CVE-2025-60717 | Elevation of | Important | No | No
Privilege
CVE-2025-59511 | Elevation of | Important | No | No
Privilege
CVE-2025-62213 | Elevation of | Important | No | No
Privilege
CVE-2025-60707 | Elevation of | Important | No | No
Privilege
CVE-2025-59507 | Elevation of | Important | No | No
Privilege
CVE-2025-60719 | Elevation of | Important | No | No
Privilege
CVE-2025-60716 | Elevation of | Critical No | No
Privilege
CVE-2025-59508 | Elevation of | Important | No | No
Privilege
5068864 | &= f& | November CVE-2025-59510 | Denial of Important | No | No
11, Service
2025— CVE-2025-59513 | Information Important | No | No
KB5068864 Disclosure
(0S Build | CVE-2025-60714 | Remote Code | Important | No | No
14393. 859 Execution
4) - CVE-2025-60724 | Remote Code | Critical No | No
Microsoft Execution
Support CVE-2025-60720 | Elevation of | Important | No | No
Privilege
CVE-2025-62217 | Elevation of | Important | No | No
Privilege
CVE-2025-60713 | Elevation of | Important | No | No
Privilege
CVE-2025-60705 | Elevation of | Important | No | No
Privilege
CVE-2025-59505 | Elevation of | Important | No | No
Privilege
CVE-2025-60704 | Elevation of | Important | No No
Privilege
CVE-2025-59506 | Elevation of | Important | No No
Privilege
CVE-2025-59514 | Elevation of | Important |No | No
Privilege

St

13 W



http://support.microsoft.com/kb/5068864
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CVE-2025-59512 | Elevation of | Important | No | No
Privilege
CVE-2025-62219 | Elevation of | Important | No | No
Privilege
CVE-2025-60715 | Remote Code Important [ No | No
Execution
CVE-2025-60706 | Information Important | No | No
Disclosure
CVE-2025-62218 | Elevation of | Important | No | No
Privilege
CVE-2025-60703 | Elevation of | Important | No | No
Privilege
CVE-2025-62452 | Remote Code Important | No | No
Execution
CVE-2025-60709 | Elevation of | Important | No | No
Privilege
CVE-2025-60708 | Denial of Important | No | No
Service
CVE-2025-62213 | Elevation of | Important | No | No
Privilege
CVE-2025-59507 | Elevation of | Important | No | No
Privilege
CVE-2025-60719 | Elevation of | Important | No | No
Privilege
CVE-2025-59508 | Elevation of | Important | No | No
Privilege
5068905 | & fE | November CVE-2025-60715 | Remote Code Important | No No
11, Execution
2025— CVE-2025-59514 | Elevation of | Important | No | No
KB5068905 Privilege
(Monthly CVE-2025-59512 | Elevation of | Important | No | No
Rollup) - Privilege
Microsoft | CVE-2025-59510 | Denial of Important | No | No
Support Service
CVE-2025-60703 | Elevation of | Important | No No
Privilege
CVE-2025-60714 | Remote Code Important | No | No
Execution
CVE-2025-62213 | Elevation of | Important |No | No
Privilege

St

14w



http://support.microsoft.com/kb/5068905
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CVE-2025-60720 | Elevation of | Important | No | No
Privilege
CVE-2025-60724 | Remote Code | Critical No | No
Execution
CVE-2025-62452 | Remote Code Important [ No | No
Execution
CVE-2025-62217 | Elevation of | Important | No | No
Privilege
CVE-2025-59506 | Elevation of | Important | No | No
Privilege
CVE-2025-60709 | Elevation of | Important | No | No
Privilege
CVE-2025-60719 | Elevation of | Important | No | No
Privilege
CVE-2025-60705 | Elevation of | Important | No | No
Privilege
CVE-2025-59505 | Elevation of | Important | No | No
Privilege
CVE-2025-60704 | Elevation of | Important | No | No
Privilege
5068791 | & f& | November CVE-2025-59515 | Elevation of | Important | No | No
11, Privilege
2025— CVE-2025-59510 | Denial of Important | No | No
KB5068791 Service
(0S Build | CVE-2025-59513 | Information | Important |No | No
17763. 802 Disclosure
7 - CVE-2025-60723 | Denial of Important | No | No
Microsoft Service
Support CVE-2025-60714 | Remote Code Important | No | No
Execution
CVE-2025-60724 | Remote Code | Critical No | No
Execution
CVE-2025-60720 | Elevation of | Important | No | No
Privilege
CVE-2025-62217 | Elevation of | Important |No | No
Privilege
CVE-2025-60713 | Elevation of | Important |No | No
Privilege
CVE-2025-60705 | Elevation of | Important | No No
Privilege

St
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http://support.microsoft.com/kb/5068791
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CVE-2025-59505 | Elevation of | Important | No | No
Privilege

CVE-2025-62215 | Elevation of | Important | No | Yes
Privilege

CVE-2025-60704 | Elevation of | Important | No | No
Privilege

CVE-2025-59506 | Elevation of | Important | No | No
Privilege

CVE-2025-59514 | Elevation of | Important | No | No
Privilege

CVE-2025-59512 | Elevation of | Important | No | No
Privilege

CVE-2025-62219 | Elevation of | Important | No | No
Privilege

CVE-2025-60715 | Remote Code Important | No | No
Execution

CVE-2025-60706 | Information Important | No | No
Disclosure

CVE-2025-62218 | Elevation of | Important | No | No
Privilege

CVE-2025-60703 | Elevation of | Important | No | No
Privilege

CVE-2025-62452 | Remote Code Important | No | No
Execution

CVE-2025-59509 | Information Important | No | No
Disclosure

CVE-2025-60709 | Elevation of | Important | No | No
Privilege

CVE-2025-60708 | Denial of Important | No | No
Service

CVE-2025-60717 | Elevation of | Important | No | No
Privilege

CVE-2025-59511 | Elevation of | Important | No | No
Privilege

CVE-2025-62213 | Elevation of | Important |No | No
Privilege

CVE-2025-60707 | Elevation of | Important | No No
Privilege

CVE-2025-59507 | Elevation of | Important | No No

Privilege

St
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CVE-2025-60719 | Elevation of | Important | No | No
Privilege
CVE-2025-60716 | Elevation of | Critical No | No
Privilege
CVE-2025-59508 | Elevation of | Important | No | No
Privilege
November CVE-2025-60715 | Remote Code Important | No | No
11, Execution
2025— CVE-2025-59514 | Elevation of | Important | No | No
KB5068904 Privilege
(Monthly | CVE-2025-59513 | Information | Important |No | No
Rollup) - Disclosure
Microsoft | CVE-2025-60703 | Elevation of | Important | No | No
Support Privilege
CVE-2025-60714 | Remote Code Important | No | No
Execution
CVE-2025-62213 | Elevation of | Important | No | No
Privilege
CVE-2025-60720 | Elevation of | Important | No | No
Privilege
CVE-2025-60724 | Remote Code | Critical No | No
Execution
CVE-2025-62452 | Remote Code Important | No | No
Execution
CVE-2025-62217 | Elevation of | Important | No | No
Privilege
CVE-2025-60709 | Elevation of | Important | No | No
Privilege
CVE-2025-60719 | Elevation of | Important | No | No
Privilege
CVE-2025-60705 | Elevation of | Important | No | No
Privilege
CVE-2025-60704 | Elevation of | Important | No | No
Privilege
November CVE-2025-60715 | Remote Code Important | No | No
11, Execution
2025— CVE-2025-59514 | Elevation of | Important |No | No
KB5068908 Privilege
(Security | CVE-2025-59513 | Information Important | No | No
—only Disclosure
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update) - | CVE-2025-60703 | Elevation of | Important |No | No
Microsoft Privilege
Support CVE-2025-60714 | Remote Code Important | No No
Execution
CVE-2025-62213 | Elevation of | Important | No | No
Privilege
CVE-2025-60720 | Elevation of | Important | No | No
Privilege
CVE-2025-60724 | Remote Code | Critical No | No
Execution
CVE-2025-62452 | Remote Code Important | No | No
Execution
CVE-2025-62217 | Elevation of | Important | No | No
Privilege
CVE-2025-60709 | Elevation of | Important | No | No
Privilege
CVE-2025-60719 | Elevation of | Important | No | No
Privilege
CVE-2025-60705 | Elevation of | Important | No | No
Privilege
CVE-2025-60704 | Elevation of | Important | No | No
Privilege
5068861 | & fE | November CVE-2025-59515 | Elevation of | Important | No No
11, Privilege
2025— CVE-2025-59510 | Denial of Important | No | No
KB5068861 Service
(0S CVE-2025-59513 | Information | Important |No | No
Builds Disclosure
26200. 717 | CVE-2025-60723 | Denial of Important | No | No
1 and Service
26100. 717 | CVE-2025-60724 | Remote Code | Critical |No |No
1) - Execution
Microsoft | CVE-2025-60720 | Elevation of | Important |No | No
Support Privilege
CVE-2025-60718 | Elevation of | Important |No | No
Privilege
CVE-2025-62217 | Elevation of | Important |No | No
Privilege
CVE-2025-60710 | Elevation of | Important |No | No
Privilege
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CVE-2025-60713 | Elevation of | Important | No | No
Privilege

CVE-2025-60705 | Elevation of | Important | No | No
Privilege

CVE-2025-59505 | Elevation of | Important | No | No
Privilege

CVE-2025-62215 | Elevation of | Important | No | Yes
Privilege

CVE-2025-60704 | Elevation of | Important | No | No
Privilege

CVE-2025-59506 | Elevation of | Important | No | No
Privilege

CVE-2025-59514 | Elevation of | Important | No | No
Privilege

CVE-2025-59512 | Elevation of | Important | No | No
Privilege

CVE-2025-60721 | Elevation of | Important | No | No
Privilege

CVE-2025-62219 | Elevation of | Important | No | No
Privilege

CVE-2025-60715 | Remote Code Important | No | No
Execution

CVE-2025-60706 | Information Important | No | No
Disclosure

CVE-2025-62218 | Elevation of | Important | No | No
Privilege

CVE-2025-60703 | Elevation of | Important | No | No
Privilege

CVE-2025-62452 | Remote Code Important | No | No
Execution

CVE-2025-59509 | Information Important | No | No
Disclosure

CVE-2025-60709 | Elevation of | Important | No | No
Privilege

CVE-2025-60708 | Denial of Important | No No
Service

CVE-2025-60717 | Elevation of | Important |No | No
Privilege

CVE-2025-59511 | Elevation of | Important |No | No

Privilege
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CVE-2025-62213 | Elevation of | Important | No | No
Privilege
CVE-2025-60707 | Elevation of | Important | No | No
Privilege
CVE-2025-59507 | Elevation of | Important | No | No
Privilege
CVE-2025-60719 | Elevation of | Important | No | No
Privilege
CVE-2025-60716 | Elevation of | Critical No | No
Privilege
CVE-2025-59508 | Elevation of | Important | No | No
Privilege
5068909 | & f& | November CVE-2025-60715 | Remote Code | Important | No | No
11, Execution
2025— CVE-2025-59514 | Elevation of | Important | No | No
KB5068909 Privilege
(Security | CVE-2025-59513 | Information Important | No | No
—only Disclosure
update) — | CVE-2025-60703 | Elevation of Important | No | No
Microsoft Privilege
Support CVE-2025-60714 | Remote Code Important | No | No
Execution
CVE-2025-62213 | Elevation of | Important | No | No
Privilege
CVE-2025-60724 | Remote Code | Critical No | No
Execution
CVE-2025-60720 | Elevation of | Important | No | No
Privilege
CVE-2025-62452 | Remote Code Important | No | No
Execution
CVE-2025-62217 | Elevation of | Important | No | No
Privilege
CVE-2025-60709 | Elevation of | Important | No | No
Privilege
CVE-2025-60719 | Elevation of | Important |No | No
Privilege
CVE-2025-60705 | Elevation of | Important | No No
Privilege
CVE-2025-60704 | Elevation of | Important | No No
Privilege
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5002805 | &if& | Descripti | CVE-2025-62204 | Remote Code Important | No No 2
on of the Execution
security
update
for
SharePoin
t Server
2016:
November
11, 2025
(KB500280
5) -
Microsoft
Support
5002809 | & f& | Descripti | CVE-2025-62199 | Remote Code Critical No | No 2
on of the Execution

security
update
for
Office
2016:
November
11, 2025
(KB500280
9) -
Microsoft
Support
5002810 | &if& | Descripti | CVE-2025-60727 | Remote Code Important | No No 2
on of the Execution
security CVE-2025-62202 | Information | Important |No | No 2
update Disclosure
for CVE-2025-60726 | Information | Important |No | No 2

Office Disclosure
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2016:
November
11, 2025
(KB500281
0) -
Microsoft
Support
5002811 | &ifG | Descripti | CVE-2025-62200 | Remote Code Important | No | No
on of the Execution
security CVE-2025-60727 | Remote Code Important | No No
update Execution
for Excel | CVE-2025-62203 | Remote Code | Important |No | No
2016: Execution
November CVE-2025-62201 | Remote Code Important | No | No
11, 2025 Execution
(KB500281 | CVE-2025-60726 | Information Important | No | No
1) - Disclosure
Microsoft | CVE-2025-62202 | Information | Important |No | No
Support Disclosure
CVE-2025-59240 | Information Important | No | No
Disclosure
TE:

1o R h Ui mT R S S5 PRAB U BT -

0 - A (Exploitation Detected)

1 - BEAHEARe A (Exploitation More Likely)

2 — AKATEEF|H (Exploitation Less Likely)

3 — ANA[REFI A (Exploitation Unlikely)

4

- AZImIE P 0 (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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