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1. JWIA%EZ% (Severity) =/HE (Critical) ,
2. AHHEEE (Publicly Disclosed) =& (Yes) ,
3. %W (Exploited) =#& (Yes) ,
4, JRIE AR (Exploitability Assessment) =" CW# Al H
(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More
Likely) ”
GREEUE

AF B

R WS % TR AT A A i

5078774 | CVE-2026—24289 | Elevation of | Important | No No Exploitation

5079473 Privilege More Likely
5078775
5079466
5078938
5078883
5078752
5078885
5078766
5078774 | CVE-2026—-25187 | Elevation of | Important | No No Exploitation
5079473 Privilege More Likely
5078775
5079466
5078938
5078883
5078752
5078885
5078766
5078774 | CVE-2026—24291 | Elevation of | Important | No No Exploitation
5079473 Privilege More Likely
5078775
5079466
5078938
5078883
5078752
5078885
5078766
5078774 | CVE-2026-24294 Important | No No

%3


http://support.microsoft.com/kb/5078774
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-24289
http://support.microsoft.com/kb/5079473
http://support.microsoft.com/kb/5078775
http://support.microsoft.com/kb/5079466
http://support.microsoft.com/kb/5078938
http://support.microsoft.com/kb/5078883
http://support.microsoft.com/kb/5078752
http://support.microsoft.com/kb/5078885
http://support.microsoft.com/kb/5078766
http://support.microsoft.com/kb/5078774
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-25187
http://support.microsoft.com/kb/5079473
http://support.microsoft.com/kb/5078775
http://support.microsoft.com/kb/5079466
http://support.microsoft.com/kb/5078938
http://support.microsoft.com/kb/5078883
http://support.microsoft.com/kb/5078752
http://support.microsoft.com/kb/5078885
http://support.microsoft.com/kb/5078766
http://support.microsoft.com/kb/5078774
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-24291
http://support.microsoft.com/kb/5079473
http://support.microsoft.com/kb/5078775
http://support.microsoft.com/kb/5079466
http://support.microsoft.com/kb/5078938
http://support.microsoft.com/kb/5078883
http://support.microsoft.com/kb/5078752
http://support.microsoft.com/kb/5078885
http://support.microsoft.com/kb/5078766
http://support.microsoft.com/kb/5078774
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-24294
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5079473

5078775

5079466

5078938

5078883

5078752

5078885

5078766

Elevation of

Privilege

Exploitation
More Likely

5078774

5078775

5078938

5078883

5078752

5078885

5078766

CVE-2026-23668

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5079473

5079466

5078883

5078885

5078766

CVE-2026-26132

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5002851

5002850

5002848

CVE-2026-26113

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5002838

CVE-2026-26110

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely



http://support.microsoft.com/kb/5079473
http://support.microsoft.com/kb/5078775
http://support.microsoft.com/kb/5079466
http://support.microsoft.com/kb/5078938
http://support.microsoft.com/kb/5078883
http://support.microsoft.com/kb/5078752
http://support.microsoft.com/kb/5078885
http://support.microsoft.com/kb/5078766
http://support.microsoft.com/kb/5078774
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-23668
http://support.microsoft.com/kb/5078775
http://support.microsoft.com/kb/5078938
http://support.microsoft.com/kb/5078883
http://support.microsoft.com/kb/5078752
http://support.microsoft.com/kb/5078885
http://support.microsoft.com/kb/5078766
http://support.microsoft.com/kb/5079473
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-26132
http://support.microsoft.com/kb/5079466
http://support.microsoft.com/kb/5078883
http://support.microsoft.com/kb/5078885
http://support.microsoft.com/kb/5078766
http://support.microsoft.com/kb/5002851
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-26113
http://support.microsoft.com/kb/5002850
http://support.microsoft.com/kb/5002848
http://support.microsoft.com/kb/5002838
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-26110
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(Monthly
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Microsoft
Support

eI IR

S HEE

CVE-2026-25178 | Elevation of | Important | No | No
Privilege

CVE-2026-25168 | Denial of Important | No No
Service

CVE-2026-25172 | Remote Code Important | No No
Execution

CVE-2026-25176 | Elevation of | Important | No | No
Privilege

CVE-2026-25179 | Elevation of | Important | No | No
Privilege

CVE-2026-24289 | Elevation of | Important | No | No
Privilege

CVE-2026-26128 | Elevation of | Important | No | No
Privilege

CVE-2026-23673 | Elevation of | Important | No | No
Privilege

CVE-2026-24297 | Security Important | No | No
Feature
Bypass

CVE-2026-25165 | Elevation of | Important | No | No
Privilege

CVE-2026-26111 | Remote Code Important | No No
Execution

CVE-2026-25190 | Remote Code Important | No | No
Execution

CVE-2026-25187 | Elevation of | Important | No | No
Privilege

CVE-2026-24291 | Elevation of | Important | No | No

Privilege
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CVE-2026-25173 | Remote Code Important | No | No
Execution
CVE-2026-25180 | Information Important | No | No
Disclosure
CVE-2026-25171 | Elevation of | Important | No | No
Privilege
CVE-2026-24294 | Elevation of | Important | No | No
Privilege
CVE-2026-25169 | Denial of Important | No | No
Service
CVE-2026-25177 | Elevation of | Important | No | No
Privilege
CVE-2026-23669 | Remote Code Important | No | No
Execution
CVE-2026-23668 | Elevation of | Important | No | No
Privilege
CVE-2026-25185 | Spoofing Important | No | No
CVE-2026-25186 | Information Important | No | No
Disclosure
CVE-2026-24285 | Elevation of | Important | No | No
Privilege
CVE-2026-25175 | Elevation of | Important | No | No
Privilege
CVE-2026-23674 | Security Important | No | No
Feature
Bypass
CVE-2026-25174 | Elevation of | Important | No | No
Privilege
CVE-2026-25188 | Elevation of | Important | No | No
Privilege
CVE-2026-23672 | Elevation of | Important | No | No
Privilege
CVE-2026-25181 | Information Important | No | No
Disclosure
CVE-2026-24296 | Elevation of | Important | No No
Privilege
5079473 | =f& | March 10, CVE-2026-25178 | Elevation of | Important | No No
2026— Privilege
KB5079473 | CVE-2026-25168 | Denial of Important | No | No
(0S Service
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CVE-2026-24283 | Elevation of | Important | No | No
Privilege

CVE-2026-25176 | Elevation of | Important | No | No
Privilege

CVE-2026-24295 | Elevation of | Important | No | No
Privilege

CVE-2026-25179 | Elevation of | Important | No | No
Privilege

CVE-2026-24289 | Elevation of | Important | No | No
Privilege

CVE-2026-23667 | Elevation of | Important | No | No
Privilege

CVE-2026-26128 | Elevation of | Important | No | No
Privilege

CVE-2026-23673 | Elevation of | Important | No | No
Privilege

CVE-2026-25165 | Elevation of | Important | No | No
Privilege

CVE-2026-25190 | Remote Code Important | No | No
Execution

CVE-2026-25187 | Elevation of | Important | No | No
Privilege

CVE-2026-24293 | Elevation of | Important | No | No
Privilege

CVE-2026-24291 | Elevation of | Important | No | No
Privilege

CVE-2026-24290 | Elevation of | Important | No | No
Privilege

CVE-2026-25166 | Remote Code Important | No | No
Execution

CVE-2026-24294 | Elevation of | Important | No | No
Privilege

CVE-2026-25173 | Remote Code Important | No | No
Execution

CVE-2026-24282 | Information Important | No No
Disclosure

CVE-2026-25180 | Information Important | No No
Disclosure

CVE-2026-25169 | Denial of Important | No | No
Service
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CVE-2026-25177 | Elevation of | Important | No | No
Privilege
CVE-2026-25171 | Elevation of | Important | No | No
Privilege
CVE-2026-23669 | Remote Code Important [ No | No
Execution
CVE-2026-25185 | Spoofing Important | No | No
CVE-2026-25170 | Elevation of | Important | No | No
Privilege
CVE-2026-25167 | Elevation of | Important | No | No
Privilege
CVE-2026-23671 | Elevation of | Important | No No
Privilege
CVE-2026-25186 | Information Important | No | No
Disclosure
CVE-2026-24285 | Elevation of | Important | No | No
Privilege
CVE-2026-23674 | Security Important | No | No
Feature
Bypass
CVE-2026-24292 | Elevation of | Important | No | No
Privilege
CVE-2026-25174 | Elevation of | Important | No | No
Privilege
CVE-2026-25188 | Elevation of | Important | No | No
Privilege
CVE-2026-23672 | Elevation of | Important | No | No
Privilege
CVE-2026-26132 | Elevation of | Important | No | No
Privilege
CVE-2026-25181 | Information Important | No | No
Disclosure
CVE-2026-24287 | Elevation of | Important | No | No
Privilege
CVE-2026-24296 | Elevation of | Important | No No
Privilege
5078775 | = f& | March 10, CVE-2026-25178 | Elevation of | Important | No No
2026— Privilege
KB5078775 | CVE-2026-25168 | Denial of Important | No | No
(Monthly Service
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CVE-2026-25172 | Remote Code Important | No | No
Execution

CVE-2026-25176 | Elevation of | Important | No | No
Privilege

CVE-2026-25179 | Elevation of | Important | No | No
Privilege

CVE-2026-24289 | Elevation of | Important | No | No
Privilege

CVE-2026-26128 | Elevation of | Important | No | No
Privilege

CVE-2026-23673 | Elevation of | Important | No | No
Privilege

CVE-2026-24297 | Security Important | No | No
Feature
Bypass

CVE-2026-25165 | Elevation of | Important | No | No
Privilege

CVE-2026-26111 | Remote Code Important | No | No
Execution

CVE-2026-25190 | Remote Code Important | No | No
Execution

CVE-2026-25187 | Elevation of | Important | No | No
Privilege

CVE-2026-24291 | Elevation of | Important | No | No
Privilege

CVE-2026-25173 | Remote Code Important | No | No
Execution

CVE-2026-25180 | Information Important | No | No
Disclosure

CVE-2026-25171 | Elevation of | Important | No | No
Privilege

CVE-2026-24294 | Elevation of | Important | No | No
Privilege

CVE-2026-25169 | Denial of Important | No | No
Service

CVE-2026-25177 | Elevation of | Important |No | No
Privilege

CVE-2026-23669 | Remote Code Important | No No
Execution

CVE-2026-23668 | Elevation of | Important | No No

Privilege
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CVE-2026-25185 | Spoofing Important | No | No
CVE-2026-25186 | Information Important [ No | No
Disclosure
CVE-2026-24285 | Elevation of | Important | No | No
Privilege
CVE-2026-25175 | Elevation of | Important | No | No
Privilege
CVE-2026-23674 | Security Important | No | No
Feature
Bypass
CVE-2026-25174 | Elevation of | Important | No No
Privilege
CVE-2026-25188 | Elevation of | Important | No | No
Privilege
CVE-2026-23672 | Elevation of | Important | No | No
Privilege
CVE-2026-25181 | Information Important | No | No
Disclosure
5079466 | &= f& | March 10, | CVE-2026-25178 | Elevation of | Important | No | No
2026— Privilege
KB5079466 | CVE-2026-25168 | Denial of Important | No | No
(0S Build Service
28000. 171 | CVE-2026—24283 | Elevation of | Important | No | No
9) - Privilege
Microsoft | CVE-2026-25176 | Elevation of | Important | No | No
Support Privilege
CVE-2026-24295 | Elevation of | Important | No | No
Privilege
CVE-2026-25179 | Elevation of | Important | No | No
Privilege
CVE-2026-24289 | Elevation of | Important | No | No
Privilege
CVE-2026-23667 | Elevation of | Important | No | No
Privilege
CVE-2026-26128 | Elevation of | Important |No | No
Privilege
CVE-2026-23673 | Elevation of | Important | No No
Privilege
CVE-2026-25165 | Elevation of | Important |No | No

Privilege

St
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CVE-2026-25190 | Remote Code Important | No | No
Execution

CVE-2026-25187 | Elevation of | Important | No | No
Privilege

CVE-2026-24293 | Elevation of | Important | No | No
Privilege

CVE-2026-24291 | Elevation of | Important | No | No
Privilege

CVE-2026-24290 | Elevation of | Important | No | No
Privilege

CVE-2026-25166 | Remote Code Important | No | No
Execution

CVE-2026-25173 | Remote Code Important | No | No
Execution

CVE-2026-25180 | Information Important | No | No
Disclosure

CVE-2026-25171 | Elevation of | Important | No | No
Privilege

CVE-2026-24294 | Elevation of | Important | No | No
Privilege

CVE-2026-25169 | Denial of Important | No | No
Service

CVE-2026-25177 | Elevation of | Important | No | No
Privilege

CVE-2026-24282 | Information Important | No | No
Disclosure

CVE-2026-23669 | Remote Code Important | No | No
Execution

CVE-2026-25185 | Spoofing Important | No | No

CVE-2026-25170 | Elevation of | Important | No | No
Privilege

CVE-2026-25167 | Elevation of | Important | No | No
Privilege

CVE-2026-23671 | Elevation of | Important | No | No
Privilege

CVE-2026-25186 | Information Important | No No
Disclosure

CVE-2026-23674 | Security Important | No No
Feature
Bypass

St
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CVE-2026-24292 | Elevation of | Important | No | No
Privilege
CVE-2026-25174 | Elevation of | Important | No | No
Privilege
CVE-2026-25188 | Elevation of | Important | No | No
Privilege
CVE-2026-23672 | Elevation of | Important | No | No
Privilege
CVE-2026-26132 | Elevation of | Important | No | No
Privilege
CVE-2026-25181 | Information Important | No No
Disclosure
CVE-2026-24287 | Elevation of | Important | No | No
Privilege
CVE-2026-24296 | Elevation of | Important | No | No
Privilege
5078938 | = /& | March 10, | CVE-2026-25178 | Elevation of | Important | No | No
2026— Privilege
KB5078938 | CVE-2026-25168 | Denial of Important | No | No
(0S Build Service
14393.895 | CVE-2026-25172 | Remote Code | Important |No | No
7 - Execution
Microsoft | CVE-2026-25176 | Elevation of | Important | No | No
Support Privilege
CVE-2026-24295 | Elevation of | Important | No | No
Privilege
CVE-2026-25179 | Elevation of | Important | No | No
Privilege
CVE-2026-24289 | Elevation of | Important | No | No
Privilege
CVE-2026-26128 | Elevation of | Important | No | No
Privilege
CVE-2026-23673 | Elevation of | Important | No | No
Privilege
CVE-2026-24297 | Security Important | No No
Feature
Bypass
CVE-2026-25165 | Elevation of | Important |No | No
Privilege
CVE-2026-26111 | Remote Code Important | No | No

Execution

St
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CVE-2026-25190 | Remote Code Important | No | No
Execution

CVE-2026-25187 | Elevation of | Important | No | No
Privilege

CVE-2026-24291 | Elevation of | Important | No | No
Privilege

CVE-2026-25166 | Remote Code Important | No | No
Execution

CVE-2026-24282 | Information Important | No | No
Disclosure

CVE-2026-25173 | Remote Code Important | No | No
Execution

CVE-2026-25180 | Information Important | No | No
Disclosure

CVE-2026-25171 | Elevation of | Important | No | No
Privilege

CVE-2026-25169 | Denial of Important | No | No
Service

CVE-2026-25177 | Elevation of | Important | No | No
Privilege

CVE-2026-24294 | Elevation of | Important | No | No
Privilege

CVE-2026-23669 | Remote Code Important | No | No
Execution

CVE-2026-23668 | Elevation of | Important | No | No
Privilege

CVE-2026-25185 | Spoofing Important | No | No

CVE-2026-23671 | Elevation of | Important | No | No
Privilege

CVE-2026-25186 | Information Important | No | No
Disclosure

CVE-2026-24285 | Elevation of | Important | No | No
Privilege

CVE-2026-25175 | Elevation of | Important | No | No
Privilege

CVE-2026-23674 | Security Important | No No
Feature
Bypass

CVE-2026-25174 | Elevation of | Important |No | No

Privilege

St
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CVE-2026-25188 | Elevation of | Important | No | No
Privilege
CVE-2026-23672 | Elevation of | Important | No | No
Privilege
CVE-2026-25181 | Information Important [ No | No
Disclosure
CVE-2026-24296 | Elevation of | Important | No | No
Privilege
5078883 | = /& | March 10, CVE-2026-25178 | Elevation of | Important | No No
2026— Privilege
KB5078883 | CVE-2026-25168 | Denial of Important | No | No
(0S Build Service
22631.678 | CVE-2026-25176 | Elevation of | Important | No | No
3) - Privilege
Microsoft | CVE-2026-24295 | Elevation of | Important | No | No
Support Privilege
CVE-2026-25179 | Elevation of | Important | No | No
Privilege
CVE-2026-24289 | Elevation of | Important | No | No
Privilege
CVE-2026-23667 | Elevation of | Important | No | No
Privilege
CVE-2026-26128 | Elevation of | Important | No | No
Privilege
CVE-2026-23673 | Elevation of | Important | No | No
Privilege
CVE-2026-25165 | Elevation of | Important | No | No
Privilege
CVE-2026-25190 | Remote Code Important | No | No
Execution
CVE-2026-25187 | Elevation of | Important | No | No
Privilege
CVE-2026-24293 | Elevation of | Important | No | No
Privilege
CVE-2026-24291 | Elevation of | Important |No | No
Privilege
CVE-2026-24290 | Elevation of | Important | No No
Privilege
CVE-2026-25166 | Remote Code Important | No | No

Execution

St
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CVE-2026-24294 | Elevation of | Important | No | No
Privilege

CVE-2026-25173 | Remote Code Important | No | No
Execution

CVE-2026-24282 | Information Important [ No | No
Disclosure

CVE-2026-25180 | Information Important | No | No
Disclosure

CVE-2026-25169 | Denial of Important | No | No
Service

CVE-2026-25177 | Elevation of | Important | No | No
Privilege

CVE-2026-25171 | Elevation of | Important | No | No
Privilege

CVE-2026-23669 | Remote Code Important | No | No
Execution

CVE-2026-23668 | Elevation of | Important | No | No
Privilege

CVE-2026-25185 | Spoofing Important | No | No

CVE-2026-25170 | Elevation of | Important | No | No
Privilege

CVE-2026-23671 | Elevation of | Important | No | No
Privilege

CVE-2026-25186 | Information Important | No | No
Disclosure

CVE-2026-24285 | Elevation of | Important | No | No
Privilege

CVE-2026-25175 | Elevation of | Important | No | No
Privilege

CVE-2026-23674 | Security Important | No | No
Feature
Bypass

CVE-2026-24292 | Elevation of | Important | No | No
Privilege

CVE-2026-25174 | Elevation of | Important | No | No
Privilege

CVE-2026-25188 | Elevation of | Important |No | No
Privilege

CVE-2026-23672 | Elevation of | Important | No No

Privilege
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CVE-2026-26132 | Elevation of | Important | No | No
Privilege
CVE-2026-25181 | Information Important | No | No
Disclosure
CVE-2026-24287 | Elevation of | Important | No | No
Privilege
CVE-2026-24296 | Elevation of | Important | No | No
Privilege
5078752 | & f& | March 10, CVE-2026-25178 | Elevation of | Important | No No
2026— Privilege
KB5078752 | CVE-2026-25168 | Denial of Important | No | No
(0S Build Service
17763.851 | CVE-2026-25172 | Remote Code | Important |No | No
D - Execution
Microsoft | CVE-2026-25176 | Elevation of | Important | No | No
Support Privilege
CVE-2026-24295 | Elevation of | Important | No | No
Privilege
CVE-2026-25179 | Elevation of | Important | No | No
Privilege
CVE-2026-24289 | Elevation of | Important | No | No
Privilege
CVE-2026-23667 | Elevation of | Important | No | No
Privilege
CVE-2026-26128 | Elevation of | Important | No | No
Privilege
CVE-2026-23673 | Elevation of | Important | No | No
Privilege
CVE-2026-24297 | Security Important | No | No
Feature
Bypass
CVE-2026-25165 | Elevation of | Important | No | No
Privilege
CVE-2026-26111 | Remote Code Important [ No | No
Execution
CVE-2026-25189 | Elevation of | Important |No | No
Privilege
CVE-2026-25190 | Remote Code Important | No | No
Execution
CVE-2026-25187 | Elevation of | Important |No | No
Privilege
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CVE-2026-24291 | Elevation of | Important | No | No
Privilege

CVE-2026-24290 | Elevation of | Important | No | No
Privilege

CVE-2026-25166 | Remote Code Important [ No | No
Execution

CVE-2026-24294 | Elevation of | Important | No | No
Privilege

CVE-2026-25180 | Information Important | No | No
Disclosure

CVE-2026-25173 | Remote Code Important | No | No
Execution

CVE-2026-25171 | Elevation of | Important | No | No
Privilege

CVE-2026-25169 | Denial of Important | No | No
Service

CVE-2026-25177 | Elevation of | Important | No | No
Privilege

CVE-2026-24282 | Information Important | No | No
Disclosure

CVE-2026-23669 | Remote Code Important | No | No
Execution

CVE-2026-23668 | Elevation of | Important | No | No
Privilege

CVE-2026-25185 | Spoofing Important | No | No

CVE-2026-23671 | Elevation of | Important | No | No
Privilege

CVE-2026-25186 | Information Important | No | No
Disclosure

CVE-2026-24285 | Elevation of | Important | No | No
Privilege

CVE-2026-25175 | Elevation of | Important | No | No
Privilege

CVE-2026-23674 | Security Important | No | No
Feature
Bypass

CVE-2026-24292 | Elevation of | Important | No No
Privilege

CVE-2026-25174 | Elevation of | Important |No | No

Privilege
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CVE-2026-25188 | Elevation of | Important | No | No
Privilege
CVE-2026-23672 | Elevation of | Important | No | No
Privilege
CVE-2026-25181 | Information Important [ No | No
Disclosure
CVE-2026-24287 | Elevation of | Important | No | No
Privilege
CVE-2026-24296 | Elevation of | Important | No | No
Privilege
5078885 | mif& | March 10, | CVE-2026-25178 | Elevation of | Important | No | No
2026— Privilege
KB5078885 | CVE-2026-25168 | Denial of Important | No | No
(0S Service
Builds CVE-2026-25176 | Elevation of | Important |No | No
19045. 705 Privilege
8 and CVE-2026-24288 | Remote Code Important | No | No
19044. 705 Execution
8) - CVE-2026-24295 | Elevation of | Important | No | No
Microsoft Privilege
Support CVE-2026-25179 | Elevation of | Important | No | No
Privilege
CVE-2026-24289 | Elevation of | Important | No | No
Privilege
CVE-2026-23667 | Elevation of | Important | No | No
Privilege
CVE-2026-26128 | Elevation of | Important | No | No
Privilege
CVE-2026-23673 | Elevation of | Important | No | No
Privilege
CVE-2026-24297 | Security Important | No | No
Feature
Bypass
CVE-2026-25165 | Elevation of | Important | No | No
Privilege
CVE-2026-25189 | Elevation of | Important |No | No
Privilege
CVE-2026-25190 | Remote Code Important | No | No
Execution
CVE-2026-25187 | Elevation of | Important |No | No
Privilege
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CVE-2026-24293 | Elevation of | Important | No | No
Privilege

CVE-2026-24291 | Elevation of | Important | No | No
Privilege

CVE-2026-24290 | Elevation of | Important | No | No
Privilege

CVE-2026-25166 | Remote Code Important | No | No
Execution

CVE-2026-25173 | Remote Code Important | No | No
Execution

CVE-2026-25180 | Information Important | No No
Disclosure

CVE-2026-24294 | Elevation of | Important | No | No
Privilege

CVE-2026-25171 | Elevation of | Important | No | No
Privilege

CVE-2026-25169 | Denial of Important | No | No
Service

CVE-2026-25177 | Elevation of | Important | No | No
Privilege

CVE-2026-24282 | Information Important | No | No
Disclosure

CVE-2026-23669 | Remote Code Important | No | No
Execution

CVE-2026-23668 | Elevation of | Important | No | No
Privilege

CVE-2026-25185 | Spoofing Important | No | No

CVE-2026-23671 | Elevation of | Important | No | No
Privilege

CVE-2026-25186 | Information Important | No | No
Disclosure

CVE-2026-24285 | Elevation of | Important | No | No
Privilege

CVE-2026-25175 | Elevation of | Important | No | No
Privilege

CVE-2026-23674 | Security Important | No No
Feature
Bypass

CVE-2026-24292 | Elevation of | Important | No No
Privilege
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CVE-2026-25174 | Elevation of | Important | No | No
Privilege
CVE-2026-25188 | Elevation of | Important | No | No
Privilege
CVE-2026-23672 | Elevation of | Important | No | No
Privilege
CVE-2026-26132 | Elevation of | Important | No | No
Privilege
CVE-2026-25181 | Information Important | No | No
Disclosure
CVE-2026-24287 | Elevation of | Important | No No
Privilege
CVE-2026-24296 | Elevation of | Important | No | No
Privilege
5078766 | i=f& | March 10, | CVE-2026-25178 | Elevation of | Important | No | No
2026— Privilege
KB5078766 | CVE-2026-25168 | Denial of Important | No | No
(0S Build Service
20348. 489 | CVE-2026-25172 | Remote Code | Important | No | No
3) - Execution
Microsoft | CVE-2026-25176 | Elevation of | Important | No | No
Support Privilege
CVE-2026-24295 | Elevation of | Important | No | No
Privilege
CVE-2026-25179 | Elevation of | Important | No | No
Privilege
CVE-2026-24289 | Elevation of | Important | No | No
Privilege
CVE-2026-26128 | Elevation of | Important | No | No
Privilege
CVE-2026-23673 | Elevation of | Important | No | No
Privilege
CVE-2026-25165 | Elevation of | Important | No | No
Privilege
CVE-2026-26111 | Remote Code Important | No | No
Execution
CVE-2026-25189 | Elevation of | Important |No | No
Privilege
CVE-2026-25190 | Remote Code Important | No | No

Execution
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CVE-2026-25187 | Elevation of | Important | No | No
Privilege

CVE-2026-24293 | Elevation of | Important | No | No
Privilege

CVE-2026-24291 | Elevation of | Important | No | No
Privilege

CVE-2026-24290 | Elevation of | Important | No | No
Privilege

CVE-2026-25166 | Remote Code Important | No | No
Execution

CVE-2026-24294 | Elevation of | Important | No No
Privilege

CVE-2026-25180 | Information Important | No | No
Disclosure

CVE-2026-25173 | Remote Code Important | No | No
Execution

CVE-2026-25171 | Elevation of | Important | No | No
Privilege

CVE-2026-25169 | Denial of Important | No | No
Service

CVE-2026-25177 | Elevation of | Important | No | No
Privilege

CVE-2026-23669 | Remote Code Important | No | No
Execution

CVE-2026-23668 | Elevation of | Important | No | No
Privilege

CVE-2026-25185 | Spoofing Important | No | No

CVE-2026-25170 | Elevation of | Important | No | No
Privilege

CVE-2026-23671 | Elevation of | Important | No | No
Privilege

CVE-2026-25186 | Information Important | No | No
Disclosure

CVE-2026-24285 | Elevation of | Important | No | No
Privilege

CVE-2026-25175 | Elevation of | Important |No | No
Privilege

CVE-2026-23674 | Security Important | No No
Feature
Bypass
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CVE-2026-24292 | Elevation of | Important | No | No 2
Privilege

CVE-2026-25174 | Elevation of | Important | No | No 3
Privilege

CVE-2026-25188 | Elevation of | Important | No | No 3
Privilege

CVE-2026-23672 | Elevation of | Important | No | No 3
Privilege

CVE-2026-26132 | Elevation of | Important | No | No 1
Privilege

CVE-2026-25181 | Information Important | No | No 2
Disclosure

CVE-2026-24287 | Elevation of | Important | No | No 2
Privilege

CVE-2026-24296 | Elevation of | Important | No | No 3
Privilege

A AR AT AT 22 BR b 138 7 A4S, VEAIER IR
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5002718 | & f& | Description CVE-2026- Remote Code Important | No No 2
of the 26108 Execution
security
update for
Office 2016:
March 10,
2026
(KB5002718) —
Microsoft
Support
5002851 | & f& | Description CVE-2026- Remote Code Critical No | No 2
of the 26113 Execution

security
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SharePoint
Server 2016
Language
Pack: March
10, 2026
(KB5002851) —
Microsoft
Support
5078738 KB5078738: CVE-2026- Security Important | No | No
Cumulative 23674 Feature
security Bypass
update for
Internet
Explorer:
March 10,
2026 -
Microsoft
Support
5002850 Description CVE-2026- Remote Code Important | No | No
of the 26106 Execution
security CVE-2026- Spoofing Important | No | No
update for 26105
SharePoint CVE-2026— Remote Code | Important | No | No
Server 2016: 26114 Execution
March 10, CVE-2026— Remote Code |Critical |No | No
2026 26113 Execution
(KB5002850) ~
Microsoft
Support
5002849 Description CVE-2026- Remote Code Important | No | No
of the 26107 Execution
security CVE-2026- Remote Code Important | No | No
update for 26108 Execution
Excel 2016: CVE-2026- Remote Code | Important |No | No
March 10, 26112 Execution
2026 CVE-2026— Remote Code | Important | No | No
(KB5002849) - | 26109 Execution
Microsoft
Support
5002838 Description CVE-2026- Remote Code Critical No | No
of the 26110 Execution
security
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update for
Office 2016:
March 10,
2026
(KB5002838) -
Microsoft

Support

5002848 | /& | Description CVE-2026- Remote Code Critical No No
of the 26113 Execution
security
update for
Word 2016:
March 10,
2026
(KB5002848) —

Microsoft

Support

TE:

Lo BIREM b Ui TR R G5 VAR U0 B T
0 - SR (Exploitation Detected)
1 - HAAEEMAIH (Exploitation More Likely)
2 — AKATREFIA (Exploitation Less Likely)
3 — AArEeFIH (Exploitation Unlikely)

4 = AZIETARE (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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