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JRIE BT R Y (Exploitability Assessment) =" H

(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More
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5052016

5052032

5052040

5052038

5051979

5051974

5051989

5052072

5051987

5052006

5052042

5052000

5052020

CVE-2025-21376

Remote Code

Execution

Critical

Exploitation
More Likely

5052016

5052032

5052040

5052038

5051979

5051974

5051989

5052072

5051987

5052006

5052042

5052000

5052020

CVE-2025-21418

Elevation of
Privilege

Important

No

Yes

Exploitation
Detected

5052016

5052032

CVE-2025-21419

Elevation of

Privilege

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5052016
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21376
http://support.microsoft.com/kb/5052032
http://support.microsoft.com/kb/5052040
http://support.microsoft.com/kb/5052038
http://support.microsoft.com/kb/5051979
http://support.microsoft.com/kb/5051974
http://support.microsoft.com/kb/5051989
http://support.microsoft.com/kb/5052072
http://support.microsoft.com/kb/5051987
http://support.microsoft.com/kb/5052006
http://support.microsoft.com/kb/5052042
http://support.microsoft.com/kb/5052000
http://support.microsoft.com/kb/5052020
http://support.microsoft.com/kb/5052016
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21418
http://support.microsoft.com/kb/5052032
http://support.microsoft.com/kb/5052040
http://support.microsoft.com/kb/5052038
http://support.microsoft.com/kb/5051979
http://support.microsoft.com/kb/5051974
http://support.microsoft.com/kb/5051989
http://support.microsoft.com/kb/5052072
http://support.microsoft.com/kb/5051987
http://support.microsoft.com/kb/5052006
http://support.microsoft.com/kb/5052042
http://support.microsoft.com/kb/5052000
http://support.microsoft.com/kb/5052020
http://support.microsoft.com/kb/5052016
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21419
http://support.microsoft.com/kb/5052032
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5052040

5051979

5051974

5051989

5051987

5052006

5052042

5052000

5052020

5052016

CVE-2025-21377

5052040

5052038

5051979

5051974

5051989

5051987

5052006

5052042

5052000

5052020

5051972

Spoofing

Important

Yes

No

Exploitation
More Likely

5002687

CVE-2025-21381

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5052040

CVE-2025-21184

5051979

5051974

5051989

5051987

5052006

5052000

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5052040

CVE-2025-21391

5051979

5051974

5051989

5051987

5052006

5052000

Elevation of

Privilege

Important

No

Yes

Exploitation
Detected

5052040

CVE-2025-21358

5051979

5051974

5051989

Elevation of

Privilege

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5052040
http://support.microsoft.com/kb/5051979
http://support.microsoft.com/kb/5051974
http://support.microsoft.com/kb/5051989
http://support.microsoft.com/kb/5051987
http://support.microsoft.com/kb/5052006
http://support.microsoft.com/kb/5052042
http://support.microsoft.com/kb/5052000
http://support.microsoft.com/kb/5052020
http://support.microsoft.com/kb/5052016
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21377
http://support.microsoft.com/kb/5052040
http://support.microsoft.com/kb/5052038
http://support.microsoft.com/kb/5051979
http://support.microsoft.com/kb/5051974
http://support.microsoft.com/kb/5051989
http://support.microsoft.com/kb/5051987
http://support.microsoft.com/kb/5052006
http://support.microsoft.com/kb/5052042
http://support.microsoft.com/kb/5052000
http://support.microsoft.com/kb/5052020
http://support.microsoft.com/kb/5051972
http://support.microsoft.com/kb/5002687
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21381
http://support.microsoft.com/kb/5052040
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21184
http://support.microsoft.com/kb/5051979
http://support.microsoft.com/kb/5051974
http://support.microsoft.com/kb/5051989
http://support.microsoft.com/kb/5051987
http://support.microsoft.com/kb/5052006
http://support.microsoft.com/kb/5052000
http://support.microsoft.com/kb/5052040
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21391
http://support.microsoft.com/kb/5051979
http://support.microsoft.com/kb/5051974
http://support.microsoft.com/kb/5051989
http://support.microsoft.com/kb/5051987
http://support.microsoft.com/kb/5052006
http://support.microsoft.com/kb/5052000
http://support.microsoft.com/kb/5052040
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21358
http://support.microsoft.com/kb/5051979
http://support.microsoft.com/kb/5051974
http://support.microsoft.com/kb/5051989
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5051987

5052006

5052000

5052040

CVE-2025-21420

5051979

5051974

5051989

5051987

5052006

5052042

5052000

5052020

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5052040

CVE-2025-21414

5051979

5051974

5051989

5051987

5052006

5052000

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5051979

CVE-2025-21367

5051974

5051989

5051987

5052000

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5002685

CVE-2025-21400

Remote Code

Execution

Important

No

No

Exploitation
More Likely

5051987

CVE-2025-21379

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely



http://support.microsoft.com/kb/5051987
http://support.microsoft.com/kb/5052006
http://support.microsoft.com/kb/5052000
http://support.microsoft.com/kb/5052040
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21420
http://support.microsoft.com/kb/5051979
http://support.microsoft.com/kb/5051974
http://support.microsoft.com/kb/5051989
http://support.microsoft.com/kb/5051987
http://support.microsoft.com/kb/5052006
http://support.microsoft.com/kb/5052042
http://support.microsoft.com/kb/5052000
http://support.microsoft.com/kb/5052020
http://support.microsoft.com/kb/5052040
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21414
http://support.microsoft.com/kb/5051979
http://support.microsoft.com/kb/5051974
http://support.microsoft.com/kb/5051989
http://support.microsoft.com/kb/5051987
http://support.microsoft.com/kb/5052006
http://support.microsoft.com/kb/5052000
http://support.microsoft.com/kb/5051979
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21367
http://support.microsoft.com/kb/5051974
http://support.microsoft.com/kb/5051989
http://support.microsoft.com/kb/5051987
http://support.microsoft.com/kb/5052000
http://support.microsoft.com/kb/5002685
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21400
http://support.microsoft.com/kb/5051987
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21379
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5052016

BAT Wi T 1IFEHTER

February
11, 2025—
KB5052016
(Monthly
Rollup) -
Microsoft
Support
for
Windows
Server
2008 R2
Premium

Assurance

eI IR

S HEE

CVE-2025-21371 | Remote Code Important | No No
Execution

CVE-2025-21376 | Remote Code | Critical No | No
Execution

CVE-2025-21418 | Elevation of | Important | No | Yes
Privilege

CVE-2025-21375 | Elevation of | Important | No | No
Privilege

CVE-2025-21350 | Denial of Important | No | No
Service

CVE-2025-21337 | Elevation of | Important | No | No
Privilege

CVE-2025-21368 | Remote Code Important | No | No
Execution

CVE-2025-21190 | Remote Code Important | No | No
Execution

CVE-2025-21373 | Elevation of | Important | No | No
Privilege

CVE-2025-21201 | Remote Code Important | No | No
Execution

CVE-2025-21407 | Remote Code Important | No | No
Execution

CVE-2025-21369 | Remote Code Important | No | No
Execution

CVE-2025-21181 | Denial of Important | No | No
Service

CVE-2025-21352 | Denial of Important | No | No
Service

CVE-2025-21200 | Remote Code Important | No | No
Execution

7 W



http://support.microsoft.com/kb/5052016
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CVE-2025-21406 | Remote Code Important | No | No
Execution
CVE-2025-21208 | Remote Code Important | No | No
Execution
CVE-2025-21419 | Elevation of | Important | No | No
Privilege
CVE-2025-21359 | Security Important | No | No
Feature
Bypass
CVE-2025-21377 | Spoofing Important | Yes | No
CVE-2025-21410 | Remote Code Important | No | No
Execution
5052032 | &ifG | February CVE-2025-21371 | Remote Code Important | No | No
11, 2025— Execution
KB5052032 CVE-2025-21376 | Remote Code | Critical No | No
(Security- Execution
only CVE-2025-21418 | Elevation of | Important | No | Yes
update) - Privilege
Microsoft CVE-2025-21375 | Elevation of | Important | No | No
Support Privilege
for CVE-2025-21350 | Denial of Important | No | No
Windows Service
Server CVE-2025-21337 | Elevation of | Important | No | No
2008 R2 Privilege
Premium CVE-2025-21368 | Remote Code | Important | No | No
Assurance Execution
CVE-2025-21190 | Remote Code Important | No | No
Execution
CVE-2025-21373 | Elevation of | Important | No | No
Privilege
CVE-2025-21201 | Remote Code Important | No | No
Execution
CVE-2025-21407 | Remote Code Important | No | No
Execution
CVE-2025-21369 | Remote Code Important | No | No
Execution
CVE-2025-21181 | Denial of Important | No | No
Service
CVE-2025-21352 | Denial of Important | No | No
Service



http://support.microsoft.com/kb/5052032
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CVE-2025-21200 | Remote Code Important | No | No
Execution
CVE-2025-21406 | Remote Code Important | No | No
Execution
CVE-2025-21208 | Remote Code Important | No | No
Execution
CVE-2025-21419 | Elevation of | Important | No | No
Privilege
CVE-2025-21359 | Security Important | No | No
Feature
Bypass
CVE-2025-21410 | Remote Code Important | No | No
Execution
5052040 | & fG | February CVE-2025-21371 | Remote Code Important | No | No
11, 2025— Execution
KB5052040 CVE-2025-21349 | Tampering Important | No | No
(0S Build CVE-2025-21376 | Remote Code | Critical |No | No
10240. 2091 Execution
5) - CVE-2025-21418 | Elevation of | Important | No | Yes
Microsoft Privilege
Support CVE-2025-21184 | Elevation of | Important | No | No
for Privilege
Windows 10 | CVE-2025-21391 | Elevation of | Important |No | Yes
Privilege
CVE-2025-21375 | Elevation of | Important | No | No
Privilege
CVE-2025-21350 | Denial of Important | No | No
Service
CVE-2025-21337 | Elevation of | Important | No | No
Privilege
CVE-2025-21190 | Remote Code Important | No | No
Execution
CVE-2025-21368 | Remote Code Important | No | No
Execution
CVE-2025-21358 | Elevation of | Important | No | No
Privilege
CVE-2025-21373 | Elevation of | Important | No | No
Privilege
CVE-2025-21201 | Remote Code Important | No | No

Execution



http://support.microsoft.com/kb/5052040
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CVE-2025-21407 | Remote Code Important | No | No
Execution
CVE-2025-21369 | Remote Code Important | No | No
Execution
CVE-2025-21181 | Denial of Important | No | No
Service
CVE-2025-21352 | Denial of Important | No | No
Service
CVE-2025-21200 | Remote Code Important | No | No
Execution
CVE-2025-21406 | Remote Code Important | No | No
Execution
CVE-2025-21347 | Denial of Important | No | No
Service
CVE-2025-21419 | Elevation of | Important | No | No
Privilege
CVE-2025-21359 | Security Important | No | No
Feature
Bypass
CVE-2025-21420 | Elevation of | Important | No | No
Privilege
CVE-2025-21377 | Spoofing Important | Yes | No
CVE-2025-21414 | Elevation of | Important | No | No
Privilege
5052038 | =ifG | February CVE-2025-21371 | Remote Code Important | No No
11, 2025— Execution
KB5052038 CVE-2025-21376 | Remote Code | Critical No | No
(Monthly Execution
Rollup) - | CVE-2025-21418 | Elevation of | Important |No | Yes
Microsoft Privilege
Support CVE-2025-21375 | Elevation of | Important | No | No
for Privilege
Windows CVE-2025-21350 | Denial of Important | No | No
Server Service
2008 CVE-2025-21337 | Elevation of | Important | No | No
Premium Privilege
Assurance CVE-2025-21368 | Remote Code | Important | No | No
Execution
CVE-2025-21190 | Remote Code Important | No | No
Execution

St
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CVE-2025-21373 | Elevation of | Important | No | No
Privilege
CVE-2025-21201 | Remote Code Important | No | No
Execution
CVE-2025-21407 | Remote Code Important | No | No
Execution
CVE-2025-21369 | Remote Code Important | No | No
Execution
CVE-2025-21181 | Denial of Important | No | No
Service
CVE-2025-21352 | Denial of Important | No | No
Service
CVE-2025-21200 | Remote Code Important | No | No
Execution
CVE-2025-21406 | Remote Code Important | No | No
Execution
CVE-2025-21208 | Remote Code Important | No | No
Execution
CVE-2025-21359 | Security Important | No | No
Feature
Bypass
CVE-2025-21377 | Spoofing Important | Yes | No
CVE-2025-21410 | Remote Code Important | No | No
Execution
5051979 | & /G | February CVE-2025-21371 | Remote Code Important | No No
11, 2025— Execution
KB5051979 CVE-2025-21212 | Denial of Important | No | No
(0S Build Service
20348. 3207 | CVE-2025-21349 | Tampering Important | No | No
) CVE-2025-21376 | Remote Code | Critical No | No
Microsoft Execution
Support CVE-2025-21418 | Elevation of | Important | No | Yes
for Privilege
Windows CVE-2025-21184 | Elevation of | Important | No | No
Server Privilege
2022 CVE-2025-21391 | Elevation of | Important |No | Yes
Privilege
CVE-2025-21375 | Elevation of | Important | No | No
Privilege
CVE-2025-21350 | Denial of Important | No | No
Service

St
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CVE-2025-21337 | Elevation of | Important | No | No
Privilege

CVE-2025-21190 | Remote Code Important | No | No
Execution

CVE-2025-21368 | Remote Code Important | No | No
Execution

CVE-2025-21358 | Elevation of | Important | No | No
Privilege

CVE-2025-21373 | Elevation of | Important | No | No
Privilege

CVE-2025-21201 | Remote Code Important | No | No
Execution

CVE-2025-21407 | Remote Code Important | No | No
Execution

CVE-2025-21369 | Remote Code Important | No | No
Execution

CVE-2025-21351 | Denial of Important | No | No
Service

CVE-2025-21181 | Denial of Important | No | No
Service

CVE-2025-21352 | Denial of Important | No | No
Service

CVE-2025-21367 | Elevation of | Important | No | No
Privilege

CVE-2025-21200 | Remote Code Important | No | No
Execution

CVE-2025-21406 | Remote Code Important | No | No
Execution

CVE-2025-21208 | Remote Code Important | No | No
Execution

CVE-2025-21347 | Denial of Important | No | No
Service

CVE-2025-21419 | Elevation of | Important | No | No
Privilege

CVE-2025-21254 | Denial of Important | No | No
Service

CVE-2025-21359 | Security Important | No No
Feature
Bypass

CVE-2025-21420 | Elevation of | Important | No | No

Privilege

St
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CVE-2025-21377 | Spoofing Important | Yes | No
CVE-2025-21216 | Denial of Important | No | No
Service
CVE-2025-21414 | Elevation of | Important | No | No
Privilege
CVE-2025-21410 | Remote Code Important | No | No
Execution
5051974 | & f& | February CVE-2025-21371 | Remote Code | Important |No | No
11, 2025— Execution
KB5051974 CVE-2025-21212 | Denial of Important | No | No
(0S Builds Service
19044. 5487 | CVE-2025-21349 | Tampering Important | No | No
and CVE-2025-21376 | Remote Code | Critical No | No
19045. 5487 Execution
)~ CVE-2025-21418 | Elevation of | Important | No | Yes
Microsoft Privilege
Support CVE-2025-21184 | Elevation of | Important | No | No
for Privilege
Windows 10 | cVE-2025-21391 | Elevation of Important | No | Yes
Enterprise Privilege
LTSC CVE-2025-21375 | Elevation of | Important | No | No
2021, Windo Privilege
ws 10 ToT CVE-2025-21350 | Denial of Important | No | No
Enterprise Service
LTSC CVE-2025-21337 | Elevation of | Important |No | No
2021, Windo Privilege
ws 10, CVE-2025-21190 | Remote Code | Important |No |No
version Execution
2202, all  FoyE-2025-21368 | Remote Code | Important |No | No
editions Execution
CVE-2025-21358 | Elevation of | Important | No | No
Privilege
CVE-2025-21373 | Elevation of | Important | No | No
Privilege
CVE-2025-21201 | Remote Code Important | No No
Execution
CVE-2025-21407 | Remote Code Important | No | No
Execution
CVE-2025-21369 | Remote Code Important | No | No

Execution

St
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CVE-2025-21351 | Denial of Important | No | No
Service
CVE-2025-21181 | Denial of Important | No | No
Service
CVE-2025-21352 | Denial of Important | No | No
Service
CVE-2025-21367 | Elevation of | Important | No | No
Privilege
CVE-2025-21200 | Remote Code Important | No | No
Execution
CVE-2025-21406 | Remote Code Important | No | No
Execution
CVE-2025-21347 | Denial of Important | No | No
Service
CVE-2025-21419 | Elevation of | Important | No | No
Privilege
CVE-2025-21254 | Denial of Important | No | No
Service
CVE-2025-21359 | Security Important | No | No
Feature
Bypass
CVE-2025-21420 | Elevation of | Important | No | No
Privilege
CVE-2025-21377 | Spoofing Important | Yes | No
CVE-2025-21216 | Denial of Important | No | No
Service
CVE-2025-21414 | Elevation of | Important | No | No
Privilege
5051989 | =ifG | February CVE-2025-21371 | Remote Code Important | No No
11, 2025— Execution
KB5051989 CVE-2025-21212 | Denial of Important | No | No
(0S Builds Service
22621. 4890 | CVE-2025-21349 | Tampering Important | No | No
and CVE-2025-21376 | Remote Code | Critical No | No
22631. 4890 Execution
)~ CVE-2025-21418 | Elevation of | Important | No | Yes
Microsoft Privilege
Support CVE-2025-21184 | Elevation of | Important | No | No
for Privilege
Windows 11 | cVE-2025-21391 | Elevation of | Important |No | Yes
Enterprise Privilege

St
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and
Education,
version
22H2, Windo
ws 11
version
23H2, all

editions

CVE-2025-21375 | Elevation of | Important | No | No
Privilege

CVE-2025-21350 | Denial of Important | No | No
Service

CVE-2025-21337 | Elevation of | Important | No | No
Privilege

CVE-2025-21190 | Remote Code Important | No | No
Execution

CVE-2025-21368 | Remote Code Important | No | No
Execution

CVE-2025-21358 | Elevation of | Important | No No
Privilege

CVE-2025-21373 | Elevation of | Important | No | No
Privilege

CVE-2025-21201 | Remote Code Important | No | No
Execution

CVE-2025-21407 | Remote Code Important | No | No
Execution

CVE-2025-21369 | Remote Code Important | No | No
Execution

CVE-2025-21351 | Denial of Important | No | No
Service

CVE-2025-21181 | Denial of Important | No | No
Service

CVE-2025-21352 | Denial of Important | No | No
Service

CVE-2025-21367 | Elevation of | Important | No | No
Privilege

CVE-2025-21200 | Remote Code Important | No | No
Execution

CVE-2025-21406 | Remote Code Important | No | No
Execution

CVE-2025-21347 | Denial of Important | No | No
Service

CVE-2025-21419 | Elevation of | Important | No | No
Privilege

CVE-2025-21254 | Denial of Important | No | No
Service

CVE-2025-21359 | Security Important | No No
Feature
Bypass

St
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CVE-2025-21420 | Elevation of | Important | No | No
Privilege
CVE-2025-21377 | Spoofing Important | Yes | No
CVE-2025-21216 | Denial of Important | No | No
Service
CVE-2025-21414 | Elevation of | Important | No | No
Privilege
5052072 | & f& | February CVE-2025-21371 | Remote Code | Important |No | No
11, 2025— Execution
KB5052072 CVE-2025-21376 | Remote Code | Critical No | No
(Security- Execution
only CVE-2025-21418 | Elevation of | Important | No | Yes
update) - Privilege
Microsoft CVE-2025-21375 | Elevation of | Important | No | No
Support Privilege
for CVE-2025-21350 | Denial of Important | No | No
Windows Service
Server CVE-2025-21337 | Elevation of | Important | No | No
2008 Privilege
Premium CVE-2025-21368 | Remote Code | Important | No | No
Assurance Execution
CVE-2025-21190 | Remote Code Important | No | No
Execution
CVE-2025-21373 | Elevation of | Important | No | No
Privilege
CVE-2025-21201 | Remote Code Important | No | No
Execution
CVE-2025-21407 | Remote Code Important | No | No
Execution
CVE-2025-21369 | Remote Code Important | No | No
Execution
CVE-2025-21181 | Denial of Important | No | No
Service
CVE-2025-21352 | Denial of Important | No | No
Service
CVE-2025-21200 | Remote Code Important | No | No
Execution
CVE-2025-21406 | Remote Code Important | No | No
Execution
CVE-2025-21208 | Remote Code Important | No | No

Execution
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CVE-2025-21359 | Security Important | No | No
Feature
Bypass
CVE-2025-21410 | Remote Code Important | No | No
Execution
5051987 | & f& | February CVE-2025-21371 | Remote Code | Important |No | No
11, 2025— Execution
KB5051987 CVE-2025-21212 | Denial of Important | No | No
(0S Build Service
26100. 3194 | CVE-2025-21349 | Tampering Important | No | No
) - CVE-2025-21376 | Remote Code | Critical No | No
Microsoft Execution
Support CVE-2025-21418 | Elevation of | Important | No | Yes
for Privilege
Windows 11 | CVE-2025-21184 | Elevation of Important | No | No
version Privilege
2412, all CVE-2025-21391 | Elevation of | Important | No | Yes
editions Privilege
CVE-2025-21375 | Elevation of | Important | No | No
Privilege
CVE-2025-21350 | Denial of Important | No | No
Service
CVE-2025-21337 | Elevation of | Important | No | No
Privilege
CVE-2025-21179 | Denial of Important | No | No
Service
CVE-2025-21190 | Remote Code Important | No | No
Execution
CVE-2025-21368 | Remote Code Important | No | No
Execution
CVE-2025-21358 | Elevation of | Important | No | No
Privilege
CVE-2025-21373 | Elevation of | Important | No | No
Privilege
CVE-2025-21201 | Remote Code Important | No | No
Execution
CVE-2025-21407 | Remote Code Important | No | No
Execution
CVE-2025-21183 | Elevation of | Important | No | No

Privilege
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CVE-2025-21182 | Elevation of | Important | No | No
Privilege
CVE-2025-21379 | Remote Code | Critical No | No
Execution
CVE-2025-21369 | Remote Code Important | No | No
Execution
CVE-2025-21351 | Denial of Important | No | No
Service
CVE-2025-21181 | Denial of Important | No | No
Service
CVE-2025-21352 | Denial of Important | No | No
Service
CVE-2025-21367 | Elevation of | Important | No | No
Privilege
CVE-2025-21200 | Remote Code Important | No | No
Execution
CVE-2025-21406 | Remote Code Important | No | No
Execution
CVE-2025-21208 | Remote Code Important | No | No
Execution
CVE-2025-21347 | Denial of Important | No | No
Service
CVE-2025-21419 | Elevation of | Important | No | No
Privilege
CVE-2025-21254 | Denial of Important | No | No
Service
CVE-2025-21359 | Security Important | No | No
Feature
Bypass
CVE-2025-21420 | Elevation of | Important | No | No
Privilege
CVE-2025-21377 | Spoofing Important | Yes | No
CVE-2025-21216 | Denial of Important | No | No
Service
CVE-2025-21414 | Elevation of | Important | No | No
Privilege
CVE-2025-21410 | Remote Code Important | No | No
Execution
5052006 | & f& | February CVE-2025-21371 | Remote Code | Important | No | No
11, 2025— Execution
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KB5052006
(0S Build
14393. 7785
) -
Microsoft
Support
for
Windows
10,
version
1607, all
editions, W
indows
Server
2016, all

editions

CVE-2025-21212 | Denial of Important | No | No
Service

CVE-2025-21349 | Tampering Important | No | No

CVE-2025-21376 | Remote Code | Critical No | No
Execution

CVE-2025-21418 | Elevation of | Important | No | Yes
Privilege

CVE-2025-21184 | Elevation of | Important | No | No
Privilege

CVE-2025-21391 | Elevation of | Important | No | Yes
Privilege

CVE-2025-21375 | Elevation of | Important | No | No
Privilege

CVE-2025-21350 | Denial of Important | No | No
Service

CVE-2025-21337 | Elevation of | Important | No | No
Privilege

CVE-2025-21368 | Remote Code Important | No | No
Execution

CVE-2025-21190 | Remote Code Important | No | No
Execution

CVE-2025-21358 | Elevation of | Important | No | No
Privilege

CVE-2025-21407 | Remote Code Important | No | No
Execution

CVE-2025-21373 | Elevation of | Important | No | No
Privilege

CVE-2025-21201 | Remote Code Important | No | No
Execution

CVE-2025-21369 | Remote Code Important | No | No
Execution

CVE-2025-21351 | Denial of Important | No | No
Service

CVE-2025-21181 | Denial of Important | No | No
Service

CVE-2025-21352 | Denial of Important | No | No
Service

CVE-2025-21200 | Remote Code Important | No | No
Execution

CVE-2025-21406 | Remote Code Important | No | No

Execution
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CVE-2025-21208 | Remote Code Important | No | No
Execution
CVE-2025-21347 | Denial of Important | No | No
Service
CVE-2025-21419 | Elevation of | Important | No | No
Privilege
CVE-2025-21254 | Denial of Important | No | No
Service
CVE-2025-21359 | Security Important | No | No
Feature
Bypass
CVE-2025-21420 | Elevation of | Important | No No
Privilege
CVE-2025-21377 | Spoofing Important | Yes | No
CVE-2025-21216 | Denial of Important | No | No
Service
CVE-2025-21414 | Elevation of | Important | No | No
Privilege
CVE-2025-21410 | Remote Code Important | No | No
Execution
5052042 | &ifG | February CVE-2025-21371 | Remote Code Important | No | No
11, 2025— Execution
KB5052042 CVE-2025-21376 | Remote Code | Critical No | No
(Monthly Execution
Rollup) - | CVE-2025-21418 | Elevation of | Important |No | Yes
Microsoft Privilege
Support CVE-2025-21375 | Elevation of | Important | No | No
for Privilege
Windows CVE-2025-21350 | Denial of Important | No | No
Server Service
2012 R2 CVE-2025-21337 | Elevation of | Important |No | No
ESU Privilege
CVE-2025-21190 | Remote Code Important | No | No
Execution
CVE-2025-21368 | Remote Code Important | No | No
Execution
CVE-2025-21373 | Elevation of | Important | No | No
Privilege
CVE-2025-21201 | Remote Code Important | No | No
Execution
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CVE-2025-21407 | Remote Code Important | No | No
Execution
CVE-2025-21369 | Remote Code Important | No | No
Execution
CVE-2025-21181 | Denial of Important | No | No
Service
CVE-2025-21352 | Denial of Important | No | No
Service
CVE-2025-21200 | Remote Code Important | No | No
Execution
CVE-2025-21406 | Remote Code Important | No | No
Execution
CVE-2025-21208 | Remote Code Important | No | No
Execution
CVE-2025-21347 | Denial of Important | No | No
Service
CVE-2025-21419 | Elevation of | Important | No | No
Privilege
CVE-2025-21359 | Security Important | No | No
Feature
Bypass
CVE-2025-21420 | Elevation of | Important | No | No
Privilege
CVE-2025-21377 | Spoofing Important | Yes | No
CVE-2025-21410 | Remote Code Important | No | No
Execution
5052000 | =16 | February CVE-2025-21371 | Remote Code Important | No No
11, 2025— Execution
KB5052000 CVE-2025-21212 | Denial of Important | No | No
(0S Build Service
17763. 6893 | CVE-2025-21349 | Tampering Important | No | No
) CVE-2025-21376 | Remote Code | Critical No | No
Microsoft Execution
Support CVE-2025-21418 | Elevation of | Important | No | Yes
for Win 10 Privilege
Ent LTSC CVE-2025-21184 | Elevation of | Important | No | No
2019, Win Privilege
10 ToT Ent | cVE-2025-21391 | Elevation of | Important |No | Yes
LTSC Privilege
2019, Windo | cvE-2025-21375 | Elevation of | Important |No |No
ws 10 LoT Privilege
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Core
LTSC, Windo
ws Server

2019

CVE-2025-21350 | Denial of Important | No | No
Service

CVE-2025-21337 | Elevation of | Important | No | No
Privilege

CVE-2025-21190 | Remote Code Important | No | No
Execution

CVE-2025-21368 | Remote Code Important | No | No
Execution

CVE-2025-21358 | Elevation of | Important | No | No
Privilege

CVE-2025-21373 | Elevation of | Important | No No
Privilege

CVE-2025-21201 | Remote Code Important | No | No
Execution

CVE-2025-21407 | Remote Code Important | No | No
Execution

CVE-2025-21369 | Remote Code Important | No | No
Execution

CVE-2025-21351 | Denial of Important | No | No
Service

CVE-2025-21181 | Denial of Important | No | No
Service

CVE-2025-21352 | Denial of Important | No | No
Service

CVE-2025-21367 | Elevation of | Important | No | No
Privilege

CVE-2025-21200 | Remote Code Important | No | No
Execution

CVE-2025-21406 | Remote Code Important | No | No
Execution

CVE-2025-21208 | Remote Code Important | No | No
Execution

CVE-2025-21347 | Denial of Important | No | No
Service

CVE-2025-21419 | Elevation of | Important | No | No
Privilege

CVE-2025-21254 | Denial of Important | No | No
Service

CVE-2025-21359 | Security Important | No No
Feature
Bypass
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CVE-2025-21420 | Elevation of | Important | No | No
Privilege
CVE-2025-21377 | Spoofing Important | Yes | No
CVE-2025-21216 | Denial of Important | No | No
Service
CVE-2025-21414 | Elevation of | Important | No | No
Privilege
CVE-2025-21410 | Remote Code Important | No | No
Execution
5052020 | & f& | February CVE-2025-21371 | Remote Code | Important |No | No
11, 2025— Execution
KB5052020 CVE-2025-21376 | Remote Code | Critical No | No
(Monthly Execution
Rollup) - CVE-2025-21418 | Elevation of | Important | No | Yes
Microsoft Privilege
Support CVE-2025-21375 | Elevation of | Important | No | No
for Privilege
Windows CVE-2025-21350 | Denial of Important | No | No
Server Service
2012 ESU CVE-2025-21337 | Elevation of | Important | No | No
Privilege
CVE-2025-21190 | Remote Code Important | No | No
Execution
CVE-2025-21368 | Remote Code Important | No | No
Execution
CVE-2025-21373 | Elevation of | Important | No | No
Privilege
CVE-2025-21201 | Remote Code Important | No | No
Execution
CVE-2025-21407 | Remote Code Important | No | No
Execution
CVE-2025-21369 | Remote Code Important | No | No
Execution
CVE-2025-21181 | Denial of Important | No | No
Service
CVE-2025-21352 | Denial of Important | No | No
Service
CVE-2025-21200 | Remote Code Important | No | No
Execution
CVE-2025-21406 | Remote Code Important | No | No

Execution

St

23 W



http://support.microsoft.com/kb/5052020

WwL T =1

F-RBERLNETE HREHEA 2025 £ 02 HHTEEHES

CVE-2025-21208 | Remote Code Important | No | No 2
Execution

CVE-2025-21347 | Denial of Important | No | No 2
Service

CVE-2025-21419 | Elevation of | Important | No | No 1
Privilege

CVE-2025-21359 | Security Important | No | No 2
Feature
Bypass

CVE-2025-21420 | Elevation of | Important | No | No 1
Privilege

CVE-2025-21377 | Spoofing Important | Yes | No

CVE-2025-21410 | Remote Code Important | No | No 2
Execution
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5002686 | &if& | Description | CVE-2025-21392 | Remote Code Important | No No 2
of the Execution
security
update for
Office
2016:
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February
11, 2025
(KB5002686)
- Microsoft

Support

5002685

Description
of the
security
update for
SharePoint
Enterprise
Server
2016:
February
11, 2025
(KB5002685)
— Microsoft

Support

CVE-2025-21400

Remote Code

Execution

Important

No

No

5002684

Description
of the
security
update for
Office
2016:
February
11, 2025
(KB5002684)
— Microsoft

Support

CVE-2025-21387

Remote Code

Execution

Important

No

No

5002179

Description
of the
security
update for
Office
2016:
February
11, 2025
(KB5002179)
— Microsoft

Support

CVE-2025-21390

Remote Code

Execution

Important

No

No

CVE-2025-21383

Information

Disclosure

Important

No

No

5051972

KB5051972:

Cumulative

CVE-2025-21377

Spoofing

Important

Yes

No
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security
update for
Internet
Explorer:
February
11, 2025 -
Microsoft
Support

5002687 | ®if& | Description | CVE-2025-21394 | Remote Code Important | No No
of the Execution
security CVE-2025-21390 | Remote Code Important | No No
update for Execution
Excel 2016: | CVE-2025-21381 | Remote Code | Critical |No |No
February Execution
11, 2025 CVE-2025-21387 | Remote Code Important | No | No
(KB5002687) Execution
— Microsoft | CVE-2025-21386 | Remote Code Important | No | No
Support Execution

TE:

1o B R “IRiF T RIIE” S5 PRAB U BT -

0 - B FIH (Exploitation Detected)

1 - EAARed Al A (Exploitation More Likely)

2 — AKA[EEF|IAH (Exploitation Less Likely)

3 - AAEeFIH (Exploitation Unlikely)

4

- AR K (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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