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1.

2.
3.
4

IIAZEZ (Severity) =/ HE (Critical) ,

AN FE (Publicly Disclosed) =& (Yes) ,
Oz it (Exploited) =4 (Yes) ,

JRIE BT R Y (Exploitability Assessment) =" H
(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More

Likely) ”

FEHW R

AT BR

5077179

5075941

5075906

5075999

5075971

5075970

5075912

5075904

5077181

CVE-2026-21231

Elevation of
Privilege

Important

ISR AT P 1

Exploitation
More Likely

5077179

5075941

5075906

5075999

5075971

5075970

5075912

5075904

5077181

CVE-2026-21238

Elevation of
Privilege

Important

No

No

Exploitation
More Likely

5077179

5075941

5075906

5075999

5075971

5075970

5075912

5075904

5077181

CVE-2026-21533

Elevation of
Privilege

Important

No

Yes

Exploitation
Detected

5077179

CVE-2026-21519

Important

No

Yes

%3


http://support.microsoft.com/kb/5077179
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21231
http://support.microsoft.com/kb/5075941
http://support.microsoft.com/kb/5075906
http://support.microsoft.com/kb/5075999
http://support.microsoft.com/kb/5075971
http://support.microsoft.com/kb/5075970
http://support.microsoft.com/kb/5075912
http://support.microsoft.com/kb/5075904
http://support.microsoft.com/kb/5077181
http://support.microsoft.com/kb/5077179
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21238
http://support.microsoft.com/kb/5075941
http://support.microsoft.com/kb/5075906
http://support.microsoft.com/kb/5075999
http://support.microsoft.com/kb/5075971
http://support.microsoft.com/kb/5075970
http://support.microsoft.com/kb/5075912
http://support.microsoft.com/kb/5075904
http://support.microsoft.com/kb/5077181
http://support.microsoft.com/kb/5077179
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21533
http://support.microsoft.com/kb/5075941
http://support.microsoft.com/kb/5075906
http://support.microsoft.com/kb/5075999
http://support.microsoft.com/kb/5075971
http://support.microsoft.com/kb/5075970
http://support.microsoft.com/kb/5075912
http://support.microsoft.com/kb/5075904
http://support.microsoft.com/kb/5077181
http://support.microsoft.com/kb/5077179
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21519
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5075941

5075906

5075999

5075912

5075904

5077181

Elevation of

Privilege

Exploitation
Detected

5077179

5075941

5075906

5077181

CVE-2026-21241

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5077179

5075941

5075906

5075999

5075971

5075970

5075912

5075904

5077181

CVE-2026-21525

Denial of

Service

Moderate

No

Yes

Exploitation
Detected

5077179

5075941

5075906

5075999

5075971

5075970

5075912

5075904

5077181

CVE-2026-21253

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5077179

5075941

5075906

5075999

5075971

5075970

5075912

5075904

5077181

CVE-2026-21513

Security
Feature

Bypass

Important

Yes

Yes

Exploitation
Detected

5077179

5075941

5075906

5075999

CVE-2026-21510

Security
Feature

Bypass

Important

Yes

Yes

Exploitation
Detected



http://support.microsoft.com/kb/5075941
http://support.microsoft.com/kb/5075906
http://support.microsoft.com/kb/5075999
http://support.microsoft.com/kb/5075912
http://support.microsoft.com/kb/5075904
http://support.microsoft.com/kb/5077181
http://support.microsoft.com/kb/5077179
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21241
http://support.microsoft.com/kb/5075941
http://support.microsoft.com/kb/5075906
http://support.microsoft.com/kb/5077181
http://support.microsoft.com/kb/5077179
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21525
http://support.microsoft.com/kb/5075941
http://support.microsoft.com/kb/5075906
http://support.microsoft.com/kb/5075999
http://support.microsoft.com/kb/5075971
http://support.microsoft.com/kb/5075970
http://support.microsoft.com/kb/5075912
http://support.microsoft.com/kb/5075904
http://support.microsoft.com/kb/5077181
http://support.microsoft.com/kb/5077179
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21253
http://support.microsoft.com/kb/5075941
http://support.microsoft.com/kb/5075906
http://support.microsoft.com/kb/5075999
http://support.microsoft.com/kb/5075971
http://support.microsoft.com/kb/5075970
http://support.microsoft.com/kb/5075912
http://support.microsoft.com/kb/5075904
http://support.microsoft.com/kb/5077181
http://support.microsoft.com/kb/5077179
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21513
http://support.microsoft.com/kb/5075941
http://support.microsoft.com/kb/5075906
http://support.microsoft.com/kb/5075999
http://support.microsoft.com/kb/5075971
http://support.microsoft.com/kb/5075970
http://support.microsoft.com/kb/5075912
http://support.microsoft.com/kb/5075904
http://support.microsoft.com/kb/5077181
http://support.microsoft.com/kb/5077179
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21510
http://support.microsoft.com/kb/5075941
http://support.microsoft.com/kb/5075906
http://support.microsoft.com/kb/5075999
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5075971

5075970

5075912

5075904

5077181

5002841 | CVE-2026-21511 | Spoofing Important | No No Exploitation

5002839 More Likely

5002840



http://support.microsoft.com/kb/5075971
http://support.microsoft.com/kb/5075970
http://support.microsoft.com/kb/5075912
http://support.microsoft.com/kb/5075904
http://support.microsoft.com/kb/5077181
http://support.microsoft.com/kb/5002841
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21511
http://support.microsoft.com/kb/5002839
http://support.microsoft.com/kb/5002840
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5077179

BAT Wi T 1IFEHTER

AW RATH RS 2R T I 94>, AR

AT HFR

February
10,
2026—
KB5077179
(0S Build
28000. 157
5) -
Microsoft

Support

BE AR

eI IR

S HEE

CVE-2026-21240 | Elevation of | Important | No | No
Privilege

CVE-2026-21231 | Elevation of | Important | No | No
Privilege

CVE-2026-21242 | Elevation of | Important | No | No
Privilege

CVE-2026-21238 | Elevation of | Important | No | No
Privilege

CVE-2026-21533 | Elevation of | Important |No | Yes
Privilege

CVE-2026-21232 | Elevation of | Important | No | No
Privilege

CVE-2026-21519 | Elevation of | Important | No | Yes
Privilege

CVE-2026-21235 | Elevation of | Important | No | No
Privilege

CVE-2026-21244 | Remote Code Important | No | No
Execution

CVE-2026-21237 | Elevation of | Important | No | No
Privilege

CVE-2026-21248 | Remote Code Important | No | No
Execution

CVE-2026-21249 | Spoofing Important |No | No

CVE-2026-21241 | Elevation of | Important | No | No
Privilege

CVE-2026-21245 | Elevation of | Important | No | No
Privilege

CVE-2026-21525 | Denial of Moderate No | Yes
Service
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CVE-2026-21253 | Elevation of | Important | No | No
Privilege
CVE-2026-21508 | Elevation of | Important | No | No
Privilege
CVE-2026-21236 | Elevation of | Important | No | No
Privilege
CVE-2026-21513 | Security Important | Yes | Yes
Feature
Bypass
CVE-2026-20846 | Denial of Important | No No
Service
CVE-2026-21255 | Security Important | No | No
Feature
Bypass
CVE-2026-21234 | Elevation of | Important | No | No
Privilege
CVE-2026-21250 | Elevation of | Important | No | No
Privilege
CVE-2026-21510 | Security Important | Yes | Yes
Feature
Bypass
CVE-2026-21247 | Remote Code Important | No | No
Execution
5075941 | & f& | February CVE-2026-21246 | Elevation of | Important | No No
10, Privilege
2026— CVE-2026-21240 | Elevation of | Important | No | No
KB5075941 Privilege
(0S Build | CVE-2026-21231 |Elevation of | Important |No | No
22631. 664 Privilege
9) - CVE-2026-21242 | Elevation of | Important | No | No
Microsoft Privilege
Support CVE-2026-21238 | Elevation of | Important | No | No
Privilege
CVE-2026-21533 | Elevation of | Important | No | Yes
Privilege
CVE-2026-21222 | Information Important | No No
Disclosure
CVE-2026-21232 | Elevation of | Important |No | No
Privilege
CVE-2026-21519 | Elevation of | Important |No | Yes
Privilege
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CVE-2026-21239 | Elevation of | Important | No | No
Privilege
CVE-2026-21235 | Elevation of | Important | No | No
Privilege
CVE-2026-21244 | Remote Code Important [ No | No
Execution
CVE-2026-21237 | Elevation of | Important | No | No
Privilege
CVE-2026-21248 | Remote Code Important | No | No
Execution
CVE-2026-21249 | Spoofing Important | No | No
CVE-2026-21241 | Elevation of | Important | No No
Privilege
CVE-2026-21253 | Elevation of | Important | No | No
Privilege
CVE-2026-21525 | Denial of Moderate No | Yes
Service
CVE-2026-21508 | Elevation of | Important | No | No
Privilege
CVE-2026-21236 | Elevation of | Important | No | No
Privilege
CVE-2026-21513 | Security Important | Yes | Yes
Feature
Bypass
CVE-2026-20846 | Denial of Important | No | No
Service
CVE-2026-21255 | Security Important | No | No
Feature
Bypass
CVE-2026-21234 | Elevation of | Important | No | No
Privilege
CVE-2026-21510 | Security Important | Yes | Yes
Feature
Bypass
CVE-2026-21247 | Remote Code Important | No | No
Execution
5075906 | & f& | February CVE-2026-21246 | Elevation of | Important | No | No
10, Privilege
2026— CVE-2026-21231 | Elevation of | Important |No | No
KB5075906 Privilege
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CVE-2026-21240 | Elevation of | Important | No | No
Privilege

CVE-2026-21242 | Elevation of | Important | No | No
Privilege

CVE-2026-21238 | Elevation of | Important | No | No
Privilege

CVE-2026-21251 | Elevation of | Important | No | No
Privilege

CVE-2026-21533 | Elevation of | Important | No | Yes
Privilege

CVE-2026-21222 | Information Important | No No
Disclosure

CVE-2026-21519 | Elevation of | Important | No | Yes
Privilege

CVE-2026-21239 | Elevation of | Important | No | No
Privilege

CVE-2026-21235 | Elevation of | Important | No | No
Privilege

CVE-2026-21244 | Remote Code Important | No | No
Execution

CVE-2026-21237 | Elevation of | Important | No | No
Privilege

CVE-2026-21248 | Remote Code Important | No | No
Execution

CVE-2026-21249 | Spoofing Important | No | No

CVE-2026-21241 | Elevation of | Important | No | No
Privilege

CVE-2026-21253 | Elevation of | Important | No | No
Privilege

CVE-2026-21525 | Denial of Moderate No | Yes
Service

CVE-2026-21508 | Elevation of | Important | No | No
Privilege

CVE-2026-21236 | Elevation of | Important | No | No
Privilege

CVE-2026-21513 | Security Important | Yes | Yes
Feature
Bypass

CVE-2026-20846 | Denial of Important | No No
Service
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CVE-2026-21255 | Security Important | No | No
Feature
Bypass
CVE-2026-21243 | Denial of Important | No | No
Service
CVE-2026-21234 | Elevation of | Important | No | No
Privilege
CVE-2026-21510 | Security Important | Yes | Yes
Feature
Bypass
CVE-2026-21247 | Remote Code Important | No | No
Execution
5075999 | & f& | February CVE-2026-21246 | Elevation of | Important | No | No
10, Privilege
2026— CVE-2026-21231 | Elevation of | Important | No | No
KB5075999 Privilege
(0S Build | CVE-2026-21238 | Elevation of | Important | No | No
14393. 886 Privilege
8) - CVE-2026-21251 | Elevation of | Important | No | No
Microsoft Privilege
Support CVE-2026-21533 | Elevation of | Important | No | Yes
Privilege
CVE-2026-21222 | Information Important | No | No
Disclosure
CVE-2026-21519 | Elevation of | Important | No | Yes
Privilege
CVE-2026-21239 | Elevation of | Important | No | No
Privilege
CVE-2026-21235 | Elevation of | Important | No | No
Privilege
CVE-2026-21244 | Remote Code Important | No | No
Execution
CVE-2026-21248 | Remote Code Important [ No | No
Execution
CVE-2026-21249 | Spoofing Important | No No
CVE-2026-21253 | Elevation of | Important |No | No
Privilege
CVE-2026-21525 | Denial of Moderate No | Yes
Service
CVE-2026-21508 | Elevation of | Important |No | No
Privilege

St
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CVE-2026-21236

Elevation

Privilege

of

Important

No

No

CVE-2026-21513

Security
Feature

Bypass

Important

Yes

Yes

CVE-2026-20846

Denial of

Service

Important

No

No

CVE-2026-21255

Security
Feature

Bypass

Important

No

No

CVE-2026-21510

Security
Feature

Bypass

Important

Yes

Yes

CVE-2026-21247

Remote Code

Execution

Important

No

No

5075971

February
10,
2026—
KB5075971
(Monthly
Rollup) -
Microsoft

Support

CVE-2026-21253

Elevation

Privilege

of

Important

No

No

CVE-2026-21525

Denial of

Service

Moderate

No

Yes

CVE-2026-21238

Elevation

Privilege

of

Important

No

No

CVE-2026-21508

Elevation

Privilege

of

Important

No

No

CVE-2026-21236

Elevation

Privilege

of

Important

No

No

CVE-2026-21239

Elevation

Privilege

of

Important

No

No

CVE-2026-21235

Elevation

Privilege

of

Important

No

No

CVE-2026-21246

Elevation

Privilege

of

Important

No

No

CVE-2026-21513

Security
Feature

Bypass

Important

Yes

Yes

CVE-2026-20846

Denial of

Service

Important

No

No

CVE-2026-21533

Elevation

Privilege

of

Important

No

Yes

CVE-2026-21510

Security
Feature

Bypass

Important

Yes

Yes

St
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CVE-2026-21231 | Elevation of | Important | No | No
Privilege
5075970 February CVE-2026-21253 | Elevation of | Important | No | No
10, Privilege
2026— CVE-2026-21525 | Denial of Moderate No | Yes
KB5075970 Service
(Monthly CVE-2026-21238 | Elevation of | Important | No | No
Rollup) - Privilege
Microsoft | CVE-2026-21508 | Elevation of | Important | No | No
Support Privilege
CVE-2026-21236 | Elevation of | Important | No No
Privilege
CVE-2026-21239 | Elevation of | Important | No | No
Privilege
CVE-2026-21235 | Elevation of | Important | No | No
Privilege
CVE-2026-21246 | Elevation of | Important | No | No
Privilege
CVE-2026-21513 | Security Important | Yes | Yes
Feature
Bypass
CVE-2026-20846 | Denial of Important | No | No
Service
CVE-2026-21510 | Security Important | Yes | Yes
Feature
Bypass
CVE-2026-21533 | Elevation of | Important | No | Yes
Privilege
CVE-2026-21222 | Information Important | No | No
Disclosure
CVE-2026-21231 | Elevation of | Important | No | No
Privilege
CVE-2026-21249 | Spoofing Important [ No | No
5075912 February CVE-2026-21246 | Elevation of | Important | No | No
10, Privilege
2026— CVE-2026-21231 | Elevation of | Important |No | No
KB5075912 Privilege
(0S CVE-2026-21240 | Elevation of | Important | No | No
Builds Privilege
19045. 693 | CVE-2026-21242 | Elevation of | Important | No | No
7 and Privilege

St
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http://support.microsoft.com/kb/5075970
http://support.microsoft.com/kb/5075912
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19044. 693
7 -
Microsoft

Support

CVE-2026-21238 | Elevation of | Important | No | No
Privilege

CVE-2026-21533 | Elevation of | Important | No | Yes
Privilege

CVE-2026-21222 | Information Important [ No | No
Disclosure

CVE-2026-21519 | Elevation of | Important | No | Yes
Privilege

CVE-2026-21239 | Elevation of | Important | No | No
Privilege

CVE-2026-21235 | Elevation of | Important | No No
Privilege

CVE-2026-21244 | Remote Code Important | No | No
Execution

CVE-2026-21237 | Elevation of | Important | No | No
Privilege

CVE-2026-21248 | Remote Code Important | No | No
Execution

CVE-2026-21249 | Spoofing Important | No | No

CVE-2026-21253 | Elevation of | Important | No | No
Privilege

CVE-2026-21525 | Denial of Moderate No | Yes
Service

CVE-2026-21508 | Elevation of | Important | No | No
Privilege

CVE-2026-21236 | Elevation of | Important | No | No
Privilege

CVE-2026-21513 | Security Important | Yes | Yes
Feature
Bypass

CVE-2026-20846 | Denial of Important | No | No
Service

CVE-2026-21255 | Security Important | No | No
Feature
Bypass

CVE-2026-21234 | Elevation of | Important |No | No
Privilege

CVE-2026-21510 | Security Important | Yes | Yes
Feature
Bypass

St
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CVE-2026-21247 | Remote Code Important | No | No
Execution
5075904 | & f& | February CVE-2026-21246 | Elevation of | Important | No No
10, Privilege
2026— CVE-2026-21231 | Elevation of | Important | No | No
KB5075904 Privilege
(0S Build | CVE-2026-21240 |Elevation of | Important |No | No
17763. 838 Privilege
9) - CVE-2026-21238 | Elevation of | Important | No | No
Microsoft Privilege
Support CVE-2026-21251 | Elevation of | Important | No | No
Privilege
CVE-2026-21533 | Elevation of | Important | No | Yes
Privilege
CVE-2026-21222 | Information Important | No | No
Disclosure
CVE-2026-21519 | Elevation of | Important | No | Yes
Privilege
CVE-2026-21239 | Elevation of | Important | No | No
Privilege
CVE-2026-21235 | Elevation of | Important | No | No
Privilege
CVE-2026-21244 | Remote Code Important | No | No
Execution
CVE-2026-21248 | Remote Code Important | No | No
Execution
CVE-2026-21249 | Spoofing Important | No | No
CVE-2026-21253 | Elevation of | Important | No | No
Privilege
CVE-2026-21525 | Denial of Moderate No | Yes
Service
CVE-2026-21508 | Elevation of | Important | No | No
Privilege
CVE-2026-21236 | Elevation of | Important | No | No
Privilege
CVE-2026-21513 | Security Important | Yes | Yes
Feature
Bypass
CVE-2026-20846 | Denial of Important | No No
Service

St
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CVE-2026-21255 | Security Important | No | No
Feature
Bypass
CVE-2026-21243 | Denial of Important | No | No
Service
CVE-2026-21234 | Elevation of | Important | No | No
Privilege
CVE-2026-21510 | Security Important | Yes | Yes
Feature
Bypass
CVE-2026-21247 | Remote Code Important | No | No
Execution
5077181 | & f& | February CVE-2026-21246 | Elevation of | Important | No | No
10, Privilege
2026— CVE-2026-21240 | Elevation of | Important | No | No
KB5077181 Privilege
(0S CVE-2026-21231 | Elevation of | Important |No | No
Builds Privilege
26200. 784 | CVE-2026-21242 | Elevation of | Important | No | No
0 and Privilege
26100. 784 | CVE-2026-21238 | Elevation of | Important |No | No
0) - Privilege
Microsoft | CVE-2026-21533 | Elevation of | Important |No | Yes
Support Privilege
CVE-2026-21222 | Information Important | No | No
Disclosure
CVE-2026-21232 | Elevation of | Important | No | No
Privilege
CVE-2026-21519 | Elevation of | Important | No | Yes
Privilege
CVE-2026-21239 | Elevation of | Important | No | No
Privilege
CVE-2026-21244 | Remote Code Important [ No | No
Execution
CVE-2026-21237 | Elevation of | Important |No | No
Privilege
CVE-2026-21248 | Remote Code Important | No | No
Execution
CVE-2026-21249 | Spoofing Important | No No
CVE-2026-21241 | Elevation of | Important |No | No
Privilege
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CVE-2026-21245 | Elevation of | Important | No | No
Privilege

CVE-2026-21253 | Elevation of | Important | No | No
Privilege

CVE-2026-21525 | Denial of Moderate No | Yes
Service

CVE-2026-21508 | Elevation of | Important | No | No
Privilege

CVE-2026-21236 | Elevation of | Important | No | No
Privilege

CVE-2026-21513 | Security Important | Yes | Yes
Feature
Bypass

CVE-2026-20846 | Denial of Important | No | No
Service

CVE-2026-21255 | Security Important | No | No
Feature
Bypass

CVE-2026-21234 | Elevation of | Important | No | No
Privilege

CVE-2026-21250 | Elevation of | Important | No | No
Privilege

CVE-2026-21510 | Security Important | Yes | Yes
Feature
Bypass

CVE-2026-21247 | Remote Code Important | No No

Execution

A ARHORATH AT 2 2 R b T35 4 A4S, VEAIER IR .

5002837

GES

5%
%

e

AT B

Descripti
on of the

BRI

CVE-2026-21258

¥l -2

Information

Disclosure

S HEE

Important

No

No
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http://support.microsoft.com/kb/5002837
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security
update
for Excel
2016:
February
10, 2026
(KB500283
-
Microsoft

Support

CVE-2026-21261

Information

Disclosure

Important

No

No

CVE-2026-21259

Elevation of

Privilege

Important

No

No

5002841

Descripti
on of the
security
update
for
SharePoin
t Server
2016:
February
10, 2026
(KB500284
1) -
Microsoft

Support

CVE-2026-21511

Spoofing

Important

No

No

CVE-2026-21260

Spoofing

Important

No

No

5002839

Descripti
on of the
security
update
for Word
2016:
February
10, 2026
(KB500283
9) -
Microsoft

Support

CVE-2026-21511

Spoofing

Important

No

No

CVE-2026-21260

Spoofing

Important

No

No

5002840

Descripti
on of the
security
update
for

SharePoin

CVE-2026-21511

Spoofing

Important

No

No

CVE-2026-21260

Spoofing

Important

No

No
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http://support.microsoft.com/kb/5002841
http://support.microsoft.com/kb/5002839
http://support.microsoft.com/kb/5002840
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t Server
2016
Language
Pack:
February
10, 2026
(KB500284
0) -
Microsoft

Support

TE:

L BIRERM Ui iy TR L G S VEAR U0 B G T
0 — C#FIH (Exploitation Detected)
1 - AR FIA (Exploitation More Likely)
2 — AKATREFIA (Exploitation Less Likely)
3 — KA REFI A (Exploitation Unlikely)

4 - AR (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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