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AAF 22 NMLETRIAE T 25 VAL 2 UL NME— %, 752 .
1. JWIA%EZ% (Severity) =/HE (Critical) ,
2. AHHEEE (Publicly Disclosed) =& (Yes) ,
3. %W (Exploited) =#& (Yes) ,
4, JRIE AR (Exploitability Assessment) =" CW# Al H
(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More
Likely) ”
GREEUE

AF BZ

ISR AT P 1

5053606 | CVE-2025-21247 | Security Important | No No Exploitation
5053888 Feature Bypass More Likely
5053886
5053593
5053887
5053598
5053620
5053594
5053995
5053602
5053596
5053603
5053618
5053627
5053606 | CVE-2025-24061 | Security Important | No No Exploitation
5053598 Feature Bypass More Likely
5053594
5053602
5053596
5053603
5053618
5053606 | CVE-2024-9157 Elevation of Important | No No Exploitation
5053888 Privilege More Likely
5053886
5053887
5053598
5053620
5053594



http://support.microsoft.com/kb/5053606
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21247
http://support.microsoft.com/kb/5053888
http://support.microsoft.com/kb/5053886
http://support.microsoft.com/kb/5053593
http://support.microsoft.com/kb/5053887
http://support.microsoft.com/kb/5053598
http://support.microsoft.com/kb/5053620
http://support.microsoft.com/kb/5053594
http://support.microsoft.com/kb/5053995
http://support.microsoft.com/kb/5053602
http://support.microsoft.com/kb/5053596
http://support.microsoft.com/kb/5053603
http://support.microsoft.com/kb/5053618
http://support.microsoft.com/kb/5053627
http://support.microsoft.com/kb/5053606
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24061
http://support.microsoft.com/kb/5053598
http://support.microsoft.com/kb/5053594
http://support.microsoft.com/kb/5053602
http://support.microsoft.com/kb/5053596
http://support.microsoft.com/kb/5053603
http://support.microsoft.com/kb/5053618
http://support.microsoft.com/kb/5053606
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-9157
http://support.microsoft.com/kb/5053888
http://support.microsoft.com/kb/5053886
http://support.microsoft.com/kb/5053887
http://support.microsoft.com/kb/5053598
http://support.microsoft.com/kb/5053620
http://support.microsoft.com/kb/5053594
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5053995

5053602

5053596

5053603

5053618

5053627

5053606

CVE-2025-24995

5053598

5053594

5053602

5053596

5053603

5053618

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5053606

CVE-2025-24044

5053886

5053887

5053598

5053594

5053602

5053596

5053603

5053618

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5053606

CVE-2025-24984

5053886

5053887

5053598

5053594

5053602

5053596

5053603

5053618

Information

Disclosure

Important

No

Yes

Exploitation
Detected

5053606

CVE-2025-24985

5053888

5053886

5053887

5053598

5053620

5053594

5053995

5053602

5053596

Remote Code

Execution

Important

No

Yes

Exploitation
Detected



http://support.microsoft.com/kb/5053995
http://support.microsoft.com/kb/5053602
http://support.microsoft.com/kb/5053596
http://support.microsoft.com/kb/5053603
http://support.microsoft.com/kb/5053618
http://support.microsoft.com/kb/5053627
http://support.microsoft.com/kb/5053606
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24995
http://support.microsoft.com/kb/5053598
http://support.microsoft.com/kb/5053594
http://support.microsoft.com/kb/5053602
http://support.microsoft.com/kb/5053596
http://support.microsoft.com/kb/5053603
http://support.microsoft.com/kb/5053618
http://support.microsoft.com/kb/5053606
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24044
http://support.microsoft.com/kb/5053886
http://support.microsoft.com/kb/5053887
http://support.microsoft.com/kb/5053598
http://support.microsoft.com/kb/5053594
http://support.microsoft.com/kb/5053602
http://support.microsoft.com/kb/5053596
http://support.microsoft.com/kb/5053603
http://support.microsoft.com/kb/5053618
http://support.microsoft.com/kb/5053606
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24984
http://support.microsoft.com/kb/5053886
http://support.microsoft.com/kb/5053887
http://support.microsoft.com/kb/5053598
http://support.microsoft.com/kb/5053594
http://support.microsoft.com/kb/5053602
http://support.microsoft.com/kb/5053596
http://support.microsoft.com/kb/5053603
http://support.microsoft.com/kb/5053618
http://support.microsoft.com/kb/5053606
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24985
http://support.microsoft.com/kb/5053888
http://support.microsoft.com/kb/5053886
http://support.microsoft.com/kb/5053887
http://support.microsoft.com/kb/5053598
http://support.microsoft.com/kb/5053620
http://support.microsoft.com/kb/5053594
http://support.microsoft.com/kb/5053995
http://support.microsoft.com/kb/5053602
http://support.microsoft.com/kb/5053596
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5053603

5053618

5053627

5053606

CVE-2025-24066

5053598

5053594

5053602

5053596

5053603

5053618

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5053606

CVE-2025-24992

5053888

5053886

5053887

5053598

5053620

5053594

5053995

5053602

5053596

5053603

5053618

5053627

Information

Disclosure

Important

No

No

Exploitation
More Likely

5053606

CVE-2025-24993

5053888

5053886

5053887

5053598

5053620

5053594

5053995

5053602

5053596

5053603

5053618

5053627

Remote Code

Execution

Important

No

Yes

Exploitation
Detected

5053606

CVE-2025-24035

5053888

5053886

5053887

5053598

Remote Code

Execution

Critical

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5053603
http://support.microsoft.com/kb/5053618
http://support.microsoft.com/kb/5053627
http://support.microsoft.com/kb/5053606
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24066
http://support.microsoft.com/kb/5053598
http://support.microsoft.com/kb/5053594
http://support.microsoft.com/kb/5053602
http://support.microsoft.com/kb/5053596
http://support.microsoft.com/kb/5053603
http://support.microsoft.com/kb/5053618
http://support.microsoft.com/kb/5053606
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24992
http://support.microsoft.com/kb/5053888
http://support.microsoft.com/kb/5053886
http://support.microsoft.com/kb/5053887
http://support.microsoft.com/kb/5053598
http://support.microsoft.com/kb/5053620
http://support.microsoft.com/kb/5053594
http://support.microsoft.com/kb/5053995
http://support.microsoft.com/kb/5053602
http://support.microsoft.com/kb/5053596
http://support.microsoft.com/kb/5053603
http://support.microsoft.com/kb/5053618
http://support.microsoft.com/kb/5053627
http://support.microsoft.com/kb/5053606
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24993
http://support.microsoft.com/kb/5053888
http://support.microsoft.com/kb/5053886
http://support.microsoft.com/kb/5053887
http://support.microsoft.com/kb/5053598
http://support.microsoft.com/kb/5053620
http://support.microsoft.com/kb/5053594
http://support.microsoft.com/kb/5053995
http://support.microsoft.com/kb/5053602
http://support.microsoft.com/kb/5053596
http://support.microsoft.com/kb/5053603
http://support.microsoft.com/kb/5053618
http://support.microsoft.com/kb/5053627
http://support.microsoft.com/kb/5053606
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24035
http://support.microsoft.com/kb/5053888
http://support.microsoft.com/kb/5053886
http://support.microsoft.com/kb/5053887
http://support.microsoft.com/kb/5053598
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5053620

5053594

5053995

5053602

5053596

5053603

5053618

5053627

5053606

CVE-2025-26645

5053888

5053886

5053887

5053598

5053620

5053594

5053995

5053602

5053596

5053603

5053618

5053627

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5053606

CVE-2025-24991

5053888

5053886

5053887

5053598

5053620

5053594

5053995

5053602

5053596

5053603

5053618

5053627

Information

Disclosure

Important

No

Yes

Exploitation
Detected

5053606

CVE-2025-24067

5053598

5053594

5053602

5053596

5053603

5053618

Elevation of

Privilege

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5053620
http://support.microsoft.com/kb/5053594
http://support.microsoft.com/kb/5053995
http://support.microsoft.com/kb/5053602
http://support.microsoft.com/kb/5053596
http://support.microsoft.com/kb/5053603
http://support.microsoft.com/kb/5053618
http://support.microsoft.com/kb/5053627
http://support.microsoft.com/kb/5053606
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-26645
http://support.microsoft.com/kb/5053888
http://support.microsoft.com/kb/5053886
http://support.microsoft.com/kb/5053887
http://support.microsoft.com/kb/5053598
http://support.microsoft.com/kb/5053620
http://support.microsoft.com/kb/5053594
http://support.microsoft.com/kb/5053995
http://support.microsoft.com/kb/5053602
http://support.microsoft.com/kb/5053596
http://support.microsoft.com/kb/5053603
http://support.microsoft.com/kb/5053618
http://support.microsoft.com/kb/5053627
http://support.microsoft.com/kb/5053606
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24991
http://support.microsoft.com/kb/5053888
http://support.microsoft.com/kb/5053886
http://support.microsoft.com/kb/5053887
http://support.microsoft.com/kb/5053598
http://support.microsoft.com/kb/5053620
http://support.microsoft.com/kb/5053594
http://support.microsoft.com/kb/5053995
http://support.microsoft.com/kb/5053602
http://support.microsoft.com/kb/5053596
http://support.microsoft.com/kb/5053603
http://support.microsoft.com/kb/5053618
http://support.microsoft.com/kb/5053627
http://support.microsoft.com/kb/5053606
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24067
http://support.microsoft.com/kb/5053598
http://support.microsoft.com/kb/5053594
http://support.microsoft.com/kb/5053602
http://support.microsoft.com/kb/5053596
http://support.microsoft.com/kb/5053603
http://support.microsoft.com/kb/5053618
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5053606

CVE-2025-21180

5053888

5053886

5053887

5053598

5053620

5053594

5053995

5053602

5053596

5053603

5053618

5053627

Remote Code

Execution

Important

No

No

Exploitation
More Likely

5053606

CVE-2025-26633

5053888

5053886

5053887

5053598

5053620

5053594

5053995

5053602

5053596

5053603

5053618

5053627

Security

Feature Bypass

Important

No

Yes

Exploitation
Detected

5053888

CVE-2025-24064

5053886

5053887

5053598

5053620

5053594

5053995

5053596

5053603

5053627

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5053888

CVE-2025-24983

5053886

5053887

5053620

5053594

Elevation of

Privilege

Important

No

Yes

Exploitation
Detected



http://support.microsoft.com/kb/5053606
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21180
http://support.microsoft.com/kb/5053888
http://support.microsoft.com/kb/5053886
http://support.microsoft.com/kb/5053887
http://support.microsoft.com/kb/5053598
http://support.microsoft.com/kb/5053620
http://support.microsoft.com/kb/5053594
http://support.microsoft.com/kb/5053995
http://support.microsoft.com/kb/5053602
http://support.microsoft.com/kb/5053596
http://support.microsoft.com/kb/5053603
http://support.microsoft.com/kb/5053618
http://support.microsoft.com/kb/5053627
http://support.microsoft.com/kb/5053606
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-26633
http://support.microsoft.com/kb/5053888
http://support.microsoft.com/kb/5053886
http://support.microsoft.com/kb/5053887
http://support.microsoft.com/kb/5053598
http://support.microsoft.com/kb/5053620
http://support.microsoft.com/kb/5053594
http://support.microsoft.com/kb/5053995
http://support.microsoft.com/kb/5053602
http://support.microsoft.com/kb/5053596
http://support.microsoft.com/kb/5053603
http://support.microsoft.com/kb/5053618
http://support.microsoft.com/kb/5053627
http://support.microsoft.com/kb/5053888
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24064
http://support.microsoft.com/kb/5053886
http://support.microsoft.com/kb/5053887
http://support.microsoft.com/kb/5053598
http://support.microsoft.com/kb/5053620
http://support.microsoft.com/kb/5053594
http://support.microsoft.com/kb/5053995
http://support.microsoft.com/kb/5053596
http://support.microsoft.com/kb/5053603
http://support.microsoft.com/kb/5053627
http://support.microsoft.com/kb/5053888
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24983
http://support.microsoft.com/kb/5053886
http://support.microsoft.com/kb/5053887
http://support.microsoft.com/kb/5053620
http://support.microsoft.com/kb/5053594
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5053995
5053618
5053627
5053886 | CVE-2025-24045 | Remote Code Critical No No Exploitation
5053887 Execution More Likely
5053598
5053594
5053596
5053603

CVE-2025-26630 | Remote Code Important | Yes No Exploitation
5002697 Execution Less Likely
5053598 | CVE-2025-24084 | Remote Code Critical No No Exploitation
5053602 Execution Less Likely
5053603

CVE-2025-24057 | Remote Code Critical No No Exploitation
5002693 Execution Less Likely



http://support.microsoft.com/kb/5053995
http://support.microsoft.com/kb/5053618
http://support.microsoft.com/kb/5053627
http://support.microsoft.com/kb/5053886
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24045
http://support.microsoft.com/kb/5053887
http://support.microsoft.com/kb/5053598
http://support.microsoft.com/kb/5053594
http://support.microsoft.com/kb/5053596
http://support.microsoft.com/kb/5053603
http://support.microsoft.com/kb/5002697
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-26630
http://support.microsoft.com/kb/5053598
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24084
http://support.microsoft.com/kb/5053602
http://support.microsoft.com/kb/5053603
http://support.microsoft.com/kb/5002693
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24057

Wwo T = 1s

- KRR & RS NEE AHRIEHEH 2025 £ 03 AN TEEHES

EI3TE B MBI AFIR I

AR BT EL 0 i) AR R R R



WwL T =1

w —

AR ER2LHEE

TRMEHED 2025 F 03 HATEEHESE

AW RATHI RS 2 AT T 3L 13 4, FR4R5IRAT

5053606

BAT Wi T 1IFEHTER

March
11,
2025—
KB50536
06 (0S
Builds
19044. 5
608 and
19045. 5
608) -
Microso
ft
Support
for
Windows
10
Enterpr
ise
LTSC
2021, Wi
ndows
10 IoT
Enterpr
ise
LTSC
2021, Wi
ndows
10,

version

CVE %R

Security

CVE-2025-21247 Feature Bypass | Important | No | No
Remote Code

CVE-2025-24051 Execution Important | No No
Security

CVE-2025-24061 Feature Bypass | Important | No | No

CVE-2025-24996 | Spoofing Important | No | No
Elevation of

CVE-2024-9157 Privilege Important | No | No
Elevation of

CVE-2025-24995 Privilege Important | No | No
Elevation of

CVE-2025-24044 | Privilege Important | No | No

CVE-2025-24054 Spoofing Important | No | No
Information

CVE-2025-24055 | Disclosure Important | No | No
Information

CVE-2025-24984 | Disclosure Important | No | Yes
Elevation of

CVE-2025-24988 | Privilege Important | No | No
Remote Code

CVE-2025-24056 | Execution Important | No | No
Elevation of

CVE-2025-24046 | Privilege Important | No | No
Remote Code

CVE-2025-24985 Execution Important | No | Yes

CVE-2025-24071 Spoofing Important | No | No
Elevation of

CVE-2025-24048 | Privilege Important | No | No

%10 I



http://support.microsoft.com/kb/5053606

Wwo T = 1s

F-RRERLNEE TEEEHE 2025 £ 03 AT EEFHEBSE
22H2, Elevation of
all CVE-2025-24066 | Privilege Important | No | No
edition Elevation of
S CVE-2025-24059 Privilege Important | No | No
Information
CVE-2025-24992 Disclosure Important | No | No
Remote Code
CVE-2025-24993 Execution Important | No | Yes
Remote Code
CVE-2025-24035 | Execution Critical No | No
Remote Code
CVE-2025-26645 | Execution Critical No | No
Elevation of
CVE-2025-24072 Privilege Important | No | No
Information
CVE-2025-24991 Disclosure Important | No | Yes
Elevation of
CVE-2025-24067 Privilege Important | No | No
Elevation of
CVE-2025-24987 Privilege Important | No | No
Denial of
CVE-2025-24997 Service Important | No | No
Remote Code
CVE-2025-21180 Execution Important | No | No
Elevation of
CVE-2025-24050 Privilege Important | No | No
Security
CVE-2025-26633 Feature Bypass | Important | No | Yes
5053888 | & fE | March Security
11, CVE-2025-21247 Feature Bypass | Important | No | No
2025— Remote Code
KB50538 | CVE-2025-24051 | Execution Important | No | No
88 Elevation of
(Monthl | CVE-2024-9157 Privilege Important | No | No
y Information
Rollup) CVE-2025-24055 Disclosure Important | No No
- Elevation of
Microso | CVE-2025-24988 | Privilege Important | No | No
ft Remote Code
Support | CVE-2025-24056 Execution Important | No | No

St

11w



http://support.microsoft.com/kb/5053888
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for Remote Code
Windows | CVE-2025-24985 Execution Important | No | Yes
Server Remote Code
2008 CVE-2025-24064 | Execution Critical No | No
Premium Elevation of
Assuran | CVE-2025-24059 Privilege Important | No | No
ce Information
CVE-2025-24992 Disclosure Important | No | No
Elevation of
CVE-2025-24983 Privilege Important | No | Yes
Remote Code
CVE-2025-24993 Execution Important | No Yes
Remote Code
CVE-2025-24035 | Execution Critical No | No
Remote Code
CVE-2025-26645 | Execution Critical No | No
Elevation of
CVE-2025-24072 Privilege Important | No | No
Information
CVE-2025-24991 Disclosure Important | No | Yes
Elevation of
CVE-2025-24987 Privilege Important | No | No
Remote Code
CVE-2025-21180 Execution Important | No | No
Security
CVE-2025-26633 Feature Bypass | Important | No | Yes
5053886 | & fE | March Security
11, CVE-2025-21247 Feature Bypass | Important | No | No
2025— Remote Code
KB50538 | CVE-2025-24051 | Execution Important | No | No
86 CVE-2025-24996 | Spoofing Important | No | No
(Monthl Elevation of
y CVE-2024-9157 Privilege Important | No | No
Rollup) Elevation of
- CVE-2025-24044 | Privilege Important | No | No
Microso | CVE-2025-24054 | Spoofing Important |No | No
ft Information
Support | CVE-2025-24055 | Disclosure Important | No | No
for Information
Windows | cvE-2025-24984 | Disclosure Important | No | Yes

St
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http://support.microsoft.com/kb/5053886

Wwo T = 1s
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Server Elevation of
2012 CVE-2025-24988 Privilege Important | No | No
ESU Remote Code
CVE-2025-24056 Execution Important | No | No
Remote Code
CVE-2025-24985 Execution Important | No | Yes
Remote Code
CVE-2025-24064 | Execution Critical No | No
Elevation of
CVE-2025-24059 | Privilege Important | No | No
Information
CVE-2025-24992 Disclosure Important | No No
Elevation of
CVE-2025-24983 Privilege Important | No | Yes
Remote Code
CVE-2025-24993 Execution Important | No | Yes
Remote Code
CVE-2025-24035 | Execution Critical No | No
Remote Code
CVE-2025-26645 | Execution Critical No | No
Elevation of
CVE-2025-24072 Privilege Important | No | No
Information
CVE-2025-24991 Disclosure Important | No | Yes
Elevation of
CVE-2025-24987 Privilege Important | No | No
Remote Code
CVE-2025-21180 Execution Important | No | No
Remote Code
CVE-2025-24045 | Execution Critical No | No
Security
CVE-2025-26633 Feature Bypass | Important | No | Yes
5053887 | & fE | March Security
11, CVE-2025-21247 Feature Bypass | Important | No | No
2025— Remote Code
KB50538 | CVE-2025-24051 Execution Important | No No
87 CVE-2025-24996 | Spoofing Important | No | No
(Month1 Elevation of
y CVE-2024-9157 Privilege Important | No | No
Rollup) Elevation of
- CVE-2025-24044 | Privilege Important | No | No

St

13 W



http://support.microsoft.com/kb/5053887
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Microso | CVE-2025-24054 Spoofing Important | No | No
ft Information
Support | CVE-2025-24055 Disclosure Important | No No
for Information
Windows | CVE-2025-24984 | Disclosure Important | No | Yes
Server Elevation of
2012 R2 | CVE-2025-24988 Privilege Important | No | No
ESU Remote Code

CVE-2025-24056 Execution Important | No | No
Remote Code

CVE-2025-24985 Execution Important | No Yes

CVE-2025-24071 Spoofing Important | No | No
Remote Code

CVE-2025-24064 | Execution Critical No | No
Elevation of

CVE-2025-24059 Privilege Important | No | No
Information

CVE-2025-24992 Disclosure Important | No | No
Elevation of

CVE-2025-24983 Privilege Important | No | Yes
Remote Code

CVE-2025-24993 Execution Important | No | Yes
Remote Code

CVE-2025-24035 | Execution Critical No | No
Remote Code

CVE-2025-26645 | Execution Critical No | No
Elevation of

CVE-2025-24072 Privilege Important | No | No
Information

CVE-2025-24991 Disclosure Important | No | Yes
Elevation of

CVE-2025-24987 Privilege Important | No | No
Remote Code

CVE-2025-21180 Execution Important | No | No
Remote Code

CVE-2025-24045 | Execution Critical No | No
Security

CVE-2025-26633 Feature Bypass | Important | No Yes

5053598 | & f& | March Security
11, CVE-2025-21247 Feature Bypass | Important | No | No
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2025—
KB50535
98 (0S
Build
26100. 3
476) -
Microso
f't
Support
for
Windows
11
version
24H2,
all
edition

S

Remote Code

CVE-2025-24051 Execution Important | No | No
Security

CVE-2025-24061 Feature Bypass | Important | No | No

CVE-2025-24996 Spoofing Important | No | No
Elevation of

CVE-2024-9157 Privilege Important | No | No
Elevation of

CVE-2025-24995 Privilege Important | No | No
Elevation of

CVE-2025-24044 | Privilege Important | No | No

CVE-2025-24054 Spoofing Important | No | No
Remote Code

CVE-2025-24084 | Execution Critical No | No
Information

CVE-2025-24055 Disclosure Important | No | No
Information

CVE-2025-24984 | Disclosure Important | No | Yes
Elevation of

CVE-2025-24988 Privilege Important | No | No
Remote Code

CVE-2025-24056 Execution Important | No | No
Elevation of

CVE-2025-25008 Privilege Important | No | No
Elevation of

CVE-2025-24046 Privilege Important | No | No
Remote Code

CVE-2025-24985 Execution Important | No | Yes

CVE-2025-24071 | Spoofing Important | No | No
Elevation of

CVE-2025-24048 Privilege Important | No | No
Remote Code

CVE-2025-24064 | Execution Critical No | No
Elevation of

CVE-2025-24066 Privilege Important | No | No
Elevation of

CVE-2025-24059 Privilege Important | No | No
Information

CVE-2025-24992 Disclosure Important | No No
Elevation of

CVE-2025-24994 | Privilege Important | No | No
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Remote Code

CVE-2025-24993 Execution Important | No | Yes
Remote Code
CVE-2025-24035 | Execution Critical No | No
Elevation of
CVE-2025-24076 Privilege Important | No | No
Remote Code
CVE-2025-26645 | Execution Critical No | No
Elevation of
CVE-2025-24072 | Privilege Important | No | No
Information
CVE-2025-24991 Disclosure Important | No Yes
Elevation of
CVE-2025-24067 Privilege Important | No | No
Elevation of
CVE-2025-24987 Privilege Important | No | No
Denial of
CVE-2025-24997 Service Important | No | No
Remote Code
CVE-2025-21180 Execution Important | No | No
Elevation of
CVE-2025-24050 Privilege Important | No | No
Remote Code
CVE-2025-24045 | Execution Critical No | No
Security
CVE-2025-26633 Feature Bypass | Important | No | Yes
5053620 | & fE | March Security
11, CVE-2025-21247 Feature Bypass | Important | No | No
2025— Remote Code
KB50536 | CVE-2025-24051 | Execution Important | No | No
20 CVE-2025-24996 | Spoofing Important | No | No
(Monthl Elevation of
y CVE-2024-9157 Privilege Important | No | No
Rollup) | CVE-2025-24054 Spoofing Important | No | No
B Information
Microso | CVE-2025-24055 | Disclosure Important |No | No
ft Elevation of
Support | CVE-2025-24988 | Privilege Important | No | No
for Remote Code
Windows | cvE-2025-24056 | Execution Important | No | No
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Server Remote Code
2008 R2 | CVE-2025-24985 Execution Important | No | Yes
Premium Remote Code
Assuran | CVE-2025-24064 | Execution Critical No | No
ce Elevation of
CVE-2025-24059 Privilege Important | No | No
Information
CVE-2025-24992 Disclosure Important | No | No
Elevation of
CVE-2025-24983 Privilege Important | No | Yes
Remote Code
CVE-2025-24993 Execution Important | No Yes
Remote Code
CVE-2025-24035 | Execution Critical No | No
Remote Code
CVE-2025-26645 | Execution Critical No | No
Elevation of
CVE-2025-24072 Privilege Important | No | No
Information
CVE-2025-24991 Disclosure Important | No | Yes
Elevation of
CVE-2025-24987 Privilege Important | No | No
Remote Code
CVE-2025-21180 Execution Important | No | No
Security
CVE-2025-26633 Feature Bypass | Important | No | Yes
5053594 | & f& | March Security
11, CVE-2025-21247 Feature Bypass | Important | No | No
2025— Remote Code
KB50535 | CVE-2025-24051 | Execution Important | No | No
94 (0S Security
Build CVE-2025-24061 | Feature Bypass | Important | No | No
14393. 7 | CVE-2025-24996 | Spoofing Important | No | No
876) — Elevation of
Microso | CVE-2024-9157 | Privilege Important | No | No
ft Elevation of
Support | CVE-2025-24995 Privilege Important | No | No
for Elevation of
Windows | CVE-2025-24044 | Privilege Important | No | No
10, CVE-2025-24054 | Spoofing Important | No | No
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version
1607,
all
edition
s, Windo
ws
Server
2016,
all
edition

S

Information

CVE-2025-24055 Disclosure Important | No | No
Information

CVE-2025-24984 | Disclosure Important | No | Yes
Elevation of

CVE-2025-24988 Privilege Important | No | No
Remote Code

CVE-2025-24056 Execution Important | No | No
Elevation of

CVE-2025-25008 | Privilege Important | No | No
Elevation of

CVE-2025-24046 Privilege Important | No | No
Remote Code

CVE-2025-24985 Execution Important | No | Yes

CVE-2025-24071 Spoofing Important | No | No
Elevation of

CVE-2025-24048 Privilege Important | No | No
Remote Code

CVE-2025-24064 | Execution Critical No | No
Elevation of

CVE-2025-24066 Privilege Important | No | No
Elevation of

CVE-2025-24059 Privilege Important | No | No
Elevation of

CVE-2025-24983 Privilege Important | No | Yes
Information

CVE-2025-24992 Disclosure Important | No | No
Remote Code

CVE-2025-24993 Execution Important | No | Yes
Remote Code

CVE-2025-24035 | Execution Critical No | No
Remote Code

CVE-2025-26645 | Execution Critical No | No
Elevation of

CVE-2025-24072 Privilege Important | No | No
Information

CVE-2025-24991 Disclosure Important | No | Yes
Elevation of

CVE-2025-24067 Privilege Important | No | No
Elevation of

CVE-2025-24987 Privilege Important | No | No
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Remote Code

CVE-2025-21180 Execution Important | No | No
Elevation of
CVE-2025-24050 Privilege Important | No | No
Remote Code
CVE-2025-24045 | Execution Critical No | No
Security
CVE-2025-26633 Feature Bypass | Important | No | Yes
5053995 | & f& | March Security
11, CVE-2025-21247 Feature Bypass | Important | No No
2025— Remote Code
KB50539 | CVE-2025-24051 Execution Important | No | No
95 Elevation of
(Securi | CVE-2024-9157 Privilege Important | No | No
ty-only Information
update) | CVE-2025-24055 Disclosure Important | No | No
- Elevation of
Microso | CVE-2025-24988 Privilege Important | No | No
ft Remote Code
Support | CVE-2025-24056 Execution Important | No | No
for Remote Code
Windows | CVE-2025-24985 | Execution Important | No | Yes
Server Remote Code
2008 CVE-2025-24064 | Execution Critical |No |No
Premium Elevation of
Assuran CVE-2025-24059 Privilege Important | No | No
ce Information
CVE-2025-24992 Disclosure Important | No | No
Elevation of
CVE-2025-24983 Privilege Important | No | Yes
Remote Code
CVE-2025-24993 Execution Important | No | Yes
Remote Code
CVE-2025-24035 | Execution Critical No | No
Remote Code
CVE-2025-26645 | Execution Critical No | No
Elevation of
CVE-2025-24072 Privilege Important | No | No
Information
CVE-2025-24991 Disclosure Important | No | Yes
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Elevation of

CVE-2025-24987 Privilege Important | No | No
Remote Code
CVE-2025-21180 Execution Important | No | No
Security
CVE-2025-26633 Feature Bypass | Important | No | Yes
5053602 | & fE | March Security
11, CVE-2025-21247 Feature Bypass | Important | No | No
2025— Remote Code
KB50536 | CVE-2025-24051 Execution Important | No | No
02 (0S Security
Builds CVE-2025-24061 | Feature Bypass | Important | No | No
22621.5 | CVE-2025-24996 | Spoofing Important | No | No
039 and Elevation of
22631.5 | CVE-2024-9157 Privilege Important | No | No
039) - Elevation of
Microso | CVE-2025-24995 Privilege Important | No | No
ft Elevation of
Support | CVE-2025-24044 | Privilege TImportant | No | No
for CVE-2025-24054 | Spoofing Important | No | No
Windows Remote Code
11 CVE-2025-24084 | Execution Critical |No |[No
Enterpr Information
ise and | cyp-9025-24055 | Disclosure Important |No |No
Educati Information
o CVE-2025-24984 | Disclosure Important |No | Yes
Ver510? Elevation of
2202, W1 | cvE-2025-24988 | Privilege Important | No | No
ndows Remote Code
1 ) CVE-2025-24056 Execution Important | No | No
version Elevation of
23H2, CVE-2025-24046 | Privilege Important | No | No
all
o Remote Code
edition | ovp 9095-24985 | Exccution Important | No | Yes
S CVE-2025-24071 Spoofing Important | No | No
Elevation of
CVE-2025-24048 Privilege Important | No | No
Elevation of
CVE-2025-24066 Privilege Important | No | No
Elevation of
CVE-2025-24059 Privilege Important | No | No
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Information
CVE-2025-24992 Disclosure Important | No | No
Elevation of
CVE-2025-24994 | Privilege Important | No | No
Remote Code
CVE-2025-24993 Execution Important | No | Yes
Remote Code
CVE-2025-24035 | Execution Critical No | No
Elevation of
CVE-2025-24076 | Privilege Important | No | No
Remote Code
CVE-2025-26645 | Execution Critical No | No
Elevation of
CVE-2025-24072 Privilege Important | No | No
Information
CVE-2025-24991 Disclosure Important | No | Yes
Elevation of
CVE-2025-24067 Privilege Important | No | No
Elevation of
CVE-2025-24987 Privilege Important | No | No
Denial of
CVE-2025-24997 Service Important | No | No
Remote Code
CVE-2025-21180 Execution Important | No | No
Elevation of
CVE-2025-24050 Privilege Important | No | No
Security
CVE-2025-26633 Feature Bypass | Important | No | Yes
5053596 | & fE | March Security
11, CVE-2025-21247 Feature Bypass | Important | No | No
2025— Remote Code
KB50535 | CVE-2025-24051 | Execution Important | No | No
96 (0S Security
Build CVE-2025-24061 | Feature Bypass | Important | No | No
17763.7 | CVE-2025-24996 | Spoofing Important | No | No
009) - Elevation of
Microso | CVE-2024-9157 | Privilege Important | No | No
ft Elevation of
Support | CVE-2025-24995 Privilege Important | No | No
for Win Elevation of
10 Ent | CVE-2025-24044 | Privilege Tmportant | No | No
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LTSC
2019, Wi
n 10
ToT Ent
LTSC
2019, Wi
ndows
10 ToT
Core
LTSC, Wi
ndows
Server
2019

CVE-2025-24054 Spoofing Important | No | No
Information

CVE-2025-24055 Disclosure Important | No | No
Information

CVE-2025-24984 | Disclosure Important | No | Yes
Elevation of

CVE-2025-24988 Privilege Important | No | No
Remote Code

CVE-2025-24056 Execution Important | No | No
Elevation of

CVE-2025-25008 | Privilege Important | No | No
Elevation of

CVE-2025-24046 Privilege Important | No | No
Remote Code

CVE-2025-24985 Execution Important | No | Yes

CVE-2025-24071 Spoofing Important | No | No
Elevation of

CVE-2025-24048 Privilege Important | No | No
Remote Code

CVE-2025-24064 | Execution Critical No | No
Elevation of

CVE-2025-24066 Privilege Important | No | No
Elevation of

CVE-2025-24059 Privilege Important | No | No
Information

CVE-2025-24992 Disclosure Important | No | No
Remote Code

CVE-2025-24993 Execution Important | No | Yes
Remote Code

CVE-2025-24035 | Execution Critical No | No
Remote Code

CVE-2025-26645 | Execution Critical No | No
Elevation of

CVE-2025-24072 Privilege Important | No | No
Information

CVE-2025-24991 Disclosure Important | No | Yes
Elevation of

CVE-2025-24067 Privilege Important | No | No
Elevation of

CVE-2025-24987 Privilege Important | No | No
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Remote Code

CVE-2025-21180 Execution Important | No | No
Elevation of
CVE-2025-24050 Privilege Important | No | No
Remote Code
CVE-2025-24045 | Execution Critical No | No
Security
CVE-2025-26633 Feature Bypass | Important | No | Yes
5053603 | & f& | March Security
11, CVE-2025-21247 Feature Bypass | Important | No No
2025— Remote Code
KB50536 | CVE-2025-24051 Execution Important | No | No
03 (0S Security
Build CVE-2025-24061 | Feature Bypass | Important | No | No
20348. 3 | CVE-2025-24996 Spoofing Important | No | No
328) - Elevation of
Microso | CVE-2024-9157 Privilege Important | No | No
ft Elevation of
Support | CVE-2025-24995 Privilege Important | No | No
for Elevation of
Windows | CVE-2025-24044 | Privilege Tmportant | No | No
Server CVE-2025-24054 | Spoofing Important | No | No
2022 Remote Code
CVE-2025-24084 | Execution Critical No | No
Information
CVE-2025-24055 Disclosure Important | No | No
Information
CVE-2025-24984 | Disclosure Important | No | Yes
Elevation of
CVE-2025-24988 Privilege Important | No | No
Remote Code
CVE-2025-24056 Execution Important | No | No
Elevation of
CVE-2025-25008 Privilege Important | No | No
Elevation of
CVE-2025-24046 Privilege Important | No | No
Remote Code
CVE-2025-24985 Execution Important | No Yes
CVE-2025-24071 Spoofing Important | No No
Elevation of
CVE-2025-24048 Privilege Important | No | No
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Remote Code
CVE-2025-24064 | Execution Critical No | No
Elevation of
CVE-2025-24066 Privilege Important | No | No
Elevation of
CVE-2025-24059 Privilege Important | No | No
Information
CVE-2025-24992 Disclosure Important | No | No
Remote Code
CVE-2025-24993 Execution Important | No Yes
Remote Code
CVE-2025-24035 | Execution Critical No | No
Remote Code
CVE-2025-26645 | Execution Critical No | No
Elevation of
CVE-2025-24072 Privilege Important | No | No
Information
CVE-2025-24991 Disclosure Important | No | Yes
Elevation of
CVE-2025-24067 Privilege Important | No | No
Elevation of
CVE-2025-24987 Privilege Important | No | No
Denial of
CVE-2025-24997 Service Important | No | No
Remote Code
CVE-2025-21180 Execution Important | No | No
Elevation of
CVE-2025-24050 Privilege Important | No | No
Remote Code
CVE-2025-24045 | Execution Critical No | No
Security
CVE-2025-26633 Feature Bypass | Important | No | Yes
5053618 | & fE | March Security
11, CVE-2025-21247 Feature Bypass | Important | No | No
2025— Remote Code
KB50536 | CVE-2025-24051 Execution Important | No No
18 (0S Security
Build CVE-2025-24061 | Feature Bypass | Important | No | No
10240. 2 | CVE-2025-24996 | Spoofing Important | No | No
0947) - Elevation of
Microso | CVE-2024-9157 | Privilege Important | No | No
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ft
Support
for

Windows
10

Elevation of

CVE-2025-24995 Privilege Important | No | No
Elevation of

CVE-2025-24044 | Privilege Important | No | No

CVE-2025-24054 Spoofing Important | No | No
Information

CVE-2025-24055 Disclosure Important | No | No
Information

CVE-2025-24984 | Disclosure Important | No | Yes
Elevation of

CVE-2025-24988 Privilege Important | No | No
Remote Code

CVE-2025-24056 Execution Important | No | No
Elevation of

CVE-2025-24046 Privilege Important | No | No
Remote Code

CVE-2025-24985 Execution Important | No | Yes

CVE-2025-24071 Spoofing Important | No | No
Elevation of

CVE-2025-24066 Privilege Important | No | No
Elevation of

CVE-2025-24059 Privilege Important | No | No
Elevation of

CVE-2025-24983 Privilege Important | No | Yes
Information

CVE-2025-24992 Disclosure Important | No | No
Remote Code

CVE-2025-24993 Execution Important | No | Yes
Remote Code

CVE-2025-24035 | Execution Critical No | No
Remote Code

CVE-2025-26645 | Execution Critical No | No
Elevation of

CVE-2025-24072 Privilege Important | No | No
Information

CVE-2025-24991 Disclosure Important | No | Yes
Elevation of

CVE-2025-24067 Privilege Important | No | No
Elevation of

CVE-2025-24987 Privilege Important | No | No
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Remote Code
CVE-2025-21180 Execution Important | No | No
Security
CVE-2025-26633 Feature Bypass | Important | No | Yes
5053627 | & f& | March Security
11, CVE-2025-21247 Feature Bypass | Important | No | No
2025— Remote Code
KB50536 | CVE-2025-24051 Execution Important | No | No
27 CVE-2025-24996 Spoofing Important | No | No
(Securi Elevation of
ty-only | CVE-2024-9157 Privilege Important | No | No
update) | CVE-2025-24054 Spoofing Important | No | No
- Information
Microso | CVE-2025-24055 Disclosure Important | No | No
ft Elevation of
Support | CVE-2025-24988 | Privilege TImportant | No | No
for Remote Code
Windows | cVE-2025-24056 | Execution Important | No | No
Server Remote Code
2008 R2 CVE-2025-24985 Execution Important | No | Yes
Premium Remote Code
Assuran CVE-2025-24064 | Execution Critical No | No
ce Elevation of
CVE-2025-24059 Privilege Important | No | No
Information
CVE-2025-24992 Disclosure Important | No | No
Elevation of
CVE-2025-24983 Privilege Important | No | Yes
Remote Code
CVE-2025-24993 Execution Important | No | Yes
Remote Code
CVE-2025-24035 | Execution Critical No | No
Remote Code
CVE-2025-26645 | Execution Critical No | No
Elevation of
CVE-2025-24072 Privilege Important | No | No
Information
CVE-2025-24991 Disclosure Important | No | Yes
Elevation of
CVE-2025-24987 Privilege Important | No | No
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Remote Code
CVE-2025-21180 | Execution Important | No | No 1
Security

CVE-2025-26633 Feature Bypass | Important |[No |Yes | O

A AR AT AT 22 R b T35 6 4>, TEAHAIER IR

T AR BRI
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5002694 | = fG | Description of
the security
update for Office

2016: March 11, Remote

2025 (KB5002694) Code

— Microsoft Execut

Support CVE-2025-24081 | ion Important | No | No 2

5002697 | & fG | Description of
the security

update for Access

2016: March 11, Remote

2025 (KB5002697) Code

— Microsoft Execut

Support CVE-2025-26630 | ion Important | Yes | No 2
5053593 | & f& | KB5053593: Securi

Cumulative CVE-2025-21247 | ty Important | No | No 1
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security update Featur
for Internet e
Explorer: March Bypass
11, 2025 -
Microsoft Support
Description of Remote
the security Code
update for Excel Execut
2016: March 11, CVE-2025-24081 | ion Important | No No
2025 (KB5002696) Remote
- Microsoft Code
Support Execut
CVE-2025-24075 | ion Important | No | No
Remote
Code
Execut
CVE-2025-24082 | ion Important | No | No
Description of Remote
the security Code
update for Word Execut
2016: March 11, CVE-2025-24078 | ion Important | No | No
2025 (KB5002662) Remote
— Microsoft Code
Support Execut
CVE-2025-24079 | ion Important | No | No
=1fG | Description of Remote
the security Code
update for Office Execut
2016: March 11, CVE-2025-24083 | ion Important | No | No
2025 (KB5002693) Remote
- Microsoft Code
Support Execut
CVE-2025-24057 | ion Critical No | No
Remote
Code
Execut
CVE-2025-24080 | ion Important | No | No

T
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0 - WA (Exploitation Detected)

1 - BEAA AR A (Exploitation More Likely)
2 — AKA[REFIAH (Exploitation Less Likely)

3 — ANA[REFI A (Exploitation Unlikely)

4 = AR (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates

% 30 I


https://portal.msrc.microsoft.com/zh-cn/security-guidance
https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates

