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1. JWIA%EZ% (Severity) =/HE (Critical) ,
2. AHHEEE (Publicly Disclosed) =& (Yes) ,
3. %W (Exploited) =#& (Yes) ,
4, JRIE AR (Exploitability Assessment) =" CW# Al H
(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More
Likely) ”
GREEUE

AT BR

ISR AT P 1

5065510 CVE-2025-54916 Remote Code Important | No No Exploitation

5065509 Execution More Likely
5065432
5065468
5065426
5065427
5065508
5065511
5065428
5065429
5065430
5065507

5065510 CVE-2025-53799 Information Critical No No Exploitation
5065509 Disclosure Unlikely

5065432
5065468
5065426
5065427
5065508
5065511
5065428
5065429
5065430
5065507

5065510 | CVE-2025-54098 Elevation of Important | No No Exploitation
5065509 Privilege More Likely

5065432
5065468



http://support.microsoft.com/kb/5065510
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-54916
http://support.microsoft.com/kb/5065509
http://support.microsoft.com/kb/5065432
http://support.microsoft.com/kb/5065468
http://support.microsoft.com/kb/5065426
http://support.microsoft.com/kb/5065427
http://support.microsoft.com/kb/5065508
http://support.microsoft.com/kb/5065511
http://support.microsoft.com/kb/5065428
http://support.microsoft.com/kb/5065429
http://support.microsoft.com/kb/5065430
http://support.microsoft.com/kb/5065507
http://support.microsoft.com/kb/5065510
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-53799
http://support.microsoft.com/kb/5065509
http://support.microsoft.com/kb/5065432
http://support.microsoft.com/kb/5065468
http://support.microsoft.com/kb/5065426
http://support.microsoft.com/kb/5065427
http://support.microsoft.com/kb/5065508
http://support.microsoft.com/kb/5065511
http://support.microsoft.com/kb/5065428
http://support.microsoft.com/kb/5065429
http://support.microsoft.com/kb/5065430
http://support.microsoft.com/kb/5065507
http://support.microsoft.com/kb/5065510
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-54098
http://support.microsoft.com/kb/5065509
http://support.microsoft.com/kb/5065432
http://support.microsoft.com/kb/5065468
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5065426

5065427

5065428

5065429

5065430

5065507

5065510

CVE-2025-54110

5065509

5065432

5065468

5065426

5065427

5065508

5065511

5065428

5065429

5065430

5065507

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5065510

CVE-2025-54918

5065509

5065432

5065468

5065426

5065427

5065508

5065511

5065428

5065429

5065430

5065507

Elevation of

Privilege

Critical

No

No

Exploitation
More Likely

5065510

CVE-2025-55234

5065509

5065432

5065468

5065426

5065427

5065508

5065511

5065428

5065429

5065430

Elevation of

Privilege

Important

Yes

No

Exploitation
More Likely



http://support.microsoft.com/kb/5065426
http://support.microsoft.com/kb/5065427
http://support.microsoft.com/kb/5065428
http://support.microsoft.com/kb/5065429
http://support.microsoft.com/kb/5065430
http://support.microsoft.com/kb/5065507
http://support.microsoft.com/kb/5065510
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-54110
http://support.microsoft.com/kb/5065509
http://support.microsoft.com/kb/5065432
http://support.microsoft.com/kb/5065468
http://support.microsoft.com/kb/5065426
http://support.microsoft.com/kb/5065427
http://support.microsoft.com/kb/5065508
http://support.microsoft.com/kb/5065511
http://support.microsoft.com/kb/5065428
http://support.microsoft.com/kb/5065429
http://support.microsoft.com/kb/5065430
http://support.microsoft.com/kb/5065507
http://support.microsoft.com/kb/5065510
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-54918
http://support.microsoft.com/kb/5065509
http://support.microsoft.com/kb/5065432
http://support.microsoft.com/kb/5065468
http://support.microsoft.com/kb/5065426
http://support.microsoft.com/kb/5065427
http://support.microsoft.com/kb/5065508
http://support.microsoft.com/kb/5065511
http://support.microsoft.com/kb/5065428
http://support.microsoft.com/kb/5065429
http://support.microsoft.com/kb/5065430
http://support.microsoft.com/kb/5065507
http://support.microsoft.com/kb/5065510
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-55234
http://support.microsoft.com/kb/5065509
http://support.microsoft.com/kb/5065432
http://support.microsoft.com/kb/5065468
http://support.microsoft.com/kb/5065426
http://support.microsoft.com/kb/5065427
http://support.microsoft.com/kb/5065508
http://support.microsoft.com/kb/5065511
http://support.microsoft.com/kb/5065428
http://support.microsoft.com/kb/5065429
http://support.microsoft.com/kb/5065430
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5065507

5065510

CVE-2025-55226

5065509

5065432

5065468

5065426

5065427

5065508

5065511

5065428

5065429

5065430

5065507

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5065510

CVE-2025-54093

5065509

5065432

5065468

5065426

5065427

5065508

5065511

5065428

5065429

5065430

5065507

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5065509

CVE-2025-53804

5065432

5065426

5065427

5065428

5065429

5065430

5065507

Information

Disclosure

Important

No

No

Exploitation
More Likely

5065509

CVE-2025-53803

5065432

5065426

5065427

5065428

5065429

5065430

5065507

Information

Disclosure

Important

No

No

Exploitation
More Likely

=



http://support.microsoft.com/kb/5065507
http://support.microsoft.com/kb/5065510
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-55226
http://support.microsoft.com/kb/5065509
http://support.microsoft.com/kb/5065432
http://support.microsoft.com/kb/5065468
http://support.microsoft.com/kb/5065426
http://support.microsoft.com/kb/5065427
http://support.microsoft.com/kb/5065508
http://support.microsoft.com/kb/5065511
http://support.microsoft.com/kb/5065428
http://support.microsoft.com/kb/5065429
http://support.microsoft.com/kb/5065430
http://support.microsoft.com/kb/5065507
http://support.microsoft.com/kb/5065510
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-54093
http://support.microsoft.com/kb/5065509
http://support.microsoft.com/kb/5065432
http://support.microsoft.com/kb/5065468
http://support.microsoft.com/kb/5065426
http://support.microsoft.com/kb/5065427
http://support.microsoft.com/kb/5065508
http://support.microsoft.com/kb/5065511
http://support.microsoft.com/kb/5065428
http://support.microsoft.com/kb/5065429
http://support.microsoft.com/kb/5065430
http://support.microsoft.com/kb/5065507
http://support.microsoft.com/kb/5065509
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-53804
http://support.microsoft.com/kb/5065432
http://support.microsoft.com/kb/5065426
http://support.microsoft.com/kb/5065427
http://support.microsoft.com/kb/5065428
http://support.microsoft.com/kb/5065429
http://support.microsoft.com/kb/5065430
http://support.microsoft.com/kb/5065507
http://support.microsoft.com/kb/5065509
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-53803
http://support.microsoft.com/kb/5065432
http://support.microsoft.com/kb/5065426
http://support.microsoft.com/kb/5065427
http://support.microsoft.com/kb/5065428
http://support.microsoft.com/kb/5065429
http://support.microsoft.com/kb/5065430
http://support.microsoft.com/kb/5065507
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5065432 CVE-2025-53800 Elevation of Critical No No Exploitation
5065426 Privilege Less Likely
5065427

5065428

5065429

5065432 CVE-2025-55228 Remote Code Critical No No Exploitation
5065426 Execution Less Likely
5065429

5065432 CVE-2025-55236 Remote Code Critical No No Exploitation
5065426 Execution Less Likely
5065428

5065429

5065432 CVE-2025-55224 Remote Code Critical No No Exploitation
5065426 Execution Less Likely
5065428

5065429

5002781 CVE-2025-54910 Remote Code Critical No No Exploitation

Execution

Less Likely



http://support.microsoft.com/kb/5065432
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-53800
http://support.microsoft.com/kb/5065426
http://support.microsoft.com/kb/5065427
http://support.microsoft.com/kb/5065428
http://support.microsoft.com/kb/5065429
http://support.microsoft.com/kb/5065432
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-55228
http://support.microsoft.com/kb/5065426
http://support.microsoft.com/kb/5065429
http://support.microsoft.com/kb/5065432
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-55236
http://support.microsoft.com/kb/5065426
http://support.microsoft.com/kb/5065428
http://support.microsoft.com/kb/5065429
http://support.microsoft.com/kb/5065432
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-55224
http://support.microsoft.com/kb/5065426
http://support.microsoft.com/kb/5065428
http://support.microsoft.com/kb/5065429
http://support.microsoft.com/kb/5002781
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-54910
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5065510

BAT Wi T 1IFEHTER

September
9, 2025—
KB5065510
(Security-
only
update) -
Microsoft

Support

CVE-2025-54113 | Remote Code Important | No | No
Execution

CVE-2025-54916 | Remote Code Important | No | No
Execution

CVE-2025-54094 | Elevation of | Important | No | No
Privilege

CVE-2025-54107 | Security Important | No | No
Feature
Bypass

CVE-2025-53799 | Information | Critical No | No
Disclosure

CVE-2025-54097 | Information Important | No | No
Disclosure

CVE-2025-54912 | Elevation of | Important | No | No
Privilege

CVE-2025-54099 | Elevation of | Important | No | No
Privilege

CVE-2025-54894 | Elevation of | Important | No | No
Privilege

CVE-2025-53806 | Information Important | No | No
Disclosure

CVE-2025-54104 | Elevation of | Important | No | No
Privilege

CVE-2025-54895 | Elevation of | Important | No | No
Privilege

CVE-2025-54096 | Information Important | No | No
Disclosure

CVE-2025-53810 | Elevation of | Important | No | No

Privilege



http://support.microsoft.com/kb/5065510
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CVE-2025-53798 | Information Important | No | No
Disclosure
CVE-2025-54098 | Elevation of | Important | No | No
Privilege
CVE-2025-54095 | Information Important | No | No
Disclosure
CVE-2025-54917 | Security Important | No | No
Feature
Bypass
CVE-2025-54915 | Elevation of | Important | No | No
Privilege
CVE-2025-55225 | Information Important | No No
Disclosure
CVE-2025-53796 | Information Important | No | No
Disclosure
CVE-2025-53797 | Information Important | No | No
Disclosure
CVE-2025-53808 | Elevation of | Important | No | No
Privilege
CVE-2025-54911 | Elevation of | Important | No | No
Privilege
CVE-2025-54110 | Elevation of | Important | No | No
Privilege
CVE-2025-54918 | Elevation of | Critical No | No
Privilege
CVE-2025-55234 | Elevation of | Important | Yes | No
Privilege
CVE-2025-55226 | Remote Code | Critical No | No
Execution
CVE-2025-54093 | Elevation of | Important | No | No
Privilege
CVE-2025-54109 | Elevation of | Important | No | No
Privilege
5065509 | & f& | September CVE-2025-54113 | Remote Code | Important | No | No
9, 2025— Execution
KB5065509 CVE-2025-54916 | Remote Code Important | No | No
(Monthly Execution
Rollup) - CVE-2025-54094 | Elevation of | Important | No No

Privilege



http://support.microsoft.com/kb/5065509
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Microsoft

Support

CVE-2025-54107 | Security Important | No | No
Feature
Bypass

CVE-2025-54091 | Elevation of | Important | No | No
Privilege

CVE-2025-53799 | Information | Critical No | No
Disclosure

CVE-2025-54097 | Information Important | No | No
Disclosure

CVE-2025-54912 | Elevation of | Important | No | No
Privilege

CVE-2025-53804 | Information Important | No No
Disclosure

CVE-2025-54099 | Elevation of | Important | No | No
Privilege

CVE-2025-54894 | Elevation of | Important | No | No
Privilege

CVE-2025-53806 | Information Important | No | No
Disclosure

CVE-2025-54104 | Elevation of | Important | No | No
Privilege

CVE-2025-54895 | Elevation of | Important | No | No
Privilege

CVE-2025-54096 | Information Important | No | No
Disclosure

CVE-2025-53810 | Elevation of | Important | No | No
Privilege

CVE-2025-53798 | Information Important | No | No
Disclosure

CVE-2025-54098 | Elevation of | Important | No | No
Privilege

CVE-2025-54095 | Information Important | No | No
Disclosure

CVE-2025-54917 | Security Important | No | No
Feature
Bypass

CVE-2025-54915 | Elevation of | Important | No No
Privilege

CVE-2025-55225 | Information Important | No No
Disclosure
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CVE-2025-53796 | Information Important | No | No
Disclosure
CVE-2025-53803 | Information Important | No | No
Disclosure
CVE-2025-54101 | Remote Code Important | No | No
Execution
CVE-2025-53797 | Information Important | No | No
Disclosure
CVE-2025-53808 | Elevation of | Important | No | No
Privilege
CVE-2025-54911 | Elevation of | Important | No | No
Privilege
CVE-2025-54110 | Elevation of | Important | No | No
Privilege
CVE-2025-54918 | Elevation of | Critical No | No
Privilege
CVE-2025-55234 | Elevation of | Important | Yes | No
Privilege
CVE-2025-55226 | Remote Code | Critical No | No
Execution
CVE-2025-54093 | Elevation of | Important | No | No
Privilege
CVE-2025-54109 | Elevation of | Important | No | No
Privilege
5065432 | & f& | September CVE-2025-53800 | Elevation of | Critical No No
9, 2025— Privilege
KB5065432 CVE-2025-54115 | Elevation of | Important | No | No
(0S Build Privilege
20348. 4171 | CVE-2025-54113 | Remote Code | Important | No | No
) - Execution
Microsoft CVE-2025-54916 | Remote Code Important | No | No
Support Execution
CVE-2025-54094 | Elevation of | Important | No | No
Privilege
CVE-2025-54107 | Security Important | No No
Feature
Bypass
CVE-2025-54091 | Elevation of | Important | No No
Privilege
CVE-2025-53799 | Information | Critical No | No
Disclosure

St
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http://support.microsoft.com/kb/5065432
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CVE-2025-54097 | Information Important | No | No
Disclosure

CVE-2025-54912 | Elevation of | Important | No | No
Privilege

CVE-2025-55228 | Remote Code | Critical No | No
Execution

CVE-2025-54111 | Elevation of | Important | No | No
Privilege

CVE-2025-54919 | Remote Code Important | No | No
Execution

CVE-2025-54913 | Elevation of | Important | No | No
Privilege

CVE-2025-53804 | Information Important | No | No
Disclosure

CVE-2025-54099 | Elevation of | Important | No | No
Privilege

CVE-2025-54894 | Elevation of | Important | No | No
Privilege

CVE-2025-54114 | Denial of Important | No | No
Service

CVE-2025-54106 | Remote Code Important | No | No
Execution

CVE-2025-54112 | Elevation of | Important | No | No
Privilege

CVE-2025-55236 | Remote Code | Critical No | No
Execution

CVE-2025-54104 | Elevation of | Important | No | No
Privilege

CVE-2025-54092 | Elevation of | Important | No | No
Privilege

CVE-2025-53806 | Information Important | No | No
Disclosure

CVE-2025-53802 | Elevation of | Important | No | No
Privilege

CVE-2025-54895 | Elevation of | Important | No No
Privilege

CVE-2025-55224 | Remote Code | Critical No | No
Execution

CVE-2025-54096 | Information Important | No No
Disclosure
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CVE-2025-53810 | Elevation of | Important | No | No
Privilege

CVE-2025-53798 | Information Important | No | No
Disclosure

CVE-2025-54098 | Elevation of | Important | No | No
Privilege

CVE-2025-54095 | Information Important | No | No
Disclosure

CVE-2025-54917 | Security Important | No | No
Feature
Bypass

CVE-2025-54915 | Elevation of | Important | No | No
Privilege

CVE-2025-54116 | Elevation of | Important | No | No
Privilege

CVE-2025-53796 | Information Important | No | No
Disclosure

CVE-2025-55225 | Information Important | No | No
Disclosure

CVE-2025-53803 | Information Important | No | No
Disclosure

CVE-2025-53805 | Denial of Important | No | No
Service

CVE-2025-54102 | Elevation of | Important | No | No
Privilege

CVE-2025-53801 | Elevation of | Important | No | No
Privilege

CVE-2025-54101 | Remote Code Important | No | No
Execution

CVE-2025-53797 | Information Important | No | No
Disclosure

CVE-2025-53808 | Elevation of | Important | No | No
Privilege

CVE-2025-53807 | Elevation of | Important | No | No
Privilege

CVE-2025-54911 | Elevation of | Important | No No
Privilege

CVE-2025-49734 | Elevation of | Important | No No
Privilege

CVE-2025-54110 | Elevation of | Important | No No
Privilege

St

13 W




Wwo T = 1s

AR ER2LHEE

-

TRMEHED 2025 F 09 HATEEHEE

CVE-2025-54918 | Elevation of | Critical No | No
Privilege
CVE-2025-55234 | Elevation of | Important | Yes | No
Privilege
CVE-2025-55226 | Remote Code | Critical No | No
Execution
CVE-2025-55223 | Elevation of | Important | No | No
Privilege
CVE-2025-54093 | Elevation of | Important | No | No
Privilege
CVE-2025-54109 | Elevation of | Important | No | No
Privilege
5065468 | & f& | September CVE-2025-54113 | Remote Code | Important | No | No
9, 2025— Execution
KB5065468 CVE-2025-54916 | Remote Code Important | No | No
(Monthly Execution
Rollup) - CVE-2025-54094 | Elevation of | Important | No | No
Microsoft Privilege
Support CVE-2025-54107 | Security Important | No | No
Feature
Bypass
CVE-2025-53799 | Information | Critical No | No
Disclosure
CVE-2025-54097 | Information Important | No | No
Disclosure
CVE-2025-54912 | Elevation of | Important | No | No
Privilege
CVE-2025-54099 | Elevation of | Important | No | No
Privilege
CVE-2025-54894 | Elevation of | Important | No | No
Privilege
CVE-2025-53806 | Information Important | No | No
Disclosure
CVE-2025-54104 | Elevation of | Important | No | No
Privilege
CVE-2025-54895 | Elevation of | Important | No No
Privilege
CVE-2025-54096 | Information Important | No No
Disclosure
CVE-2025-53810 | Elevation of | Important | No No

Privilege

St
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http://support.microsoft.com/kb/5065468
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CVE-2025-53798 | Information Important | No | No
Disclosure
CVE-2025-54098 | Elevation of | Important | No | No
Privilege
CVE-2025-54095 | Information Important | No | No
Disclosure
CVE-2025-54917 | Security Important | No | No
Feature
Bypass
CVE-2025-54915 | Elevation of | Important | No | No
Privilege
CVE-2025-55225 | Information Important | No No
Disclosure
CVE-2025-53796 | Information Important | No | No
Disclosure
CVE-2025-53797 | Information Important | No | No
Disclosure
CVE-2025-53808 | Elevation of | Important | No | No
Privilege
CVE-2025-54911 | Elevation of | Important | No | No
Privilege
CVE-2025-54110 | Elevation of | Important | No | No
Privilege
CVE-2025-54918 | Elevation of | Critical No | No
Privilege
CVE-2025-55234 | Elevation of | Important | Yes | No
Privilege
CVE-2025-55226 | Remote Code | Critical No | No
Execution
CVE-2025-54093 | Elevation of | Important | No | No
Privilege
CVE-2025-54109 | Elevation of | Important | No | No
Privilege
5065426 | & f& | September CVE-2025-53800 | Elevation of | Critical No | No
9, 2025— Privilege
KB5065426 CVE-2025-54115 | Elevation of | Important | No | No
(0S Build Privilege
26100. 6584 | CVE-2025-54113 | Remote Code | Important | No | No
) - Execution
Microsoft CVE-2025-54916 | Remote Code Important | No No
Support Execution
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http://support.microsoft.com/kb/5065426
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CVE-2025-54094 | Elevation of | Important | No | No
Privilege

CVE-2025-54107 | Security Important | No | No
Feature
Bypass

CVE-2025-54091 | Elevation of | Important | No | No
Privilege

CVE-2025-53799 | Information | Critical No | No
Disclosure

CVE-2025-54097 | Information Important | No No
Disclosure

CVE-2025-54912 | Elevation of | Important | No | No
Privilege

CVE-2025-55228 | Remote Code | Critical No | No
Execution

CVE-2025-54111 | Elevation of | Important | No | No
Privilege

CVE-2025-54919 | Remote Code Important | No | No
Execution

CVE-2025-54913 | Elevation of | Important | No | No
Privilege

CVE-2025-53804 | Information Important | No | No
Disclosure

CVE-2025-54105 | Elevation of | Important | No | No
Privilege

CVE-2025-54099 | Elevation of | Important | No | No
Privilege

CVE-2025-54894 | Elevation of | Important | No | No
Privilege

CVE-2025-54114 | Denial of Important | No | No
Service

CVE-2025-54106 | Remote Code Important | No | No
Execution

CVE-2025-54112 | Elevation of | Important | No | No
Privilege

CVE-2025-54092 | Elevation of | Important | No No
Privilege

CVE-2025-54104 | Elevation of | Important | No No
Privilege

CVE-2025-53806 | Information Important | No No
Disclosure
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CVE-2025-53802 | Elevation of | Important | No | No
Privilege

CVE-2025-55236 | Remote Code | Critical No | No
Execution

CVE-2025-54895 | Elevation of | Important | No | No
Privilege

CVE-2025-55224 | Remote Code | Critical No | No
Execution

CVE-2025-54096 | Information Important | No | No
Disclosure

CVE-2025-53810 | Elevation of | Important | No | No
Privilege

CVE-2025-53798 | Information Important | No | No
Disclosure

CVE-2025-54098 | Elevation of | Important | No | No
Privilege

CVE-2025-54095 | Information Important | No | No
Disclosure

CVE-2025-54917 | Security Important | No | No
Feature
Bypass

CVE-2025-54915 | Elevation of | Important | No | No
Privilege

CVE-2025-54116 | Elevation of | Important | No | No
Privilege

CVE-2025-53809 | Denial of Important | No | No
Service

CVE-2025-53796 | Information Important | No | No
Disclosure

CVE-2025-55225 | Information Important | No | No
Disclosure

CVE-2025-53803 | Information Important | No | No
Disclosure

CVE-2025-54102 | Elevation of | Important | No | No
Privilege

CVE-2025-54103 | Elevation of | Important | No No
Privilege

CVE-2025-53805 | Denial of Important | No No
Service

CVE-2025-53797 | Information Important | No No
Disclosure
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CVE-2025-53808 | Elevation of | Important | No | No
Privilege
CVE-2025-53807 | Elevation of | Important | No | No
Privilege
CVE-2025-54911 | Elevation of | Important | No | No
Privilege
CVE-2025-49734 | Elevation of | Important | No | No
Privilege
CVE-2025-54110 | Elevation of | Important | No | No
Privilege
CVE-2025-54918 | Elevation of | Critical No | No
Privilege
CVE-2025-55234 | Elevation of | Important | Yes | No
Privilege
CVE-2025-55226 | Remote Code | Critical No | No
Execution
CVE-2025-55223 | Elevation of | Important | No | No
Privilege
CVE-2025-54093 | Elevation of | Important | No | No
Privilege
CVE-2025-54108 | Elevation of | Important | No | No
Privilege
CVE-2025-54109 | Elevation of | Important | No | No
Privilege
5065427 | &if& | September CVE-2025-53800 | Elevation of | Critical No No
9, 2025— Privilege
KB5065427 CVE-2025-54113 | Remote Code | Important | No | No
(0S Build Execution
14393. 8422 | CVE-2025-54916 | Remote Code | Important | No | No
) - Execution
Microsoft CVE-2025-54094 | Elevation of | Important | No | No
Support Privilege
CVE-2025-54107 | Security Important | No | No
Feature
Bypass
CVE-2025-54091 | Elevation of | Important | No No
Privilege
CVE-2025-53799 | Information | Critical No | No
Disclosure
CVE-2025-54097 | Information Important | No No
Disclosure
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CVE-2025-54912 | Elevation of | Important | No | No
Privilege

CVE-2025-54111 | Elevation of | Important | No | No
Privilege

CVE-2025-54913 | Elevation of | Important | No | No
Privilege

CVE-2025-53804 | Information Important | No | No
Disclosure

CVE-2025-54099 | Elevation of | Important | No | No
Privilege

CVE-2025-54894 | Elevation of | Important | No | No
Privilege

CVE-2025-54114 | Denial of Important | No | No
Service

CVE-2025-54106 | Remote Code Important | No | No
Execution

CVE-2025-54112 | Elevation of | Important | No | No
Privilege

CVE-2025-53806 | Information Important | No | No
Disclosure

CVE-2025-54104 | Elevation of | Important | No | No
Privilege

CVE-2025-54895 | Elevation of | Important | No | No
Privilege

CVE-2025-54096 | Information Important | No | No
Disclosure

CVE-2025-53810 | Elevation of | Important | No | No
Privilege

CVE-2025-53798 | Information Important | No | No
Disclosure

CVE-2025-54098 | Elevation of | Important | No | No
Privilege

CVE-2025-54095 | Information Important | No | No
Disclosure

CVE-2025-54917 | Security Important | No No
Feature
Bypass

CVE-2025-54915 | Elevation of | Important | No No
Privilege

CVE-2025-54116 | Elevation of | Important | No No

Privilege
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CVE-2025-53796 | Information Important | No | No
Disclosure
CVE-2025-55225 | Information Important | No | No
Disclosure
CVE-2025-53803 | Information Important | No | No
Disclosure
CVE-2025-54102 | Elevation of | Important | No | No
Privilege
CVE-2025-53801 | Elevation of | Important | No | No
Privilege
CVE-2025-54101 | Remote Code Important | No | No
Execution
CVE-2025-53797 | Information Important | No | No
Disclosure
CVE-2025-53808 | Elevation of | Important | No | No
Privilege
CVE-2025-54911 | Elevation of | Important | No | No
Privilege
CVE-2025-49734 | Elevation of | Important | No | No
Privilege
CVE-2025-54110 | Elevation of | Important | No | No
Privilege
CVE-2025-54918 | Elevation of | Critical No | No
Privilege
CVE-2025-55234 | Elevation of | Important | Yes | No
Privilege
CVE-2025-55226 | Remote Code | Critical No | No
Execution
CVE-2025-54093 | Elevation of | Important | No | No
Privilege
CVE-2025-54109 | Elevation of | Important | No | No
Privilege
5065508 | Eif& | September CVE-2025-54113 | Remote Code Important | No No
9, 2025— Execution
KB5065508 CVE-2025-54916 | Remote Code Important | No | No
(Monthly Execution
Rollup) - CVE-2025-54094 | Elevation of | Important | No No
Microsoft Privilege
Support CVE-2025-54107 | Security Important | No No
Feature
Bypass
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CVE-2025-53799 | Information | Critical No | No
Disclosure

CVE-2025-54097 | Information Important | No | No
Disclosure

CVE-2025-54099 | Elevation of | Important | No | No
Privilege

CVE-2025-54894 | Elevation of | Important | No | No
Privilege

CVE-2025-53806 | Information Important | No | No
Disclosure

CVE-2025-54104 | Elevation of | Important | No | No
Privilege

CVE-2025-54096 | Information Important | No | No
Disclosure

CVE-2025-53810 | Elevation of | Important | No | No
Privilege

CVE-2025-53798 | Information Important | No | No
Disclosure

CVE-2025-54095 | Information Important | No | No
Disclosure

CVE-2025-54917 | Security Important | No | No
Feature
Bypass

CVE-2025-54915 | Elevation of | Important | No | No
Privilege

CVE-2025-55225 | Information Important | No | No
Disclosure

CVE-2025-53796 | Information Important | No | No
Disclosure

CVE-2025-53797 | Information Important | No | No
Disclosure

CVE-2025-53808 | Elevation of | Important | No | No
Privilege

CVE-2025-54110 | Elevation of | Important | No | No
Privilege

CVE-2025-54918 | Elevation of | Critical No | No
Privilege

CVE-2025-55234 | Elevation of | Important | Yes | No
Privilege

CVE-2025-55226 | Remote Code | Critical No | No

Execution
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CVE-2025-54093 | Elevation of | Important | No | No
Privilege
CVE-2025-54109 | Elevation of | Important | No | No
Privilege
5065511 | &if& | September CVE-2025-54113 | Remote Code | Important |No | No
9, 2025— Execution
KB5065511 CVE-2025-54916 | Remote Code Important | No | No
(Security- Execution
only CVE-2025-54094 | Elevation of | Important | No | No
update) - Privilege
Microsoft CVE-2025-54107 | Security Important | No | No
Support Feature
Bypass
CVE-2025-53799 | Information | Critical No | No
Disclosure
CVE-2025-54097 | Information Important | No | No
Disclosure
CVE-2025-54099 | Elevation of | Important | No | No
Privilege
CVE-2025-54894 | Elevation of | Important | No | No
Privilege
CVE-2025-53806 | Information Important | No | No
Disclosure
CVE-2025-54104 | Elevation of | Important | No | No
Privilege
CVE-2025-54096 | Information Important | No | No
Disclosure
CVE-2025-53810 | Elevation of | Important | No | No
Privilege
CVE-2025-53798 | Information Important | No | No
Disclosure
CVE-2025-54095 | Information Important | No | No
Disclosure
CVE-2025-54917 | Security Important | No | No
Feature
Bypass
CVE-2025-54915 | Elevation of | Important | No No
Privilege
CVE-2025-55225 | Information Important | No No
Disclosure
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CVE-2025-53796 | Information Important | No | No
Disclosure
CVE-2025-53797 | Information Important | No | No
Disclosure
CVE-2025-53808 | Elevation of | Important | No | No
Privilege
CVE-2025-54110 | Elevation of | Important | No | No
Privilege
CVE-2025-54918 | Elevation of | Critical No | No
Privilege
CVE-2025-55234 | Elevation of | Important | Yes | No
Privilege
CVE-2025-55226 | Remote Code | Critical No | No
Execution
CVE-2025-54093 | Elevation of | Important | No | No
Privilege
CVE-2025-54109 | Elevation of | Important | No | No
Privilege
5065428 | & f& | September CVE-2025-53800 | Elevation of | Critical No | No
9, 2025— Privilege
KB5065428 CVE-2025-54115 | Elevation of | Important | No | No
(0S Build Privilege
17763. 7792 | CVE-2025-54113 | Remote Code | Important | No | No
)~ Execution
Microsoft CVE-2025-54916 | Remote Code Important | No | No
Support Execution
CVE-2025-54094 | Elevation of | Important | No | No
Privilege
CVE-2025-54107 | Security Important | No | No
Feature
Bypass
CVE-2025-54091 | Elevation of | Important | No | No
Privilege
CVE-2025-53799 | Information | Critical No | No
Disclosure
CVE-2025-54097 | Information Important | No No
Disclosure
CVE-2025-54912 | Elevation of | Important | No No
Privilege
CVE-2025-54111 | Elevation of | Important | No No

Privilege
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CVE-2025-54919 | Remote Code Important | No | No
Execution

CVE-2025-54913 | Elevation of | Important | No | No
Privilege

CVE-2025-53804 | Information Important | No | No
Disclosure

CVE-2025-54099 | Elevation of | Important | No | No
Privilege

CVE-2025-54894 | Elevation of | Important | No | No
Privilege

CVE-2025-54106 | Remote Code Important | No | No
Execution

CVE-2025-54112 | Elevation of | Important | No | No
Privilege

CVE-2025-55236 | Remote Code | Critical No | No
Execution

CVE-2025-54104 | Elevation of | Important | No | No
Privilege

CVE-2025-54092 | Elevation of | Important | No | No
Privilege

CVE-2025-53806 | Information Important | No | No
Disclosure

CVE-2025-54895 | Elevation of | Important | No | No
Privilege

CVE-2025-55224 | Remote Code | Critical No | No
Execution

CVE-2025-54096 | Information Important | No | No
Disclosure

CVE-2025-53810 | Elevation of | Important | No | No
Privilege

CVE-2025-53798 | Information Important | No | No
Disclosure

CVE-2025-54098 | Elevation of | Important | No | No
Privilege

CVE-2025-54095 | Information Important | No No
Disclosure

CVE-2025-54917 | Security Important | No No
Feature
Bypass

CVE-2025-54915 | Elevation of | Important | No No

Privilege
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CVE-2025-54116 | Elevation of | Important | No | No
Privilege

CVE-2025-53796 | Information Important | No | No
Disclosure

CVE-2025-55225 | Information Important | No | No
Disclosure

CVE-2025-53803 | Information Important | No | No
Disclosure

CVE-2025-54102 | Elevation of | Important | No | No
Privilege

CVE-2025-53801 | Elevation of | Important | No | No
Privilege

CVE-2025-54101 | Remote Code Important | No | No
Execution

CVE-2025-53797 | Information Important | No | No
Disclosure

CVE-2025-53808 | Elevation of | Important | No | No
Privilege

CVE-2025-53807 | Elevation of | Important | No | No
Privilege

CVE-2025-54911 | Elevation of | Important | No | No
Privilege

CVE-2025-49734 | Elevation of | Important | No | No
Privilege

CVE-2025-54110 | Elevation of | Important | No | No
Privilege

CVE-2025-54918 | Elevation of | Critical No | No
Privilege

CVE-2025-55234 | Elevation of | Important | Yes | No
Privilege

CVE-2025-55226 | Remote Code | Critical No | No
Execution

CVE-2025-55223 | Elevation of | Important | No | No
Privilege

CVE-2025-54093 | Elevation of | Important | No No
Privilege

CVE-2025-54109 | Elevation of | Important | No No
Privilege

5065429 | & f& | September CVE-2025-53800 | Elevation of | Critical No No
9, 2025— Privilege
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KB5065429
(0S Builds
19044. 6332
and

19045. 6332
) -

Microsoft

Support

CVE-2025-54115 | Elevation of | Important | No | No
Privilege

CVE-2025-54916 | Remote Code Important | No | No
Execution

CVE-2025-54094 | Elevation of | Important | No | No
Privilege

CVE-2025-54107 | Security Important | No | No
Feature
Bypass

CVE-2025-54091 | Elevation of | Important | No | No
Privilege

CVE-2025-53799 | Information | Critical No | No
Disclosure

CVE-2025-54912 | Elevation of | Important | No | No
Privilege

CVE-2025-55228 | Remote Code | Critical No | No
Execution

CVE-2025-54111 | Elevation of | Important | No | No
Privilege

CVE-2025-54919 | Remote Code Important | No | No
Execution

CVE-2025-54913 | Elevation of | Important | No | No
Privilege

CVE-2025-53804 | Information Important | No | No
Disclosure

CVE-2025-54099 | Elevation of | Important | No | No
Privilege

CVE-2025-54894 | Elevation of | Important | No | No
Privilege

CVE-2025-54114 | Denial of Important | No | No
Service

CVE-2025-54112 | Elevation of | Important | No | No
Privilege

CVE-2025-55236 | Remote Code | Critical No | No
Execution

CVE-2025-54104 | Elevation of | Important | No No
Privilege

CVE-2025-54092 | Elevation of | Important | No No
Privilege

CVE-2025-53802 | Elevation of | Important | No No

Privilege
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CVE-2025-54895 | Elevation of | Important | No | No
Privilege

CVE-2025-55224 | Remote Code | Critical No | No
Execution

CVE-2025-53810 | Elevation of | Important | No | No
Privilege

CVE-2025-54098 | Elevation of | Important | No | No
Privilege

CVE-2025-54917 | Security Important | No | No
Feature
Bypass

CVE-2025-54915 | Elevation of | Important | No | No
Privilege

CVE-2025-54116 | Elevation of | Important | No | No
Privilege

CVE-2025-53803 | Information Important | No | No
Disclosure

CVE-2025-54102 | Elevation of | Important | No | No
Privilege

CVE-2025-54103 | Elevation of | Important | No | No
Privilege

CVE-2025-53801 | Elevation of | Important | No | No
Privilege

CVE-2025-54101 | Remote Code Important | No | No
Execution

CVE-2025-53808 | Elevation of | Important | No | No
Privilege

CVE-2025-53807 | Elevation of | Important | No | No
Privilege

CVE-2025-54911 | Elevation of | Important | No | No
Privilege

CVE-2025-49734 | Elevation of | Important | No | No
Privilege

CVE-2025-54110 | Elevation of | Important | No | No
Privilege

CVE-2025-54918 | Elevation of | Critical No | No
Privilege

CVE-2025-55234 | Elevation of | Important | Yes | No
Privilege

CVE-2025-55226 | Remote Code | Critical No | No

Execution
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CVE-2025-55223 | Elevation of | Important | No | No
Privilege
CVE-2025-54093 | Elevation of | Important | No | No
Privilege
CVE-2025-54109 | Elevation of | Important | No | No
Privilege
5065430 | & f& | September CVE-2025-54916 | Remote Code | Important |No | No
9, 2025— Execution
KB5065430 CVE-2025-54094 | Elevation of | Important | No | No
(0S Build Privilege
10240. 2112 | CVE-2025-54107 | Security Important | No | No
8) - Feature
Microsoft Bypass
Support CVE-2025-54091 | Elevation of | Important | No | No
Privilege
CVE-2025-53799 | Information | Critical No | No
Disclosure
CVE-2025-54912 | Elevation of | Important | No | No
Privilege
CVE-2025-54111 | Elevation of | Important | No | No
Privilege
CVE-2025-54913 | Elevation of | Important | No | No
Privilege
CVE-2025-53804 | Information Important | No | No
Disclosure
CVE-2025-54099 | Elevation of | Important | No | No
Privilege
CVE-2025-54894 | Elevation of | Important | No | No
Privilege
CVE-2025-54112 | Elevation of | Important | No | No
Privilege
CVE-2025-54104 | Elevation of | Important | No | No
Privilege
CVE-2025-54895 | Elevation of | Important | No | No
Privilege
CVE-2025-53810 | Elevation of | Important | No No
Privilege
CVE-2025-54098 | Elevation of | Important | No No
Privilege
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CVE-2025-54917 | Security Important | No | No
Feature
Bypass
CVE-2025-54915 | Elevation of | Important | No | No
Privilege
CVE-2025-54116 | Elevation of | Important | No | No
Privilege
CVE-2025-53803 | Information Important | No | No
Disclosure
CVE-2025-53801 | Elevation of | Important | No | No
Privilege
CVE-2025-54101 | Remote Code Important | No | No
Execution
CVE-2025-53808 | Elevation of | Important | No | No
Privilege
CVE-2025-54911 | Elevation of | Important | No | No
Privilege
CVE-2025-54110 | Elevation of | Important | No | No
Privilege
CVE-2025-54918 | Elevation of | Critical No | No
Privilege
CVE-2025-55234 | Elevation of | Important | Yes | No
Privilege
CVE-2025-55226 | Remote Code | Critical No | No
Execution
CVE-2025-54093 | Elevation of | Important | No | No
Privilege
CVE-2025-54109 | Elevation of | Important | No | No
Privilege
5065507 | &if& | September CVE-2025-54113 | Remote Code Important | No No
9, 2025— Execution
KB5065507 CVE-2025-54916 | Remote Code Important | No | No
(Monthly Execution
Rollup) - CVE-2025-54094 | Elevation of | Important | No | No
Microsoft Privilege
Support CVE-2025-54107 | Security Important | No No
Feature
Bypass
CVE-2025-54091 | Elevation of | Important | No No

Privilege
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CVE-2025-53799 | Information | Critical No | No
Disclosure

CVE-2025-54097 | Information Important | No | No
Disclosure

CVE-2025-54912 | Elevation of | Important | No | No
Privilege

CVE-2025-53804 | Information Important | No | No
Disclosure

CVE-2025-54099 | Elevation of | Important | No | No
Privilege

CVE-2025-54894 | Elevation of | Important | No | No
Privilege

CVE-2025-54106 | Remote Code Important | No | No
Execution

CVE-2025-53806 | Information Important | No | No
Disclosure

CVE-2025-54104 | Elevation of | Important | No | No
Privilege

CVE-2025-54895 | Elevation of | Important | No | No
Privilege

CVE-2025-54096 | Information Important | No | No
Disclosure

CVE-2025-53810 | Elevation of | Important | No | No
Privilege

CVE-2025-53798 | Information Important | No | No
Disclosure

CVE-2025-54098 | Elevation of | Important | No | No
Privilege

CVE-2025-54095 | Information Important | No | No
Disclosure

CVE-2025-54917 | Security Important | No | No
Feature
Bypass

CVE-2025-54915 | Elevation of | Important | No | No
Privilege

CVE-2025-55225 | Information Important | No No
Disclosure

CVE-2025-53796 | Information Important | No No
Disclosure

CVE-2025-53803 | Information Important | No No
Disclosure
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CVE-2025-54101 | Remote Code Important | No | No
Execution

CVE-2025-53797 | Information Important | No | No
Disclosure

CVE-2025-53808 | Elevation of | Important | No | No
Privilege

CVE-2025-54911 | Elevation of | Important | No | No
Privilege

CVE-2025-54110 | Elevation of | Important | No | No
Privilege

CVE-2025-54918 | Elevation of | Critical No | No
Privilege

CVE-2025-55234 | Elevation of | Important | Yes | No
Privilege

CVE-2025-55226 | Remote Code | Critical No | No
Execution

CVE-2025-54093 | Elevation of | Important | No | No
Privilege

CVE-2025-54109 | Elevation of | Important | No | No

Privilege

A ARHRAT AT 22 FR b T35 10 4, PEARZIRAN T

5002782

T AFK

Description
of the
security
update for
Excel 2016:
September 09,
2025
(KB5002782) —
Microsoft

Support

CVE-2025-54898 | Remote Code Importa | No | No
Execution nt

CVE-2025-54896 | Remote Code Importa | No | No
Execution nt

CVE-2025-54904 | Remote Code Importa | No | No
Execution nt

CVE-2025-54903 | Remote Code Importa | No | No
Execution nt

CVE-2025-54900 | Remote Code Importa | No | No
Execution nt

CVE-2025-54899 | Remote Code Importa | No | No
Execution nt
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CVE-2025-54902

Remote Code

Execution

Importa
nt

No

No

5065435

KB5065435:
Cumulative
security
update for
Internet
Explorer:
September 9,
2025 -
Microsoft

Support

CVE-2025-54917

Security
Feature

Bypass

Importa
nt

No

No

CVE-2025-54107

Security
Feature

Bypass

Importa
nt

No

No

5002779

Description
of the
security
update for
PowerPoint
2016:
September 09,
2025
(KB5002779) —
Microsoft

Support

CVE-2025-54908

Remote Code

Execution

Importa
nt

No

No

5002777

Description
of the
security
update for
SharePoint
Server 2016
Language
Pack:
September 09,
2025
(KB5002777) —
Microsoft

Support

CVE-2025-54905

Information

Disclosure

Importa
nt

No

No

5002762

Description
of the
security
update for
Office 2016:
September 09,

CVE-2025-54901

Information

Disclosure

Importa
nt

No

No
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http://support.microsoft.com/kb/5065435
http://support.microsoft.com/kb/5002779
http://support.microsoft.com/kb/5002777
http://support.microsoft.com/kb/5002762
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2025
(KB5002762) -
Microsoft

Support

5002781

Description
of the
security
update for
Office 2016:
September 09,
2025
(KB5002781) —
Microsoft

Support

CVE-2025-54910

Remote Code

Execution

Critica
1

No

No

CVE-2025-54906

Remote Code

Execution

Importa
nt

No

No

5002780

Description
of the
security
update for
Word 2016:
September 09,
2025
(KB5002780) —
Microsoft

Support

CVE-2025-54905

Information

Disclosure

Importa
nt

No

No

5002778

Description
of the
security
update for
SharePoint
Server 2016:
September 09,
2025
(KB5002778) —
Microsoft

Support

CVE-2025-54905

Information

Disclosure

Importa
nt

No

No

CVE-2025-54906

Remote Code

Execution

Importa
nt

No

No

CVE-2025-54897

Remote Code

Execution

Importa
nt

No

No

5002576

Description
of the
security
update for
Office 2016:
September 09,
2025

CVE-2025-54906

Remote Code

Execution

Importa
nt

No

No
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http://support.microsoft.com/kb/5002781
http://support.microsoft.com/kb/5002780
http://support.microsoft.com/kb/5002778
http://support.microsoft.com/kb/5002576
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(KB5002576) -
Microsoft

Support

5002766

Description
of the
security
update for
Office 2016:
September 09,
2025
(KB5002766) —
Microsoft

Support

CVE-2025-54906

Remote Code

Execution

Importa
nt

No

No

7

1o B h “URiF T FIIE” S5 PRAB U BT -

0 - & A (Exploitation Detected)

1 - BEAHEARes A (Exploitation More Likely)

2 — ANKATEEF|H (Exploitation Less Likely)

3 - ANA[REFI A (Exploitation Unlikely)

4

- AR (N/A)
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http://support.microsoft.com/kb/5002766
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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https://portal.msrc.microsoft.com/zh-cn/security-guidance
https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates

