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AAF 13 N LERINE AT LG VG 2 UL NME— %, 752 0.
1. JWIA%EZ% (Severity) =/HE (Critical) ,
2. AHHEEE (Publicly Disclosed) =& (Yes) ,
3. %W (Exploited) =#& (Yes) ,
4, JRIE AR (Exploitability Assessment) =" CW# Al H
(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More
Likely) ”
GREEUE

ISR AT P 1

5044277 CVE-2024-43582 | Remote Code | Critical | No No Exploitation

5044284 Execution Less Likely
5044285
5044281
5044273
5044280

5044277 CVE-2024-43572 | Remote Code Importan | Yes Yes Exploitation
5044284 Execution t Detected

5044286
5044285
5044320
5044343
5044281
5044273
5044306
5044321
5044356
5044293
5044280
5044342

5044277 CVE-2024-43583 | Elevation of | Importan | Yes No Exploitation
5044284 Privilege t More Likely

5044286
5044285
5044320
5044343
5044281
5044273



http://support.microsoft.com/kb/5044277
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43582
http://support.microsoft.com/kb/5044284
http://support.microsoft.com/kb/5044285
http://support.microsoft.com/kb/5044281
http://support.microsoft.com/kb/5044273
http://support.microsoft.com/kb/5044280
http://support.microsoft.com/kb/5044277
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43572
http://support.microsoft.com/kb/5044284
http://support.microsoft.com/kb/5044286
http://support.microsoft.com/kb/5044285
http://support.microsoft.com/kb/5044320
http://support.microsoft.com/kb/5044343
http://support.microsoft.com/kb/5044281
http://support.microsoft.com/kb/5044273
http://support.microsoft.com/kb/5044306
http://support.microsoft.com/kb/5044321
http://support.microsoft.com/kb/5044356
http://support.microsoft.com/kb/5044293
http://support.microsoft.com/kb/5044280
http://support.microsoft.com/kb/5044342
http://support.microsoft.com/kb/5044277
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43583
http://support.microsoft.com/kb/5044284
http://support.microsoft.com/kb/5044286
http://support.microsoft.com/kb/5044285
http://support.microsoft.com/kb/5044320
http://support.microsoft.com/kb/5044343
http://support.microsoft.com/kb/5044281
http://support.microsoft.com/kb/5044273
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5044306

5044321

5044356

5044293

5044280

5044342

5044277

5044284

5044286

5044285

5044343

5044281

5044273

5044293

5044280

5044342

CVE-2024-43560

Elevation of

Privilege

Importan
t

No

No

Exploitation
More Likely

5044277

5044284

5044285

5044281

5044273

5044280

CVE-2024-6197

Remote Code

Execution

Importan
t

Yes

No

Exploitation
Less Likely

5044277

5044284

5044286

5044285

5044320

5044343

5044281

5044273

5044306

5044321

5044356

5044293

5044280

5044342

CVE-2024-43556

Elevation of

Privilege

Importan
t

No

No

Exploitation
More Likely

5044277

5044284

5044286

5044285

5044343

CVE-2024-43573

Spoofing

Moderate

Yes

Yes

Exploitation
Detected



http://support.microsoft.com/kb/5044306
http://support.microsoft.com/kb/5044321
http://support.microsoft.com/kb/5044356
http://support.microsoft.com/kb/5044293
http://support.microsoft.com/kb/5044280
http://support.microsoft.com/kb/5044342
http://support.microsoft.com/kb/5044277
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43560
http://support.microsoft.com/kb/5044284
http://support.microsoft.com/kb/5044286
http://support.microsoft.com/kb/5044285
http://support.microsoft.com/kb/5044343
http://support.microsoft.com/kb/5044281
http://support.microsoft.com/kb/5044273
http://support.microsoft.com/kb/5044293
http://support.microsoft.com/kb/5044280
http://support.microsoft.com/kb/5044342
http://support.microsoft.com/kb/5044277
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-6197
http://support.microsoft.com/kb/5044284
http://support.microsoft.com/kb/5044285
http://support.microsoft.com/kb/5044281
http://support.microsoft.com/kb/5044273
http://support.microsoft.com/kb/5044280
http://support.microsoft.com/kb/5044277
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43556
http://support.microsoft.com/kb/5044284
http://support.microsoft.com/kb/5044286
http://support.microsoft.com/kb/5044285
http://support.microsoft.com/kb/5044320
http://support.microsoft.com/kb/5044343
http://support.microsoft.com/kb/5044281
http://support.microsoft.com/kb/5044273
http://support.microsoft.com/kb/5044306
http://support.microsoft.com/kb/5044321
http://support.microsoft.com/kb/5044356
http://support.microsoft.com/kb/5044293
http://support.microsoft.com/kb/5044280
http://support.microsoft.com/kb/5044342
http://support.microsoft.com/kb/5044277
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43573
http://support.microsoft.com/kb/5044284
http://support.microsoft.com/kb/5044286
http://support.microsoft.com/kb/5044285
http://support.microsoft.com/kb/5044343
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5044281

5044273

5044293

5044280

5044277

5044284

5044286

5044285

5044320

5044343

5044281

5044273

5044306

5044321

5044356

5044293

5044280

5044342

CVE-2024-43509

Elevation of

Privilege

Importan
t

No

No

Exploitation
More Likely

5044277

5044273

CVE-2024-43502

Elevation of

Privilege

Importan
t

No

No

Exploitation
More Likely

5044277

5044284

5044285

5044281

5044273

5044280

CVE-2024-43615

Remote Code

Execution

Importan
t

No

No

Exploitation
More Likely

5044277

5044284

5044285

5044281

5044273

5044280

CVE-2024-43581

Remote Code

Execution

Importan
t

No

No

Exploitation
More Likely

5044277

5044284

5044285

5044281

5044273

5044280

CVE-2024-20659

Security
Feature

Bypass

Importan
t

Yes

No

Exploitation
Less Likely

5002635

CVE-2024-43609

Spoofing

Importan
t

No

No

Exploitation
More Likely

b
«
p=il



http://support.microsoft.com/kb/5044281
http://support.microsoft.com/kb/5044273
http://support.microsoft.com/kb/5044293
http://support.microsoft.com/kb/5044280
http://support.microsoft.com/kb/5044277
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43509
http://support.microsoft.com/kb/5044284
http://support.microsoft.com/kb/5044286
http://support.microsoft.com/kb/5044285
http://support.microsoft.com/kb/5044320
http://support.microsoft.com/kb/5044343
http://support.microsoft.com/kb/5044281
http://support.microsoft.com/kb/5044273
http://support.microsoft.com/kb/5044306
http://support.microsoft.com/kb/5044321
http://support.microsoft.com/kb/5044356
http://support.microsoft.com/kb/5044293
http://support.microsoft.com/kb/5044280
http://support.microsoft.com/kb/5044342
http://support.microsoft.com/kb/5044277
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43502
http://support.microsoft.com/kb/5044273
http://support.microsoft.com/kb/5044277
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43615
http://support.microsoft.com/kb/5044284
http://support.microsoft.com/kb/5044285
http://support.microsoft.com/kb/5044281
http://support.microsoft.com/kb/5044273
http://support.microsoft.com/kb/5044280
http://support.microsoft.com/kb/5044277
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43581
http://support.microsoft.com/kb/5044284
http://support.microsoft.com/kb/5044285
http://support.microsoft.com/kb/5044281
http://support.microsoft.com/kb/5044273
http://support.microsoft.com/kb/5044280
http://support.microsoft.com/kb/5044277
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-20659
http://support.microsoft.com/kb/5044284
http://support.microsoft.com/kb/5044285
http://support.microsoft.com/kb/5044281
http://support.microsoft.com/kb/5044273
http://support.microsoft.com/kb/5044280
http://support.microsoft.com/kb/5002635
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43609
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5044277

BAT Wi T 1IFEHTER

October 8,
2024—
KB5044277
(0S Build
17763. 6414
) -
Microsoft
Support
for Win 10
Ent LTSC
2019, Win
10 IoT Ent
LTSC

2019, Windo
ws 10 IoT
Core

LTSC, Windo
ws Server
2019

CVE %R

eI IR

S HEE

CVE-2024-43582 | Remote Code | Critical | No | No
Execution

CVE-2024-43557 | Denial of Importan | No No
Service t

CVE-2024-43535 | Elevation of | Importan | No No
Privilege t

CVE-2024-43513 | Security Importan | No | No
Feature t
Bypass

CVE-2024-43585 | Security Importan | No | No
Feature t
Bypass

CVE-2024-43553 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43506 | Denial of Importan | No | No
Service t

CVE-2024-43567 | Denial of Importan | No | No
Service t

CVE-2024-43540 | Denial of Importan | No | No
Service t

CVE-2024-43550 | Spoofing Importan | No | No

t
CVE-2024-43456 | Tampering Importan | No | No
t

CVE-2024-43572 | Remote Code Importan | Yes | Yes
Execution t

CVE-2024-43525 | Remote Code Importan | No | No
Execution t

CVE-2024-43558 | Denial of Importan | No | No
Service t

7 W
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CVE-2024-43521 | Denial of Importan | No | No
Service t

CVE-2024-43551 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43589 | Remote Code Importan | No | No
Execution t

CVE-2024-43524 | Remote Code Importan | No | No
Execution t

CVE-2024-43575 | Denial of Importan | No | No
Service t

CVE-2024-43583 | Elevation of | Importan | Yes | No
Privilege t

CVE-2024-43518 | Remote Code Importan | No | No
Execution t

CVE-2024-43519 | Remote Code Importan | No | No
Execution t

CVE-2024-43611 | Remote Code Importan | No | No
Execution t

CVE-2024-43520 | Denial of Importan | No | No
Service t

CVE-2024-43559 | Denial of Importan | No | No
Service t

CVE-2024-43512 | Denial of Importan | No | No
Service t

CVE-2024-43555 | Denial of Importan | No | No
Service t

CVE-2024-37983 | Security Importan | No | No
Feature t
Bypass

CVE-2024-43532 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43562 | Denial of Importan | No | No
Service t

CVE-2024-43537 | Denial of Importan | No | No
Service t

CVE-2024-43538 | Denial of Importan | No No
Service t

CVE-2024-43565 | Denial of Importan | No No
Service t

CVE-2024-43543 | Remote Code Importan | No No
Execution t
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CVE-2024-43560 | Elevation of | Importan | No | No
Privilege t

CVE-2024-38149 | Denial of Importan | No | No
Service t

CVE-2024-43564 | Remote Code Importan | No | No
Execution t

CVE-2024-43549 | Remote Code Importan | No | No
Execution t

CVE-2024-43593 | Remote Code Importan | No | No
Execution t

CVE-2024-38124 | Elevation of | Importan | No No
Privilege t

CVE-2024-43554 | Information Importan | No | No
Disclosure t

CVE-2024-38265 | Remote Code Importan | No | No
Execution t

CVE-2024-38212 | Remote Code Importan | No | No
Execution t

CVE-2024-43608 | Remote Code Importan | No | No
Execution t

CVE-2024-38261 | Remote Code Importan | No | No
Execution t

CVE-2024-43528 | Elevation of | Importan | No | No
Privilege t

CVE-2024-37982 | Security Importan | No | No
Feature t
Bypass

CVE-2024-43534 | Information Importan | No | No
Disclosure t

CVE-2024-43515 | Denial of Importan | No | No
Service t

CVE-2024-43523 | Remote Code Importan | No | No
Execution t

CVE-2024-43536 | Remote Code Importan | No | No
Execution t

CVE-2024-6197 Remote Code Importan | Yes | No
Execution t

CVE-2024-43556 | Elevation of | Importan | No No
Privilege t

CVE-2024-43573 | Spoofing Moderate | Yes | Yes
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CVE-2024-43511 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43542 | Denial of Importan | No | No
Service t

CVE-2024-43526 | Remote Code Importan | No | No
Execution t

CVE-2024-43509 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43607 | Remote Code Importan | No | No
Execution t

CVE-2024-43453 | Remote Code Importan | No | No
Execution t

CVE-2024-43592 | Remote Code Importan | No | No
Execution t

CVE-2024-43544 | Denial of Importan | No | No
Service t

CVE-2024-43502 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43517 | Remote Code Importan | No | No
Execution t

CVE-2024-37976 | Security Importan | No | No
Feature t
Bypass

CVE-2024-43541 | Denial of Importan | No | No
Service t

CVE-2024-37979 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43514 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43615 | Remote Code Importan | No | No
Execution t

CVE-2024-43570 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43561 | Denial of Importan | No | No
Service t

CVE-2024-43599 | Remote Code Importan | No No
Execution t

CVE-2024-43563 | Elevation of | Importan | No No
Privilege t

CVE-2024-43516 | Elevation of | Importan | No | No
Privilege t

St
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CVE-2024-43501 | Elevation of | Importan | No | No
Privilege t
CVE-2024-30092 | Remote Code Importan | No | No
Execution t
CVE-2024-43581 | Remote Code Importan | No | No
Execution t
CVE-2024-43545 | Denial of Importan | No | No
Service t
CVE-2024-43547 | Information Importan | No | No
Disclosure t
CVE-2024-38262 | Remote Code Importan | No | No
Execution t
CVE-2024-20659 | Security Importan | Yes | No
Feature t
Bypass
5044284 | & f& | October 8, CVE-2024-43520 | Denial of Importan | No No
2024— Service t
KB5044284 CVE-2024-43582 | Remote Code | Critical | No | No
(0S Build Execution
26100. 2033 | CVE-2024-43557 | Denial of Importan | No | No
) - Service t
Microsoft CVE-2024-43559 | Denial of Importan | No | No
Support Service t
for CVE-2024-43523 | Remote Code Importan | No | No
Windows 11 Execution t
version CVE-2024-43535 | Elevation of | Importan | No | No
24H2, all Privilege t
editions CVE-2024-43513 | Security Importan | No |No
Feature t
Bypass
CVE-2024-43553 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43585 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43555 | Denial of Importan | No No
Service t
CVE-2024-43527 | Elevation of | Importan | No No
Privilege t
CVE-2024-43506 | Denial of Importan | No No
Service t

St

11w
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CVE-2024-37983 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43536 | Remote Code Importan | No | No
Execution t
CVE-2024-6197 Remote Code Importan | Yes | No
Execution t
CVE-2024-43540 | Denial of Importan | No | No
Service t
CVE-2024-43532 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43562 | Denial of Importan | No | No
Service t
CVE-2024-43571 | Spoofing Importan | No | No
t
CVE-2024-43550 | Spoofing Importan | No | No
t
CVE-2024-43537 | Denial of Importan | No | No
Service t
CVE-2024-43517 | Remote Code Importan | No | No
Execution t
CVE-2024-43572 | Remote Code Importan | Yes | Yes
Execution t
CVE-2024-37976 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43538 | Denial of Importan | No | No
Service t
CVE-2024-43565 | Denial of Importan | No | No
Service t
CVE-2024-43543 | Remote Code Importan | No | No
Execution t
CVE-2024-43560 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43558 | Denial of Importan | No No
Service t
CVE-2024-38149 | Denial of Importan | No | No
Service t
CVE-2024-43551 | Elevation of | Importan | No | No
Privilege t

St
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CVE-2024-43500 | Information Importan | No | No
Disclosure t

CVE-2024-43525 | Remote Code Importan | No | No
Execution t

CVE-2024-43508 | Information Importan | No | No
Disclosure t

CVE-2024-43514 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43524 | Remote Code Importan | No | No
Execution t

CVE-2024-43615 | Remote Code Importan | No | No
Execution t

CVE-2024-43561 | Denial of Importan | No | No
Service t

CVE-2024-43570 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43599 | Remote Code Importan | No | No
Execution t

CVE-2024-43563 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43556 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43573 | Spoofing Moderate | Yes | Yes

CVE-2024-43583 | Elevation of | Importan | Yes | No
Privilege t

CVE-2024-43554 | Information Importan | No | No
Disclosure t

CVE-2024-43516 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43518 | Remote Code Importan | No | No
Execution t

CVE-2024-43511 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43542 | Denial of Importan | No | No
Service t

CVE-2024-43501 | Elevation of | Importan | No | No
Privilege t

CVE-2024-30092 | Remote Code Importan | No No
Execution t

CVE-2024-43519 | Remote Code Importan | No | No
Execution t

St
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CVE-2024-43526 | Remote Code Importan | No | No
Execution t
CVE-2024-43581 | Remote Code Importan | No | No
Execution t
CVE-2024-43574 | Remote Code Importan | No | No
Execution t
CVE-2024-43552 | Remote Code Importan | No | No
Execution t
CVE-2024-43509 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43528 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43533 | Remote Code Importan | No | No
Execution t
CVE-2024-43547 | Information Importan | No | No
Disclosure t
CVE-2024-37982 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43529 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43546 | Information Importan | No | No
Disclosure t
CVE-2024-43534 | Information Importan | No | No
Disclosure t
CVE-2024-43515 | Denial of Importan | No | No
Service t
CVE-2024-20659 | Security Importan | Yes | No
Feature t
Bypass
CVE-2024-43584 | Security Importan | No | No
Feature t
Bypass
5044286 | & f& | October 8, CVE-2024-43520 | Denial of Importan | No No
2024— Service t
KB5044286 CVE-2024-43535 | Elevation of | Importan | No | No
(0S Build Privilege t
10240. 2079 | CVE-2024-43513 | Security Importan | No | No
6) - Feature t
Microsoft Bypass
Support CVE-2024-43553 | Elevation of | Importan | No | No
Privilege t

St
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for
Windows 10

CVE-2024-43506 | Denial of Importan | No | No
Service t
CVE-2024-37983 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43532 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43484 | Denial of Importan | No | No
Service t
CVE-2024-43562 | Denial of Importan | No | No
Service t
CVE-2024-43550 | Spoofing Importan | No | No
t
CVE-2024-43517 | Remote Code Importan | No | No
Execution t
CVE-2024-43572 | Remote Code Importan | Yes | Yes
Execution t
CVE-2024-37976 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43565 | Denial of Importan | No | No
Service t
CVE-2024-43560 | Elevation of | Importan | No | No
Privilege t
CVE-2024-38149 | Denial of Importan | No | No
Service t
CVE-2024-43514 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43556 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43570 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43599 | Remote Code Importan | No | No
Execution t
CVE-2024-43563 | Elevation of | Importan | No No
Privilege t
CVE-2024-43573 | Spoofing Moderate | Yes | Yes
CVE-2024-43554 | Information Importan | No No
Disclosure t
CVE-2024-43583 | Elevation of | Importan | Yes | No
Privilege t
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CVE-2024-43516 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43518 | Remote Code Importan | No | No
Execution t
CVE-2024-43511 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43501 | Elevation of | Importan | No | No
Privilege t
CVE-2024-30092 | Remote Code Importan | No | No
Execution t
CVE-2024-43519 | Remote Code Importan | No | No
Execution t
CVE-2024-43509 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43547 | Information Importan | No | No
Disclosure t
CVE-2024-37982 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43483 | Denial of Importan | No | No
Service t
CVE-2024-43534 | Information Importan | No | No
Disclosure t
CVE-2024-43515 | Denial of Importan | No | No
Service t
5044285 | &if& | October 8, | CVE-2024-43520 | Denial of Importan | No | No
2024— Service t
KB5044285 CVE-2024-43582 | Remote Code | Critical | No | No
(0S Builds Execution
22621.4317 | CVE-2024-43557 | Denial of Importan | No | No
and Service t
22631. 4317 | CVE-2024-43559 | Denial of Importan | No | No
) Service t
Microsoft CVE-2024-43523 | Remote Code Importan | No | No
Support Execution t
for CVE-2024-43535 | Elevation of | Importan | No | No
Windows 11 Privilege t
version CVE-2024-43513 | Security Importan | No | No
2202, all Feature t
editions, W Bypass
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indows 11
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23H2, all

editions

CVE-2024-43585 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43555 | Denial of Importan | No | No
Service t
CVE-2024-43553 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43522 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43506 | Denial of Importan | No | No
Service t
CVE-2024-37983 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43536 | Remote Code Importan | No | No
Execution t
CVE-2024-6197 Remote Code Importan | Yes | No
Execution t
CVE-2024-43540 | Denial of Importan | No | No
Service t
CVE-2024-43532 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43562 | Denial of Importan | No | No
Service t
CVE-2024-43537 | Denial of Importan | No | No
Service t
CVE-2024-43550 | Spoofing Importan | No | No
t
CVE-2024-43517 | Remote Code Importan | No | No
Execution t
CVE-2024-43572 | Remote Code Importan | Yes | Yes
Execution t
CVE-2024-37976 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43538 | Denial of Importan | No No
Service t
CVE-2024-43565 | Denial of Importan | No No
Service t
CVE-2024-43543 | Remote Code Importan | No No
Execution t

St

17w




Wwo T = 1s

oA R 2EEE

FRIGED 2024 £ 10 HITEEFHFEL

CVE-2024-43558 | Denial of Importan | No | No
Service t

CVE-2024-43560 | Elevation of | Importan | No | No
Privilege t

CVE-2024-38149 | Denial of Importan | No | No
Service t

CVE-2024-43551 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43500 | Information Importan | No | No
Disclosure t

CVE-2024-43525 | Remote Code Importan | No | No
Execution t

CVE-2024-43508 | Information Importan | No | No
Disclosure t

CVE-2024-43514 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43524 | Remote Code Importan | No | No
Execution t

CVE-2024-43615 | Remote Code Importan | No | No
Execution t

CVE-2024-43561 | Denial of Importan | No | No
Service t

CVE-2024-43570 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43573 | Spoofing Moderate | Yes | Yes

CVE-2024-43599 | Remote Code Importan | No | No
Execution t

CVE-2024-43563 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43556 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43583 | Elevation of | Importan | Yes | No
Privilege t

CVE-2024-43554 | Information Importan | No | No
Disclosure t

CVE-2024-43516 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43518 | Remote Code Importan | No | No
Execution t

CVE-2024-43511 | Elevation of | Importan | No | No
Privilege t
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CVE-2024-43542 | Denial of Importan | No | No
Service t

CVE-2024-43501 | Elevation of | Importan | No | No
Privilege t

CVE-2024-30092 | Remote Code Importan | No | No
Execution t

CVE-2024-43519 | Remote Code Importan | No | No
Execution t

CVE-2024-43526 | Remote Code Importan | No | No
Execution t

CVE-2024-43581 | Remote Code Importan | No | No
Execution t

CVE-2024-43574 | Remote Code Importan | No | No
Execution t

CVE-2024-43552 | Remote Code Importan | No | No
Execution t

CVE-2024-43509 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43528 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43533 | Remote Code Importan | No | No
Execution t

CVE-2024-43547 | Information Importan | No | No
Disclosure t

CVE-2024-37982 | Security Importan | No | No
Feature t
Bypass

CVE-2024-43529 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43546 | Information Importan | No | No
Disclosure t

CVE-2024-43534 | Information Importan | No | No
Disclosure t

CVE-2024-43515 | Denial of Importan | No | No
Service t

CVE-2024-20659 | Security Importan | Yes | No
Feature t
Bypass

CVE-2024-43584 | Security Importan | No No
Feature t
Bypass
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5044320 | & f& | October 8, CVE-2024-43520 | Denial of Importan | No No
2024— Service t
KB5044320 CVE-2024-43544 | Denial of Importan | No | No
(Monthly Service t
Rollup) - | CVE-2024-43535 | Elevation of | Importan |No | No
Microsoft Privilege t
Support CVE-2024-43553 | Elevation of | Importan | No | No
for Privilege t
Windows CVE-2024-43532 | Elevation of | Importan |No | No
Server Privilege t
2008 CVE-2024-43517 | Remote Code | Importan | No | No
Datacenter Execution t
ESU, Window | cVE-2024-43572 | Remote Code Importan | Yes | Yes
s Server Execution t
2008 CVE-2024-43541 | Denial of Importan | No | No
Standard Service t
ESU, Window CVE-2024-43589 | Remote Code Importan | No | No
s Server Execution t
2008 CVE-2024-43564 | Remote Code Importan | No | No
Enterprise Execution t
ESU CVE-2024-43549 | Remote Code Importan | No | No
Execution t
CVE-2024-43593 | Remote Code Importan | No | No
Execution t
CVE-2024-38124 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43556 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43570 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43583 | Elevation of | Importan | Yes | No
Privilege t
CVE-2024-43518 | Remote Code Importan | No | No
Execution t
CVE-2024-38265 | Remote Code Importan | No No
Execution t
CVE-2024-43501 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43519 | Remote Code Importan | No | No
Execution t
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CVE-2024-38212 | Remote Code Importan | No | No
Execution t
CVE-2024-43608 | Remote Code Importan | No | No
Execution t
CVE-2024-43509 | Elevation of | Importan | No | No
Privilege t
CVE-2024-38261 | Remote Code Importan | No | No
Execution t
CVE-2024-43607 | Remote Code Importan | No | No
Execution t
CVE-2024-43545 | Denial of Importan | No | No
Service t
CVE-2024-43592 | Remote Code Importan | No | No
Execution t
CVE-2024-43453 | Remote Code Importan | No | No
Execution t
CVE-2024-43547 | Information Importan | No | No
Disclosure t
CVE-2024-38262 | Remote Code Importan | No | No
Execution t
CVE-2024-43611 | Remote Code Importan | No | No
Execution t
CVE-2024-43534 | Information Importan | No | No
Disclosure t
CVE-2024-43515 | Denial of Importan | No | No
Service t
5044343 | & f& | October 8, | CVE-2024-43520 | Denial of Importan | No | No
2024— Service t
KB5044343 CVE-2024-43544 | Denial of Importan | No | No
(Monthly Service t
Rollup) - | CVE-2024-43535 | Elevation of | Importan |No | No
Microsoft Privilege t
Support CVE-2024-43512 | Denial of Importan | No | No
for Service t
Windows CVE-2024-43513 | Security Importan | No | No
Server Feature t
2012 R2 Bypass
ESU CVE-2024-43553 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43506 | Denial of Importan | No No
Service t
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CVE-2024-43567 | Denial of Importan | No | No
Service t
CVE-2024-37983 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43532 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43550 | Spoofing Importan | No | No
t
CVE-2024-43517 | Remote Code Importan | No | No
Execution t
CVE-2024-43456 | Tampering Importan | No | No
t
CVE-2024-43572 | Remote Code Importan | Yes | Yes
Execution t
CVE-2024-37976 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43541 | Denial of Importan | No | No
Service t
CVE-2024-43560 | Elevation of | Importan | No | No
Privilege t
CVE-2024-38149 | Denial of Importan | No | No
Service t
CVE-2024-43521 | Denial of Importan | No | No
Service t
CVE-2024-37979 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43589 | Remote Code Importan | No | No
Execution t
CVE-2024-43514 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43564 | Remote Code Importan | No | No
Execution t
CVE-2024-43549 | Remote Code Importan | No No
Execution t
CVE-2024-43593 | Remote Code Importan | No No
Execution t
CVE-2024-38124 | Elevation of | Importan | No | No
Privilege t
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CVE-2024-43556 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43570 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43599 | Remote Code Importan | No | No
Execution t

CVE-2024-43563 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43573 | Spoofing Moderate | Yes | Yes

CVE-2024-43583 | Elevation of | Importan | Yes | No
Privilege t

CVE-2024-43518 | Remote Code Importan | No | No
Execution t

CVE-2024-38265 | Remote Code Importan | No | No
Execution t

CVE-2024-43501 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43519 | Remote Code Importan | No | No
Execution t

CVE-2024-38212 | Remote Code Importan | No | No
Execution t

CVE-2024-43608 | Remote Code Importan | No | No
Execution t

CVE-2024-43509 | Elevation of | Importan | No | No
Privilege t

CVE-2024-38261 | Remote Code Importan | No | No
Execution t

CVE-2024-43607 | Remote Code Importan | No | No
Execution t

CVE-2024-43545 | Denial of Importan | No | No
Service t

CVE-2024-43592 | Remote Code Importan | No | No
Execution t

CVE-2024-43453 | Remote Code Importan | No | No
Execution t

CVE-2024-43547 | Information Importan | No No
Disclosure t

CVE-2024-38262 | Remote Code Importan | No No
Execution t
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CVE-2024-37982 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43611 | Remote Code Importan | No | No
Execution t
CVE-2024-43534 | Information Importan | No | No
Disclosure t
CVE-2024-43515 | Denial of Importan | No | No
Service t
5044281 | &ifG | October 8, CVE-2024-43520 | Denial of Importan | No | No
2024— Service t
KB5044281 CVE-2024-43582 | Remote Code | Critical | No | No
(0S Build Execution
20348. 2762 | CVE-2024-43544 | Denial of Importan | No | No
) - Service t
Microsoft CVE-2024-43535 | Elevation of | Importan | No | No
Support Privilege t
for CVE-2024-43512 | Denial of Importan | No | No
Windows Service t
Server CVE-2024-43513 | Security Importan | No | No
2022 Feature t
Bypass
CVE-2024-43585 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43553 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43506 | Denial of Importan | No | No
Service t
CVE-2024-43567 | Denial of Importan | No | No
Service t
CVE-2024-37983 | Security Importan | No | No
Feature t
Bypass
CVE-2024-6197 Remote Code Importan | Yes | No
Execution t
CVE-2024-43532 | Elevation of | Importan | No No
Privilege t
CVE-2024-43562 | Denial of Importan | No No
Service t
CVE-2024-43550 | Spoofing Importan | No No
t
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CVE-2024-43517 | Remote Code Importan | No | No
Execution t
CVE-2024-43456 | Tampering Importan | No | No
t
CVE-2024-43572 | Remote Code Importan | Yes | Yes
Execution t
CVE-2024-37976 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43565 | Denial of Importan | No | No
Service t
CVE-2024-43541 | Denial of Importan | No | No
Service t
CVE-2024-43560 | Elevation of | Importan | No | No
Privilege t
CVE-2024-38149 | Denial of Importan | No | No
Service t
CVE-2024-43521 | Denial of Importan | No | No
Service t
CVE-2024-43551 | Elevation of | Importan | No | No
Privilege t
CVE-2024-37979 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43589 | Remote Code Importan | No | No
Execution t
CVE-2024-43514 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43615 | Remote Code Importan | No | No
Execution t
CVE-2024-43564 | Remote Code Importan | No | No
Execution t
CVE-2024-43549 | Remote Code Importan | No | No
Execution t
CVE-2024-43593 | Remote Code Importan | No | No
Execution t
CVE-2024-38124 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43570 | Elevation of | Importan | No No
Privilege t
CVE-2024-43575 | Denial of Importan | No No
Service t
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CVE-2024-43573 | Spoofing Moderate | Yes | Yes
CVE-2024-43599 | Remote Code Importan | No | No
Execution t
CVE-2024-43563 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43556 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43583 | Elevation of | Importan | Yes | No
Privilege t
CVE-2024-43554 | Information Importan | No | No
Disclosure t
CVE-2024-43516 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43518 | Remote Code Importan | No | No
Execution t
CVE-2024-43511 | Elevation of | Importan | No | No
Privilege t
CVE-2024-38265 | Remote Code Importan | No | No
Execution t
CVE-2024-43501 | Elevation of | Importan | No | No
Privilege t
CVE-2024-30092 | Remote Code Importan | No | No
Execution t
CVE-2024-43519 | Remote Code Importan | No | No
Execution t
CVE-2024-43581 | Remote Code Importan | No | No
Execution t
CVE-2024-38212 | Remote Code Importan | No | No
Execution t
CVE-2024-43608 | Remote Code Importan | No | No
Execution t
CVE-2024-43574 | Remote Code Importan | No | No
Execution t
CVE-2024-43509 | Elevation of | Importan | No | No
Privilege t
CVE-2024-38261 | Remote Code Importan | No | No
Execution t
CVE-2024-43607 | Remote Code Importan | No No
Execution t
CVE-2024-43528 | Elevation of | Importan | No No
Privilege t
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CVE-2024-43545 | Denial of Importan | No | No
Service t
CVE-2024-43592 | Remote Code Importan | No | No
Execution t
CVE-2024-43453 | Remote Code Importan | No | No
Execution t
CVE-2024-43533 | Remote Code Importan | No | No
Execution t
CVE-2024-43547 | Information Importan | No | No
Disclosure t
CVE-2024-38262 | Remote Code Importan | No | No
Execution t
CVE-2024-37982 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43611 | Remote Code Importan | No | No
Execution t
CVE-2024-43546 | Information Importan | No | No
Disclosure t
CVE-2024-43529 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43534 | Information Importan | No | No
Disclosure t
CVE-2024-43515 | Denial of Importan | No | No
Service t
CVE-2024-20659 | Security Importan | Yes | No
Feature t
Bypass
CVE-2024-43584 | Security Importan | No | No
Feature t
Bypass
5044273 | & f& | October 8, CVE-2024-43520 | Denial of Importan | No No
2024— Service t
KB5044273 CVE-2024-43582 | Remote Code | Critical | No | No
(0S Builds Execution
19044. 5011 | CVE-2024-43557 | Denial of Importan | No | No
and Service t
19045. 5011 | CVE-2024-43559 | Denial of Importan | No No
) - Service t
Microsoft | CVE-2024-43523 | Remote Code | Importan |No | No
Support Execution t
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for
Windows 10
Enterprise
LTSC

2021, Windo
ws 10 IoT
Enterprise
LTSC

2021, Windo
ws 10,
version
22H2, all

editions

CVE-2024-43535 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43513 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43506 | Denial of Importan | No | No
Service t
CVE-2024-43585 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43555 | Denial of Importan | No | No
Service t
CVE-2024-43553 | Elevation of | Importan | No | No
Privilege t
CVE-2024-37983 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43536 | Remote Code Importan | No | No
Execution t
CVE-2024-6197 Remote Code Importan | Yes | No
Execution t
CVE-2024-43540 | Denial of Importan | No | No
Service t
CVE-2024-43532 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43502 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43562 | Denial of Importan | No | No
Service t
CVE-2024-43537 | Denial of Importan | No | No
Service t
CVE-2024-43550 | Spoofing Importan | No | No
t
CVE-2024-43517 | Remote Code Importan | No | No
Execution t
CVE-2024-43572 | Remote Code Importan | Yes | Yes
Execution t
CVE-2024-37976 | Security Importan | No No
Feature t
Bypass
CVE-2024-43538 | Denial of Importan | No No
Service t
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CVE-2024-43565 | Denial of Importan | No | No
Service t

CVE-2024-43543 | Remote Code Importan | No | No
Execution t

CVE-2024-43558 | Denial of Importan | No | No
Service t

CVE-2024-43560 | Elevation of | Importan | No | No
Privilege t

CVE-2024-38149 | Denial of Importan | No | No
Service t

CVE-2024-43551 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43525 | Remote Code Importan | No | No
Execution t

CVE-2024-43514 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43524 | Remote Code Importan | No | No
Execution t

CVE-2024-43615 | Remote Code Importan | No | No
Execution t

CVE-2024-43561 | Denial of Importan | No | No
Service t

CVE-2024-43570 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43573 | Spoofing Moderate | Yes | Yes

CVE-2024-43599 | Remote Code Importan | No | No
Execution t

CVE-2024-43563 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43556 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43583 | Elevation of | Importan | Yes | No
Privilege t

CVE-2024-43554 | Information Importan | No | No
Disclosure t

CVE-2024-43516 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43518 | Remote Code Importan | No | No
Execution t

CVE-2024-43511 | Elevation of | Importan | No | No
Privilege t
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CVE-2024-43542 | Denial of Importan | No | No
Service t
CVE-2024-43501 | Elevation of | Importan | No | No
Privilege t
CVE-2024-30092 | Remote Code Importan | No | No
Execution t
CVE-2024-43519 | Remote Code Importan | No | No
Execution t
CVE-2024-43526 | Remote Code Importan | No | No
Execution t
CVE-2024-43581 | Remote Code Importan | No | No
Execution t
CVE-2024-43574 | Remote Code Importan | No | No
Execution t
CVE-2024-43509 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43528 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43547 | Information Importan | No | No
Disclosure t
CVE-2024-37982 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43529 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43546 | Information Importan | No | No
Disclosure t
CVE-2024-43534 | Information Importan | No | No
Disclosure t
CVE-2024-43515 | Denial of Importan | No | No
Service t
CVE-2024-20659 | Security Importan | Yes | No
Feature t
Bypass
5044306 | 5 f& | October 8, CVE-2024-43520 | Denial of Importan | No No
2024— Service t
KB5044306 CVE-2024-43544 | Denial of Importan | No | No
(Security- Service t
only CVE-2024-43535 | Elevation of | Importan | No No
update) - Privilege t
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Microsoft
Support
for
Windows
Server
2008
Datacenter
ESU, Window
s Server
2008
Standard
ESU, Window
s Server
2008
Enterprise
ESU

CVE-2024-43553 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43532 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43517 | Remote Code Importan | No | No
Execution t

CVE-2024-43572 | Remote Code Importan | Yes | Yes
Execution t

CVE-2024-43541 | Denial of Importan | No | No
Service t

CVE-2024-43589 | Remote Code Importan | No | No
Execution t

CVE-2024-43564 | Remote Code Importan | No | No
Execution t

CVE-2024-43549 | Remote Code Importan | No | No
Execution t

CVE-2024-43593 | Remote Code Importan | No | No
Execution t

CVE-2024-38124 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43556 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43570 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43583 | Elevation of | Importan | Yes | No
Privilege t

CVE-2024-43518 | Remote Code Importan | No | No
Execution t

CVE-2024-38265 | Remote Code Importan | No | No
Execution t

CVE-2024-43501 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43519 | Remote Code Importan | No | No
Execution t

CVE-2024-38212 | Remote Code Importan | No | No
Execution t

CVE-2024-43608 | Remote Code Importan | No No
Execution t

CVE-2024-43509 | Elevation of | Importan | No No
Privilege t
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CVE-2024-38261 | Remote Code Importan | No | No
Execution t
CVE-2024-43607 | Remote Code Importan | No | No
Execution t
CVE-2024-43545 | Denial of Importan | No | No
Service t
CVE-2024-43592 | Remote Code Importan | No | No
Execution t
CVE-2024-43453 | Remote Code Importan | No | No
Execution t
CVE-2024-43547 | Information Importan | No No
Disclosure t
CVE-2024-38262 | Remote Code Importan | No | No
Execution t
CVE-2024-43611 | Remote Code Importan | No | No
Execution t
CVE-2024-43534 | Information Importan | No | No
Disclosure t
CVE-2024-43515 | Denial of Importan | No | No
Service t
5044321 | & f& | October 8, CVE-2024-43520 | Denial of Importan | No No
2024— Service t
KB5044321 CVE-2024-43544 | Denial of Importan | No | No
(Security- Service t
only CVE-2024-43535 | Elevation of | Importan | No | No
update) - Privilege t
Microsoft CVE-2024-43553 | Elevation of | Importan | No | No
Support Privilege t
for CVE-2024-43506 | Denial of Importan | No | No
Windows Service t
Server CVE-2024-43532 | Elevation of | Importan | No | No
2008 R2 Privilege t
Enterprise | CVE-2024-43517 | Remote Code Importan | No | No
ESU, Window Execution t
s Server CVE-2024-43456 | Tampering Importan | No | No
2008 R2 t
Standard | cvE-2024-43572 | Remote Code | Importan | Yes | Yes
ESU, Window Execution t
s Server CVE-2024-43541 | Denial of Importan | No | No
2008 R2 Service t
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Datacenter
ESU, Window
s Embedded
POSReady 7
ESU

CVE-2024-38149 | Denial of Importan | No | No
Service t

CVE-2024-43589 | Remote Code Importan | No | No
Execution t

CVE-2024-43564 | Remote Code Importan | No | No
Execution t

CVE-2024-43549 | Remote Code Importan | No | No
Execution t

CVE-2024-43593 | Remote Code Importan | No | No
Execution t

CVE-2024-38124 | Elevation of | Importan | No No
Privilege t

CVE-2024-43556 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43570 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43599 | Remote Code Importan | No | No
Execution t

CVE-2024-43583 | Elevation of | Importan | Yes | No
Privilege t

CVE-2024-43518 | Remote Code Importan | No | No
Execution t

CVE-2024-38265 | Remote Code Importan | No | No
Execution t

CVE-2024-43501 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43519 | Remote Code Importan | No | No
Execution t

CVE-2024-38212 | Remote Code Importan | No | No
Execution t

CVE-2024-43608 | Remote Code Importan | No | No
Execution t

CVE-2024-43509 | Elevation of | Importan | No | No
Privilege t

CVE-2024-38261 | Remote Code Importan | No | No
Execution t

CVE-2024-43607 | Remote Code Importan | No No
Execution t

CVE-2024-43545 | Denial of Importan | No No
Service t
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CVE-2024-43592 | Remote Code Importan | No | No
Execution t
CVE-2024-43453 | Remote Code Importan | No | No
Execution t
CVE-2024-38262 | Remote Code Importan | No | No
Execution t
CVE-2024-43547 | Information Importan | No | No
Disclosure t
CVE-2024-43611 | Remote Code Importan | No | No
Execution t
CVE-2024-43534 | Information Importan | No No
Disclosure t
CVE-2024-43515 | Denial of Importan | No | No
Service t
5044356 | & f& | October 8, CVE-2024-43520 | Denial of Importan | No No
2024— Service t
KB5044356 CVE-2024-43544 | Denial of Importan | No | No
(Monthly Service t
Rollup) - CVE-2024-43535 | Elevation of | Importan | No | No
Microsoft Privilege t
Support CVE-2024-43553 | Elevation of | Importan | No | No
for Privilege t
Windows CVE-2024-43506 | Denial of Importan | No | No
Server Service t
2008 R2 CVE-2024-43532 | Elevation of | Importan | No | No
Enterprise Privilege t
ESU, Window | (VE-2024-43517 | Remote Code | Importan |No |No
s Server Execution t
2008 R2 CVE-2024-43456 | Tampering Importan |No | No
Standard t
ESU, Window | cyE-2024-43572 | Remote Code | Importan | Yes | Ves
s Server Execution t
2008 R2 CVE-2024-43541 | Denial of | Importan |No |No
Datacenter Service t
ESU, Window  "cyg9024-38149 | Denial of | Importan | No |No
s Embedded Service "
POSReady 7 F'cyp-9024-43589 | Remote Code | Importan | No | No
ESU Execution t
CVE-2024-43564 | Remote Code Importan | No No
Execution t
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CVE-2024-43549 | Remote Code Importan | No | No
Execution t

CVE-2024-43593 | Remote Code Importan | No | No
Execution t

CVE-2024-38124 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43556 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43570 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43599 | Remote Code Importan | No | No
Execution t

CVE-2024-43583 | Elevation of | Importan | Yes | No
Privilege t

CVE-2024-43518 | Remote Code Importan | No | No
Execution t

CVE-2024-38265 | Remote Code Importan | No | No
Execution t

CVE-2024-43501 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43519 | Remote Code Importan | No | No
Execution t

CVE-2024-38212 | Remote Code Importan | No | No
Execution t

CVE-2024-43608 | Remote Code Importan | No | No
Execution t

CVE-2024-43509 | Elevation of | Importan | No | No
Privilege t

CVE-2024-38261 | Remote Code Importan | No | No
Execution t

CVE-2024-43607 | Remote Code Importan | No | No
Execution t

CVE-2024-43545 | Denial of Importan | No | No
Service t

CVE-2024-43592 | Remote Code Importan | No No
Execution t

CVE-2024-43453 | Remote Code Importan | No No
Execution t

CVE-2024-38262 | Remote Code Importan | No No
Execution t

% 35 T




Wwo T = 1s

F-RRERLNEE TEEEHR 2024 F 10 AT EEFHEBSE
CVE-2024-43547 | Information Importan | No | No
Disclosure t
CVE-2024-43611 | Remote Code Importan | No | No
Execution t
CVE-2024-43534 | Information Importan | No | No
Disclosure t
CVE-2024-43515 | Denial of Importan | No | No
Service t
5044293 | & f& | October 8, CVE-2024-43520 | Denial of Importan | No No
2024— Service t
KB5044293 CVE-2024-43544 | Denial of Importan | No | No
(0S Build Service t
14393. 7428 | CVE-2024-43535 | Elevation of | Importan | No | No
) - Privilege t
Microsoft CVE-2024-43512 | Denial of Importan | No | No
Support Service t
for CVE-2024-43513 | Security Importan | No | No
Windows Feature t
10, Bypass
version CVE-2024-43553 | Elevation of | Importan | No | No
1607, all Privilege t
editions, W | CVE-2024-43506 | Denial of Importan | No |No
indows Service t
Server CVE-2024-43567 | Denial of Importan | No | No
2016, all Service t
editions | cyE-2024-37983 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43532 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43484 | Denial of Importan | No | No
Service t
CVE-2024-43562 | Denial of Importan | No | No
Service t
CVE-2024-43550 | Spoofing Importan | No No
t
CVE-2024-43517 | Remote Code Importan | No | No
Execution t
CVE-2024-43456 | Tampering Importan | No No
t
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CVE-2024-43572 | Remote Code Importan | Yes | Yes
Execution t

CVE-2024-37976 | Security Importan | No | No
Feature t
Bypass

CVE-2024-43565 | Denial of Importan | No | No
Service t

CVE-2024-43541 | Denial of Importan | No | No
Service t

CVE-2024-43560 | Elevation of | Importan | No | No
Privilege t

CVE-2024-38149 | Denial of Importan | No | No
Service t

CVE-2024-43521 | Denial of Importan | No | No
Service t

CVE-2024-43551 | Elevation of | Importan | No | No
Privilege t

CVE-2024-37979 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43589 | Remote Code Importan | No | No
Execution t

CVE-2024-43514 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43564 | Remote Code Importan | No | No
Execution t

CVE-2024-43549 | Remote Code Importan | No | No
Execution t

CVE-2024-43593 | Remote Code Importan | No | No
Execution t

CVE-2024-38124 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43570 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43575 | Denial of Importan | No | No
Service t

CVE-2024-43599 | Remote Code Importan | No No
Execution t

CVE-2024-43563 | Elevation of | Importan | No No
Privilege t

CVE-2024-43556 | Elevation of | Importan | No No
Privilege t
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CVE-2024-43573 | Spoofing Moderate | Yes | Yes
CVE-2024-43583 | Elevation of | Importan | Yes | No
Privilege t
CVE-2024-43554 | Information Importan | No | No
Disclosure t
CVE-2024-43516 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43518 | Remote Code Importan | No | No
Execution t
CVE-2024-43511 | Elevation of | Importan | No | No
Privilege t
CVE-2024-38265 | Remote Code Importan | No | No
Execution t
CVE-2024-43501 | Elevation of | Importan | No | No
Privilege t
CVE-2024-30092 | Remote Code Importan | No | No
Execution t
CVE-2024-43519 | Remote Code Importan | No | No
Execution t
CVE-2024-38212 | Remote Code Importan | No | No
Execution t
CVE-2024-43608 | Remote Code Importan | No | No
Execution t
CVE-2024-43509 | Elevation of | Importan | No | No
Privilege t
CVE-2024-38261 | Remote Code Importan | No | No
Execution t
CVE-2024-43607 | Remote Code Importan | No | No
Execution t
CVE-2024-43545 | Denial of Importan | No | No
Service t
CVE-2024-43592 | Remote Code Importan | No | No
Execution t
CVE-2024-43453 | Remote Code Importan | No | No
Execution t
CVE-2024-43547 | Information Importan | No No
Disclosure t
CVE-2024-38262 | Remote Code Importan | No No
Execution t
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CVE-2024-37982 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43611 | Remote Code Importan | No | No
Execution t
CVE-2024-43483 | Denial of Importan | No | No
Service t
CVE-2024-43534 | Information Importan | No | No
Disclosure t
CVE-2024-43515 | Denial of Importan | No | No
Service t
5044280 | & f& | October 8, CVE-2024-43520 | Denial of Importan | No No
2024— Service t
KB5044280 CVE-2024-43582 | Remote Code | Critical | No | No
(0S Build Execution
22000. 3260 | CVE-2024-43557 | Denial of Importan | No | No
) - Service t
Microsoft CVE-2024-43559 | Denial of Importan | No | No
Support Service t
for CVE-2024-43523 | Remote Code Importan | No | No
Windows 11 Execution t
version CVE-2024-43535 | Elevation of | Importan | No | No
21H2, all Privilege t
editions CVE-2024-43513 | Security Importan | No |No
Feature t
Bypass
CVE-2024-43506 | Denial of Importan | No | No
Service t
CVE-2024-43585 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43555 | Denial of Importan | No | No
Service t
CVE-2024-43553 | Elevation of | Importan | No | No
Privilege t
CVE-2024-37983 | Security Importan | No No
Feature t
Bypass
CVE-2024-43536 | Remote Code Importan | No No
Execution t
CVE-2024-6197 Remote Code Importan | Yes | No
Execution t
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CVE-2024-43540 | Denial of Importan | No | No
Service t
CVE-2024-43532 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43562 | Denial of Importan | No | No
Service t
CVE-2024-43537 | Denial of Importan | No | No
Service t
CVE-2024-43550 | Spoofing Importan | No | No
t
CVE-2024-43517 | Remote Code Importan | No | No
Execution t
CVE-2024-43572 | Remote Code Importan | Yes | Yes
Execution t
CVE-2024-37976 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43538 | Denial of Importan | No | No
Service t
CVE-2024-43565 | Denial of Importan | No | No
Service t
CVE-2024-43543 | Remote Code Importan | No | No
Execution t
CVE-2024-43560 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43558 | Denial of Importan | No | No
Service t
CVE-2024-38149 | Denial of Importan | No | No
Service t
CVE-2024-43551 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43525 | Remote Code Importan | No | No
Execution t
CVE-2024-43514 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43524 | Remote Code Importan | No No
Execution t
CVE-2024-43615 | Remote Code Importan | No | No
Execution t
CVE-2024-43556 | Elevation of | Importan | No No
Privilege t
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CVE-2024-43561 | Denial of Importan | No | No
Service t

CVE-2024-43599 | Remote Code Importan | No | No
Execution t

CVE-2024-43563 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43570 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43573 | Spoofing Moderate | Yes | Yes

CVE-2024-43583 | Elevation of | Importan | Yes | No
Privilege t

CVE-2024-43554 | Information Importan | No No
Disclosure t

CVE-2024-43516 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43518 | Remote Code Importan | No | No
Execution t

CVE-2024-43511 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43542 | Denial of Importan | No | No
Service t

CVE-2024-43501 | Elevation of | Importan | No | No
Privilege t

CVE-2024-30092 | Remote Code Importan | No | No
Execution t

CVE-2024-43519 | Remote Code Importan | No | No
Execution t

CVE-2024-43526 | Remote Code Importan | No | No
Execution t

CVE-2024-43581 | Remote Code Importan | No | No
Execution t

CVE-2024-43574 | Remote Code Importan | No | No
Execution t

CVE-2024-43509 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43528 | Elevation of | Importan | No No
Privilege t

CVE-2024-43533 | Remote Code Importan | No No
Execution t

CVE-2024-43547 | Information Importan | No No
Disclosure t
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CVE-2024-37982 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43529 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43546 | Information Importan | No | No
Disclosure t
CVE-2024-43534 | Information Importan | No | No
Disclosure t
CVE-2024-43515 | Denial of Importan | No | No
Service t
CVE-2024-20659 | Security Importan | Yes | No
Feature t
Bypass
CVE-2024-43584 | Security Importan | No | No
Feature t
Bypass
5044342 | & f& | October 8, CVE-2024-43520 | Denial of Importan | No No
2024— Service t
KB5044342 CVE-2024-43544 | Denial of Importan | No | No
(Monthly Service t
Rollup) - | CVE-2024-43535 | Elevation of | Importan [No | No
Microsoft Privilege t
Support CVE-2024-43553 | Elevation of | Importan | No | No
for Privilege t
Windows CVE-2024-43506 | Denial of Importan | No | No
Server Service t
2012 ESU CVE-2024-43567 | Denial of Importan | No | No
Service t
CVE-2024-37983 | Security Importan | No | No
Feature t
Bypass
CVE-2024-43532 | Elevation of | Importan | No | No
Privilege t
CVE-2024-43550 | Spoofing Importan | No No
t
CVE-2024-43517 | Remote Code Importan | No | No
Execution t
CVE-2024-43456 | Tampering Importan | No No
t
CVE-2024-43572 | Remote Code Importan | Yes | Yes
Execution t
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CVE-2024-37976 | Security Importan | No | No
Feature t
Bypass

CVE-2024-43541 | Denial of Importan | No | No
Service t

CVE-2024-43560 | Elevation of | Importan | No | No
Privilege t

CVE-2024-38149 | Denial of Importan | No | No
Service t

CVE-2024-43521 | Denial of Importan | No | No
Service t

CVE-2024-37979 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43589 | Remote Code Importan | No | No
Execution t

CVE-2024-43514 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43564 | Remote Code Importan | No | No
Execution t

CVE-2024-43549 | Remote Code Importan | No | No
Execution t

CVE-2024-43593 | Remote Code Importan | No | No
Execution t

CVE-2024-38124 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43556 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43570 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43599 | Remote Code Importan | No | No
Execution t

CVE-2024-43563 | Elevation of | Importan | No | No
Privilege t

CVE-2024-43583 | Elevation of | Importan | Yes | No
Privilege t

CVE-2024-43518 | Remote Code Importan | No | No
Execution t

CVE-2024-38265 | Remote Code Importan | No No
Execution t

CVE-2024-43501 | Elevation of | Importan | No | No
Privilege t
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CVE-2024-43519 | Remote Code Importan | No | No
Execution t

CVE-2024-38212 | Remote Code Importan | No | No
Execution t

CVE-2024-43608 | Remote Code Importan | No | No
Execution t

CVE-2024-43509 | Elevation of | Importan | No | No
Privilege t

CVE-2024-38261 | Remote Code Importan | No | No
Execution t

CVE-2024-43607 | Remote Code Importan | No | No
Execution t

CVE-2024-43545 | Denial of Importan | No | No
Service t

CVE-2024-43592 | Remote Code Importan | No | No
Execution t

CVE-2024-43453 | Remote Code Importan | No | No
Execution t

CVE-2024-38262 | Remote Code Importan | No | No
Execution t

CVE-2024-43547 | Information Importan | No | No
Disclosure t

CVE-2024-37982 | Security Importan | No | No
Feature t
Bypass

CVE-2024-43611 | Remote Code Importan | No | No
Execution t

CVE-2024-43534 | Information Importan | No | No
Disclosure t

CVE-2024-43515 | Denial of Importan | No | No
Service t
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5044098 | & f& | October 8, CVE-2024-43483 | Denial of | Important
2024- Service
Security and
Quality
Rollup

No

No

CVE-2024-43484 | Denial of | Important

Service

for .NET
Framework
2.0, 3.0,
3.5 SP1,
4.6.2 for
Windows
Server 2008
SP2
(KB5044098)
— Microsoft
Support

No

No

5002643 | & fG | Description | CVE-2024-43504 | Remote Important
of the Code
security Execution
update for
Excel 2016:
October 8,
2024
(KB5002643)
— Microsoft

Support

No

No

5044085 | & f& | October 8, CVE-2024-43483 | Denial of | Important
2024- Service

No

No

Security CVE-2024-43484 | Denial of | Important
Only Update Service
for .NET

Framework

No

No
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3.5.1,
4.6.2, 4.7,
4.7.1,
4.7.2, 4.8
for Windows
Server 2008
R2 SP1
(KB5044085)
— Microsoft

Support

5044095 | & f& | October 8, CVE-2024-43483 | Denial of | Important | No No
2024- Service

Security and | CVE-2024-43484 | Denial of | Important | No | No
Quality Service
Rollup

for .NET
Framework
3.5.1,
4.6.2, 4.7,
4.7.1,
4.7.2, 4.8
for Windows
Server 2008
R2 SP1
(KB5044095)
— Microsoft

Support

5044030 | & f& | October 8, CVE-2024-43483 | Denial of | Important | No | No
2024- Service

KB5044030 CVE-2024-43484 | Denial of | Important |[No | No
Cumulative Service
Update

for .NET
Framework
3.5 and
4.8.1 for
Windows 11,
version 24H2
— Microsoft

Support

5044091 | & f& | October 8, CVE-2024-43483 | Denial of | Important | No No
2024- Service
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KB5044091 CVE-2024-43484 | Denial of | Important | No | No
Cumulative Service
Update

for .NET
Framework
3.5, 4.8 and
4.8.1 for
Windows 10
Version 22H2
— Microsoft

Support

5044096 | & f& | October 8, CVE-2024-43483 | Denial of | Important | No No
2024- Service

Security and | CVE-2024-43484 | Denial of | Important | No No
Quality Service
Rollup

for .NET
Framework
3.5, 4.6.2,
4.7, 4.7.1,
4.7.2, 4.8
for Windows
Server 2012
(KB5044096)
— Microsoft

Support

5002645 | =fG | Description CVE-2024-43503 | Elevation | Important | No No
of the of
security Privilege
update for
SharePoint
Enterprise
Server 2016:
October 8,
2024
(KB5002645)
— Microsoft

Support

5044092 | & f& | October 8, CVE-2024-43483 | Denial of | Important | No No
2024- Service

KB5044092 CVE-2024-43484 | Denial of | Important | No | No

Cumulative Service
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http://support.microsoft.com/kb/5044096
http://support.microsoft.com/kb/5002645
http://support.microsoft.com/kb/5044092
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Update

for .NET
Framework
3.5, 4.8 and
4.8.1 for
Windows 11,
version 21H2
- Microsoft

Support

5044089 | & f& | October 8, CVE-2024-43483 | Denial of | Important | No No
2024- Service

KB5044089 CVE-2024-43484 | Denial of | Important | No | No
Cumulative Service
Update

for .NET
Framework
3.5, 4.7.2
and 4.8 for
Windows 10,
version 1809
and Windows
Server 2019
— Microsoft

Support

5044099

il
=

October 8, CVE-2024-43483 | Denial of | Important | No No
2024- Service

KB5044099 CVE-2024-43484 | Denial of | Important |[No | No
Cumulative Service
Update

for . NET
Framework
3.5, 4.8 and
4.8.1 for
Windows
Server 2022
— Microsoft

Support

5044033 | & f& | October 8, CVE-2024-43483 | Denial of | Important | No No
2024- Service

KB5044033 CVE-2024-43484 | Denial of | Important | No | No
Cumulative Service
Update
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http://support.microsoft.com/kb/5044089
http://support.microsoft.com/kb/5044099
http://support.microsoft.com/kb/5044033
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for .NET
Framework
3.5 and
4.8.1 for
Windows 11,
version 22H2
and Windows
11, version
23H2 -
Microsoft

Support

5044090 | & f& | October 8, CVE-2024-43483 | Denial of | Important | No No
2024- Service

KB5044090 CVE-2024-43484 | Denial of | Important | No | No
Cumulative Service
Update

for .NET
Framework
3.5, 4.8 and
4.8.1 for
Windows 10
Version 21H2
— Microsoft

Support

5044021

il
=

October 8, CVE-2024-43483 | Denial of | Important | No No
2024- Service

KB5044021 CVE-2024-43484 | Denial of | Important |[No | No
Cumulative Service
Update

for . NET
Framework
4.8 for
Windows 10,
version 1607
and Windows
Server 2016
— Microsoft

Support

5044086 | & f& | October 8, CVE-2024-43483 | Denial of | Important | No No
2024- Service

Security CVE-2024-43484 | Denial of | Important | No | No
Only Update Service
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http://support.microsoft.com/kb/5044090
http://support.microsoft.com/kb/5044021
http://support.microsoft.com/kb/5044086
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for .NET
Framework
2.0, 3.0,
3.5 SP1,
4.6.2 for
Windows
Server 2008
SP2
(KB5044086)
— Microsoft

Support

5044097 | =&

October 8,
2024-
Security and
Quality
Rollup

for .NET
Framework
3.5, 4.6.2,
4.7, 4.7.1,
4.7.2, 4.8
for Windows
Server 2012
R2
(KB5044097)
— Microsoft

Support

CVE-2024-43483

Denial of

Service

Important

No

No

CVE-2024-43484

Denial of

Service

Important

No

No

5002635 | &= fE

Description
of the
security
update for
Office 2016:
October 8,
2024
(KB5002635)
— Microsoft

Support

CVE-2024-43609

Spoofing

Important

No

No

T
1. bidEkH

“ORI AT RIS 25 PRAE U AT .

St
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http://support.microsoft.com/kb/5044097
http://support.microsoft.com/kb/5002635
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0 - WA (Exploitation Detected)

1 - BEAA AR A (Exploitation More Likely)
2 — AKA[REFIAH (Exploitation Less Likely)

3 — ANA[REFI A (Exploitation Unlikely)

4 = AR (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates

St
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