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F2E ERKEHT

AHA 18 2w A 223 PR 2 UL IR — 2% 4F, 75 ZEE fUORE.
IAZEZ (Severity) = H (Critical) ,
AN FE (Publicly Disclosed) =& (Yes) ,
Oz it (Exploited) =4 (Yes) ,
TRIABI AT R M (Exploitability Assessment) =" 24 A
(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More

1.

2.
3.
4

Likely) ”

FEHW R

5002497

CVE-2023-36761

5002483

Information

Disclosure

Important

Yes

Yes

Exploitation
Detected

5030217

CVE-2023-36804

5030271

5030211

5030220

5030216

5030286

5030214

5030269

5030261

5030213

5030279

5030287

5030265

5030278

5030219

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5030217

CVE-2023-38161

5030271

5030211

5030220

5030216

5030286

5030214

5030269

5030261

5030213

5030279

Elevation of

Privilege

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5002497
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36761
http://support.microsoft.com/kb/5002483
http://support.microsoft.com/kb/5030217
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36804
http://support.microsoft.com/kb/5030271
http://support.microsoft.com/kb/5030211
http://support.microsoft.com/kb/5030220
http://support.microsoft.com/kb/5030216
http://support.microsoft.com/kb/5030286
http://support.microsoft.com/kb/5030214
http://support.microsoft.com/kb/5030269
http://support.microsoft.com/kb/5030261
http://support.microsoft.com/kb/5030213
http://support.microsoft.com/kb/5030279
http://support.microsoft.com/kb/5030287
http://support.microsoft.com/kb/5030265
http://support.microsoft.com/kb/5030278
http://support.microsoft.com/kb/5030219
http://support.microsoft.com/kb/5030217
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-38161
http://support.microsoft.com/kb/5030271
http://support.microsoft.com/kb/5030211
http://support.microsoft.com/kb/5030220
http://support.microsoft.com/kb/5030216
http://support.microsoft.com/kb/5030286
http://support.microsoft.com/kb/5030214
http://support.microsoft.com/kb/5030269
http://support.microsoft.com/kb/5030261
http://support.microsoft.com/kb/5030213
http://support.microsoft.com/kb/5030279
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2030287

5030265

5030278

5030219

5030217

CVE-2023-38142

2030271

2030211

5030220

5030216

5030286

5030214

5030269

2030261

5030213

5030279

2030287

5030265

5030278

5030219

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5030217

CVE-2023-38144

2030271

2030211

5030220

5030216

5030286

5030214

5030269

2030261

5030213

5030279

2030287

5030265

5030278

5030219

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5030217

CVE-2023-38160

2030271

2030211

5030220

5030216

5030286

5030214

Information

Disclosure

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5030287
http://support.microsoft.com/kb/5030265
http://support.microsoft.com/kb/5030278
http://support.microsoft.com/kb/5030219
http://support.microsoft.com/kb/5030217
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-38142
http://support.microsoft.com/kb/5030271
http://support.microsoft.com/kb/5030211
http://support.microsoft.com/kb/5030220
http://support.microsoft.com/kb/5030216
http://support.microsoft.com/kb/5030286
http://support.microsoft.com/kb/5030214
http://support.microsoft.com/kb/5030269
http://support.microsoft.com/kb/5030261
http://support.microsoft.com/kb/5030213
http://support.microsoft.com/kb/5030279
http://support.microsoft.com/kb/5030287
http://support.microsoft.com/kb/5030265
http://support.microsoft.com/kb/5030278
http://support.microsoft.com/kb/5030219
http://support.microsoft.com/kb/5030217
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-38144
http://support.microsoft.com/kb/5030271
http://support.microsoft.com/kb/5030211
http://support.microsoft.com/kb/5030220
http://support.microsoft.com/kb/5030216
http://support.microsoft.com/kb/5030286
http://support.microsoft.com/kb/5030214
http://support.microsoft.com/kb/5030269
http://support.microsoft.com/kb/5030261
http://support.microsoft.com/kb/5030213
http://support.microsoft.com/kb/5030279
http://support.microsoft.com/kb/5030287
http://support.microsoft.com/kb/5030265
http://support.microsoft.com/kb/5030278
http://support.microsoft.com/kb/5030219
http://support.microsoft.com/kb/5030217
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-38160
http://support.microsoft.com/kb/5030271
http://support.microsoft.com/kb/5030211
http://support.microsoft.com/kb/5030220
http://support.microsoft.com/kb/5030216
http://support.microsoft.com/kb/5030286
http://support.microsoft.com/kb/5030214
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5030269

2030261

5030213

5030279

2030287

5030265

5030278

5030219

5030217

CVE-2023-38148

2030211

5030216

5030219

Remote Code

Execution

Critical

No

No

Exploitation
More Likely

5030217

CVE-2023-36802

2030211

5030216

5030214

5030219

Elevation of

Privilege

Important

No

Yes

Exploitation
Detected

5030217

CVE-2023-38143

2030271

2030211

5030220

5030216

5030286

5030214

5030269

2030261

5030213

5030279

2030287

5030265

5030278

5030219

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5030271

CVE-2023-38152

5030216

5030286

5030214

5030269

2030261

5030213

5030279

5030287

Information

Disclosure

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5030269
http://support.microsoft.com/kb/5030261
http://support.microsoft.com/kb/5030213
http://support.microsoft.com/kb/5030279
http://support.microsoft.com/kb/5030287
http://support.microsoft.com/kb/5030265
http://support.microsoft.com/kb/5030278
http://support.microsoft.com/kb/5030219
http://support.microsoft.com/kb/5030217
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-38148
http://support.microsoft.com/kb/5030211
http://support.microsoft.com/kb/5030216
http://support.microsoft.com/kb/5030219
http://support.microsoft.com/kb/5030217
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36802
http://support.microsoft.com/kb/5030211
http://support.microsoft.com/kb/5030216
http://support.microsoft.com/kb/5030214
http://support.microsoft.com/kb/5030219
http://support.microsoft.com/kb/5030217
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-38143
http://support.microsoft.com/kb/5030271
http://support.microsoft.com/kb/5030211
http://support.microsoft.com/kb/5030220
http://support.microsoft.com/kb/5030216
http://support.microsoft.com/kb/5030286
http://support.microsoft.com/kb/5030214
http://support.microsoft.com/kb/5030269
http://support.microsoft.com/kb/5030261
http://support.microsoft.com/kb/5030213
http://support.microsoft.com/kb/5030279
http://support.microsoft.com/kb/5030287
http://support.microsoft.com/kb/5030265
http://support.microsoft.com/kb/5030278
http://support.microsoft.com/kb/5030219
http://support.microsoft.com/kb/5030271
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-38152
http://support.microsoft.com/kb/5030216
http://support.microsoft.com/kb/5030286
http://support.microsoft.com/kb/5030214
http://support.microsoft.com/kb/5030269
http://support.microsoft.com/kb/5030261
http://support.microsoft.com/kb/5030213
http://support.microsoft.com/kb/5030279
http://support.microsoft.com/kb/5030287
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5030265

5030278

5030181

CVE-2023-36793

5029924

5030184

5030186

5030185

5030178

2030182

5030183

5030180

5030179

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5030181

CVE-2023-36796

5029924

5030184

5030186

5030185

5030178

2030182

5030183

5030180

5030179

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5030181

CVE-2023-36792

5029924

5030184

5030186

5030185

5030178

2030182

5030183

5030180

5030179

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely



http://support.microsoft.com/kb/5030265
http://support.microsoft.com/kb/5030278
http://support.microsoft.com/kb/5030181
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36793
http://support.microsoft.com/kb/5029924
http://support.microsoft.com/kb/5030184
http://support.microsoft.com/kb/5030186
http://support.microsoft.com/kb/5030185
http://support.microsoft.com/kb/5030178
http://support.microsoft.com/kb/5030182
http://support.microsoft.com/kb/5030183
http://support.microsoft.com/kb/5030180
http://support.microsoft.com/kb/5030179
http://support.microsoft.com/kb/5030181
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36796
http://support.microsoft.com/kb/5029924
http://support.microsoft.com/kb/5030184
http://support.microsoft.com/kb/5030186
http://support.microsoft.com/kb/5030185
http://support.microsoft.com/kb/5030178
http://support.microsoft.com/kb/5030182
http://support.microsoft.com/kb/5030183
http://support.microsoft.com/kb/5030180
http://support.microsoft.com/kb/5030179
http://support.microsoft.com/kb/5030181
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36792
http://support.microsoft.com/kb/5029924
http://support.microsoft.com/kb/5030184
http://support.microsoft.com/kb/5030186
http://support.microsoft.com/kb/5030185
http://support.microsoft.com/kb/5030178
http://support.microsoft.com/kb/5030182
http://support.microsoft.com/kb/5030183
http://support.microsoft.com/kb/5030180
http://support.microsoft.com/kb/5030179
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FAE RN T IEHFIZR

September
12,
2023—
KB5030217
(0S Build
22000. 241
6) -
Microsoft
Support
for
Windows
11
version
21H2, all
editions

CVE-2023-36804 | Elevation of | Important | No | No
Privilege

CVE-2023-38140 | Information Important | No | No
Disclosure

CVE-2023-38150 | Elevation of | Important | No | No
Privilege

CVE-2023-38146 | Remote Code Important | No | No
Execution

CVE-2023-38161 | Elevation of | Important | No | No
Privilege

CVE-2023-38142 | Elevation of | Important | No | No
Privilege

CVE-2023-38139 | Elevation of | Important | No | No
Privilege

CVE-2023-38144 | Elevation of | Important | No | No
Privilege

CVE-2023-38149 | Denial of Important | No | No
Service

CVE-2023-35355 | Elevation of | Important | No | No
Privilege

CVE-2023-38147 | Remote Code Important | No | No
Execution

CVE-2023-38141 | Elevation of | Important | No | No
Privilege

CVE-2023-38160 | Information Important | No | No
Disclosure

CVE-2023-38148 | Remote Code | Critical No | No
Execution

CVE-2023-36803 | Information Important | No | No
Disclosure

%8 M



http://support.microsoft.com/kb/5030217
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CVE-2023-36802 | Elevation of | Important | No | Yes
Privilege
CVE-2023-38143 | Elevation of | Important | No | No
Privilege
CVE-2023-36805 | Security Important | No | No
Feature
Bypass
5030271 | &ifG | September | CVE-2023-36804 | Elevation of | Important | No No
12, Privilege
2023— CVE-2023-38161 | Elevation of | Important | No | No
KB5030271 Privilege
(Monthly | CVE-2023-38142 | Elevation of | Important [No | No
Rollup) - Privilege
Microsoft | CVE-2023-38139 | Elevation of | Important | No | No
Support Privilege
for CVE-2023-38144 | Elevation of | Important | No | No
Windows Privilege
Server CVE-2023-38141 | Elevation of | Important | No | No
2008 Privilege
Datacente | CVE-2023-38160 | Information | Important | No | No
r Disclosure
ESU, Windo | cvE-2023-36801 | Information | Important |No |No
ws Server Disclosure
2008 CVE-2023-38152 | Information | Important |No |No
Standard Disclosure
ESU, Windo | cyp-2023-38143 | Elevation of | Important |No |No
ws Server Privilege
2008
Enterpris
e ESU
5030211 | &ifG | September | CVE-2023-36804 | Elevation of | Important | No No
12, Privilege
2023— CVE-2023-38140 | Information | Important |No | No
KB5030211 Disclosure
(0S CVE-2023-38161 | Elevation of | Important | No | No
Builds Privilege
19044. 344 | CVE-2023-38142 | Elevation of | Important | No | No
8 and Privilege
19045. 344 | CVE-2023-38139 | Elevation of | Important |No |No
8) - Privilege
Microsoft | cVE-2023-38144 | Elevation of | Important | No |No
Support Privilege

9 W



http://support.microsoft.com/kb/5030271
http://support.microsoft.com/kb/5030211

Wwo T = 1s

F-RRERLNEE TREER 2023 F£ 9 AN TEEFES
for CVE-2023-38149 | Denial of Important | No | No
Windows Service
10 CVE-2023-35355 | Elevation of | Important | No | No
Enterpris Privilege
e and CVE-2023-38147 | Remote Code Important | No | No
Education Execution
, version | CVE-2023-38141 | Elevation of | Important | No | No
21H2, Wind Privilege
ows 10 CVE-2023-38160 | Information | Important |No | No
ToT Disclosure
Enterpris | CVE-2023-38148 | Remote Code | Critical No | No
€, Execution
version CVE-2023-36803 | Information | Important | No | No
21HZ, Wind Disclosure
ows 10 CVE-2023-36802 | Elevation of | Important | No | Yes
Enterpris Privilege
e Multi- CVE-2023-38143 | Elevation of | Important | No | No
Session, Privilege
version | cyE-023-36805 | Security Important | No | No
21H2, Wind Feature
ows 10, Bypass
version
22H2, all
editions

5030220 | =i fG | September | CVE-2023-36804 | Elevation of | Important | No No
12, Privilege
2023— CVE-2023-38161 | Elevation of | Important | No | No
KB5030220 Privilege
(0S Build | CVE-2023-38142 | Elevation of | Important |No | No
10240. 201 Privilege
62) - CVE-2023-38139 | Elevation of | Important | No | No
Microsoft Privilege
Support CVE-2023-38144 | Elevation of | Important | No | No
for Privilege
Windows CVE-2023-38149 | Denial of Important | No | No
10 Service
CVE-2023-38147 | Remote Code Important | No No
Execution
CVE-2023-38141 | Elevation of | Important | No No
Privilege
CVE-2023-38160 | Information Important | No No
Disclosure

St
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http://support.microsoft.com/kb/5030220
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CVE-2023-38143 | Elevation of | Important | No | No
Privilege
CVE-2023-36805 | Security Important | No | No
Feature
Bypass
5030216 | =ifG | September | CVE-2023-38161 | Elevation of | Important | No No
12, Privilege
2023— CVE-2023-38142 | Elevation of | Important | No | No
KB5030216 Privilege
(0S Build | CVE-2023-38149 | Denial of Important | No | No
20348. 197 Service
0) - CVE-2023-38144 | Elevation of | Important |No | No
Microsoft Privilege
Support CVE-2023-38147 | Remote Code Important | No | No
for Execution
Windows CVE-2023-38160 | Information Important | No | No
Server Disclosure
2022 CVE-2023-38148 | Remote Code |Critical |No |No
Execution
CVE-2023-38140 | Information Important | No | No
Disclosure
CVE-2023-35355 | Elevation of | Important | No | No
Privilege
CVE-2023-36801 | Information Important | No | No
Disclosure
CVE-2023-36803 | Information Important | No | No
Disclosure
CVE-2023-38162 | Denial of Important | No | No
Service
CVE-2023-38139 | Elevation of | Important | No | No
Privilege
CVE-2023-38141 | Elevation of | Important | No | No
Privilege
CVE-2023-38152 | Information Important | No | No
Disclosure
CVE-2023-36805 | Security Important | No No
Feature
Bypass
CVE-2023-36804 | Elevation of | Important | No No

Privilege

St
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http://support.microsoft.com/kb/5030216
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CVE-2023-36802 | Elevation of | Important | No | Yes
Privilege
CVE-2023-38143 | Elevation of | Important | No | No
Privilege

September | CVE-2023-36804 | Elevation of | Important | No | No
12, Privilege
2023— CVE-2023-38161 | Elevation of | Important | No | No
KB5030286 Privilege
(Security | CVE-2023-38142 | Elevation of Important | No | No
—only Privilege
update) — | CVE-2023-38139 | Elevation of | Important | No | No
Microsoft Privilege
Support CVE-2023-38144 | Elevation of | Important | No | No
for Privilege
Windows CVE-2023-38141 | Elevation of | Important | No | No
Server Privilege
2008 CVE-2023-38160 | Information Important | No | No
Datacente Disclosure
r CVE-2023-36801 | Information | Important | No | No
ESU, Windo Disclosure
ws Server | cyg-2023-38152 | Information Important | No | No
2008 Disclosure
Standard | cyp-9023-38143 | Elevation of | Important |No |No
ESU, Windo Privilege
ws Server
2008
Enterpris
e ESU
September | CVE-2023-36804 | Elevation of | Important | No | No
12, Privilege
2023— CVE-2023-38140 | Information | Important |No | No
KB5030214 Disclosure
(0S Build | CVE-2023-38161 | Elevation of | Important |No | No
17763. 485 Privilege
D - CVE-2023-38142 | Elevation of | Important | No | No
Microsoft Privilege
Support CVE-2023-38139 | Elevation of | Important | No | No
for Win Privilege
10 Ent CVE-2023-38144 | Elevation of | Important |No | No
LTSC Privilege
v2019, Win | cVE-2023-38149 | Denial of Tmportant | No | No
10 IoT Service

St

12 W



http://support.microsoft.com/kb/5030286
http://support.microsoft.com/kb/5030214
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Ent LTSC CVE-2023-35355 | Elevation of | Important | No | No
v2019, Win Privilege
dows 10 CVE-2023-38147 | Remote Code Important | No | No
ToT Core Execution
2019 CVE-2023-38141 | Elevation of | Important |No | No
LTSC, Wind Privilege
Oows CVE-2023-38160 | Information Important | No | No
Server Disclosure
2019 CVE-2023-36801 | Information | Important |No |[No
Disclosure
CVE-2023-38152 | Information Important | No No
Disclosure
CVE-2023-36803 | Information Important | No | No
Disclosure
CVE-2023-36802 | Elevation of | Important | No | Yes
Privilege
CVE-2023-38162 | Denial of Important | No | No
Service
CVE-2023-38143 | Elevation of | Important | No | No
Privilege
CVE-2023-36805 | Security Important | No | No
Feature
Bypass
5030269 | =i fG | September | CVE-2023-36804 | Elevation of | Important | No No
12, Privilege
2023— CVE-2023-38161 | Elevation of | Important | No | No
KB5030269 Privilege
(Monthly CVE-2023-38142 | Elevation of | Important | No | No
Rollup) - Privilege
Microsoft | CVE-2023-38139 | Elevation of | Important | No | No
Support Privilege
for CVE-2023-38144 | Elevation of | Important | No | No
Windows Privilege
Server CVE-2023-38149 | Denial of Important | No | No
2012 R2 Service
CVE-2023-38141 | Elevation of | Important | No No
Privilege
CVE-2023-38160 | Information Important | No No
Disclosure
CVE-2023-36801 | Information Important | No No
Disclosure

St
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http://support.microsoft.com/kb/5030269
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CVE-2023-38152 | Information Important | No | No
Disclosure
CVE-2023-38162 | Denial of Important | No | No
Service
CVE-2023-38143 | Elevation of | Important | No | No
Privilege
CVE-2023-36805 | Security Important | No | No
Feature
Bypass
5030261 | =ifG | September | CVE-2023-36804 | Elevation of | Important | No No
12, Privilege
2023— CVE-2023-38161 | Elevation of | Important | No | No
KB5030261 Privilege
(Security | CVE-2023-38142 | Elevation of | Important |No | No
—only Privilege
update) — | CVE-2023-38139 | Elevation of Important | No | No
Microsoft Privilege
Support CVE-2023-38144 | Elevation of | Important | No | No
for Privilege
Windows | CVE-2023-38149 | Denial of Important | No | No
Server Service
2008 R2 | cVE-2023-38141 | Elevation of | Important |No |No
Enterpris Privilege
e CVE-2023-38160 | Information | Important | No | No
ESU, Windo Disclosure
Ws Server | cyE-2023-36801 | Information | Important |No |No
2008 R2 Disclosure
Standard | cyp-9023-38152 | Information | Important |No | No
ESU, Windo Disclosure
ws Server [cyp9023-38143 | Elevation of | Important | No | No
2008 R2 Privilege
Datacente
T
ESU, Windo
WS
Embedded
Standard
7
ESU, Windo
ws
Embedded

St
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http://support.microsoft.com/kb/5030261
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POSReady
7 ESU
5030213 September | CVE-2023-36804 | Elevation of | Important | No | No
12, Privilege
2023— CVE-2023-38140 | Information Important | No | No
KB5030213 Disclosure
(0S Build | CVE-2023-38161 | Elevation of | Important | No | No
14393. 625 Privilege
2) - CVE-2023-38142 | Elevation of | Important | No | No
Microsoft Privilege
Support CVE-2023-38139 | Elevation of | Important | No | No
for Privilege
Windows CVE-2023-38144 | Elevation of | Important | No | No
10, Privilege
version | CVE-2023-38149 | Denial of Tmportant | No | No
1607, all Service
editions, | CVE-2023-38147 | Remote Code Important | No | No
Windows Execution
Server CVE-2023-38141 | Elevation of | Important | No | No
2016, all Privilege
editions CVE-2023-38160 | Information Important | No | No
Disclosure
CVE-2023-36801 | Information Important | No | No
Disclosure
CVE-2023-38152 | Information Important | No | No
Disclosure
CVE-2023-36803 | Information Important | No | No
Disclosure
CVE-2023-38162 | Denial of Important | No | No
Service
CVE-2023-38143 | Elevation of | Important | No | No
Privilege
CVE-2023-36805 | Security Important | No | No
Feature
Bypass
5030279 September | CVE-2023-36804 | Elevation of | Important | No No
12, Privilege
2023— CVE-2023-38161 | Elevation of | Important | No No
KB5030279 Privilege
(Security | CVE-2023-38142 | Elevation of | Important |No | No
—-only Privilege
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update) — | CVE-2023-38139 | Elevation of | Important | No | No
Microsoft Privilege
Support CVE-2023-38144 | Elevation of | Important | No No
for Privilege
Windows CVE-2023-38149 | Denial of Important | No | No
Server Service
2012 CVE-2023-38141 | Elevation of | Important | No | No
Privilege
CVE-2023-38160 | Information Important | No | No
Disclosure
CVE-2023-36801 | Information Important | No No
Disclosure
CVE-2023-38152 | Information Important | No | No
Disclosure
CVE-2023-38162 | Denial of Important | No | No
Service
CVE-2023-38143 | Elevation of | Important | No | No
Privilege
5030287 | &if& | September | CVE-2023-36804 | Elevation of | Important |No | No
12, Privilege
2023— CVE-2023-38161 | Elevation of | Important | No | No
KB5030287 Privilege
(Security | CVE-2023-38142 | Elevation of | Important | No | No
—only Privilege
update) — | CVE-2023-38139 | Elevation of Important | No | No
Microsoft Privilege
Support CVE-2023-38144 | Elevation of | Important | No | No
for Privilege
Windows CVE-2023-38149 | Denial of Important | No | No
Server Service
2012 R2 | cVE-2023-38141 | Elevation of | Important |No |No
Privilege
CVE-2023-38160 | Information Important | No | No
Disclosure
CVE-2023-36801 | Information Important | No No
Disclosure
CVE-2023-38152 | Information Important | No No
Disclosure
CVE-2023-38162 | Denial of Important | No No
Service
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CVE-2023-38143 | Elevation of | Important | No | No
Privilege
CVE-2023-36805 | Security Important | No | No

Feature
Bypass

September | CVE-2023-36804 | Elevation of | Important | No | No

12, Privilege

2023— CVE-2023-38161 | Elevation of | Important | No | No

KB5030265 Privilege

(Monthly | CVE-2023-38142 | Elevation of | Important [No | No

Rollup) — Privilege

Microsoft | CVE-2023-38139 | Elevation of | Important | No | No

Support Privilege

for CVE-2023-38144 | Elevation of | Important | No | No

Windows Privilege

Server CVE-2023-38149 | Denial of Important | No | No

2008 R2 Service

Enterpris | cyE-2023-38141 | Elevation of Important | No | No

e Privilege

ESU, Windo | cvE-2023-38160 | Information Important | No | No

ws Server Disclosure

2008 R2 | cVE-2023-36801 | Information | Important |No | No

Standard Disclosure

ESU, Windo | cyp-2023-38152 | Information | Important |No |No

ws Server Disclosure

2008 R2 I cyE-2023-38143 | Elevation of | Important |No | No

Datacente Privilege

T

ESU, Windo

ws

Embedded

Standard

7

ESU, Windo

WS

Embedded

POSReady

7 ESU

September | CVE-2023-36804 | Elevation of | Important | No | No

12, Privilege

2023— CVE-2023-38161 | Elevation of | Important | No | No

KB5030278 Privilege
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(Monthly CVE-2023-38142 | Elevation of | Important | No | No
Rollup) - Privilege
Microsoft | CVE-2023-38139 | Elevation of | Important | No | No
Support Privilege
for CVE-2023-38144 | Elevation of | Important | No | No
Windows Privilege
Server CVE-2023-38149 | Denial of Important | No | No
2012 Service

CVE-2023-38141 | Elevation of | Important | No | No
Privilege
CVE-2023-38160 | Information Important | No No
Disclosure
CVE-2023-36801 | Information Important | No | No
Disclosure
CVE-2023-38152 | Information Important | No | No
Disclosure
CVE-2023-38162 | Denial of Important | No | No
Service
CVE-2023-38143 | Elevation of | Important | No | No
Privilege
5030219 | &if& | September | CVE-2023-36804 | Elevation of | Important |No | No
12, Privilege
2023— CVE-2023-38150 | Elevation of | Important | No | No
KB5030219 Privilege
(0S Build | CVE-2023-38146 | Remote Code | Important |No | No
22621. 228 Execution
3) - CVE-2023-38161 | Elevation of | Important | No | No
Microsoft Privilege
Support CVE-2023-38142 | Elevation of | Important | No | No
for Privilege
Windows CVE-2023-38139 | Elevation of | Important | No | No
11 Privilege
version CVE-2023-38144 | Elevation of | Important | No | No
22H2, all Privilege
editions | CVE-2023-38149 | Denial of Important | No | No
Service
CVE-2023-35355 | Elevation of | Important | No No
Privilege
CVE-2023-38147 | Remote Code Important | No No

Execution
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CVE-2023-38141 | Elevation of | Important | No | No
Privilege

CVE-2023-38160 | Information | Important | No | No
Disclosure

CVE-2023-38148 | Remote Code | Critical No | No
Execution

CVE-2023-36803 | Information | Important | No | No
Disclosure

CVE-2023-36802 | Elevation of | Important | No | Yes
Privilege

CVE-2023-38143 | Elevation of | Important | No | No
Privilege

CVE-2023-36805 | Security Important | No | No
Feature
Bypass

A AR ATI AT 22 FOg b T 3% 22 A, VEPIER AT

5002501

AT AR

Descriptio
n of the
security
update for
SharePoint
Enterprise
Server
2016
Language
Pack:
September

BRKIEH

CVE-2023-36762

IR R

Remote Code

Execution

S HEE

Important

®M&EH»

No

No
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12, 2023
(KB5002501
) _

Microsoft

Support

Descriptio
n of the
security
update for
Word 2016:
September
12, 2023
(KB5002497
) -
Microsoft

Support

CVE-2023-36762

Remote Code

Execution

Important

No

No

CVE-2023-36761

Information

Disclosure

Important

Yes

Yes

Descriptio
n of the
security
update for
Excel
2013:
September
12, 2023
(KB5002488
) -
Microsoft

Support

CVE-2023-36766

Information

Disclosure

Important

No

No

Descriptio
n of the
security
update for
Office
2016:
September
12, 2023
(KB5002457
)y -
Microsoft

Support

CVE-2023-41764

Spoofing

Moderate

No

No

CVE-2023-36767

Security
Feature

Bypass

Important

No

No

September
12, 2023-

CVE-2023-36793

Remote Code

Execution

Critical

No

No

St

20 I’



http://support.microsoft.com/kb/5002497
http://support.microsoft.com/kb/5002488
http://support.microsoft.com/kb/5002457
http://support.microsoft.com/kb/5030181

Wwo T = 1s

AR ER2LHEE

HRIEED 2023 £ 9 AN TEEFEL

KB5030181 CVE-2023-36796 | Remote Code | Critical No | No
Cumulative Execution
Update CVE-2023-36792 | Remote Code Critical No No
for .NET Execution
Framework CVE-2023-36794 | Remote Code Important | No | No
3.5, 4.8 Execution
and 4.8.1 CVE-2023-36788 | Remote Code Important | No No
for Execution
Windows
11,
version
21H2 -
Microsoft
Support
September CVE-2023-36796 | Remote Code | Critical No | No
12, 2023- Execution
KB5029924 CVE-2023-36792 | Remote Code | Critical No | No
Cumulative Execution
Update CVE-2023-36793 | Remote Code | Critical No | No
for .NET Execution
Framework CVE-2023-36794 | Remote Code Important | No | No
4.8 for Execution
Windows
10,
version
1607 and
Windows
Server
2016 -
Microsoft
Support

=116 | September CVE-2023-36793 | Remote Code Critical No No
12, 2023- Execution
Security CVE-2023-36796 | Remote Code | Critical No | No
and Execution
Quality CVE-2023-36792 | Remote Code | Critical No | No
Rollup Execution
for .NET CVE-2023-36794 | Remote Code Important | No No
Framework Execution
3.5, CVE-2023-36788 | Remote Code | Important | No | No
4.6.2, Execution
4.7,
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4.7.1,
4.7.2, 4.8
for
Windows
Server
2012 R2
(KB5030184
)y -
Microsoft
Support
5030186 September CVE-2023-36793 | Remote Code Critical No | No
12, 2023- Execution
KB5030186 CVE-2023-36796 | Remote Code | Critical No | No
Cumulative Execution
Update CVE-2023-36792 | Remote Code | Critical No | No
for .NET Execution
Framework CVE-2023-36794 | Remote Code Important | No | No
3.5, 4.8 Execution
and 4.8.1 | CVE-2023-36788 | Remote Code | Important |No | No
for Execution
Windows
Server
2022 -
Microsoft
Support
5030185 September CVE-2023-36793 | Remote Code | Critical No | No
12, 2023- Execution
Security CVE-2023-36796 | Remote Code Critical No | No
and Execution
Quality CVE-2023-36792 | Remote Code | Critical No | No
Rollup Execution
for .NET CVE-2023-36794 | Remote Code Important | No | No
Framework Execution
2.0, 3.0, | CVE-2023-36788 | Remote Code | Important |No | No
4.6.2 for Execution
Windows
Server
2008 SP2
(KB5030185
) -
Microsoft
Support
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o220



http://support.microsoft.com/kb/5030186
http://support.microsoft.com/kb/5030185

Wwo T = 1s

AR ER2LHEE

HRIEED 2023 £ 9 AN TEEFEL

September
12, 2023-
KB5030178
Cumulative
Update

for . NET
Framework
3.5, 4.7.2
and 4.8
for
Windows
10,
version
1809 and
Windows
Server
2019 -
Microsoft

Support

CVE-2023-36793

Remote Code

Execution

Critical

No

No

CVE-2023-36796

Remote Code

Execution

Critical

No

No

CVE-2023-36792

Remote Code

Execution

Critical

No

No

CVE-2023-36794

Remote Code

Execution

Important

No

No

CVE-2023-36788

Remote Code

Execution

Important

No

No

Descriptio
n of the
security
update for
Excel
2016:
September
12, 2023
(KB5002496
) -
Microsoft

Support

CVE-2023-36766

Information

Disclosure

Important

No

No

=

T

Descriptio
n of the
security
update for
Outlook
2016:
September
12, 2023
(KB5002499
) -

CVE-2023-36763

Information

Disclosure

Important

No

No
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Microsoft

Support

5030209

KB5030209:
Cumulative
security
update for
Internet
Explorer:
September
12, 2023 -
Microsoft

Support

CVE-2023-36805

Security
Feature

Bypass

Important

No

No

5030182

September
12, 2023-
Security
and
Quality
Rollup

for .NET
Framework
3.5.1,
4.6. 2,

4.7,

4.7.1,
4.7.2, 4.8
for
Windows
Embedded 7
Standard
and
Windows
Server
2008 R2
SP1
(KB5030182
)y -
Microsoft

Support

CVE-2023-36793

Remote Code

Execution

Critical

No

No

CVE-2023-36796

Remote Code

Execution

Critical

No

No

CVE-2023-36792

Remote Code

Execution

Critical

No

No

CVE-2023-36794

Remote Code

Execution

Important

No

No

CVE-2023-36788

Remote Code

Execution

Important

No

No

5002494

Descriptio
n of the
security

update for

CVE-2023-36762

Remote Code

Execution

Important

No

No

CVE-2023-36764

Elevation of

Privilege

Important

No

No
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SharePoint
Enterprise
Server
2016:
September
12, 2023
(KB5002494
)y -
Microsoft

Support

5030183

September
12, 2023-
Security
and
Quality
Rollup

for .NET
Framework
3.5,

4.6. 2,

4.7,

4.7.1,
4.7.2, 4.8
for
Windows
Server
2012
(KB5030183
) -
Microsoft

Support

CVE-2023-36793

Remote Code

Execution

Critical

No

No

CVE-2023-36796

Remote Code

Execution

Critical

No

No

CVE-2023-36792

Remote Code

Execution

Critical

No

No

CVE-2023-36794

Remote Code

Execution

Important

No

No

CVE-2023-36788

Remote Code

Execution

Important

No

No

5002100

=

T

Descriptio
n of the
security
update for
Office
2016:
September
12, 2023
(KB5002100
) -

CVE-2023-41764

Spoofing

Moderate

No

No

St
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Microsoft
Support
5030180 September CVE-2023-36793 | Remote Code | Critical No | No
12, 2023- Execution
KB5030180 CVE-2023-36796 | Remote Code | Critical No | No
Cumulative Execution
Update CVE-2023-36792 | Remote Code | Critical No | No
for .NET Execution
Framework CVE-2023-36794 | Remote Code Important | No | No
3.5, 4.8 Execution
and 4. 8.1 CVE-2023-36788 | Remote Code | Important | No | No
for Execution
Windows 10
Version
22H2 -
Microsoft
Support
5030179 September CVE-2023-36793 | Remote Code | Critical No | No
12, 2023- Execution
KB5030179 CVE-2023-36796 | Remote Code | Critical No | No
Cumulative Execution
Update CVE-2023-36792 | Remote Code | Critical No | No
for .NET Execution
Framework CVE-2023-36794 | Remote Code Important | No | No
3.5, 4.8 Execution
and 4.8.1 CVE-2023-36788 | Remote Code | Important | No | No
for Execution
Windows 10
Version
21H2 -
Microsoft
Support
5002483 =116 | Descriptio | CVE-2023-36761 | Information Important | Yes | Yes
n of the Disclosure
security
update for
Word 2013:
September
12, 2023
(KB5002483
) -
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Microsoft

Support

5002498

Descriptio
n of the
security
update for
Office
2016:
September
12, 2023
(KB5002498
)y -
Microsoft

Support

CVE-2023-41764

Spoofing

Moderate

No

No

5002477

Descriptio
n of the
security
update for
Office
2013:
September
12, 2023
(KB5002477
) -
Microsoft

Support

CVE-2023-41764

Spoofing

Moderate

No

No

CVE-2023-36767

Security
Feature

Bypass

Important

No

No

A H RAT A BT LR AT

T

1o EREAS R IR FIIE” g5 PEAE U IR -

0 - A (Exploitation Detected)

1 - AR A (Exploitation More Likely)

2 — AKATgeFI A (Exploitation Less Likely)

3 - AA[EeFIH (Exploitation Unlikely)

4

- AP 2 (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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