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TAEEZ (Severity) =/ H (Critical) ,
AN FE (Publicly Disclosed) =& (Yes) ,
O it (Exploited) =4 (Yes) ,
JRIE BT R Y (Exploitability Assessment) =" H

(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More
Likely) ”

FEHW R

BRHIRIA

TR IR M

MR 22

5040434

5040430

5040437

CVE-2024-38076

Remote Code

Execution

Critical

ISR AT P A

Exploitation
Less Likely

5040434

5040490

5040499

5040456

5040485

5040430

5040427

5040448

5040497

5040498

5040437

5040431

5040442

CVE-2024-38085

Elevation of
Privilege

Important

No

No

Exploitation
More Likely

5040434

5040490

5040499

5040456

5040485

5040430

5040497

5040498

5040437

CVE-2024-38077

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5040434

5040490

5040499

CVE-2024-38052

Elevation of

Privilege

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5040434
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38076
http://support.microsoft.com/kb/5040430
http://support.microsoft.com/kb/5040437
http://support.microsoft.com/kb/5040434
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38085
http://support.microsoft.com/kb/5040490
http://support.microsoft.com/kb/5040499
http://support.microsoft.com/kb/5040456
http://support.microsoft.com/kb/5040485
http://support.microsoft.com/kb/5040430
http://support.microsoft.com/kb/5040427
http://support.microsoft.com/kb/5040448
http://support.microsoft.com/kb/5040497
http://support.microsoft.com/kb/5040498
http://support.microsoft.com/kb/5040437
http://support.microsoft.com/kb/5040431
http://support.microsoft.com/kb/5040442
http://support.microsoft.com/kb/5040434
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38077
http://support.microsoft.com/kb/5040490
http://support.microsoft.com/kb/5040499
http://support.microsoft.com/kb/5040456
http://support.microsoft.com/kb/5040485
http://support.microsoft.com/kb/5040430
http://support.microsoft.com/kb/5040497
http://support.microsoft.com/kb/5040498
http://support.microsoft.com/kb/5040437
http://support.microsoft.com/kb/5040434
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38052
http://support.microsoft.com/kb/5040490
http://support.microsoft.com/kb/5040499
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5040456

5040485

5040430

5040427

5040448

5040497

5040498

5040437

5040431

5040442

5040434

CVE-2024-38112

5040490

5040426

5040499

5040456

5040430

5040427

5040448

5040437

5040431

5040442

Spoofing

Important

No

Yes

Exploitation
Detected

5040434

CVE-2024-38079

5040490

5040499

5040456

5040485

5040430

5040427

5040448

5040497

5040498

5040437

5040431

5040442

Elevation of | Important

Privilege

No

No

Exploitation
More Likely

5040434

CVE-2024-38060

5040456

5040485

5040430

5040427

5040448

5040497

Remote Code Critical

Execution

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5040456
http://support.microsoft.com/kb/5040485
http://support.microsoft.com/kb/5040430
http://support.microsoft.com/kb/5040427
http://support.microsoft.com/kb/5040448
http://support.microsoft.com/kb/5040497
http://support.microsoft.com/kb/5040498
http://support.microsoft.com/kb/5040437
http://support.microsoft.com/kb/5040431
http://support.microsoft.com/kb/5040442
http://support.microsoft.com/kb/5040434
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38112
http://support.microsoft.com/kb/5040490
http://support.microsoft.com/kb/5040426
http://support.microsoft.com/kb/5040499
http://support.microsoft.com/kb/5040456
http://support.microsoft.com/kb/5040430
http://support.microsoft.com/kb/5040427
http://support.microsoft.com/kb/5040448
http://support.microsoft.com/kb/5040437
http://support.microsoft.com/kb/5040431
http://support.microsoft.com/kb/5040442
http://support.microsoft.com/kb/5040434
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38079
http://support.microsoft.com/kb/5040490
http://support.microsoft.com/kb/5040499
http://support.microsoft.com/kb/5040456
http://support.microsoft.com/kb/5040485
http://support.microsoft.com/kb/5040430
http://support.microsoft.com/kb/5040427
http://support.microsoft.com/kb/5040448
http://support.microsoft.com/kb/5040497
http://support.microsoft.com/kb/5040498
http://support.microsoft.com/kb/5040437
http://support.microsoft.com/kb/5040431
http://support.microsoft.com/kb/5040442
http://support.microsoft.com/kb/5040434
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38060
http://support.microsoft.com/kb/5040456
http://support.microsoft.com/kb/5040485
http://support.microsoft.com/kb/5040430
http://support.microsoft.com/kb/5040427
http://support.microsoft.com/kb/5040448
http://support.microsoft.com/kb/5040497
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5040498

5040437

5040431

5040442

5040434

CVE-2024-38066

5040490

5040499

5040456

5040485

5040430

5040427

5040448

5040497

5040498

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5040434

CVE-2024-38054

5040490

5040499

5040456

5040485

5040430

5040427

5040448

5040497

5040498

5040437

5040431

5040442

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5040434

CVE-2024-38099

5040490

5040499

5040456

5040485

5040430

5040497

5040498

5040437

Denial of

Service

Important

No

No

Exploitation
More Likely

5040434

CVE-2024-38100

5040430

5040437

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5040434

CVE-2024-38074

5040456

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

=



http://support.microsoft.com/kb/5040498
http://support.microsoft.com/kb/5040437
http://support.microsoft.com/kb/5040431
http://support.microsoft.com/kb/5040442
http://support.microsoft.com/kb/5040434
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38066
http://support.microsoft.com/kb/5040490
http://support.microsoft.com/kb/5040499
http://support.microsoft.com/kb/5040456
http://support.microsoft.com/kb/5040485
http://support.microsoft.com/kb/5040430
http://support.microsoft.com/kb/5040427
http://support.microsoft.com/kb/5040448
http://support.microsoft.com/kb/5040497
http://support.microsoft.com/kb/5040498
http://support.microsoft.com/kb/5040434
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38054
http://support.microsoft.com/kb/5040490
http://support.microsoft.com/kb/5040499
http://support.microsoft.com/kb/5040456
http://support.microsoft.com/kb/5040485
http://support.microsoft.com/kb/5040430
http://support.microsoft.com/kb/5040427
http://support.microsoft.com/kb/5040448
http://support.microsoft.com/kb/5040497
http://support.microsoft.com/kb/5040498
http://support.microsoft.com/kb/5040437
http://support.microsoft.com/kb/5040431
http://support.microsoft.com/kb/5040442
http://support.microsoft.com/kb/5040434
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38099
http://support.microsoft.com/kb/5040490
http://support.microsoft.com/kb/5040499
http://support.microsoft.com/kb/5040456
http://support.microsoft.com/kb/5040485
http://support.microsoft.com/kb/5040430
http://support.microsoft.com/kb/5040497
http://support.microsoft.com/kb/5040498
http://support.microsoft.com/kb/5040437
http://support.microsoft.com/kb/5040434
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38100
http://support.microsoft.com/kb/5040430
http://support.microsoft.com/kb/5040437
http://support.microsoft.com/kb/5040434
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38074
http://support.microsoft.com/kb/5040456
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5040485
5040430
5040497
5040498
5040437
5040434 CVE-2024-39684 | Elevation of | Moderate No No Exploitation
5040490 Privilege More Likely
5040499
5040456
5040485
5040430
5040427
5040448
5040497
5040498
5040437
5040431
5040442
5040427 CVE-2024-38059 | Elevation of | Important | No No Exploitation
5040437 Privilege More Likely
5040431
5040442
CVE-2024-38024 | Remote Code Important | No No Exploitation
5002618 Execution More Likely
CVE-2024-38023 | Remote Code | Critical No No Exploitation
5002618 Execution More Likely
CVE-2024-38094 | Remote Code Important | No No Exploitation
5002618 Execution More Likely
5040437 CVE-2024-38080 | Elevation of | Important | No Yes Exploitation
5040431 Privilege Detected
5040442
CVE-2024-38021 | Remote Code Important | No No Exploitation
5002620 Execution More Likely
CVE-2024-37985 | Information Important | Yes No Exploitation
5040442 Disclosure Less Likely



http://support.microsoft.com/kb/5040485
http://support.microsoft.com/kb/5040430
http://support.microsoft.com/kb/5040497
http://support.microsoft.com/kb/5040498
http://support.microsoft.com/kb/5040437
http://support.microsoft.com/kb/5040434
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-39684
http://support.microsoft.com/kb/5040490
http://support.microsoft.com/kb/5040499
http://support.microsoft.com/kb/5040456
http://support.microsoft.com/kb/5040485
http://support.microsoft.com/kb/5040430
http://support.microsoft.com/kb/5040427
http://support.microsoft.com/kb/5040448
http://support.microsoft.com/kb/5040497
http://support.microsoft.com/kb/5040498
http://support.microsoft.com/kb/5040437
http://support.microsoft.com/kb/5040431
http://support.microsoft.com/kb/5040442
http://support.microsoft.com/kb/5040427
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38059
http://support.microsoft.com/kb/5040437
http://support.microsoft.com/kb/5040431
http://support.microsoft.com/kb/5040442
http://support.microsoft.com/kb/5002618
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38024
http://support.microsoft.com/kb/5002618
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38023
http://support.microsoft.com/kb/5002618
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38094
http://support.microsoft.com/kb/5040437
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38080
http://support.microsoft.com/kb/5040431
http://support.microsoft.com/kb/5040442
http://support.microsoft.com/kb/5002620
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38021
http://support.microsoft.com/kb/5040442
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-37985
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5040434 | &G | July 9, CVE-2024-35270 | Denial of Important | No No
2024— Service
KB5040434 | CVE-2024-28899 | Security Important | No | No
(0S Build Feature Bypass
14393. 715 | CVE-2024-38043 | Elevation of Important | No | No
9) - Privilege
Microsoft | CVE-2024-38104 | Remote Code Important |No | No
Support Execution
for CVE-2024-38031 | Denial of Important | No | No
Windows Service
10, CVE-2024-37969 | Security Important | No | No
version Feature Bypass
1607, all | cVE-2024-38076 | Remote Code Critical |No |No
editions, Execution
Windows CVE-2024-38033 | Elevation of Important | No | No
Server Privilege
2016, all | cvE-2024-38070 | Security Important | No | No
editions Feature Bypass
CVE-2024-38085 | Elevation of Important | No | No
Privilege
CVE-2024-38049 | Remote Code Important | No | No
Execution
CVE-2024-38077 | Remote Code Critical No | No
Execution
CVE-2024-37971 | Security Important | No | No
Feature Bypass
CVE-2024-37974 | Security Important | No | No
Feature Bypass
CVE-2024-38011 | Security Important | No | No
Feature Bypass

%8 M



http://support.microsoft.com/kb/5040434
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CVE-2024-37987 | Security Important | No | No
Feature Bypass

CVE-2024-30079 | Elevation of Important | No | No
Privilege

CVE-2024-38027 | Denial of Important | No | No
Service

CVE-2024-37973 | Security Important | No | No
Feature Bypass

CVE-2024-38057 | Elevation of Important | No | No
Privilege

CVE-2024-30013 | Remote Code Important | No | No
Execution

CVE-2024-38052 | Elevation of Important | No | No
Privilege

CVE-2024-37972 | Security Important | No | No
Feature Bypass

CVE-2024-38053 | Remote Code Important | No | No
Execution

CVE-2024-38112 | Spoofing Important | No | Yes

CVE-2024-30071 | Information Important | No | No
Disclosure

CVE-2024-37988 | Security Important | No | No
Feature Bypass

CVE-2024-38030 | Spoofing Important | No | No

CVE-2024-38047 | Elevation of Important | No | No
Privilege

CVE-2024-38019 | Remote Code Important | No | No
Execution

CVE-2024-38055 | Information Important | No | No
Disclosure

CVE-2024-30081 | Spoofing Important | No | No

CVE-2024-37986 | Security Important | No | No
Feature Bypass

CVE-2024-38517 | Elevation of Moderate No | No
Privilege

CVE-2024-37975 | Security Important | No | No
Feature Bypass

CVE-2024-38073 | Denial of Important | No No
Service

CVE-2024-38058 | Security Important | No No

Feature Bypass
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CVE-2024-38017 | Information Important | No | No
Disclosure

CVE-2024-3596 Spoofing Important | No | No

CVE-2024-38079 | Elevation of Important | No | No
Privilege

CVE-2024-38062 | Elevation of Important | No | No
Privilege

CVE-2024-38056 | Information Important | No | No
Disclosure

CVE-2024-38060 | Remote Code Critical No | No
Execution

CVE-2024-38066 | Elevation of Important | No | No
Privilege

CVE-2024-37989 | Security Important | No | No
Feature Bypass

CVE-2024-38101 | Denial of Important | No | No
Service

CVE-2024-38051 | Remote Code Important | No | No
Execution

CVE-2024-38091 | Denial of Important | No | No
Service

CVE-2024-38044 | Remote Code Important | No | No
Execution

CVE-2024-38068 | Denial of Important | No | No
Service

CVE-2024-38022 | Elevation of Important | No | No
Privilege

CVE-2024-38013 | Elevation of Important | No | No
Privilege

CVE-2024-38065 | Security Important | No | No
Feature Bypass

CVE-2024-38054 | Elevation of Important | No | No
Privilege

CVE-2024-38069 | Security Important | No | No
Feature Bypass

CVE-2024-38034 | Elevation of Important | No No
Privilege

CVE-2024-38105 | Denial of Important | No | No
Service

CVE-2024-38048 | Denial of Important | No No
Service
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CVE-2024-38025 | Remote Code Important | No | No
Execution

CVE-2024-38072 | Denial of Important | No | No
Service

CVE-2024-38061 | Elevation of Important | No | No
Privilege

CVE-2024-38081 | Elevation of Important | No | No
Privilege

CVE-2024-38102 | Denial of Important | No | No
Service

CVE-2024-38071 | Denial of Important | No | No
Service

CVE-2024-38064 | Information Important | No | No
Disclosure

CVE-2024-38099 | Denial of Important | No | No
Service

CVE-2024-38041 | Information Important | No | No
Disclosure

CVE-2024-38100 | Elevation of Important | No | No
Privilege

CVE-2024-37984 | Security Important | No | No
Feature Bypass

CVE-2024-30098 | Security Important | No | No
Feature Bypass

CVE-2024-38010 | Security Important | No | No
Feature Bypass

CVE-2024-38050 | Elevation of Important | No | No
Privilege

CVE-2024-38074 | Remote Code Critical No | No
Execution

CVE-2024-38067 | Denial of Important | No | No
Service

CVE-2024-38028 | Remote Code Important | No | No
Execution

CVE-2024-38015 | Denial of Important | No | No
Service

CVE-2024-37970 | Security Important | No No
Feature Bypass

CVE-2024-39684 | Elevation of Moderate No | No

Privilege

St

11w
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5040490 | & f& | July 9, CVE-2024-38079 | Elevation of Important | No No
2024— Privilege
KB5040490 | CVE-2024-35270 | Denial of Important | No | No
(Security Service
—only CVE-2024-38052 | Elevation of Important | No | No
update) — Privilege
Microsoft | CVE-2024-38066 | Elevation of Important | No | No
Support Privilege
for CVE-2024-38112 | Spoofing Important | No | Yes
Windows CVE-2024-38051 | Remote Code Important | No | No
Server Execution
2008 CVE-2024-38091 | Denial of Important | No | No
Datacente Service
r CVE-2024-38044 | Remote Code Important | No | No
ESU, Windo Execution
ws Server | cygE-2024-38071 | Denial of Important | No | No
2008 Service
Standard CVE-2024-38064 | Information Important | No | No
ESU, Windo Disclosure
ws Server CVE-2024-38068 | Denial of Important | No | No
2008 Service
Enterpris CVE-2024-38099 | Denial of Important | No | No
e ESU Service
CVE-2024-38019 | Remote Code Important | No | No
Execution
CVE-2024-38104 | Remote Code Important | No | No
Execution
CVE-2024-38054 | Elevation of Important | No | No
Privilege
CVE-2024-38031 | Denial of Important | No | No
Service
CVE-2024-38055 | Information Important | No | No
Disclosure
CVE-2024-30081 | Spoofing Important | No | No
CVE-2024-38085 | Elevation of Important | No No
Privilege
CVE-2024-38049 | Remote Code Important | No No
Execution
CVE-2024-38048 | Denial of Important | No No
Service

St

12 W



http://support.microsoft.com/kb/5040490
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CVE-2024-38077 | Remote Code Critical No | No
Execution
CVE-2024-38073 | Denial of Important | No | No
Service
CVE-2024-38067 | Denial of Important | No | No
Service
CVE-2024-38028 | Remote Code Important | No | No
Execution
CVE-2024-38017 | Information Important | No | No
Disclosure
CVE-2024-38027 | Denial of Important | No | No
Service
CVE-2024-3596 Spoofing Important | No | No
CVE-2024-38025 | Remote Code Important | No | No
Execution
CVE-2024-38057 | Elevation of Important | No | No
Privilege
CVE-2024-39684 | Elevation of Moderate No | No
Privilege
5040499 | = fG | July 9, CVE-2024-38079 | Elevation of Important | No | No
2024— Privilege
KB5040499 | CVE-2024-35270 | Denial of Important | No | No
(Monthly Service
Rollup) - | CVE-2024-38052 | Elevation of Important | No |[No
Microsoft Privilege
Support CVE-2024-38066 | Elevation of Important | No | No
for Privilege
Windows CVE-2024-38112 | Spoofing Important | No | Yes
Server CVE-2024-38051 | Remote Code Important | No | No
2008 Execution
Datacente | (VE-2024-38091 | Denial of Important | No |[No
r Service
ESU, Windo | cvE-2024-38044 | Remote Code Important | No | No
ws Server Execution
2008 CVE-2024-38071 | Denial of Important |No | No
Standard Service
ESU, Windo [ cyg-9024-38064 | Information Important |No |No
ws Server Disclosure
2008 CVE-2024-38068 | Denial of Important |No | No
Service

St
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http://support.microsoft.com/kb/5040499
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Enterpris | CVE-2024-38099 | Denial of Important | No | No
e ESU Service

CVE-2024-38019 | Remote Code Important | No | No
Execution
CVE-2024-38104 | Remote Code Important | No | No
Execution
CVE-2024-38054 | Elevation of Important | No | No
Privilege
CVE-2024-38031 | Denial of Important | No | No
Service
CVE-2024-38055 | Information Important | No No
Disclosure
CVE-2024-30081 | Spoofing Important | No | No
CVE-2024-38085 | Elevation of Important | No | No
Privilege
CVE-2024-38049 | Remote Code Important | No | No
Execution
CVE-2024-38048 | Denial of Important | No | No
Service
CVE-2024-38077 | Remote Code Critical No | No
Execution
CVE-2024-38073 | Denial of Important | No | No
Service
CVE-2024-38067 | Denial of Important | No | No
Service
CVE-2024-38028 | Remote Code Important | No | No
Execution
CVE-2024-38017 | Information Important | No | No
Disclosure
CVE-2024-38027 | Denial of Important | No | No
Service
CVE-2024-3596 Spoofing Important | No | No
CVE-2024-38025 | Remote Code Important | No | No
Execution
CVE-2024-38057 | Elevation of Important | No No
Privilege
CVE-2024-39684 | Elevation of Moderate No | No
Privilege
5040456 | & f& | July 9, CVE-2024-38079 | Elevation of Important | No No
2024— Privilege

St
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http://support.microsoft.com/kb/5040456
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KB5040456 | CVE-2024-35270 | Denial of Important | No | No
(Monthly Service
Rollup) — | CVE-2024-38102 | Denial of Important | No No
Microsoft Service
Support CVE-2024-38052 | Elevation of Important | No | No
for Privilege
Windows CVE-2024-37972 | Security Important | No | No
Server Feature Bypass
2012 R2 CVE-2024-38056 | Information Important | No | No
ESU Disclosure

CVE-2024-38060 | Remote Code Critical No | No
Execution

CVE-2024-38066 | Elevation of Important | No | No
Privilege

CVE-2024-38053 | Remote Code Important | No | No
Execution

CVE-2024-37989 | Security Important | No | No
Feature Bypass

CVE-2024-38101 | Denial of Important | No | No
Service

CVE-2024-38112 | Spoofing Important | No | Yes

CVE-2024-38051 | Remote Code Important | No | No
Execution

CVE-2024-28899 | Security Important | No | No
Feature Bypass

CVE-2024-38091 | Denial of Important | No | No
Service

CVE-2024-38044 | Remote Code Important | No | No
Execution

CVE-2024-30071 | Information Important | No | No
Disclosure

CVE-2024-38071 | Denial of Important | No | No
Service

CVE-2024-37988 | Security Important | No | No
Feature Bypass

CVE-2024-38068 | Denial of Important | No No
Service

CVE-2024-38064 | Information Important | No No
Disclosure

CVE-2024-38022 | Elevation of Important | No No

Privilege
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CVE-2024-38013 | Elevation of Important | No | No
Privilege

CVE-2024-38065 | Security Important | No | No
Feature Bypass

CVE-2024-37987 | Security Important | No | No
Feature Bypass

CVE-2024-38030 | Spoofing Important | No | No

CVE-2024-38099 | Denial of Important | No | No
Service

CVE-2024-38019 | Remote Code Important | No | No
Execution

CVE-2024-37974 | Security Important | No | No
Feature Bypass

CVE-2024-38104 | Remote Code Important | No | No
Execution

CVE-2024-38054 | Elevation of Important | No | No
Privilege

CVE-2024-38031 | Denial of Important | No | No
Service

CVE-2024-37984 | Security Important | No | No
Feature Bypass

CVE-2024-30098 | Security Important | No | No
Feature Bypass

CVE-2024-38010 | Security Important | No | No
Feature Bypass

CVE-2024-38055 | Information Important | No | No
Disclosure

CVE-2024-38034 | Elevation of Important | No | No
Privilege

CVE-2024-37969 | Security Important | No | No
Feature Bypass

CVE-2024-30081 | Spoofing Important | No | No

CVE-2024-38033 | Elevation of Important | No | No
Privilege

CVE-2024-38105 | Denial of Important | No | No
Service

CVE-2024-38070 | Security Important | No No
Feature Bypass

CVE-2024-38085 | Elevation of Important | No No

Privilege
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CVE-2024-38050 | Elevation of Important | No | No
Privilege

CVE-2024-38049 | Remote Code Important | No | No
Execution

CVE-2024-38048 | Denial of Important | No | No
Service

CVE-2024-37986 | Security Important | No | No
Feature Bypass

CVE-2024-38077 | Remote Code Critical No | No
Execution

CVE-2024-38074 | Remote Code Critical No | No
Execution

CVE-2024-37971 | Security Important | No | No
Feature Bypass

CVE-2024-38011 | Security Important | No | No
Feature Bypass

CVE-2024-38067 | Denial of Important | No | No
Service

CVE-2024-38073 | Denial of Important | No | No
Service

CVE-2024-38028 | Remote Code Important | No | No
Execution

CVE-2024-38058 | Security Important | No | No
Feature Bypass

CVE-2024-37975 | Security Important | No | No
Feature Bypass

CVE-2024-38017 | Information Important | No | No
Disclosure

CVE-2024-38027 | Denial of Important | No | No
Service

CVE-2024-37973 | Security Important | No | No
Feature Bypass

CVE-2024-3596 Spoofing Important | No | No

CVE-2024-30079 | Elevation of Important | No | No
Privilege

CVE-2024-38025 | Remote Code Important | No No
Execution

CVE-2024-38057 | Elevation of Important | No No
Privilege

CVE-2024-38015 | Denial of Important | No | No
Service
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CVE-2024-37970 | Security Important | No | No
Feature Bypass
CVE-2024-38061 | Elevation of Important | No | No
Privilege
CVE-2024-39684 | Elevation of Moderate No | No
Privilege
5040485 | & f& | July 9, CVE-2024-38079 | Elevation of Important | No No
2024— Privilege
KB5040485 | CVE-2024-35270 | Denial of Important | No | No
(Monthly Service
Rollup) - | CVE-2024-38102 | Denial of Important | No | No
Microsoft Service
Support CVE-2024-38052 | Elevation of Important | No | No
for Privilege
Windows CVE-2024-37972 | Security Important | No | No
Server Feature Bypass
2012 ESU | CVE-2024-38060 | Remote Code Critical |No |No
Execution
CVE-2024-38066 | Elevation of Important | No | No
Privilege
CVE-2024-38053 | Remote Code Important | No | No
Execution
CVE-2024-37989 | Security Important | No | No
Feature Bypass
CVE-2024-38101 | Denial of Important | No | No
Service
CVE-2024-28899 | Security Important | No | No
Feature Bypass
CVE-2024-38051 | Remote Code Important | No | No
Execution
CVE-2024-38091 | Denial of Important | No | No
Service
CVE-2024-38044 | Remote Code Important | No | No
Execution
CVE-2024-38071 | Denial of Important | No | No
Service
CVE-2024-37988 | Security Important | No No
Feature Bypass
CVE-2024-38068 | Denial of Important | No No
Service
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CVE-2024-38064 | Information Important | No | No
Disclosure

CVE-2024-38022 | Elevation of Important | No | No
Privilege

CVE-2024-38013 | Elevation of Important | No | No
Privilege

CVE-2024-38030 | Spoofing Important | No | No

CVE-2024-38099 | Denial of Important | No | No
Service

CVE-2024-38019 | Remote Code Important | No | No
Execution

CVE-2024-37974 | Security Important | No | No
Feature Bypass

CVE-2024-38104 | Remote Code Important | No | No
Execution

CVE-2024-38054 | Elevation of Important | No | No
Privilege

CVE-2024-38031 | Denial of Important | No | No
Service

CVE-2024-37984 | Security Important | No | No
Feature Bypass

CVE-2024-38010 | Security Important | No | No
Feature Bypass

CVE-2024-38055 | Information Important | No | No
Disclosure

CVE-2024-38034 | Elevation of Important | No | No
Privilege

CVE-2024-37969 | Security Important | No | No
Feature Bypass

CVE-2024-30081 | Spoofing Important | No | No

CVE-2024-38033 | Elevation of Important | No | No
Privilege

CVE-2024-38105 | Denial of Important | No | No
Service

CVE-2024-38070 | Security Important | No | No
Feature Bypass

CVE-2024-38085 | Elevation of Important | No No
Privilege

CVE-2024-38049 | Remote Code Important | No No

Execution
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CVE-2024-38050 | Elevation of Important | No | No
Privilege

CVE-2024-38048 | Denial of Important | No | No
Service

CVE-2024-37986 | Security Important | No | No
Feature Bypass

CVE-2024-38077 | Remote Code Critical No | No
Execution

CVE-2024-38074 | Remote Code Critical No | No
Execution

CVE-2024-37971 | Security Important | No | No
Feature Bypass

CVE-2024-38011 | Security Important | No | No
Feature Bypass

CVE-2024-38073 | Denial of Important | No | No
Service

CVE-2024-38067 | Denial of Important | No | No
Service

CVE-2024-38028 | Remote Code Important | No | No
Execution

CVE-2024-38058 | Security Important | No | No
Feature Bypass

CVE-2024-37975 | Security Important | No | No
Feature Bypass

CVE-2024-38017 | Information Important | No | No
Disclosure

CVE-2024-38027 | Denial of Important | No | No
Service

CVE-2024-37973 | Security Important | No | No
Feature Bypass

CVE-2024-3596 Spoofing Important | No | No

CVE-2024-37987 | Security Important | No | No
Feature Bypass

CVE-2024-38025 | Remote Code Important | No | No
Execution

CVE-2024-38057 | Elevation of Important | No No
Privilege

CVE-2024-38015 | Denial of Important | No | No
Service

CVE-2024-37970 | Security Important | No No

Feature Bypass
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CVE-2024-38061 | Elevation of Important | No | No
Privilege
CVE-2024-39684 | Elevation of Moderate No | No
Privilege
5040430 | &f& | July 9, CVE-2024-35270 | Denial of Important | No No
2024— Service
KB5040430 | CVE-2024-28899 | Security Important | No | No
(0S Build Feature Bypass
17763. 605 | CVE-2024-38043 | Elevation of Important | No | No
4) - Privilege
Microsoft | CVE-2024-38104 | Remote Code Important | No | No
Support Execution
for Win CVE-2024-38031 | Denial of Important | No | No
10 Ent Service
LTSC CVE-2024-37969 | Security Important | No | No
2019, Win Feature Bypass
10 ToT CVE-2024-38076 | Remote Code Critical |No |No
Ent LTSC Execution
2019, Wind | cvE-2024-38033 | Elevation of Important | No | No
ows 10 Privilege
IoT Core CVE-2024-38070 | Security Important | No | No
2019 Feature Bypass
LTSC, Wind | cyp-2024-38085 | Elevation of | Important |No |No
ows Privilege
Server CVE-2024-38049 | Remote Code Important | No | No
2019 Execution
CVE-2024-38077 | Remote Code Critical No | No
Execution
CVE-2024-37971 | Security Important | No | No
Feature Bypass
CVE-2024-37974 | Security Important | No | No
Feature Bypass
CVE-2024-38011 | Security Important | No | No
Feature Bypass
CVE-2024-37987 | Security Important | No No
Feature Bypass
CVE-2024-30079 | Elevation of Important | No No
Privilege
CVE-2024-38027 | Denial of Important | No No
Service
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CVE-2024-37973 | Security Important | No | No
Feature Bypass

CVE-2024-38057 | Elevation of Important | No | No
Privilege

CVE-2024-30013 | Remote Code Important | No | No
Execution

CVE-2024-38052 | Elevation of Important | No | No
Privilege

CVE-2024-37972 | Security Important | No | No
Feature Bypass

CVE-2024-38053 | Remote Code Important | No | No
Execution

CVE-2024-38112 | Spoofing Important | No | Yes

CVE-2024-30071 | Information Important | No | No
Disclosure

CVE-2024-37988 | Security Important | No | No
Feature Bypass

CVE-2024-38030 | Spoofing Important | No | No

CVE-2024-38047 | Elevation of Important | No | No
Privilege

CVE-2024-38019 | Remote Code Important | No | No
Execution

CVE-2024-38055 | Information Important | No | No
Disclosure

CVE-2024-30081 | Spoofing Important | No | No

CVE-2024-37986 | Security Important | No | No
Feature Bypass

CVE-2024-38517 | Elevation of Moderate No | No
Privilege

CVE-2024-21417 | Elevation of Important | No | No
Privilege

CVE-2024-37975 | Security Important | No | No
Feature Bypass

CVE-2024-38058 | Security Important | No | No
Feature Bypass

CVE-2024-38073 | Denial of Important | No | No
Service

CVE-2024-38017 | Information Important | No No
Disclosure

CVE-2024-3596 Spoofing Important | No No
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CVE-2024-38079 | Elevation of Important | No | No
Privilege

CVE-2024-38062 | Elevation of Important | No | No
Privilege

CVE-2024-38056 | Information Important | No | No
Disclosure

CVE-2024-38060 | Remote Code Critical No | No
Execution

CVE-2024-38066 | Elevation of Important | No | No
Privilege

CVE-2024-37989 | Security Important | No | No
Feature Bypass

CVE-2024-38101 | Denial of Important | No | No
Service

CVE-2024-38051 | Remote Code Important | No | No
Execution

CVE-2024-38091 | Denial of Important | No | No
Service

CVE-2024-38044 | Remote Code Important | No | No
Execution

CVE-2024-37981 | Security Important | No | No
Feature Bypass

CVE-2024-38068 | Denial of Important | No | No
Service

CVE-2024-38022 | Elevation of Important | No | No
Privilege

CVE-2024-38013 | Elevation of Important | No | No
Privilege

CVE-2024-38065 | Security Important | No | No
Feature Bypass

CVE-2024-38054 | Elevation of Important | No | No
Privilege

CVE-2024-38069 | Security Important | No | No
Feature Bypass

CVE-2024-38034 | Elevation of Important | No No
Privilege

CVE-2024-38105 | Denial of Important | No | No
Service

CVE-2024-38048 | Denial of Important | No No
Service
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CVE-2024-38025 | Remote Code Important | No | No
Execution
CVE-2024-38072 | Denial of Important | No | No
Service
CVE-2024-38061 | Elevation of Important | No | No
Privilege
CVE-2024-38102 | Denial of Important | No | No
Service
CVE-2024-38071 | Denial of Important | No | No
Service
CVE-2024-38064 | Information Important | No No
Disclosure
CVE-2024-38099 | Denial of Important | No | No
Service
CVE-2024-38041 | Information Important | No | No
Disclosure
CVE-2024-38100 | Elevation of Important | No | No
Privilege
CVE-2024-37984 | Security Important | No | No
Feature Bypass
CVE-2024-30098 | Security Important | No | No
Feature Bypass
CVE-2024-38010 | Security Important | No | No
Feature Bypass
CVE-2024-38050 | Elevation of Important | No | No
Privilege
CVE-2024-38074 | Remote Code Critical No | No
Execution
CVE-2024-38067 | Denial of Important | No | No
Service
CVE-2024-38028 | Remote Code Important | No | No
Execution
CVE-2024-38015 | Denial of Important | No | No
Service
CVE-2024-37970 | Security Important | No No
Feature Bypass
CVE-2024-39684 | Elevation of Moderate No | No
Privilege
5040427 | & f& | July 9, CVE-2024-30013 | Remote Code Important | No | No
2024— Execution
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KB5040427 | CVE-2024-38079 | Elevation of Important | No | No
(0S Privilege
Builds CVE-2024-35270 | Denial of Important | No | No
19044. 465 Service
1 and CVE-2024-38102 | Denial of Important | No | No
19045. 465 Service
1 - CVE-2024-38062 | Elevation of Important | No | No
Microsoft Privilege
Support CVE-2024-38052 | Elevation of Important | No | No
for Privilege
Windows CVE-2024-37972 | Security Important | No | No
10 Feature Bypass
Enterpris | cVE-2024-38056 | Information Important | No | No
e LTSC Disclosure
2021, Wind | cVE-2024-38060 | Remote Code Critical |No |No
ows 10 Execution
ToT CVE-2024-38066 | Elevation of Important | No | No
Enterpris Privilege
e LTSC CVE-2024-38053 | Remote Code Important | No | No
2021, Wind Execution
ows 10, CVE-2024-38032 | Remote Code Important | No | No
version Execution
22H2, all ["oyg—2024-37989 | Security Important | No | No
editions Feature Bypass

CVE-2024-38101 | Denial of Important | No | No
Service

CVE-2024-38112 | Spoofing Important | No | Yes

CVE-2024-38051 | Remote Code Important | No | No
Execution

CVE-2024-28899 | Security Important | No | No
Feature Bypass

CVE-2024-38091 | Denial of Important | No | No
Service

CVE-2024-30071 | Information Important | No | No
Disclosure

CVE-2024-37981 | Security Important | No No
Feature Bypass

CVE-2024-38043 | Elevation of Important | No No
Privilege

CVE-2024-37988 | Security Important | No No

Feature Bypass

St

25 |




Wwo T = 1s

-

AR %R =2

nE X

WREHER 2024 £ 07 AR TEEHES

CVE-2024-38068 | Denial of Important | No | No
Service

CVE-2024-38064 | Information Important | No | No
Disclosure

CVE-2024-38022 | Elevation of Important | No | No
Privilege

CVE-2024-38013 | Elevation of Important | No | No
Privilege

CVE-2024-38065 | Security Important | No | No
Feature Bypass

CVE-2024-38030 | Spoofing Important | No | No

CVE-2024-38047 | Elevation of Important | No No
Privilege

CVE-2024-38019 | Remote Code Important | No | No
Execution

CVE-2024-38041 | Information Important | No | No
Disclosure

CVE-2024-37974 | Security Important | No | No
Feature Bypass

CVE-2024-38104 | Remote Code Important | No | No
Execution

CVE-2024-38054 | Elevation of Important | No | No
Privilege

CVE-2024-37984 | Security Important | No | No
Feature Bypass

CVE-2024-38069 | Security Important | No | No
Feature Bypass

CVE-2024-38010 | Security Important | No | No
Feature Bypass

CVE-2024-26184 | Security Important | No | No
Feature Bypass

CVE-2024-38055 | Information Important | No | No
Disclosure

CVE-2024-38034 | Elevation of Important | No | No
Privilege

CVE-2024-37969 | Security Important | No No
Feature Bypass

CVE-2024-30098 | Security Important | No No
Feature Bypass

CVE-2024-30081 | Spoofing Important | No No
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CVE-2024-38033 | Elevation of Important | No | No
Privilege

CVE-2024-38070 | Security Important | No | No
Feature Bypass

CVE-2024-38105 | Denial of Important | No | No
Service

CVE-2024-38085 | Elevation of Important | No | No
Privilege

CVE-2024-38050 | Elevation of Important | No | No
Privilege

CVE-2024-38049 | Remote Code Important | No | No
Execution

CVE-2024-38048 | Denial of Important | No | No
Service

CVE-2024-37986 | Security Important | No | No
Feature Bypass

CVE-2024-38517 | Elevation of Moderate No | No
Privilege

CVE-2024-37971 | Security Important | No | No
Feature Bypass

CVE-2024-21417 | Elevation of Important | No | No
Privilege

CVE-2024-38011 | Security Important | No | No
Feature Bypass

CVE-2024-38058 | Security Important | No | No
Feature Bypass

CVE-2024-37975 | Security Important | No | No
Feature Bypass

CVE-2024-38028 | Remote Code Important | No | No
Execution

CVE-2024-30079 | Elevation of Important | No | No
Privilege

CVE-2024-38059 | Elevation of Important | No | No
Privilege

CVE-2024-38017 | Information Important | No No
Disclosure

CVE-2024-38027 | Denial of Important | No No
Service

CVE-2024-37973 | Security Important | No No
Feature Bypass

CVE-2024-3596 Spoofing Important | No No
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CVE-2024-37987 | Security Important | No | No
Feature Bypass
CVE-2024-38025 | Remote Code Important | No | No
Execution
CVE-2024-38057 | Elevation of Important | No | No
Privilege
CVE-2024-37970 | Security Important | No | No
Feature Bypass
CVE-2024-38061 | Elevation of Important | No | No
Privilege
CVE-2024-39684 | Elevation of Moderate No | No
Privilege
5040448 | &ifG | July 9, CVE-2024-38081 | Elevation of Important | No | No
2024— Privilege
KB5040448 | CVE-2024-38079 | Elevation of Important | No | No
(0S Build Privilege
10240. 207 | CVE-2024-35270 | Denial of Important | No | No
10) - Service
Microsoft | CVE-2024-38102 | Denial of Important | No | No
Support Service
for CVE-2024-38052 | Elevation of Important | No | No
Windows Privilege
10 CVE-2024-37972 | Security Important | No | No
Feature Bypass
CVE-2024-38056 | Information Important | No | No
Disclosure
CVE-2024-38060 | Remote Code Critical No | No
Execution
CVE-2024-38066 | Elevation of Important | No | No
Privilege
CVE-2024-38053 | Remote Code Important | No | No
Execution
CVE-2024-37989 | Security Important | No | No
Feature Bypass
CVE-2024-38101 | Denial of Important | No | No
Service
CVE-2024-38112 | Spoofing Important | No | Yes
CVE-2024-38051 | Remote Code Important | No | No
Execution
CVE-2024-28899 | Security Important | No No

Feature Bypass
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CVE-2024-38091 | Denial of Important | No | No
Service

CVE-2024-30071 | Information Important | No | No
Disclosure

CVE-2024-37988 | Security Important | No | No
Feature Bypass

CVE-2024-38068 | Denial of Important | No | No
Service

CVE-2024-38064 | Information Important | No | No
Disclosure

CVE-2024-38022 | Elevation of Important | No No
Privilege

CVE-2024-38013 | Elevation of Important | No | No
Privilege

CVE-2024-38065 | Security Important | No | No
Feature Bypass

CVE-2024-38030 | Spoofing Important | No | No

CVE-2024-38019 | Remote Code Important | No | No
Execution

CVE-2024-37974 | Security Important | No | No
Feature Bypass

CVE-2024-38104 | Remote Code Important | No | No
Execution

CVE-2024-38054 | Elevation of Important | No | No
Privilege

CVE-2024-37984 | Security Important | No | No
Feature Bypass

CVE-2024-38069 | Security Important | No | No
Feature Bypass

CVE-2024-38010 | Security Important | No | No
Feature Bypass

CVE-2024-38055 | Information Important | No | No
Disclosure

CVE-2024-38034 | Elevation of Important | No | No
Privilege

CVE-2024-37969 | Security Important | No No
Feature Bypass

CVE-2024-30098 | Security Important | No No
Feature Bypass

CVE-2024-30081 | Spoofing Important | No No
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CVE-2024-38033 | Elevation of Important | No | No
Privilege

CVE-2024-38105 | Denial of Important | No | No
Service

CVE-2024-38070 | Security Important | No | No
Feature Bypass

CVE-2024-38085 | Elevation of Important | No | No
Privilege

CVE-2024-38049 | Remote Code Important | No | No
Execution

CVE-2024-38050 | Elevation of Important | No | No
Privilege

CVE-2024-38048 | Denial of Important | No | No
Service

CVE-2024-37986 | Security Important | No | No
Feature Bypass

CVE-2024-37971 | Security Important | No | No
Feature Bypass

CVE-2024-38011 | Security Important | No | No
Feature Bypass

CVE-2024-38058 | Security Important | No | No
Feature Bypass

CVE-2024-37975 | Security Important | No | No
Feature Bypass

CVE-2024-38028 | Remote Code Important | No | No
Execution

CVE-2024-30079 | Elevation of Important | No | No
Privilege

CVE-2024-37987 | Security Important | No | No
Feature Bypass

CVE-2024-38017 | Information Important | No | No
Disclosure

CVE-2024-38027 | Denial of Important | No | No
Service

CVE-2024-37973 | Security Important | No No
Feature Bypass

CVE-2024-3596 Spoofing Important | No No

CVE-2024-38025 | Remote Code Important | No No
Execution

CVE-2024-38057 | Elevation of Important | No No

Privilege
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CVE-2024-37970 | Security Important | No | No
Feature Bypass
CVE-2024-38061 | Elevation of Important | No | No
Privilege
CVE-2024-39684 | Elevation of Moderate No | No
Privilege
5040497 | &f& | July 9, CVE-2024-38079 | Elevation of Important | No No
2024— Privilege
KB5040497 | CVE-2024-35270 | Denial of Important | No | No
(Monthly Service
Rollup) - | CVE-2024-38052 | Elevation of Important |No | No
Microsoft Privilege
Support CVE-2024-38060 | Remote Code Critical No | No
for Execution
Windows CVE-2024-38066 | Elevation of Important | No | No
Server Privilege
2008 R2 CVE-2024-38051 | Remote Code Important | No | No
Enterpris Execution
e CVE-2024-38091 | Denial of Important | No | No
ESU, Windo Service
ws Server | cVE-2024-38044 | Remote Code Important | No | No
2008 R2 Execution
Standard | cyE-2024-38071 | Denial of Important |No | No
ESU, Windo Service
ws Server | cyp-9024-38064 | Information Important | No |[No
2008 R2 Disclosure
Patacente ['cyp_9024-38068 | Denial of Important |No | No
r Service
ESU, Windo "cyE_9024-38099 | Denial of Important | No | No
ws Service
Embedded "oyp 902438019 | Remote Code Important | No | No
POSReady Execution
7 ESU CVE-2024-38104 | Remote Code Important | No | No
Execution
CVE-2024-38054 | Elevation of Important | No No
Privilege
CVE-2024-38031 | Denial of Important | No | No
Service
CVE-2024-38055 | Information Important | No No
Disclosure
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CVE-2024-38034 | Elevation of Important | No | No
Privilege
CVE-2024-30081 | Spoofing Important | No | No
CVE-2024-38085 | Elevation of Important | No | No
Privilege
CVE-2024-38049 | Remote Code Important | No | No
Execution
CVE-2024-38050 | Elevation of Important | No | No
Privilege
CVE-2024-38048 | Denial of Important | No | No
Service
CVE-2024-38077 | Remote Code Critical No | No
Execution
CVE-2024-38074 | Remote Code Critical No | No
Execution
CVE-2024-38073 | Denial of Important | No | No
Service
CVE-2024-38067 | Denial of Important | No | No
Service
CVE-2024-38028 | Remote Code Important | No | No
Execution
CVE-2024-38017 | Information Important | No | No
Disclosure
CVE-2024-38027 | Denial of Important | No | No
Service
CVE-2024-3596 Spoofing Important | No | No
CVE-2024-38025 | Remote Code Important | No | No
Execution
CVE-2024-38057 | Elevation of Important | No | No
Privilege
CVE-2024-38061 | Elevation of Important | No | No
Privilege
CVE-2024-39684 | Elevation of Moderate No | No
Privilege
5040498 | =G | July 9, CVE-2024-38079 | Elevation of Important | No No
2024— Privilege
KB5040498 | CVE-2024-35270 | Denial of Important | No | No
(Security Service
—only CVE-2024-38052 | Elevation of Important | No No
update) - Privilege
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Microsoft | CVE-2024-38060 | Remote Code Critical No | No
Support Execution
for CVE-2024-38066 | Elevation of Important | No | No
Windows Privilege
Server CVE-2024-38051 | Remote Code Important | No | No
2008 R2 Execution
Enterpris | CVE-2024-38091 | Denial of Important | No | No
e Service
ESU, Windo | CVE-2024-38044 | Remote Code Important | No | No
ws Server Execution
2008 R2 CVE-2024-38071 | Denial of Important | No | No
Standard Service
ESU, Windo | cVE-2024-38064 | Information Important | No | No
ws Server Disclosure
2008 R2 CVE-2024-38068 | Denial of Important | No | No
Datacente Service
r CVE-2024-38099 | Denial of Important | No | No
ESU, Windo Service
Ws CVE-2024-38019 | Remote Code Important | No | No
Embedded Execution
POSReady CVE-2024-38104 | Remote Code Important | No | No
7 ESU Execution

CVE-2024-38054 | Elevation of Important | No | No
Privilege

CVE-2024-38031 | Denial of Important | No | No
Service

CVE-2024-38055 | Information Important | No | No
Disclosure

CVE-2024-38034 | Elevation of Important | No | No
Privilege

CVE-2024-30081 | Spoofing Important | No | No

CVE-2024-38085 | Elevation of Important | No | No
Privilege

CVE-2024-38049 | Remote Code Important | No | No
Execution

CVE-2024-38050 | Elevation of Important | No No
Privilege

CVE-2024-38048 | Denial of Important | No No
Service

CVE-2024-38077 | Remote Code Critical No | No

Execution
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CVE-2024-38074 | Remote Code Critical No | No
Execution
CVE-2024-38073 | Denial of Important | No | No
Service
CVE-2024-38067 | Denial of Important | No | No
Service
CVE-2024-38028 | Remote Code Important | No | No
Execution
CVE-2024-38017 | Information Important | No | No
Disclosure
CVE-2024-38027 | Denial of Important | No | No
Service
CVE-2024-3596 Spoofing Important | No | No
CVE-2024-38025 | Remote Code Important | No | No
Execution
CVE-2024-38057 | Elevation of Important | No | No
Privilege
CVE-2024-38061 | Elevation of Important | No | No
Privilege
CVE-2024-39684 | Elevation of Moderate No | No
Privilege
5040437 | &ifG | July 9, CVE-2024-35270 | Denial of Important | No | No
2024— Service
KB5040437 | CVE-2024-28899 | Security Important | No | No
(0S Build Feature Bypass
20348. 258 | CVE-2024-38043 | Elevation of Important | No | No
2) - Privilege
Microsoft | CVE-2024-38104 | Remote Code Important | No | No
Support Execution
for CVE-2024-38031 | Denial of Important | No | No
Windows Service
Server CVE-2024-37969 | Security Important | No | No
2022 Feature Bypass
CVE-2024-38076 | Remote Code Critical No | No
Execution
CVE-2024-38033 | Elevation of Important | No No
Privilege
CVE-2024-38070 | Security Important | No No
Feature Bypass
CVE-2024-38085 | Elevation of Important | No No

Privilege
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CVE-2024-38049 | Remote Code Important | No | No
Execution

CVE-2024-37977 | Security Important | No | No
Feature Bypass

CVE-2024-38077 | Remote Code Critical No | No
Execution

CVE-2024-37971 | Security Important | No | No
Feature Bypass

CVE-2024-37974 | Security Important | No | No
Feature Bypass

CVE-2024-38011 | Security Important | No | No
Feature Bypass

CVE-2024-37987 | Security Important | No | No
Feature Bypass

CVE-2024-30079 | Elevation of Important | No | No
Privilege

CVE-2024-38027 | Denial of Important | No | No
Service

CVE-2024-37973 | Security Important | No | No
Feature Bypass

CVE-2024-38057 | Elevation of Important | No | No
Privilege

CVE-2024-30013 | Remote Code Important | No | No
Execution

CVE-2024-38052 | Elevation of Important | No | No
Privilege

CVE-2024-37972 | Security Important | No | No
Feature Bypass

CVE-2024-38053 | Remote Code Important | No | No
Execution

CVE-2024-38112 | Spoofing Important | No | Yes

CVE-2024-30071 | Information Important | No | No
Disclosure

CVE-2024-37988 | Security Important | No | No
Feature Bypass

CVE-2024-38030 | Spoofing Important | No No

CVE-2024-38047 | Elevation of Important | No No
Privilege

CVE-2024-38019 | Remote Code Important | No | No

Execution
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CVE-2024-38055 | Information Important | No | No
Disclosure

CVE-2024-30081 | Spoofing Important | No | No

CVE-2024-38080 | Elevation of Important | No | Yes
Privilege

CVE-2024-37986 | Security Important | No | No
Feature Bypass

CVE-2024-38517 | Elevation of Moderate No | No
Privilege

CVE-2024-21417 | Elevation of Important | No | No
Privilege

CVE-2024-37975 | Security Important | No | No
Feature Bypass

CVE-2024-38073 | Denial of Important | No | No
Service

CVE-2024-38058 | Security Important | No | No
Feature Bypass

CVE-2024-38017 | Information Important | No | No
Disclosure

CVE-2024-3596 Spoofing Important | No | No

CVE-2024-38079 | Elevation of Important | No | No
Privilege

CVE-2024-38062 | Elevation of Important | No | No
Privilege

CVE-2024-38056 | Information Important | No | No
Disclosure

CVE-2024-38060 | Remote Code Critical No | No
Execution

CVE-2024-37989 | Security Important | No | No
Feature Bypass

CVE-2024-38101 | Denial of Important | No | No
Service

CVE-2024-38051 | Remote Code Important | No | No
Execution

CVE-2024-38091 | Denial of Important | No | No
Service

CVE-2024-38044 | Remote Code Important | No No
Execution

CVE-2024-37981 | Security Important | No No

Feature Bypass
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CVE-2024-38068 | Denial of Important | No | No
Service

CVE-2024-38022 | Elevation of Important | No | No
Privilege

CVE-2024-38013 | Elevation of Important | No | No
Privilege

CVE-2024-38065 | Security Important | No | No
Feature Bypass

CVE-2024-38054 | Elevation of Important | No | No
Privilege

CVE-2024-38069 | Security Important | No | No
Feature Bypass

CVE-2024-38034 | Elevation of Important | No | No
Privilege

CVE-2024-38105 | Denial of Important | No | No
Service

CVE-2024-38048 | Denial of Important | No | No
Service

CVE-2024-38025 | Remote Code Important | No | No
Execution

CVE-2024-38072 | Denial of Important | No | No
Service

CVE-2024-38061 | Elevation of Important | No | No
Privilege

CVE-2024-38102 | Denial of Important | No | No
Service

CVE-2024-38071 | Denial of Important | No | No
Service

CVE-2024-38064 | Information Important | No | No
Disclosure

CVE-2024-38099 | Denial of Important | No | No
Service

CVE-2024-38041 | Information Important | No | No
Disclosure

CVE-2024-38100 | Elevation of Important | No | No
Privilege

CVE-2024-37984 | Security Important | No No
Feature Bypass

CVE-2024-30098 | Security Important | No No

Feature Bypass
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CVE-2024-38010 | Security Important | No | No
Feature Bypass
CVE-2024-26184 | Security Important | No | No
Feature Bypass
CVE-2024-38050 | Elevation of Important | No | No
Privilege
CVE-2024-38074 | Remote Code Critical No | No
Execution
CVE-2024-38067 | Denial of Important | No | No
Service
CVE-2024-38059 | Elevation of Important | No | No
Privilege
CVE-2024-38028 | Remote Code Important | No | No
Execution
CVE-2024-38015 | Denial of Important | No | No
Service
CVE-2024-37970 | Security Important | No | No
Feature Bypass
CVE-2024-39684 | Elevation of Moderate No | No
Privilege
5040431 | &G | July 9, CVE-2024-30013 | Remote Code Important | No No
2024— Execution
KB5040431 | CVE-2024-38079 | Elevation of Important | No | No
(0S Build Privilege
22000. 307 | CVE-2024-35270 | Denial of Important | No | No
9) - Service
Microsoft | CVE-2024-38102 | Denial of Important | No | No
Support Service
for CVE-2024-38062 | Elevation of Important | No | No
Windows Privilege
11 CVE-2024-38052 | Elevation of Important | No | No
version Privilege
212, all | cVE-2024-37972 | Security Important | No | No
editions Feature Bypass
CVE-2024-38056 | Information Important | No No
Disclosure
CVE-2024-38078 | Remote Code Important | No No
Execution
CVE-2024-38060 | Remote Code Critical No | No

Execution
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CVE-2024-38053 | Remote Code Important | No | No
Execution

CVE-2024-38032 | Remote Code Important | No | No
Execution

CVE-2024-37989 | Security Important | No | No
Feature Bypass

CVE-2024-38101 | Denial of Important | No | No
Service

CVE-2024-38112 | Spoofing Important | No | Yes

CVE-2024-38051 | Remote Code Important | No | No
Execution

CVE-2024-28899 | Security Important | No | No
Feature Bypass

CVE-2024-38091 | Denial of Important | No | No
Service

CVE-2024-30071 | Information Important | No | No
Disclosure

CVE-2024-37981 | Security Important | No | No
Feature Bypass

CVE-2024-38043 | Elevation of Important | No | No
Privilege

CVE-2024-37988 | Security Important | No | No
Feature Bypass

CVE-2024-38068 | Denial of Important | No | No
Service

CVE-2024-38064 | Information Important | No | No
Disclosure

CVE-2024-38022 | Elevation of Important | No | No
Privilege

CVE-2024-38013 | Elevation of Important | No | No
Privilege

CVE-2024-38065 | Security Important | No | No
Feature Bypass

CVE-2024-38030 | Spoofing Important | No | No

CVE-2024-38047 | Elevation of Important | No | No
Privilege

CVE-2024-38019 | Remote Code Important | No | No
Execution

CVE-2024-38041 | Information Important | No No
Disclosure
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CVE-2024-37974 | Security Important | No | No
Feature Bypass

CVE-2024-38104 | Remote Code Important | No | No
Execution

CVE-2024-38054 | Elevation of Important | No | No
Privilege

CVE-2024-37984 | Security Important | No | No
Feature Bypass

CVE-2024-38069 | Security Important | No | No
Feature Bypass

CVE-2024-38010 | Security Important | No | No
Feature Bypass

CVE-2024-26184 | Security Important | No | No
Feature Bypass

CVE-2024-38055 | Information Important | No | No
Disclosure

CVE-2024-38034 | Elevation of Important | No | No
Privilege

CVE-2024-37969 | Security Important | No | No
Feature Bypass

CVE-2024-38080 | Elevation of Important | No | Yes
Privilege

CVE-2024-30098 | Security Important | No | No
Feature Bypass

CVE-2024-38033 | Elevation of Important | No | No
Privilege

CVE-2024-30081 | Spoofing Important | No | No

CVE-2024-38105 | Denial of Important | No | No
Service

CVE-2024-38070 | Security Important | No | No
Feature Bypass

CVE-2024-38085 | Elevation of Important | No | No
Privilege

CVE-2024-38050 | Elevation of Important | No | No
Privilege

CVE-2024-38049 | Remote Code Important | No No
Execution

CVE-2024-38048 | Denial of Important | No No
Service

CVE-2024-37977 | Security Important | No No

Feature Bypass
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CVE-2024-37986 | Security Important | No | No
Feature Bypass
CVE-2024-38517 | Elevation of Moderate No | No
Privilege
CVE-2024-37971 | Security Important | No | No
Feature Bypass
CVE-2024-21417 | Elevation of Important | No | No
Privilege
CVE-2024-38011 | Security Important | No | No
Feature Bypass
CVE-2024-38058 | Security Important | No | No
Feature Bypass
CVE-2024-37975 | Security Important | No | No
Feature Bypass
CVE-2024-38028 | Remote Code Important | No | No
Execution
CVE-2024-30079 | Elevation of Important | No | No
Privilege
CVE-2024-38059 | Elevation of Important | No | No
Privilege
CVE-2024-38017 | Information Important | No | No
Disclosure
CVE-2024-38027 | Denial of Important | No | No
Service
CVE-2024-37973 | Security Important | No | No
Feature Bypass
CVE-2024-3596 Spoofing Important | No | No
CVE-2024-37987 | Security Important | No | No
Feature Bypass
CVE-2024-38025 | Remote Code Important | No | No
Execution
CVE-2024-38057 | Elevation of Important | No | No
Privilege
CVE-2024-37970 | Security Important | No | No
Feature Bypass
CVE-2024-38061 | Elevation of Important | No | No
Privilege
CVE-2024-39684 | Elevation of Moderate No | No
Privilege
5040442 | & f& | July 9, CVE-2024-30013 | Remote Code Important | No | No
2024— Execution
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KB5040442 | CVE-2024-38079 | Elevation of Important | No | No
(0S Privilege
Builds CVE-2024-35270 | Denial of Important | No | No
22621. 388 Service
0 and CVE-2024-37978 | Security Important | No | No
22631. 388 Feature Bypass
0) - CVE-2024-38102 | Denial of Important | No | No
Microsoft Service
Support CVE-2024-38062 | Elevation of Important | No | No
for Privilege
Windows CVE-2024-38052 | Elevation of Important | No | No
11 Privilege
version CVE-2024-37972 | Security Important | No | No
22H2, all Feature Bypass
editions, | cVE-2024-38056 | Information Important | No | No
Windows Disclosure
11 CVE-2024-38078 | Remote Code Important | No | No
version Execution
2312, all | cyE-2024-38060 | Remote Code Critical |No |No
editions Execution

CVE-2024-38053 | Remote Code Important | No | No
Execution

CVE-2024-38032 | Remote Code Important | No | No
Execution

CVE-2024-37989 | Security Important | No | No
Feature Bypass

CVE-2024-38101 | Denial of Important | No | No
Service

CVE-2024-38112 | Spoofing Important | No | Yes

CVE-2024-38051 | Remote Code Important | No | No
Execution

CVE-2024-28899 | Security Important | No | No
Feature Bypass

CVE-2024-38091 | Denial of Important | No | No
Service

CVE-2024-30071 | Information Important | No No
Disclosure

CVE-2024-37981 | Security Important | No No
Feature Bypass

CVE-2024-38043 | Elevation of Important | No No

Privilege
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CVE-2024-37988 | Security Important | No | No
Feature Bypass

CVE-2024-38068 | Denial of Important | No | No
Service

CVE-2024-38064 | Information Important | No | No
Disclosure

CVE-2024-38022 | Elevation of Important | No | No
Privilege

CVE-2024-38013 | Elevation of Important | No | No
Privilege

CVE-2024-38065 | Security Important | No | No
Feature Bypass

CVE-2024-38030 | Spoofing Important | No | No

CVE-2024-38047 | Elevation of Important | No | No
Privilege

CVE-2024-38019 | Remote Code Important | No | No
Execution

CVE-2024-38041 | Information Important | No | No
Disclosure

CVE-2024-37974 | Security Important | No | No
Feature Bypass

CVE-2024-38104 | Remote Code Important | No | No
Execution

CVE-2024-38054 | Elevation of Important | No | No
Privilege

CVE-2024-37984 | Security Important | No | No
Feature Bypass

CVE-2024-38069 | Security Important | No | No
Feature Bypass

CVE-2024-38010 | Security Important | No | No
Feature Bypass

CVE-2024-26184 | Security Important | No | No
Feature Bypass

CVE-2024-38055 | Information Important | No | No
Disclosure

CVE-2024-38034 | Elevation of Important | No No
Privilege

CVE-2024-37969 | Security Important | No No
Feature Bypass

CVE-2024-38080 | Elevation of Important | No Yes

Privilege
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CVE-2024-30098 | Security Important | No | No
Feature Bypass

CVE-2024-38033 | Elevation of Important | No | No
Privilege

CVE-2024-30081 | Spoofing Important | No | No

CVE-2024-38070 | Security Important | No | No
Feature Bypass

CVE-2024-38105 | Denial of Important | No | No
Service

CVE-2024-38085 | Elevation of Important | No | No
Privilege

CVE-2024-38050 | Elevation of Important | No | No
Privilege

CVE-2024-38049 | Remote Code Important | No | No
Execution

CVE-2024-38048 | Denial of Important | No | No
Service

CVE-2024-37977 | Security Important | No | No
Feature Bypass

CVE-2024-37986 | Security Important | No | No
Feature Bypass

CVE-2024-38517 | Elevation of Moderate No | No
Privilege

CVE-2024-37971 | Security Important | No | No
Feature Bypass

CVE-2024-21417 | Elevation of Important | No | No
Privilege

CVE-2024-37985 | Information Important | Yes | No
Disclosure

CVE-2024-38011 | Security Important | No | No
Feature Bypass

CVE-2024-38058 | Security Important | No | No
Feature Bypass

CVE-2024-37975 | Security Important | No | No
Feature Bypass

CVE-2024-38028 | Remote Code Important | No No
Execution

CVE-2024-30079 | Elevation of Important | No No
Privilege

CVE-2024-38059 | Elevation of Important | No No

Privilege
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CVE-2024-38017 | Information Important | No | No 2
Disclosure

CVE-2024-38027 | Denial of Important | No | No 2
Service

CVE-2024-37973 | Security Important | No | No 2
Feature Bypass

CVE-2024-3596 Spoofing Important | No | No

CVE-2024-37987 | Security Important | No | No
Feature Bypass

CVE-2024-38025 | Remote Code Important | No | No 2
Execution

CVE-2024-38057 | Elevation of Important | No | No 2
Privilege

CVE-2024-37970 | Security Important | No | No 2
Feature Bypass

CVE-2024-38061 | Elevation of Important | No | No 2
Privilege

CVE-2024-39684 | Elevation of Moderate No | No 1
Privilege
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5041026 = fE July 9, CVE-2024-38081 Elevation of | Important | No | No 2
2024- Privilege
Security
Only
Update
for .NET
Framewor
k 3.5.1,
4.6.2,
4.1,
4.7. 1,
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4.7.2,
4.8 for
Windows
Server
2008 R2
SP1
(KB50410
26) -
Microsof
t
Support

5041016 | &G July 9, CVE-2024-38081 Elevation of | Important | No
2024- Privilege
KB504101
6
Cumulati
ve
Update
for .NET
Framewor
k 3.5,
4.8 and
4.8.1
for
Windows
Server
2022 -
Microsof
t
Support

5041017 = G July 9, CVE-2024-38081 Elevation of | Important | No
2024- Privilege
KB504101
7
Cumulati
ve
Update
for .NET
Framewor
k 3.5,
4.7.2
and 4.8
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for
Windows
10,
version
1809 and
Windows
Server
2019 -
Microsof
t
Support

5040426 | = fE KB504042 | CVE-2024-38112 Spoofing Important | No | Yes
6:
Cumulati
ve
security
update
for
Internet
Explorer
: July
9, 2024
Microsof
t
Support

5041027 = G July 9, CVE-2024-38081 Elevation of | Important | No | No
2024- Privilege
Security
Only
Update
for .NET
Framewor
k 2.0,
3.0, 3.5
SP1,
4.6.2
for
Windows
Server
2008 SP2
(KB50410
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27) -
Microsof
t
Support

5002621 =N e Descript | CVE-2024-38020 Spoofing Moderate No
ion of
the
security
update
for
Outlook
2016:
July 9,
2024
(KB50026
21) -
Microsof
t
Support

5039885 | &G July 9, CVE-2024-38081 Elevation of | Important | No
2024- Privilege
KB503988
5
Cumulati
ve
Update
for .NET
Framewor
k 4.8
for
Windows
10,
version
1607 and
Windows
Server
2016 -
Microsof
t
Support

5041018 =N July 9, CVE-2024-38081 Elevation of | Important | No
2024- Privilege
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KB504101
8
Cumulati
ve
Update
for .NET
Framewor
k 3.5,
4.8 and
4.8.1
for
Windows
10
Version
21H2 -
Microsof
t
Support

5041020 =N July 9, CVE-2024-38081 Elevation of | Important | No
2024- Privilege
KB504102
0
Cumulati
ve
Update
for .NET
Framewor
k 3.5,
4.8 and
4.8.1
for
Windows
11,
version
21H2 -
Microsof
t
Support

5041022 =G July 9, CVE-2024-38081 Elevation of | Important | No
2024- Privilege
Security

and

49 W



http://support.microsoft.com/kb/5041020
http://support.microsoft.com/kb/5041022
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Quality
Rollup
for .NET
Framewor
k 3.5,
4.6. 2,
4.7,
4.7.1,
4.7.2,
4.8 for
Windows
Server
2012
(KB50410
22) -
Microsof
t
Support

5002618

Descript
ion of
the
security
update
for
SharePoi
nt
Enterpri
se
Server
2016:
July 9,
2024
(KB50026
18) -
Microsof
t
Support

CVE-2024-38024

Remote Code

Execution

Important

No

No

CVE-2024-38023

Remote Code

Execution

Critical

No

No

CVE-2024-32987

Information

Disclosure

Important

No

No

CVE-2024-38094

Remote Code

Execution

Important

No

No

5041021

July 9,
2024-
Security
and

Quality

CVE-2024-38081

Elevation of

Privilege

Important

No

No

St
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http://support.microsoft.com/kb/5002618
http://support.microsoft.com/kb/5041021
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Rollup
for .NET
Framewor
k 3.5.1,
4.6. 2,
4.7,
4.7.1,
4.7.2,
4.8 for
Windows
Server
2008 R2
SP1
(KB50410
21) -
Microsof
t
Support

5041019 =N July 9, CVE-2024-38081 Elevation of | Important | No
2024- Privilege
KB504101
9
Cumulati
ve
Update
for .NET
Framewor
k 3.5,
4.8 and
4.8.1
for
Windows
10
Version
22H2 -
Microsof
t
Support

5002620 =G Descript | CVE-2024-38020 Spoofing Moderate No

ion of CVE-2024-38021 Remote Code Important | No

the Execution

security

St
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http://support.microsoft.com/kb/5041019
http://support.microsoft.com/kb/5002620
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update
for
Office
2016:
July 9,
2024
(KB50026
20) -
Microsof
t
Support

5041023 =i July 9, CVE-2024-38081 Elevation of | Important | No
2024- Privilege
Security
and
Quality
Rollup
for .NET
Framewor
k 3.5,
4.6. 2,
4.7,
4.7.1,
4.7.2,
4.8 for
Windows
Server
2012 R2
(KB50410
23) -
Microsof
t
Support

5041024 | & July 9, CVE-2024-38081 Elevation of | Important | No
2024- Privilege
Security
and
Quality
Rollup
for .NET
Framewor

k 2.0,

St

52 W



http://support.microsoft.com/kb/5041023
http://support.microsoft.com/kb/5041024
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3.0, 3.5
SP1,
4.6.2
for
Windows
Server
2008 SP2
(KB50410
24) -
Microsof
t
Support

A H RATTE RN T

TE:

Lo BIREM b Uiy TR R G5 VAR U0 B T
0 - SR (Exploitation Detected)
1 - EHAREPAIH (Exploitation More Likely)
2 — ANKATREFIF (Bxploitation Less Likely)
3 — AArEeFI A (Exploitation Unlikely)

4 = ANZIETARE (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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