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第1章 安全通告 

尊敬的客户： 

奇安信集团最新补丁库（V6版本：2026.08.12.1，V10版本：2026.08.12.1000）

已发布，本次更新推送了 27 个微软安全补丁，修复了 321 个安全漏洞，其中 32

个微软官方评级为“严重(Critical)”，289 个评级为“重要(Important)”，这

些漏洞影响 Windows、Office 等产品。 
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第2章 重点关注补丁 

本月有 59 个安全漏洞经奇安信评估满足以下任一条件，需要重点关注。 

1. 漏洞等级（Severity）=严重（Critical）， 

2. 公开披露（Publicly Disclosed）=是（Yes）， 

3. 已受攻击（Exploited）=是（Yes）， 

4. 漏洞的可利用性（Exploitability Assessment）="已被利用

（Exploitation Detected）" 或 "很可能被利用（Exploitation More 

Likely）" 

详情如下： 

KBID 修复的漏洞 漏洞的影响 漏洞等级 
公开

披露 

已受

攻击 
漏洞的可利用性 

5002902 CVE-2026-63515 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

5002755 CVE-2026-63518 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

5002906 CVE-2026-63520 Remote Code 

Execution 

Important No No Exploitation 

More Likely 5002905 

5002906 CVE-2026-64921 Elevation of 

Privilege 

Critical No No Exploitation 

Less Likely 

5002905             

5002906 CVE-2026-62827 Elevation of 

Privilege 

Critical No No Exploitation 

Less Likely 

5002905 

      

5120386 CVE-2026-62819 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5120238 

5120385 

5120418 

5121003 

5121000 

5120240 

5120249 

5120242 

5120386 CVE-2026-62878 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5120238 

5120385 

5120418 

5120242 

5120386 CVE-2026-65791 Remote Code 

Execution 

Critical No No Exploitation 

Unlikely 5120238 

http://support.microsoft.com/kb/5002902
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-63515
http://support.microsoft.com/kb/5002755
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-63518
http://support.microsoft.com/kb/5002906
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-63520
http://support.microsoft.com/kb/5002905
http://support.microsoft.com/kb/5002906
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-64921
http://support.microsoft.com/kb/5002905
http://support.microsoft.com/kb/5002906
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62827
http://support.microsoft.com/kb/5002905
http://support.microsoft.com/kb/5120386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62819
http://support.microsoft.com/kb/5120238
http://support.microsoft.com/kb/5120385
http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5121003
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120249
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62878
http://support.microsoft.com/kb/5120238
http://support.microsoft.com/kb/5120385
http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-65791
http://support.microsoft.com/kb/5120238
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5120385 

5120418 

5120242 

5120386 CVE-2026-62721 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5120238 

5120385 

5120418 

5121003 

5121000 

5120240 

5120249 

5120242 

5120386 CVE-2026-61925 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5120238 

5120385 

5120418 

5121003 

5121000 

5120240 

5120249 

5120242 

5120386 CVE-2026-62893 Remote Code 

Execution 

Critical No No Exploitation 

More Likely 5120238 

5120385 

5120418 

5120242 

5120386 CVE-2026-62889 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5120238 

5120385 

5120418 

5121003 

5121000 

5120240 

5120249 

5120242 

5120386 CVE-2026-59132 Denial of 

Service 

Important No No Exploitation 

More Likely 5120238 

5120385 

5120418 

5121003 

5121000 

http://support.microsoft.com/kb/5120385
http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62721
http://support.microsoft.com/kb/5120238
http://support.microsoft.com/kb/5120385
http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5121003
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120249
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-61925
http://support.microsoft.com/kb/5120238
http://support.microsoft.com/kb/5120385
http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5121003
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120249
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62893
http://support.microsoft.com/kb/5120238
http://support.microsoft.com/kb/5120385
http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62889
http://support.microsoft.com/kb/5120238
http://support.microsoft.com/kb/5120385
http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5121003
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120249
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-59132
http://support.microsoft.com/kb/5120238
http://support.microsoft.com/kb/5120385
http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5121003
http://support.microsoft.com/kb/5121000
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5120240 

5120249 

5120242 

5120386 CVE-2026-62823 Remote Code 

Execution 

Critical No No Exploitation 

More Likely 5120238 

5120385 

5120418 

5120242 

5120386 CVE-2026-62822 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5120238 

5120385 

5120418 

5121003 

5121000 

5120240 

5120249 

5120242 

5120386 CVE-2026-61348 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5120238 

5120385 

5120418 

5121003 

5121000 

5120240 

5120249 

5120242 

5120386 CVE-2026-66799 Elevation of 

Privilege 

Critical No No Exploitation 

Less Likely 5120238 

5120385 

5120418 

5121003 

5121000 

5120240 

5120249 

5120242 

5120386 CVE-2026-62824 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5120385 

5120418 

5120386 CVE-2026-70307 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5120238 

5120385 

http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120249
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62823
http://support.microsoft.com/kb/5120238
http://support.microsoft.com/kb/5120385
http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62822
http://support.microsoft.com/kb/5120238
http://support.microsoft.com/kb/5120385
http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5121003
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120249
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-61348
http://support.microsoft.com/kb/5120238
http://support.microsoft.com/kb/5120385
http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5121003
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120249
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-66799
http://support.microsoft.com/kb/5120238
http://support.microsoft.com/kb/5120385
http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5121003
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120249
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62824
http://support.microsoft.com/kb/5120385
http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5120386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-70307
http://support.microsoft.com/kb/5120238
http://support.microsoft.com/kb/5120385
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5120418 

5121003 

5121000 

5120240 

5120249 

5120242 

5120386 CVE-2026-65775 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5120238 

5120385 

5120418 

5121003 

5121000 

5120240 

5120249 

5120242 

5120386 CVE-2026-62735 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5120238 

5120385 

5120418 

5121003 

5121000 

5120240 

5120249 

5120242 

5120386 CVE-2026-62818 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5120238 

5120385 

5120418 

5120242 

5120386 CVE-2026-62890 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5120238 

5120385 

5120418 

5121003 

5121000 

5120240 

5120249 

5120242 

5120386 CVE-2026-62698 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5120238 

5120385 

http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5121003
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120249
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-65775
http://support.microsoft.com/kb/5120238
http://support.microsoft.com/kb/5120385
http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5121003
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120249
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62735
http://support.microsoft.com/kb/5120238
http://support.microsoft.com/kb/5120385
http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5121003
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120249
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62818
http://support.microsoft.com/kb/5120238
http://support.microsoft.com/kb/5120385
http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62890
http://support.microsoft.com/kb/5120238
http://support.microsoft.com/kb/5120385
http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5121003
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120249
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62698
http://support.microsoft.com/kb/5120238
http://support.microsoft.com/kb/5120385
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5120418 

5121003 

5121000 

5120240 

5120249 

5120242 

5120386 CVE-2026-68820 Elevation of 

Privilege 

Important No Yes Exploitation 

Detected 5120238 

5120385 

5120418 

5121003 

5121000 

5120240 

5120249 

5120242 

5120386 CVE-2026-62741 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5120238 

5120385 

5120418 

5121003 

5121000 

5120240 

5120249 

5120242 

5120386 CVE-2026-62712 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5120238 

5120385 

5120418 

5121003 

5121000 

5120240 

5120249 

5120242 

5120386 CVE-2026-62816 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5120238 

5120385 

5120418 

5121003 

5121000 

5120240 

5120249 

http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5121003
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120249
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68820
http://support.microsoft.com/kb/5120238
http://support.microsoft.com/kb/5120385
http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5121003
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120249
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62741
http://support.microsoft.com/kb/5120238
http://support.microsoft.com/kb/5120385
http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5121003
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120249
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62712
http://support.microsoft.com/kb/5120238
http://support.microsoft.com/kb/5120385
http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5121003
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120249
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120386
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62816
http://support.microsoft.com/kb/5120238
http://support.microsoft.com/kb/5120385
http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5121003
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120249
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5120242 

5120238 CVE-2026-65789 Remote Code 

Execution 

Critical No No Exploitation 

Unlikely 5120418 

5120242 

5120238 CVE-2026-61358 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5121003 

5121000 

5120240 

5120249 

5120242 

5120238 CVE-2026-62817 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5121003 

5121000 

5120240 

5120249 

5120242 

5120238 CVE-2026-66802 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5121000 

5120242 

5120238 CVE-2026-62696 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5120418 

5121003 

5121000 

5120240 

5120249 

5120242 

5120238 CVE-2026-62713 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5121003 

5121000 

5120240 

5120249 

5120242 

5120238 CVE-2026-62820 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5120418 

5120242 

5120238 CVE-2026-61930 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5120418 

5121003 

5121000 

5120240 

5120249 

http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120238
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-65789
http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120238
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-61358
http://support.microsoft.com/kb/5121003
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120249
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120238
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62817
http://support.microsoft.com/kb/5121003
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120249
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120238
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-66802
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120238
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62696
http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5121003
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120249
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120238
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62713
http://support.microsoft.com/kb/5121003
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120249
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120238
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62820
http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120238
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-61930
http://support.microsoft.com/kb/5120418
http://support.microsoft.com/kb/5121003
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120249
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5120242 

5120238 CVE-2026-62783 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5121003 

5121000 

5120240 

5120249 

5120242 

5120238 CVE-2026-71331 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5120242 

5121003 CVE-2026-62688 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5121000 

5121003 CVE-2026-62737 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5121000 

5121003 CVE-2026-62815 Remote Code 

Execution 

Critical No No   

5121000 

5120240 

5120242 

5121003 CVE-2026-62788 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5121000 

5120240 

5121003 CVE-2026-62832 Elevation of 

Privilege 

Important Yes No Exploitation 

More Likely 5121000 

5120240 

5120249 

5120242 

5121003 CVE-2026-66804 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5121000 

5120249 

5121003 CVE-2026-62766 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5121000 

5121003 CVE-2026-61929 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5121000 

5120240 

5121003 CVE-2026-62888 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5121000 

5120240 

5120249 

5120242 

5121003 CVE-2026-65788 Elevation of 

Privilege 

Important No No Exploitation 

More Likely 5121000 

5120240 

http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120238
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62783
http://support.microsoft.com/kb/5121003
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120249
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5120238
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-71331
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5121003
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62688
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5121003
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62737
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5121003
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62815
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5121003
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62788
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5121003
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62832
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120249
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5121003
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-66804
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120249
http://support.microsoft.com/kb/5121003
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62766
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5121003
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-61929
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5121003
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62888
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
http://support.microsoft.com/kb/5120249
http://support.microsoft.com/kb/5120242
http://support.microsoft.com/kb/5121003
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-65788
http://support.microsoft.com/kb/5121000
http://support.microsoft.com/kb/5120240
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5121000 CVE-2026-72971 Tampering Important Yes No Exploitation 

Unlikely 

5002901 CVE-2026-63525 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

5002901 CVE-2026-64907 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

5002903 CVE-2026-68794 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

5002903 CVE-2026-68804 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

5002903 CVE-2026-68816 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

5002897 CVE-2026-63532 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

5002897 CVE-2026-64909 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

5002897 CVE-2026-64903 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

5002897 CVE-2026-63513 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

5002897 CVE-2026-63526 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 

 

http://support.microsoft.com/kb/5121000
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-72971
http://support.microsoft.com/kb/5002901
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-63525
http://support.microsoft.com/kb/5002901
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-64907
http://support.microsoft.com/kb/5002903
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68794
http://support.microsoft.com/kb/5002903
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68804
http://support.microsoft.com/kb/5002903
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-68816
http://support.microsoft.com/kb/5002897
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-63532
http://support.microsoft.com/kb/5002897
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-64909
http://support.microsoft.com/kb/5002897
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-64903
http://support.microsoft.com/kb/5002897
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-63513
http://support.microsoft.com/kb/5002897
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-63526
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第3章 已知问题和特殊调整 

本月暂无已知问题和特殊调整。 
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第4章 漏洞补丁详细列表 

本月微软发布的系统安全更新补丁共 9 个，详细列表如下： 

KBID 

奇安

信集

团级

别 

补丁名称 CVE 漏洞 漏洞的影响 漏洞等级 

公

开

披

露 

已

受

攻

击 

漏

洞

的

可

利

用

性 

5120386 高危 August 11, 

2026—

KB5120386 

(Monthly 

Rollup)Win

dows 

Server 

2012 

CVE-2026-59122 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62728 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62692 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61364 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62770 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62700 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59136 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62778 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62883 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62740 Informati

on 

Important No No 2 

http://support.microsoft.com/kb/5120386
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Disclosur

e 

CVE-2026-62819 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62797 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62878 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-61363 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-65791 Remote 

Code 

Execution 

Critical No No 3 

CVE-2026-62721 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-61352 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62720 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62743 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62803 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62885 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61925 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62786 Informati

on 

Important No No 3 
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Disclosur

e 

CVE-2026-50472 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62793 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62893 Remote 

Code 

Execution 

Critical No No 1 

CVE-2026-70347 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61939 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59138 Denial of 

Service 

Important No No 2 

CVE-2026-62887 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62724 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62754 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62889 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-61360 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62776 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59132 Denial of 

Service 

Important No No 1 
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CVE-2026-65796 Denial of 

Service 

Important No No 3 

CVE-2026-62781 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-61926 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62701 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62758 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61353 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62812 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62726 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62823 Remote 

Code 

Execution 

Critical No No 1 

CVE-2026-62822 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-70346 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62877 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62773 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65797 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-70304 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62755 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62699 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62752 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62709 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61921 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-59137 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-59135 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62714 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-68819 Denial of 

Service 

Important No No 3 

CVE-2026-70330 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61348 Elevation 

of 

Privilege 

Important No No 1 
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CVE-2026-61937 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-66799 Elevation 

of 

Privilege 

Critical No No 2 

CVE-2026-62742 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61367 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62824 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62719 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62880 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62748 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62814 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62725 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-70307 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-65814 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-54984 Remote 

Code 

Execution 

Important No No 3 
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CVE-2026-65775 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62785 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-65794 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62729 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62735 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62716 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62807 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62734 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-65798 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62761 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62800 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62818 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-65799 Elevation 

of 

Privilege 

Important No No 3 
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CVE-2026-62890 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62730 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-49179 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62768 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65679 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-61366 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61347 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62787 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-61350 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62795 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-61365 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62745 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-65784 Informati

on 

Important No No 3 
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Disclosur

e 

CVE-2026-59127 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62698 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62790 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-54113 Denial of 

Service 

Important No No 3 

CVE-2026-61345 Denial of 

Service 

Important No No 2 

CVE-2026-62750 Tampering Important No No 3 

CVE-2026-70345 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59134 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62711 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65662 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61918 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62769 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62757 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-68820 Elevation 

of 

Privilege 

Important No Yes 0 
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CVE-2026-62738 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62792 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-61924 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62908 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62796 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62741 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62784 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62717 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65774 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62712 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-65790 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-70344 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62746 Informati

on 

Important No No 2 
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Disclosur

e 

CVE-2026-62881 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62733 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62753 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-59128 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62718 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62816 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62723 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62876 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62732 Elevation 

of 

Privilege 

Important No No 3 

5120238 高危 August 11, 

2026—

KB5120238 

(OS Build 

17763.9121

)Windows 

Server 

2019 Win 

CVE-2026-59122 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62728 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62692 Elevation 

of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5120238
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10 Ent 

LTSC 2019 

CVE-2026-61364 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-6726 Spoofing Important No No 2 

CVE-2026-62770 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65789 Remote 

Code 

Execution 

Critical No No 3 

CVE-2026-62700 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59136 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62778 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62883 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62740 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62819 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62797 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62878 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-61363 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62721 Elevation 

of 

Privilege 

Important No No 1 
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CVE-2026-65791 Remote 

Code 

Execution 

Critical No No 3 

CVE-2026-61352 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62720 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62803 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62743 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62885 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61925 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62786 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62739 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-50472 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62793 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62893 Remote 

Code 

Execution 

Critical No No 1 
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CVE-2026-70347 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61939 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59138 Denial of 

Service 

Important No No 2 

CVE-2026-62887 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62724 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61358 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-59131 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62754 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62889 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-59125 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61360 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62776 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59132 Denial of 

Service 

Important No No 1 

CVE-2026-65796 Denial of 

Service 

Important No No 3 



                       奇安信集团 2026 年 08 月补丁库更新通告 

第 26 页 

CVE-2026-62781 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-61926 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65773 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62701 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62758 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61353 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62812 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62726 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62823 Remote 

Code 

Execution 

Critical No No 1 

CVE-2026-62822 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62715 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-70346 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62817 Remote 

Code 

Execution 

Critical No No 2 
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CVE-2026-62877 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62773 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62755 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-70304 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-65797 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62699 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-66802 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-56174 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62752 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62709 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61921 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61936 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-65681 Denial of 

Service 

Important No No 2 

CVE-2026-59137 Informati

on 

Important No No 2 
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Disclosur

e 

CVE-2026-59135 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-68819 Denial of 

Service 

Important No No 3 

CVE-2026-70330 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61348 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62892 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61937 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65678 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62771 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-66799 Elevation 

of 

Privilege 

Critical No No 2 

CVE-2026-62742 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61368 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61367 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-62719 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62880 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62748 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-65671 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62703 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62814 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-6727 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62725 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-70307 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-65814 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65795 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-54984 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-65775 Elevation 

of 

Privilege 

Important No No 1 
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CVE-2026-61920 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62894 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65794 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62785 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62696 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62729 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62735 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62716 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62713 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62690 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62807 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61932 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62734 Elevation 

of 

Privilege 

Important No No 3 
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CVE-2026-65798 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62761 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62800 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62818 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-65799 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62890 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62730 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-49179 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62768 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61346 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65679 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62747 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62820 Remote 

Code 

Execution 

Critical No No 2 
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CVE-2026-61930 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62783 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-59130 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62774 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61366 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61347 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62787 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-61350 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62795 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-61365 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62745 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-65784 Informati

on 

Disclosur

e 

Important No No 3 
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CVE-2026-62707 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59127 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62777 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62790 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62698 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-54113 Denial of 

Service 

Important No No 3 

CVE-2026-61345 Denial of 

Service 

Important No No 2 

CVE-2026-62750 Tampering Important No No 3 

CVE-2026-70345 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62782 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-59134 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62711 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65662 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61918 Informati

on 

Disclosur

e 

Important No No 2 
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CVE-2026-62769 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62757 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-68820 Elevation 

of 

Privilege 

Important No Yes 0 

CVE-2026-65787 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62738 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62792 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62710 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61924 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62908 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62796 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62741 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62784 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62717 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-65774 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62712 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-61356 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65790 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-70344 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61349 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62746 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62881 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61928 Tampering Important No No 2 

CVE-2026-71331 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62733 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62753 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61923 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59128 Informati

on 

Disclosur

e 

Important No No 3 
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CVE-2026-62718 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-65786 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62816 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62732 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62723 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62876 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62714 Informati

on 

Disclosur

e 

Important No No 3 

5120385 高危 August 11, 

2026—

KB5120385 

(Monthly 

Rollup)Win

dows 

Server 

2012 R2 

CVE-2026-59122 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62728 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62692 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61364 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62770 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62700 Elevation 

of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5120385
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CVE-2026-59136 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62778 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62883 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62740 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62819 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62797 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62878 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-61363 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-65791 Remote 

Code 

Execution 

Critical No No 3 

CVE-2026-62721 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-61352 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62720 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62743 Informati

on 

Important No No 2 
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Disclosur

e 

CVE-2026-62803 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62885 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61925 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62786 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-50472 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62793 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62893 Remote 

Code 

Execution 

Critical No No 1 

CVE-2026-70347 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61939 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59138 Denial of 

Service 

Important No No 2 

CVE-2026-62887 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62724 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59131 Informati

on 

Important No No 2 
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Disclosur

e 

CVE-2026-62754 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62889 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-61360 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62776 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59132 Denial of 

Service 

Important No No 1 

CVE-2026-65796 Denial of 

Service 

Important No No 3 

CVE-2026-62781 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-61926 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62701 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62758 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61353 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62812 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62726 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-62823 Remote 

Code 

Execution 

Critical No No 1 

CVE-2026-62822 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62715 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-70346 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62877 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62773 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65797 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-70304 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62755 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62699 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62752 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62709 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61921 Informati

on 

Disclosur

e 

Important No No 2 



                       奇安信集团 2026 年 08 月补丁库更新通告 

第 41 页 

CVE-2026-59137 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-59135 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62714 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-68819 Denial of 

Service 

Important No No 3 

CVE-2026-70330 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61348 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-61937 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-66799 Elevation 

of 

Privilege 

Critical No No 2 

CVE-2026-62742 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61367 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62824 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62719 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62880 Elevation 

of 

Privilege 

Important No No 3 
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CVE-2026-62748 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-65671 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62814 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62725 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-70307 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-65814 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-54984 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-65775 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-61920 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62785 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-65794 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62729 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62735 Elevation 

of 

Privilege 

Important No No 1 
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CVE-2026-62716 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62807 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62734 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-65798 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62761 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62800 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62818 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-65799 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62890 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62730 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-49179 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62768 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65679 Remote 

Code 

Execution 

Important No No 2 
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CVE-2026-59130 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61366 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61347 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62787 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-61350 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62795 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-61365 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62745 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-65784 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-59127 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62698 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62790 Remote 

Code 

Execution 

Important No No 2 



                       奇安信集团 2026 年 08 月补丁库更新通告 

第 45 页 

CVE-2026-61345 Denial of 

Service 

Important No No 2 

CVE-2026-62750 Tampering Important No No 3 

CVE-2026-70345 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59134 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62711 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65662 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61918 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62769 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62757 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-68820 Elevation 

of 

Privilege 

Important No Yes 0 

CVE-2026-62738 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62792 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-61924 Informati

on 

Disclosur

e 

Important No No 2 
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CVE-2026-62908 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62796 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62741 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62784 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62717 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65774 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62712 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-65790 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-70344 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61349 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62746 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62881 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62733 Elevation 

of 

Privilege 

Important No No 2 



                       奇安信集团 2026 年 08 月补丁库更新通告 

第 47 页 

CVE-2026-62753 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-59128 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62718 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62816 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62723 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62876 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62732 Elevation 

of 

Privilege 

Important No No 3 

5120418 高危 August 11, 

2026—

KB5120418 

(OS Build 

14393.9418

)Windows 

Server 

2016, all 

editions 

Win 10 Ent 

LTSB 2016 

Win 10 IoT 

Ent LTSB 

2016 

CVE-2026-59122 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62728 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62692 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61364 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-6726 Spoofing Important No No 2 

CVE-2026-62770 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65789 Remote 

Code 

Execution 

Critical No No 3 

http://support.microsoft.com/kb/5120418
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CVE-2026-62700 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59136 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62778 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62883 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62740 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62819 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62797 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62878 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-61363 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-65791 Remote 

Code 

Execution 

Critical No No 3 

CVE-2026-62721 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-61352 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62720 Informati

on 

Disclosur

e 

Important No No 3 
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CVE-2026-62743 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62803 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62885 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61925 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62786 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-50472 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62793 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62893 Remote 

Code 

Execution 

Critical No No 1 

CVE-2026-70347 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61939 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59138 Denial of 

Service 

Important No No 2 

CVE-2026-62887 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62724 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-59131 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62754 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62889 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-59125 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61360 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62776 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59132 Denial of 

Service 

Important No No 1 

CVE-2026-65796 Denial of 

Service 

Important No No 3 

CVE-2026-62781 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-61926 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62701 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62758 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61353 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62726 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-62812 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62823 Remote 

Code 

Execution 

Critical No No 1 

CVE-2026-62822 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62715 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-70346 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62877 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62773 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62872 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65797 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-70304 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62755 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62699 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62752 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62709 Informati

on 

Important No No 2 
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Disclosur

e 

CVE-2026-65681 Denial of 

Service 

Important No No 2 

CVE-2026-61921 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-59137 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-59135 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-68819 Denial of 

Service 

Important No No 3 

CVE-2026-70330 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61348 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-61937 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65678 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-66799 Elevation 

of 

Privilege 

Critical No No 2 

CVE-2026-62742 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61368 Informati

on 

Disclosur

e 

Important No No 2 
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CVE-2026-61367 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62824 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62719 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65810 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62880 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62748 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-65671 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62814 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-6727 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62725 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-70307 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-65814 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65795 Elevation 

of 

Privilege 

Important No No 3 
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CVE-2026-54984 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-65775 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-61920 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62894 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65794 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62785 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62696 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62729 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62735 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62716 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62807 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61932 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62734 Elevation 

of 

Privilege 

Important No No 3 



                       奇安信集团 2026 年 08 月补丁库更新通告 

第 55 页 

CVE-2026-65798 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62761 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62800 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62818 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-65799 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62890 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62730 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-49179 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62768 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65679 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62747 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62820 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-61930 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-59130 Informati

on 

Important No No 2 
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Disclosur

e 

CVE-2026-62774 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61366 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61347 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62787 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-61350 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62795 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-61365 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62745 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-65784 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62707 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59127 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62777 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-62790 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62698 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-54113 Denial of 

Service 

Important No No 3 

CVE-2026-61345 Denial of 

Service 

Important No No 2 

CVE-2026-62750 Tampering Important No No 3 

CVE-2026-70345 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62782 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-59134 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62711 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65662 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61918 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62769 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62757 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-65787 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-68820 Elevation 

of 

Privilege 

Important No Yes 0 

CVE-2026-62738 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62792 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62710 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61924 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62908 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62796 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62741 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62784 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62717 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65774 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62712 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-65790 Elevation 

of 

Privilege 

Important No No 3 
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CVE-2026-70344 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61349 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62746 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62881 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61928 Tampering Important No No 2 

CVE-2026-62733 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62753 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-59128 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-70354 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-65786 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62718 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62816 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62732 Elevation 

of 

Privilege 

Important No No 3 
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CVE-2026-62723 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62876 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62714 Informati

on 

Disclosur

e 

Important No No 3 

5121003 高危 August 11, 

2026—

KB5121003 

(OS Builds 

26200.9168 

and 

26100.9168

)Windows 

11 version 

25H2, all 

editions 

Windows 11 

version 

24H2, all 

editions 

CVE-2026-59122 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62728 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62692 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61364 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-6726 Spoofing Important No No 2 

CVE-2026-62770 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62811 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62700 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59136 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62883 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62740 Informati

on 

Important No No 2 

http://support.microsoft.com/kb/5121003
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Disclosur

e 

CVE-2026-62819 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62797 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61363 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62721 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-61361 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62779 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61352 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62743 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62885 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65779 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61925 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62786 Informati

on 

Disclosur

e 

Important No No 3 
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CVE-2026-62739 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-50472 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62736 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61357 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62793 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-70347 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61939 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62688 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-61927 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62887 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62724 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59138 Denial of 

Service 

Important No No 2 

CVE-2026-61358 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-59131 Informati

on 

Important No No 2 
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Disclosur

e 

CVE-2026-62754 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62889 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-59125 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61360 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-59132 Denial of 

Service 

Important No No 1 

CVE-2026-62781 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-61926 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65776 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65773 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62701 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62758 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61353 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62726 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-62737 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62708 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62822 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62780 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-70346 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62817 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62877 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62773 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65797 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62755 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62815 Remote 

Code 

Execution 

Critical No No 4 

CVE-2026-65780 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-70304 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62699 Remote 

Code 

Execution 

Important No No 2 
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CVE-2026-65778 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62752 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62709 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61921 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61936 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-59137 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-59135 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61934 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62788 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-70330 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61348 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62892 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-61937 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65678 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62693 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62771 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-66799 Elevation 

of 

Privilege 

Critical No No 2 

CVE-2026-65783 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61368 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61367 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62719 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62880 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62748 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-65671 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62703 Informati

on 

Disclosur

e 

Important No No 2 
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CVE-2026-6727 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62832 Elevation 

of 

Privilege 

Important Yes No 1 

CVE-2026-61933 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62725 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-70307 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-65814 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65795 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-54984 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-65775 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62894 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62785 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-65781 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-65794 Informati

on 

Disclosur

e 

Important No No 3 
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CVE-2026-62696 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62729 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62735 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62690 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62713 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62695 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62734 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-66804 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-65798 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61359 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62800 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-65799 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62890 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62730 Informati

on 

Important No No 2 
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Disclosur

e 

CVE-2026-49179 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62768 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61346 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61355 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62747 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61930 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62783 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62722 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62702 Denial of 

Service 

Important No No 2 

CVE-2026-62774 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61366 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61347 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-59130 Informati

on 

Disclosur

e 

Important No No 2 
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CVE-2026-42976 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61350 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62795 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-61365 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62705 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62751 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65672 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62798 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-65784 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62707 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59127 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62766 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62777 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-62790 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62698 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-54113 Denial of 

Service 

Important No No 3 

CVE-2026-61345 Denial of 

Service 

Important No No 2 

CVE-2026-62750 Tampering Important No No 3 

CVE-2026-70345 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62782 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-59134 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-61938 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62711 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65662 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61918 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62769 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62757 Security 

Feature 

Bypass 

Important No No 3 
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CVE-2026-65787 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-68820 Elevation 

of 

Privilege 

Important No Yes 0 

CVE-2026-65777 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-62738 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62792 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62710 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61924 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62908 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61929 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62796 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-59126 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62741 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62784 Remote 

Code 

Execution 

Important No No 3 
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CVE-2026-62717 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65774 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62712 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-61356 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65790 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62888 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-70344 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61349 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-70348 Denial of 

Service 

Important No No 2 

CVE-2026-62881 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62746 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61928 Tampering Important No No 2 

CVE-2026-65782 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62733 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-65788 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62753 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61923 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59128 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-56179 Spoofing Moderate No No 2 

CVE-2026-65786 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62749 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62816 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62723 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62876 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62732 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-65785 Denial of 

Service 

Important No No 3 

5121000 高危 August 11, 

2026—

KB5121000 

(OS Build 

28000.2704

)Windows 

CVE-2026-59122 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62728 Elevation 

of 

Privilege 

Important No No 3 

http://support.microsoft.com/kb/5121000
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11 version 

26H1, all 

editions 

CVE-2026-62692 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61364 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-6726 Spoofing Important No No 2 

CVE-2026-62770 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62811 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62700 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59136 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62883 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62740 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62819 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62797 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61363 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-61361 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62721 Elevation 

of 

Privilege 

Important No No 1 
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CVE-2026-62779 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61352 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62743 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62885 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65779 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61925 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62786 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62739 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-50472 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62736 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61357 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62793 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-70347 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-61939 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62688 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-61927 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62887 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62772 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62724 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59138 Denial of 

Service 

Important No No 2 

CVE-2026-61358 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62775 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-59131 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62754 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62889 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-59125 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-61360 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-59132 Denial of 

Service 

Important No No 1 

CVE-2026-62781 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-61926 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65776 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65773 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62701 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62758 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61353 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62726 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62737 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62708 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62822 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62780 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-70346 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62817 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62877 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62773 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65797 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-70304 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62815 Remote 

Code 

Execution 

Critical No No 4 

CVE-2026-65780 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62755 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62699 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-66802 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62752 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62709 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61921 Informati

on 

Important No No 2 
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Disclosur

e 

CVE-2026-61936 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-59137 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-59135 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61934 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62788 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-70330 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61348 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62892 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61937 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65678 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62693 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62771 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-66799 Elevation 

of 

Privilege 

Critical No No 2 

CVE-2026-61368 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62799 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61367 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62719 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62880 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62748 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-65671 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62703 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-6727 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62832 Elevation 

of 

Privilege 

Important Yes No 1 

CVE-2026-61933 Informati

on 

Disclosur

e 

Important No No 2 
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CVE-2026-62725 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-70307 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-65814 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65795 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-54984 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-65775 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-61920 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62894 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65794 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62785 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62696 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62729 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62735 Elevation 

of 

Privilege 

Important No No 1 
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CVE-2026-62713 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62690 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62695 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62734 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-66804 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-65798 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61359 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62800 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-65799 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62890 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62730 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-49179 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62768 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-61346 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61355 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62747 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61930 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62783 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62722 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62702 Denial of 

Service 

Important No No 2 

CVE-2026-62774 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61366 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61347 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-59130 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61350 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62795 Remote 

Code 

Execution 

Important No No 3 



                       奇安信集团 2026 年 08 月补丁库更新通告 

第 85 页 

CVE-2026-61365 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62705 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62751 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65672 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62798 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-65784 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62707 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59127 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62766 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62777 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62790 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62698 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-54113 Denial of 

Service 

Important No No 3 

CVE-2026-61345 Denial of 

Service 

Important No No 2 
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CVE-2026-62750 Tampering Important No No 3 

CVE-2026-70345 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62782 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-59134 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-61938 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62711 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65662 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61918 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62769 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62757 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-65787 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-68820 Elevation 

of 

Privilege 

Important No Yes 0 

CVE-2026-65777 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-62738 Informati

on 

Important No No 2 
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Disclosur

e 

CVE-2026-62792 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62710 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61924 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62908 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61929 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62796 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-59126 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62741 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62784 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62717 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65774 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62712 Elevation 

of 

Privilege 

Important No No 1 
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CVE-2026-61356 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65790 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62888 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-70344 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61349 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-70348 Denial of 

Service 

Important No No 2 

CVE-2026-62881 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62746 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61928 Tampering Important No No 2 

CVE-2026-62733 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62753 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-65788 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-61923 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59128 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-56179 Spoofing Moderate No No 2 
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CVE-2026-65786 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62749 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62816 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62723 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62876 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62732 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-72971 Tampering Important Yes No 3 

CVE-2026-65785 Denial of 

Service 

Important No No 3 

5120240 高危 August 11, 

2026—

KB5120240 

(OS Build 

22631.7517

)Windows 

11 version 

23H2, all 

editions 

CVE-2026-59122 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62728 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62692 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61364 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-6726 Spoofing Important No No 2 

CVE-2026-62770 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62811 Elevation 

of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5120240
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CVE-2026-62700 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59136 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62883 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62740 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62819 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62797 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61363 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62721 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-61352 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62743 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62885 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61925 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62786 Informati

on 

Important No No 3 
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Disclosur

e 

CVE-2026-62739 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-50472 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62736 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62793 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-70347 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61939 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59138 Denial of 

Service 

Important No No 2 

CVE-2026-62887 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62724 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61358 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-59131 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62889 Remote 

Code 

Execution 

Critical No No 2 
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CVE-2026-59125 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61360 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-59132 Denial of 

Service 

Important No No 1 

CVE-2026-62781 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-61926 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65773 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62701 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62758 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61353 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62726 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62822 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62780 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-70346 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62817 Remote 

Code 

Execution 

Critical No No 2 
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CVE-2026-62877 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62773 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65797 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62755 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62815 Remote 

Code 

Execution 

Critical No No 4 

CVE-2026-70304 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62699 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-56174 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62752 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62709 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61921 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61936 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-59137 Informati

on 

Disclosur

e 

Important No No 2 
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CVE-2026-59135 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61934 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62788 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-70330 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61348 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62892 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61937 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65678 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62771 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-66799 Elevation 

of 

Privilege 

Critical No No 2 

CVE-2026-61368 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61367 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62719 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-62880 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62748 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-65671 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62703 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-6727 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62832 Elevation 

of 

Privilege 

Important Yes No 1 

CVE-2026-62725 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-70307 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-65814 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65795 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-54984 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-65775 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62894 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-62785 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-65794 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62696 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62729 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62735 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62690 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62713 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62695 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61932 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62734 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-65798 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61359 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62800 Remote 

Code 

Execution 

Important No No 3 
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CVE-2026-65799 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62890 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62730 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-49179 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62768 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61346 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61355 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62747 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61930 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62783 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62702 Denial of 

Service 

Important No No 2 

CVE-2026-62774 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61366 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61347 Informati

on 

Important No No 3 
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Disclosur

e 

CVE-2026-59130 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61350 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61365 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62795 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62751 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65672 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62798 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-65784 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62707 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59127 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62777 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62790 Remote 

Code 

Execution 

Important No No 2 
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CVE-2026-62698 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-54113 Denial of 

Service 

Important No No 3 

CVE-2026-61345 Denial of 

Service 

Important No No 2 

CVE-2026-62750 Tampering Important No No 3 

CVE-2026-70345 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62782 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-59134 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62711 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65662 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61918 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62769 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62757 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-68820 Elevation 

of 

Privilege 

Important No Yes 0 

CVE-2026-65787 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-65777 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-62738 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62792 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62710 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61924 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62908 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61929 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62796 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-59126 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62741 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62784 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62717 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65774 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-62712 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-61356 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65790 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62888 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-70344 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61349 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62746 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62881 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61928 Tampering Important No No 2 

CVE-2026-62733 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65788 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62753 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61923 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59128 Informati

on 

Disclosur

e 

Important No No 3 
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CVE-2026-65786 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62816 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62723 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62876 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62732 Elevation 

of 

Privilege 

Important No No 3 

5120249 高危 August 11, 

2026—

KB5120249 

(OS Builds 

19045.7663 

and 

19044.7663

) 

Windows 10 

ESU 

Windows 10 

Enterprise 

LTSC 2021 

Windows 10 

IoT 

Enterprise 

LTSC 2021 

CVE-2026-59122 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62728 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62692 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61364 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-6726 Spoofing Important No No 2 

CVE-2026-62770 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62700 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59136 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62883 Elevation 

of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5120249
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CVE-2026-62740 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62819 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62797 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61363 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62721 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-61352 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62743 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62885 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61925 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62786 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62739 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-50472 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62793 Informati

on 

Important No No 3 
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Disclosur

e 

CVE-2026-70347 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61939 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59138 Denial of 

Service 

Important No No 2 

CVE-2026-62887 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62724 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61358 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-59131 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62754 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62889 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-59125 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61360 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-59132 Denial of 

Service 

Important No No 1 

CVE-2026-62781 Remote 

Code 

Execution 

Important No No 3 
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CVE-2026-61926 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65773 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62701 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62758 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61353 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62726 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62822 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-70346 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62817 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62877 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62773 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62755 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65797 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-70304 Elevation 

of 

Privilege 

Important No No 3 
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CVE-2026-62699 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-56174 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62752 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62709 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61921 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61936 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-59137 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-59135 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-70330 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61348 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62892 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61937 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-65678 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62771 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-66799 Elevation 

of 

Privilege 

Critical No No 2 

CVE-2026-61368 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61367 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62719 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62880 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62748 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-65671 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62703 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-6727 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62832 Elevation 

of 

Privilege 

Important Yes No 1 

CVE-2026-62725 Elevation 

of 

Privilege 

Important No No 3 
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CVE-2026-70307 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-65814 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65795 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-54984 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-65775 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62894 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65794 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62785 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62696 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62729 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62735 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62713 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62690 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-61932 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62734 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-66804 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-65798 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62800 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-65799 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62890 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62730 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-49179 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62768 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61346 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61355 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62747 Elevation 

of 

Privilege 

Important No No 3 



                       奇安信集团 2026 年 08 月补丁库更新通告 

第 110 页 

CVE-2026-61930 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62783 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62702 Denial of 

Service 

Important No No 2 

CVE-2026-62774 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61366 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61347 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-59130 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61350 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61365 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62795 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62751 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65784 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62707 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-59127 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62777 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62790 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62698 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-54113 Denial of 

Service 

Important No No 3 

CVE-2026-61345 Denial of 

Service 

Important No No 2 

CVE-2026-62750 Tampering Important No No 3 

CVE-2026-70345 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62782 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-59134 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62711 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65662 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61918 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62769 Elevation 

of 

Privilege 

Important No No 3 
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CVE-2026-62757 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-68820 Elevation 

of 

Privilege 

Important No Yes 0 

CVE-2026-65787 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62738 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62792 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62710 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61924 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62908 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62796 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-59126 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62741 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62784 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62717 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-65774 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62712 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-61356 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65790 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62888 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-70344 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61349 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62746 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62881 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61928 Tampering Important No No 2 

CVE-2026-62733 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62753 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61923 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59128 Informati

on 

Disclosur

e 

Important No No 3 
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CVE-2026-65786 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62816 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62723 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62876 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62732 Elevation 

of 

Privilege 

Important No No 3 

5120242 高危 August 11, 

2026—

KB5120242 

(OS Build 

20348.5499

) 

Windows 

Server 

2022 

CVE-2026-59122 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62728 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62692 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61364 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-6726 Spoofing Important No No 2 

CVE-2026-62770 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65789 Remote 

Code 

Execution 

Critical No No 3 

CVE-2026-62811 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62700 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59136 Informati

on 

Important No No 2 

http://support.microsoft.com/kb/5120242
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Disclosur

e 

CVE-2026-62778 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62883 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62740 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62819 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62797 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62878 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-61363 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62721 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-65791 Remote 

Code 

Execution 

Critical No No 3 

CVE-2026-61352 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62720 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62803 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62743 Informati

on 

Important No No 2 
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Disclosur

e 

CVE-2026-62885 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61925 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62786 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62739 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-50472 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62793 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62893 Remote 

Code 

Execution 

Critical No No 1 

CVE-2026-70347 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61939 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59138 Denial of 

Service 

Important No No 2 

CVE-2026-62887 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62724 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-61358 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-59131 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62754 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62889 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-59125 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61360 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62776 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59132 Denial of 

Service 

Important No No 1 

CVE-2026-65796 Denial of 

Service 

Important No No 3 

CVE-2026-62781 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-61926 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65773 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62701 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62758 Elevation 

of 

Privilege 

Important No No 3 
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CVE-2026-61353 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62812 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62726 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62823 Remote 

Code 

Execution 

Critical No No 1 

CVE-2026-62822 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62715 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-70346 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62817 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62877 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62773 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62755 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-70304 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62815 Remote 

Code 

Execution 

Critical No No 4 
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CVE-2026-65797 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62699 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-66802 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-56174 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62752 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62709 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61921 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-65681 Denial of 

Service 

Important No No 2 

CVE-2026-61936 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-59137 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-59135 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-68819 Denial of 

Service 

Important No No 3 

CVE-2026-70330 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-61348 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62892 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61937 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65678 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62771 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-66799 Elevation 

of 

Privilege 

Critical No No 2 

CVE-2026-62742 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61368 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61367 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62719 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62880 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62748 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-65671 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-62703 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62814 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62832 Elevation 

of 

Privilege 

Important Yes No 1 

CVE-2026-6727 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62725 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-70307 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-65814 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65795 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-54984 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-65775 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-61920 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62894 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65794 Informati

on 

Important No No 3 
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Disclosur

e 

CVE-2026-62785 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62696 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62729 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62735 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62716 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62713 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62690 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62695 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62807 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61932 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62734 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-65798 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61359 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-62761 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62800 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62818 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-65799 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62890 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62730 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-49179 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62768 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61346 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61355 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-65679 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62820 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62747 Elevation 

of 

Privilege 

Important No No 3 
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CVE-2026-62783 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-61930 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62702 Denial of 

Service 

Important No No 2 

CVE-2026-62774 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61366 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61347 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-59130 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62787 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-42976 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61350 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62795 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-61365 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62745 Informati

on 

Disclosur

e 

Important No No 2 
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CVE-2026-62751 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65672 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65784 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62707 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59127 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62777 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62790 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62698 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-54113 Denial of 

Service 

Important No No 3 

CVE-2026-61345 Denial of 

Service 

Important No No 2 

CVE-2026-62750 Tampering Important No No 3 

CVE-2026-70345 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62782 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-59134 Remote 

Code 

Execution 

Important No No 2 
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CVE-2026-62711 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65662 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-61918 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62769 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62757 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-68820 Elevation 

of 

Privilege 

Important No Yes 0 

CVE-2026-65777 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-65787 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62738 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-62792 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62710 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-61924 Informati

on 

Disclosur

e 

Important No No 2 
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CVE-2026-62908 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62796 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-59126 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62741 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-62784 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-62717 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65774 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62712 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-61356 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65790 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62888 Elevation 

of 

Privilege 

Important No No 1 

CVE-2026-70344 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61349 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62746 Informati

on 

Important No No 2 
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Disclosur

e 

CVE-2026-62881 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61928 Tampering Important No No 2 

CVE-2026-71331 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62733 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62753 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-61923 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-59128 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-62718 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-65786 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62732 Elevation 

of 

Privilege 

Important No No 3 

CVE-2026-62816 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62723 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62876 Elevation 

of 

Privilege 

Important No No 2 
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CVE-2026-62714 Informati

on 

Disclosur

e 

Important No No 3 

 

 

本月微软发布的软件安全更新补丁共 18 个，详细列表如下： 

KBID 

奇安

信等

级 

补丁名称 修复的漏洞 漏洞的影响 漏洞等级 

公

开

披

露 

已

受

攻

击 

漏

洞

的

可

利

用

性 

5120713 高危 Cumulative 

Update 

for .NET 

Framework 

3.5 and 

4.8.1 for 

Windows 

11, 

version 

23H2 

CVE-2026-70354 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62872 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65810 Elevation 

of 

Privilege 

Important No No 2 

5002899 高危 Descriptio

n of the 

security 

update for 

PowerPoint 

2016: 

August 11, 

2026 

(KB5002899

) 

CVE-2026-68809 Informati

on 

Disclosur

e 

Important No No 3 

5002902 高危 Descriptio

n of the 

security 

update for 

Office 

2016: 

CVE-2026-63515 Remote 

Code 

Execution 

Critical No No 2 

http://support.microsoft.com/kb/5120713
http://support.microsoft.com/kb/5002899
http://support.microsoft.com/kb/5002902
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August 11, 

2026 

(KB5002902

) 

5002755 高危 Descriptio

n of the 

security 

update for 

Outlook 

2016: 

August 11, 

2026 

(KB5002755

) 

CVE-2026-70329 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-63518 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-62882 Spoofing Important No No 3 

5002906 高危 security 

update for 

SharePoint 

Server 

2016 

Language 

Pack: 

August 11, 

2026 

(KB5002906

) 

CVE-2026-64902 Spoofing Important No No 4 

CVE-2026-64916 Spoofing Important No No 3 

CVE-2026-64922 Spoofing Important No No 2 

CVE-2026-65663 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-65660 Spoofing Important No No 2 

CVE-2026-65658 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-66808 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-66805 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-63514 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62917 Spoofing Important No No 2 

CVE-2026-63520 Remote 

Code 

Execution 

Important No No 1 

CVE-2026-58639 Spoofing Important No No 2 

CVE-2026-62837 Informati

on 

Disclosur

e 

Important No No 2 

http://support.microsoft.com/kb/5002755
http://support.microsoft.com/kb/5002906
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CVE-2026-64897 Spoofing Important No No 2 

CVE-2026-64900 Spoofing Important No No 4 

CVE-2026-63516 Spoofing Important No No 2 

CVE-2026-62839 Spoofing Important No No 2 

CVE-2026-64921 Elevation 

of 

Privilege 

Critical No No 2 

CVE-2026-64901 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-70324 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-63512 Tampering Important No No 2 

CVE-2026-62827 Elevation 

of 

Privilege 

Critical No No 2 

5002813 高危 security 

update for 

Access 

2016: 

August 11, 

2026 

(KB5002813

) 

CVE-2026-64914 Remote 

Code 

Execution 

Important No No 2 

5120702 高危 Cumulative 

Update 

for .NET 

Framework 

4.8 for 

Windows 

10, 

version 

1607 and 

Windows 

Server 

2016 

CVE-2026-65810 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62872 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-70354 Remote 

Code 

Execution 

Important No No 2 

5002795 高危 security 

update for 

Office 

2016: 

August 11, 

CVE-2026-65661 Remote 

Code 

Execution 

Important No No 3 

http://support.microsoft.com/kb/5002813
http://support.microsoft.com/kb/5120702
http://support.microsoft.com/kb/5002795
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2026 

(KB5002795

) 

5002900 高危 security 

update for 

Office 

2016: 

August 11, 

2026 

(KB5002900

) 

CVE-2026-65661 Remote 

Code 

Execution 

Important No No 3 

5120708 高危 Cumulative 

Update 

for .NET 

Framework 

3.5 and 

4.8.1 for 

Windows 

11, 

version 

25H2 and 

Microsoft 

server 

operating 

system 

24H2 

CVE-2026-65810 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62872 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-70354 Remote 

Code 

Execution 

Important No No 2 

5002791 高危 security 

update for 

Office 

2016: 

August 11, 

2026 

(KB5002791

) 

CVE-2026-65661 Remote 

Code 

Execution 

Important No No 3 

5002832 高危 security 

update for 

Office 

2016: 

August 11, 

2026 

CVE-2026-64920 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-64912 Remote 

Code 

Execution 

Important No No 2 

http://support.microsoft.com/kb/5002900
http://support.microsoft.com/kb/5120708
http://support.microsoft.com/kb/5002791
http://support.microsoft.com/kb/5002832
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(KB5002832

) 

CVE-2026-64908 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-64906 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-64919 Remote 

Code 

Execution 

Important No No 3 

5002905 高危 security 

update for 

SharePoint 

Server 

2016: 

August 11, 

2026 

(KB5002905

) 

CVE-2026-64902 Spoofing Important No No 4 

CVE-2026-64916 Spoofing Important No No 3 

CVE-2026-64922 Spoofing Important No No 2 

CVE-2026-65663 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-65660 Spoofing Important No No 2 

CVE-2026-65658 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-66808 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-66805 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-63514 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62917 Spoofing Important No No 2 

CVE-2026-63520 Remote 

Code 

Execution 

Important No No 1 

CVE-2026-58639 Spoofing Important No No 2 

CVE-2026-62837 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-64897 Spoofing Important No No 2 

CVE-2026-64900 Spoofing Important No No 4 

CVE-2026-63516 Spoofing Important No No 2 

CVE-2026-62839 Spoofing Important No No 2 

http://support.microsoft.com/kb/5002905
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CVE-2026-64921 Elevation 

of 

Privilege 

Critical No No 2 

CVE-2026-64901 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-70324 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-63512 Tampering Important No No 2 

CVE-2026-62827 Elevation 

of 

Privilege 

Critical No No 2 

5002901 高危 security 

update for 

Word 2016: 

August 11, 

2026 

(KB5002901

) 

CVE-2026-64905 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-70318 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-63521 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-63528 Informati

on 

Disclosur

e 

Important No No 3 

CVE-2026-63531 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-66806 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-70310 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-66810 Informati

on 

Important No No 2 

http://support.microsoft.com/kb/5002901
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Disclosur

e 

CVE-2026-64915 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-63525 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-63527 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-63530 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-64907 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-66809 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-70311 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-64917 Informati

on 

Disclosur

e 

Important No No 2 

5120711 高危 Cumulative 

Update 

for .NET 

Framework 

4.8.1 for 

Windows 

11, 

version 

26H1 

CVE-2026-65810 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-62897 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62872 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-70354 Remote 

Code 

Execution 

Important No No 2 

http://support.microsoft.com/kb/5120711
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5120710 高危 Cumulative 

Update 

for .NET 

Framework 

3.5 and 

4.8.1 for 

Windows 

11, 

version 

24H2 

CVE-2026-70354 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-62872 Elevation 

of 

Privilege 

Important No No 2 

CVE-2026-65810 Elevation 

of 

Privilege 

Important No No 2 

5002903 高危 security 

update for 

Excel 

2016: 

August 11, 

2026 

(KB5002903

) 

CVE-2026-70328 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-68810 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-68808 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-68794 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-68814 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-68804 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-68807 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-68812 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-68803 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-65807 Remote 

Code 

Execution 

Important No No 2 

http://support.microsoft.com/kb/5120710
http://support.microsoft.com/kb/5002903
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CVE-2026-68806 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-68797 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-68795 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-68796 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-68802 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-70327 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-68811 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-68800 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-68815 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-68805 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-68801 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-68816 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-68793 Remote 

Code 

Execution 

Important No No 2 
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CVE-2026-68817 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-68799 Informati

on 

Disclosur

e 

Important No No 2 

5002897 高危 security 

update for 

Office 

2016: 

August 11, 

2026 

(KB5002897

) 

CVE-2026-63529 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-65661 Remote 

Code 

Execution 

Important No No 3 

CVE-2026-64899 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-63532 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-63517 Informati

on 

Disclosur

e 

Important No No 2 

CVE-2026-64909 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-64903 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-63533 Remote 

Code 

Execution 

Important No No 2 

CVE-2026-63513 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-70317 Informati

on 

Disclosur

e 

Important No No 2 

http://support.microsoft.com/kb/5002897
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CVE-2026-63526 Remote 

Code 

Execution 

Critical No No 2 

CVE-2026-63524 Informati

on 

Disclosur

e 

Important No No 2 

 

 

 

 

 

 

 

 

注： 

1、 上述表格中“漏洞的可利用性”编号详细说明如下： 

0 - 已被利用(Exploitation Detected) 

1 - 更有可能被利用(Exploitation More Likely) 

2 - 不太可能利用(Exploitation Less Likely) 

3 - 不可能利用(Exploitation Unlikely) 

4 - 不受漏洞的影响(N/A) 
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第5章 参考链接 

 Security Update Guide 

https://portal.msrc.microsoft.com/zh-cn/security-guidance 

 Latest non-security updates for versions of Office that use Windows Installer (MSI) 

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates 

https://portal.msrc.microsoft.com/zh-cn/security-guidance
https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates

