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TAEEZ (Severity) =/ H (Critical) ,
AN FE (Publicly Disclosed) =& (Yes) ,
O it (Exploited) =4 (Yes) ,
JRIE BT R Y (Exploitability Assessment) =" H
(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More

1.

2.
3.
4

Likely) ”
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5037771

CVE-2024-30040

5037763

5037788

5037765

5037782

5037768

5037770

Security
Feature

Bypass

Important

Yes

Exploitation
Detected

5037771

CVE-2024-30025

5037823

5037836

5037800

5037763

5037788

5037778

5037765

5037780

5037782

5037803

5037768

5037770

Elevation of
Privilege

Important

No

No

Exploitation
More Likely

5037771

CVE-2024-30050

5037823

5037836

5037800

5037763

5037788

5037778

5037765

Security
Feature

Bypass

Moderate

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5037771
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30040
http://support.microsoft.com/kb/5037763
http://support.microsoft.com/kb/5037788
http://support.microsoft.com/kb/5037765
http://support.microsoft.com/kb/5037782
http://support.microsoft.com/kb/5037768
http://support.microsoft.com/kb/5037770
http://support.microsoft.com/kb/5037771
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30025
http://support.microsoft.com/kb/5037823
http://support.microsoft.com/kb/5037836
http://support.microsoft.com/kb/5037800
http://support.microsoft.com/kb/5037763
http://support.microsoft.com/kb/5037788
http://support.microsoft.com/kb/5037778
http://support.microsoft.com/kb/5037765
http://support.microsoft.com/kb/5037780
http://support.microsoft.com/kb/5037782
http://support.microsoft.com/kb/5037803
http://support.microsoft.com/kb/5037768
http://support.microsoft.com/kb/5037770
http://support.microsoft.com/kb/5037771
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30050
http://support.microsoft.com/kb/5037823
http://support.microsoft.com/kb/5037836
http://support.microsoft.com/kb/5037800
http://support.microsoft.com/kb/5037763
http://support.microsoft.com/kb/5037788
http://support.microsoft.com/kb/5037778
http://support.microsoft.com/kb/5037765
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5037780

5037782

5037803

5037768

5037770

5037771

CVE-2024-30037

5037823

5037836

5037800

5037763

5037788

5037778

5037765

5037780

5037782

5037803

5037768

5037770

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5037771

CVE-2024-30038

5037823

5037763

5037788

5037778

5037765

5037782

5037768

5037770

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5037771

CVE-2024-30051

5037763

5037788

5037765

5037782

5037768

5037770

Elevation of

Privilege

Important

Yes

Yes

Exploitation
Detected

5037771

CVE-2024-30032

5037763

5037788

5037765

5037782

5037768

5037770

Elevation of

Privilege

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5037780
http://support.microsoft.com/kb/5037782
http://support.microsoft.com/kb/5037803
http://support.microsoft.com/kb/5037768
http://support.microsoft.com/kb/5037770
http://support.microsoft.com/kb/5037771
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30037
http://support.microsoft.com/kb/5037823
http://support.microsoft.com/kb/5037836
http://support.microsoft.com/kb/5037800
http://support.microsoft.com/kb/5037763
http://support.microsoft.com/kb/5037788
http://support.microsoft.com/kb/5037778
http://support.microsoft.com/kb/5037765
http://support.microsoft.com/kb/5037780
http://support.microsoft.com/kb/5037782
http://support.microsoft.com/kb/5037803
http://support.microsoft.com/kb/5037768
http://support.microsoft.com/kb/5037770
http://support.microsoft.com/kb/5037771
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30038
http://support.microsoft.com/kb/5037823
http://support.microsoft.com/kb/5037763
http://support.microsoft.com/kb/5037788
http://support.microsoft.com/kb/5037778
http://support.microsoft.com/kb/5037765
http://support.microsoft.com/kb/5037782
http://support.microsoft.com/kb/5037768
http://support.microsoft.com/kb/5037770
http://support.microsoft.com/kb/5037771
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30051
http://support.microsoft.com/kb/5037763
http://support.microsoft.com/kb/5037788
http://support.microsoft.com/kb/5037765
http://support.microsoft.com/kb/5037782
http://support.microsoft.com/kb/5037768
http://support.microsoft.com/kb/5037770
http://support.microsoft.com/kb/5037771
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30032
http://support.microsoft.com/kb/5037763
http://support.microsoft.com/kb/5037788
http://support.microsoft.com/kb/5037765
http://support.microsoft.com/kb/5037782
http://support.microsoft.com/kb/5037768
http://support.microsoft.com/kb/5037770
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5037771

CVE-2024-30034

5037765

5037782

5037768

5037770

Information

Disclosure

Important

No

No

Exploitation
More Likely

5037771

CVE-2024-29996

5037823

5037836

5037800

5037763

5037788

5037778

5037765

5037780

5037782

5037803

5037768

5037770

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5037771

CVE-2024-30049

5037823

5037836

5037800

5037763

5037788

5037778

5037765

5037780

5037782

5037803

5037768

5037770

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5037771

CVE-2024-30035

5037765

5037782

5037768

5037770

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5002598

CVE-2024-30044

Remote Code

Execution

Critical

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5037771
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30034
http://support.microsoft.com/kb/5037765
http://support.microsoft.com/kb/5037782
http://support.microsoft.com/kb/5037768
http://support.microsoft.com/kb/5037770
http://support.microsoft.com/kb/5037771
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-29996
http://support.microsoft.com/kb/5037823
http://support.microsoft.com/kb/5037836
http://support.microsoft.com/kb/5037800
http://support.microsoft.com/kb/5037763
http://support.microsoft.com/kb/5037788
http://support.microsoft.com/kb/5037778
http://support.microsoft.com/kb/5037765
http://support.microsoft.com/kb/5037780
http://support.microsoft.com/kb/5037782
http://support.microsoft.com/kb/5037803
http://support.microsoft.com/kb/5037768
http://support.microsoft.com/kb/5037770
http://support.microsoft.com/kb/5037771
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30049
http://support.microsoft.com/kb/5037823
http://support.microsoft.com/kb/5037836
http://support.microsoft.com/kb/5037800
http://support.microsoft.com/kb/5037763
http://support.microsoft.com/kb/5037788
http://support.microsoft.com/kb/5037778
http://support.microsoft.com/kb/5037765
http://support.microsoft.com/kb/5037780
http://support.microsoft.com/kb/5037782
http://support.microsoft.com/kb/5037803
http://support.microsoft.com/kb/5037768
http://support.microsoft.com/kb/5037770
http://support.microsoft.com/kb/5037771
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30035
http://support.microsoft.com/kb/5037765
http://support.microsoft.com/kb/5037782
http://support.microsoft.com/kb/5037768
http://support.microsoft.com/kb/5037770
http://support.microsoft.com/kb/5002598
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30044
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50377
71

BAT Wi T 1IFEHTER

AW RATHI RS 2 AT T 3L 13 4, FR4R5IRAT

May 14,
2024—
KB503777
1 (0s
Builds
22621. 35
93 and
22631. 35
93) -
Microsof
t
Support
for
Windows
11
version
22H2,
all
editions
, Windows
11
version
23H2,
all

editions

Elevation of

CVE-2024-30018 | Privilege Important | No | No
Remote Code

CVE-2024-30001 | Execution Important | No No
Elevation of

CVE-2024-30027 | Privilege Important | No | No
Information

CVE-2024-30016 | Disclosure Important | No No
Security
Feature

CVE-2024-30040 | Bypass Important | No | Yes
Remote Code

CVE-2024-30024 | Execution Important | No | No
Remote Code

CVE-2024-29998 | Execution Important | No | No
Remote Code

CVE-2024-30020 | Execution Important | No | No
Information

CVE-2024-30039 | Disclosure Important | No | No
Remote Code

CVE-2024-30014 | Execution Important | No | No
Elevation of

CVE-2024-30025 | Privilege Important | No | No
Remote Code

CVE-2024-30022 | Execution Important | No | No
Remote Code

CVE-2024-30005 | Execution Important | No | No
Security
Feature

CVE-2024-30050 | Bypass Moderate No | No

7 W



http://support.microsoft.com/kb/5037771
http://support.microsoft.com/kb/5037771
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Remote Code

CVE-2024-30029 | Execution Important | No | No
Information

CVE-2024-30008 | Disclosure Important | No | No
Remote Code

CVE-2024-29999 | Execution Important | No | No
Remote Code

CVE-2024-30006 | Execution Important | No | No
Remote Code

CVE-2024-30003 | Execution Important | No | No
Elevation of

CVE-2024-30037 | Privilege Important | No | No
Elevation of

CVE-2024-30031 | Privilege Important | No | No
Remote Code

CVE-2024-30002 | Execution Important | No | No
Elevation of

CVE-2024-29994 | Privilege Important | No | No
Remote Code

CVE-2024-30017 | Execution Important | No | No
Elevation of

CVE-2024-30028 | Privilege Important | No | No
Remote Code

CVE-2024-30012 | Execution Important | No | No
Remote Code

CVE-2024-29997 | Execution Important | No | No
Remote Code

CVE-2024-30015 | Execution Important | No | No
Elevation of

CVE-2024-30038 | Privilege Important | No | No
Information

CVE-2024-26217 | Disclosure Important | No | No
Remote Code

CVE-2024-30000 | Execution Important | No | No
Remote Code

CVE-2024-30023 | Execution Important | No No
Elevation of

CVE-2024-30051 | Privilege Important | Yes | Yes
Elevation of

CVE-2024-30032 | Privilege Important | No | No
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Information
CVE-2024-30034 | Disclosure Important | No | No
Remote Code
CVE-2024-30004 | Execution Important | No | No
Elevation of
CVE-2024-29996 | Privilege Important | No | No
Remote Code
CVE-2024-30009 | Execution Important | No | No
Elevation of
CVE-2024-30049 | Privilege Important | No | No
Elevation of
CVE-2024-30035 | Privilege Important | No | No
Remote Code
CVE-2024-30021 | Execution Important | No | No
50378 | EifE | May 14, Denial of
23 2024— CVE-2024-30011 | Service Important | No | No
KB503782 Elevation of
3 CVE-2024-30027 | Privilege Important | No | No
(Monthly Information
Rollup) CVE-2024-30016 | Disclosure Important |No | No
- Remote Code
Microsof | CVE-2024-30024 | Execution Important | No | No
t Remote Code
Support CVE-2024-30020 | Execution Important | No | No
for Information
Windows | CVE-2024-30039 | Disclosure | Important |No | No
Server Remote Code
2012 R2 | CVE-2024-30014 | Execution Important | No | No
ESU Remote Code
CVE-2024-30010 | Execution Important | No | No
Elevation of
CVE-2024-30025 | Privilege Important | No | No
Remote Code
CVE-2024-30022 | Execution Important | No | No
Security
Feature
CVE-2024-30050 | Bypass Moderate No No
Remote Code
CVE-2024-30029 | Execution Important | No No
Remote Code
CVE-2024-30006 | Execution Important | No No

9 W



http://support.microsoft.com/kb/5037823
http://support.microsoft.com/kb/5037823
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Elevation of

CVE-2024-30037 | Privilege Important | No | No
Elevation of
CVE-2024-30031 | Privilege Important | No | No
Denial of
CVE-2024-30019 | Service Important | No | No
Elevation of
CVE-2024-30028 | Privilege Important | No | No
Information
CVE-2024-30036 | Disclosure Important | No | No
Information
CVE-2024-26217 | Disclosure Important | No No
Remote Code
CVE-2024-30015 | Execution Important | No | No
Elevation of
CVE-2024-30038 | Privilege Important | No | No
Remote Code
CVE-2024-30023 | Execution Important | No | No
Elevation of
CVE-2024-29996 | Privilege Important | No | No
Remote Code
CVE-2024-30009 | Execution Important | No | No
Elevation of
CVE-2024-30049 | Privilege Important | No | No
50378 | =G | May 14, Elevation of
36 2024— CVE-2024-30027 | Privilege Important | No | No
KB503783 Information
6 CVE-2024-30016 | Disclosure Important | No | No
(Securit Elevation of
y-only CVE-2024-30030 | Privilege Important | No | No
update) Remote Code
- CVE-2024-30024 | Execution Important | No | No
Microsof Remote Code
t CVE-2024-30020 | Execution Important | No | No
Support Information
for CVE-2024-30039 | Disclosure Important | No | No
Windows Remote Code
Server CVE-2024-30014 | Execution Important | No | No
2008 Elevation of
Datacent | cyE-2024-30025 | Privilege Important |No | No

St
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http://support.microsoft.com/kb/5037836
http://support.microsoft.com/kb/5037836
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er Remote Code
ESU, Wind | CVE-2024-30022 | Execution Important | No | No
owWs Security
Server Feature
2008 CVE-2024-30050 | Bypass Moderate No | No
Standard Remote Code
ESU, Wind | CVE-2024-30029 | Execution Important |No | No
ows Remote Code
Server CVE-2024-30006 | Execution Important | No | No
2008 Elevation of
Enterpri | CVE-2024-30037 | Privilege Important | No | No
se ESU Elevation of
CVE-2024-30031 | Privilege Important | No | No
Denial of
CVE-2024-30019 | Service Important | No | No
Elevation of
CVE-2024-30028 | Privilege Important | No | No
Information
CVE-2024-30036 | Disclosure Important | No | No
Remote Code
CVE-2024-30015 | Execution Important | No | No
Remote Code
CVE-2024-30023 | Execution Important | No | No
Elevation of
CVE-2024-29996 | Privilege Important | No | No
Remote Code
CVE-2024-30009 | Execution Important | No | No
Elevation of
CVE-2024-30049 | Privilege Important | No | No
50378 | &G | May 14, Elevation of
00 2024— CVE-2024-30027 | Privilege Important | No | No
KB503780 Information
0 CVE-2024-30016 | Disclosure Important | No | No
(Monthly Elevation of
Rollup) CVE-2024-30030 | Privilege Important | No | No
- Remote Code
Microsof | CVE-2024-30024 | Execution Tmportant | No | No
t Remote Code
Support CVE-2024-30020 | Execution Important | No No
for Information
Windows | CVE-2024-30039 | Disclosure | Tmportant |No | No

St
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http://support.microsoft.com/kb/5037800
http://support.microsoft.com/kb/5037800
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Server Remote Code
2008 CVE-2024-30014 | Execution Important | No | No
Datacent Elevation of
er CVE-2024-30025 | Privilege Important | No | No
ESU, Wind Remote Code
OWS CVE-2024-30022 | Execution Important | No | No
Server Security
2008 Feature
Standard | CVE-2024-30050 | Bypass Moderate No | No
ESU, Wind Remote Code
Oows CVE-2024-30029 | Execution Important | No | No
Server Remote Code
2008 CVE-2024-30006 | Execution Important | No | No
Enterpri Elevation of
se ESU | CVE-2024-30037 | Privilege Tmportant | No | No
Elevation of
CVE-2024-30031 | Privilege Important | No | No
Denial of
CVE-2024-30019 | Service Important | No | No
Elevation of
CVE-2024-30028 | Privilege Important | No | No
Information
CVE-2024-30036 | Disclosure Important | No | No
Remote Code
CVE-2024-30015 | Execution Important | No | No
Remote Code
CVE-2024-30023 | Execution Important | No | No
Elevation of
CVE-2024-29996 | Privilege Important | No | No
Remote Code
CVE-2024-30009 | Execution Important | No | No
Elevation of
CVE-2024-30049 | Privilege Important | No | No
50377 | EifE | May 14, Denial of
63 2024— CVE-2024-30011 | Service Important | No | No
KB503776 Elevation of
3 (0S CVE-2024-30027 | Privilege Important | No | No
Build Information
14393. 69 | CVE-2024-30016 | Disclosure Important | No | No

St
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http://support.microsoft.com/kb/5037763
http://support.microsoft.com/kb/5037763
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81) -
Microsof
t
Support
for
Windows
10,
version
1607,
all
editions
, Windows
Server
2016,
all

editions

Security
Feature

CVE-2024-30040 | Bypass Important | No | Yes
Remote Code

CVE-2024-30024 | Execution Important | No | No
Remote Code

CVE-2024-30020 | Execution Important | No | No
Information

CVE-2024-30039 | Disclosure Important | No | No
Remote Code

CVE-2024-30014 | Execution Important | No No
Remote Code

CVE-2024-30010 | Execution Important | No | No
Elevation of

CVE-2024-30025 | Privilege Important | No | No
Remote Code

CVE-2024-30022 | Execution Important | No | No
Security
Feature

CVE-2024-30050 | Bypass Moderate No | No
Remote Code

CVE-2024-30029 | Execution Important | No | No
Information

CVE-2024-30008 | Disclosure Important | No | No
Remote Code

CVE-2024-30006 | Execution Important | No | No
Elevation of

CVE-2024-30037 | Privilege Important | No | No
Elevation of

CVE-2024-30031 | Privilege Important | No | No
Remote Code

CVE-2024-30017 | Execution Important | No | No
Denial of

CVE-2024-30019 | Service Important | No | No
Elevation of

CVE-2024-30028 | Privilege Important | No | No
Information

CVE-2024-30036 | Disclosure Important | No No
Information

CVE-2024-26217 | Disclosure Important | No | No

St
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Remote Code

CVE-2024-30015 | Execution Important | No | No
Elevation of
CVE-2024-30038 | Privilege Important | No | No
Remote Code
CVE-2024-30023 | Execution Important | No | No
Elevation of
CVE-2024-30051 | Privilege Important | Yes | Yes
Elevation of
CVE-2024-30032 | Privilege Important | No | No
Elevation of
CVE-2024-29996 | Privilege Important | No | No
Remote Code
CVE-2024-30009 | Execution Important | No | No
Elevation of
CVE-2024-30049 | Privilege Important | No | No
50377 | EfE | May 14, Elevation of
88 2024— CVE-2024-30027 | Privilege Important | No | No
KB503778 Information
8 (0S CVE-2024-30016 | Disclosure Important | No | No
Build Security
10240. 20 Feature
651) — CVE-2024-30040 | Bypass Important | No | Yes
Microsof Remote Code
t CVE-2024-30024 | Execution Important | No | No
Support Remote Code
for CVE-2024-30020 | Execution Important | No | No
Windows Information
10 CVE-2024-30039 | Disclosure | Important |No | No
Remote Code
CVE-2024-30014 | Execution Important | No | No
Elevation of
CVE-2024-30025 | Privilege Important | No | No
Remote Code
CVE-2024-30022 | Execution Important | No No
Security
Feature
CVE-2024-30050 | Bypass Moderate No No
Remote Code
CVE-2024-30029 | Execution Important | No No

St
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http://support.microsoft.com/kb/5037788
http://support.microsoft.com/kb/5037788
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Information
CVE-2024-30008 | Disclosure Important | No | No
Remote Code
CVE-2024-30006 | Execution Important | No | No
Elevation of
CVE-2024-30037 | Privilege Important | No | No
Elevation of
CVE-2024-30031 | Privilege Important | No | No
Remote Code
CVE-2024-30017 | Execution Important | No No
Elevation of
CVE-2024-30028 | Privilege Important | No | No
Information
CVE-2024-26217 | Disclosure Important | No | No
Remote Code
CVE-2024-30015 | Execution Important | No | No
Elevation of
CVE-2024-30038 | Privilege Important | No | No
Remote Code
CVE-2024-30023 | Execution Important | No | No
Elevation of
CVE-2024-30051 | Privilege Important | Yes | Yes
Elevation of
CVE-2024-30032 | Privilege Important | No | No
Elevation of
CVE-2024-29996 | Privilege Important | No | No
Remote Code
CVE-2024-30009 | Execution Important | No | No
Elevation of
CVE-2024-30049 | Privilege Important | No | No
50377 | &G | May 14, Denial of
78 2024— CVE-2024-30011 | Service Important | No | No
KB503777 Elevation of
8 CVE-2024-30027 | Privilege Important | No | No
(Monthly Information
Rollup) CVE-2024-30016 | Disclosure Important | No | No
- Remote Code
Microsof | CVE-2024-30024 | Execution Tmportant |No | No
t Remote Code
Support CVE-2024-30020 | Execution Important | No No

St
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http://support.microsoft.com/kb/5037778
http://support.microsoft.com/kb/5037778

Wwo T = 1s

F-RRERLNEE TEEEHR 2024 £ 05 AT EEFHIEBSE
for Information
Windows CVE-2024-30039 | Disclosure Important | No | No
Server Remote Code
2012 ESU | CVE-2024-30014 | Execution Important | No | No
Remote Code
CVE-2024-30010 | Execution Important | No | No
Elevation of
CVE-2024-30025 | Privilege Important | No | No
Remote Code
CVE-2024-30022 | Execution Important | No No
Security
Feature
CVE-2024-30050 | Bypass Moderate No | No
Remote Code
CVE-2024-30029 | Execution Important | No | No
Remote Code
CVE-2024-30006 | Execution Important | No | No
Elevation of
CVE-2024-30037 | Privilege Important | No | No
Elevation of
CVE-2024-30031 | Privilege Important | No | No
Denial of
CVE-2024-30019 | Service Important | No | No
Elevation of
CVE-2024-30028 | Privilege Important | No | No
Information
CVE-2024-30036 | Disclosure Important | No | No
Remote Code
CVE-2024-30015 | Execution Important | No | No
Elevation of
CVE-2024-30038 | Privilege Important | No | No
Remote Code
CVE-2024-30023 | Execution Important | No | No
Elevation of
CVE-2024-29996 | Privilege Important | No | No
Remote Code
CVE-2024-30009 | Execution Important | No No
Elevation of
CVE-2024-30049 | Privilege Important | No | No
50377 | BifE | May 14, Elevation of
65 2024— CVE-2024-30018 | Privilege Important | No | No

St

16 W



http://support.microsoft.com/kb/5037765
http://support.microsoft.com/kb/5037765

Wwo T = 1s

- B & RSN E HREHEA 2024 £ 05 AT EEHES
KB503776 Denial of
5 (0S CVE-2024-30011 | Service Important | No | No
Build Remote Code
17763. 58 | CVE-2024-30001 | Execution Important | No | No
20) - Elevation of
Microsof | CVE-2024-30027 | Privilege Important | No | No
t Information
Support CVE-2024-30016 | Disclosure Important | No | No
for Win Security
10 Ent Feature
LTSC CVE-2024-30040 | Bypass Important | No | Yes
2019, Win Remote Code
10 ToT CVE-2024-30024 | Execution Important | No | No
Ent LTSC Remote Code
2019, Win | cVE-2024-29998 | Execution Important | No | No
dows 10 Remote Code
LoT Core | cVE-2024-30020 | Execution Important | No | No
2019 Information
LTSC, Win CVE-2024-30039 | Disclosure Important | No | No
dows

Remote Code
Server CVE-2024-30014 | Execution Important | No | No

2019 Remote Code

CVE-2024-30010 | Execution Important | No | No

Elevation of
CVE-2024-30025 | Privilege Important | No | No

Remote Code
CVE-2024-30022 | Execution Important | No | No

Remote Code
CVE-2024-30005 | Execution Important | No | No

Security
Feature
CVE-2024-30050 | Bypass Moderate No | No

Remote Code
CVE-2024-30029 | Execution Important | No | No

Information
CVE-2024-30008 | Disclosure Important | No No

Remote Code
CVE-2024-29999 | Execution Important | No No

Remote Code
CVE-2024-30006 | Execution Important | No No
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Remote Code

CVE-2024-30003 | Execution Important | No | No
Elevation of

CVE-2024-30037 | Privilege Important | No | No
Elevation of

CVE-2024-30031 | Privilege Important | No | No
Remote Code

CVE-2024-30002 | Execution Important | No | No
Elevation of

CVE-2024-29994 | Privilege Important | No | No
Remote Code

CVE-2024-30017 | Execution Important | No No
Denial of

CVE-2024-30019 | Service Important | No | No
Elevation of

CVE-2024-30028 | Privilege Important | No | No
Information

CVE-2024-30036 | Disclosure Important | No | No
Remote Code

CVE-2024-30012 | Execution Important | No | No
Remote Code

CVE-2024-29997 | Execution Important | No | No
Remote Code

CVE-2024-30015 | Execution Important | No | No
Elevation of

CVE-2024-30038 | Privilege Important | No | No
Remote Code

CVE-2024-30000 | Execution Important | No | No
Remote Code

CVE-2024-30023 | Execution Important | No | No
Elevation of

CVE-2024-30051 | Privilege Important | Yes | Yes
Elevation of

CVE-2024-30032 | Privilege Important | No | No
Information

CVE-2024-30034 | Disclosure Important | No No
Remote Code

CVE-2024-30004 | Execution Important | No No
Elevation of

CVE-2024-29996 | Privilege Important | No | No
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Remote Code

CVE-2024-30009 | Execution Important | No | No
Elevation of
CVE-2024-30049 | Privilege Important | No | No
Elevation of
CVE-2024-30035 | Privilege Important | No | No
Remote Code
CVE-2024-30021 | Execution Important | No | No
50377 | BfE | May 14, Elevation of
80 2024— CVE-2024-30027 | Privilege Important | No | No
KB503778 Information
0 CVE-2024-30016 | Disclosure Important | No | No
(Monthly Elevation of
Rollup) CVE-2024-30030 | Privilege Important | No | No
- Remote Code
Microsof | CVE-2024-30024 | Execution Important | No | No
t Remote Code
Support CVE-2024-30020 | Execution Important | No | No
for Information
Windows CVE-2024-30039 | Disclosure Important | No | No
Server Remote Code
2008 R2 | CVE-2024-30014 | Execution Important | No | No
Enterpri Elevation of
se CVE-2024-30025 | Privilege Important | No | No
ESU, Wind Remote Code
ows CVE-2024-30022 | Execution Important | No | No
Server Security
2008 Rz Feature
Standard | cyp-9024-30050 | Bypass Moderate |No |No
ESU, Wind Remote Code
ows CVE-2024-30029 | Execution Important |No | No
Server Remote Code
2008 k2 CVE-2024-30006 | Execution Important | No | No
Datacent Elevation of
er CVE-2024-30037 | Privilege Important | No | No
ESU, Wind Elevation of
ovs CVE-2024-30031 | Privilege Important |No | No
Embedded .
Denial of
POSReady | cvp_9024-30019 | Service Important |No | No
7 ESU Elevation of
CVE-2024-30028 | Privilege Important | No | No
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Information
CVE-2024-30036 | Disclosure Important | No | No
Remote Code
CVE-2024-30015 | Execution Important | No | No
Remote Code
CVE-2024-30023 | Execution Important | No | No
Elevation of
CVE-2024-29996 | Privilege Important | No | No
Remote Code
CVE-2024-30009 | Execution Important | No | No
Elevation of
CVE-2024-30049 | Privilege Important | No | No
50377 | EfE | May 14, Elevation of
82 2024— CVE-2024-30033 | Privilege Important | No | No
KB503778 Elevation of
2 (0S CVE-2024-30018 | Privilege Important | No | No
Build Denial of
20348. 24 | CVE-2024-30011 | Service Important | No | No
61) - Remote Code
Microsof | CVE-2024-30001 | Execution Important | No | No
t Elevation of
Support CVE-2024-30027 | Privilege Important | No | No
for Information
Windows | CVE-2024-30016 | Disclosure | Important |No | No
Server Security
2022 Feature
CVE-2024-30040 | Bypass Important | No | Yes
Remote Code
CVE-2024-30024 | Execution Important | No | No
Remote Code
CVE-2024-29998 | Execution Important | No | No
Remote Code
CVE-2024-30020 | Execution Important | No | No
Information
CVE-2024-30039 | Disclosure Important | No No
Remote Code
CVE-2024-30014 | Execution Important | No No
Remote Code
CVE-2024-30010 | Execution Important | No No
Elevation of
CVE-2024-30025 | Privilege Important | No | No

St

20 W



http://support.microsoft.com/kb/5037782
http://support.microsoft.com/kb/5037782

Wwo T = 1s

-

AR %R =2

nE X

TRMEHED 2024 F 05 HATEEHESE

Remote Code

CVE-2024-30022 | Execution Important | No | No
Remote Code

CVE-2024-30005 | Execution Important | No | No
Security
Feature

CVE-2024-30050 | Bypass Moderate No | No
Remote Code

CVE-2024-30029 | Execution Important | No No
Information

CVE-2024-30008 | Disclosure Important | No | No
Remote Code

CVE-2024-29999 | Execution Important | No | No
Remote Code

CVE-2024-30006 | Execution Important | No | No
Remote Code

CVE-2024-30003 | Execution Important | No | No
Elevation of

CVE-2024-30037 | Privilege Important | No | No
Elevation of

CVE-2024-30031 | Privilege Important | No | No
Remote Code

CVE-2024-30002 | Execution Important | No | No
Elevation of

CVE-2024-29994 | Privilege Important | No | No
Remote Code

CVE-2024-30017 | Execution Important | No | No
Denial of

CVE-2024-30019 | Service Important | No | No
Elevation of

CVE-2024-30028 | Privilege Important | No | No
Information

CVE-2024-30036 | Disclosure Important | No | No
Remote Code

CVE-2024-30012 | Execution Important | No No
Remote Code

CVE-2024-29997 | Execution Important | No No
Remote Code

CVE-2024-30015 | Execution Important | No No
Elevation of

CVE-2024-30038 | Privilege Important | No | No
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Remote Code

CVE-2024-30000 | Execution Important | No | No
Remote Code
CVE-2024-30023 | Execution Important | No | No
Elevation of
CVE-2024-30051 | Privilege Important | Yes | Yes
Elevation of
CVE-2024-30032 | Privilege Important | No | No
Information
CVE-2024-30034 | Disclosure Important | No | No
Remote Code
CVE-2024-30004 | Execution Important | No No
Elevation of
CVE-2024-29996 | Privilege Important | No | No
Remote Code
CVE-2024-30009 | Execution Important | No | No
Elevation of
CVE-2024-30049 | Privilege Important | No | No
Elevation of
CVE-2024-30035 | Privilege Important | No | No
Remote Code
CVE-2024-30021 | Execution Important | No | No
50378 | &G | May 14, Elevation of
03 2024— CVE-2024-30027 | Privilege Important | No | No
KB503780 Information
3 CVE-2024-30016 | Disclosure Important | No | No
(Securit Elevation of
y-only CVE-2024-30030 | Privilege Important | No | No
update) Remote Code
- CVE-2024-30024 | Execution Important | No | No
Microsof Remote Code
t CVE-2024-30020 | Execution Important | No | No
Support Information
for CVE-2024-30039 | Disclosure Important | No | No
Windows Remote Code
Server CVE-2024-30014 | Execution Important | No | No
2008 R2 Elevation of
Enterpri | cVE-2024-30025 | Privilege Important | No | No
s€ Remote Code
ESU, Wind | cyE-2024-30022 | Execution Important |No | No
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owWs Security
Server Feature
2008 R2 CVE-2024-30050 | Bypass Moderate No | No
Standard Remote Code
ESU, Wind | CVE-2024-30029 | Execution Important | No No
ows Remote Code
Server CVE-2024-30006 | Execution Important | No | No
2008 R2 Elevation of
Datacent | CVE-2024-30037 | Privilege Important | No | No
er Elevation of
ESU, Wind | CVE-2024-30031 | Privilege Important | No | No
ows Denial of
Embedded | CVE-2024-30019 | Service Important |No | No
POSReady Elevation of
7 ESU CVE-2024-30028 | Privilege Tmportant | No | No
Information
CVE-2024-30036 | Disclosure Important | No | No
Remote Code
CVE-2024-30015 | Execution Important | No | No
Remote Code
CVE-2024-30023 | Execution Important | No | No
Elevation of
CVE-2024-29996 | Privilege Important | No | No
Remote Code
CVE-2024-30009 | Execution Important | No | No
Elevation of
CVE-2024-30049 | Privilege Important | No | No
50377 | &G | May 14, Elevation of
68 2024— CVE-2024-30033 | Privilege Important | No | No
KB503776 Elevation of
8 (0S CVE-2024-26238 | Privilege Important | No | No
Builds Elevation of
19044. 44 | CVE-2024-30018 | Privilege Important | No | No
12 and Remote Code
19045. 44 | CVE-2024-30001 | Execution Tmportant |No | No
12) - Elevation of
Microsof | CVE-2024-30027 | Privilege Important | No | No
t Information
Support CVE-2024-30016 | Disclosure Important | No | No

St

23 |



http://support.microsoft.com/kb/5037768
http://support.microsoft.com/kb/5037768

Wwo T = 1s

F-RRERLNEE TEEEHR 2024 £ 05 AT EEFHIEBSE

for Security
Windows Feature
10 CVE-2024-30040 | Bypass Important | No | Yes
Enterpri Remote Code
se and CVE-2024-30024 | Execution Important | No | No
Educatio Remote Code
n, CVE-2024-29998 | Execution Important | No | No
version Remote Code
21H2, Win | CVE-2024-30020 | Execution Important | No | No
dows 10 Information
ToT CVE-2024-30039 | Disclosure Important | No | No
Enterpri Remote Code
se, CVE-2024-30014 | Execution Important | No | No
version Elevation of
21H2, Win | CVE-2024-30025 | Privilege Important | No |No
dows 10 Remote Code
Enterpri | cyE-2024-30022 | Execution Important | No | No
se Remote Code
Multi= | cyE-2024-30005 | Execution Tmportant | No | No
Sess%on, Security
version Feature
21H2, Win | cyE-2024-30050 | Bypass Moderate | No | No
dows 10, Remote Code
version | cyp-9024-30029 | Execution Important | No | No
22H2, Information
all 1 (vE-2024-30008 | Disclosure | Important |No | No
ed%tlons Remote Code
»Windows | cvp_9024-29999 | Execution Important | No | No
10 . Remote Code
ERTerpri | ovp 9024-30006 | Execution Important | No | No
se LTSC

) Remote Code
2021, Win CVE-2024-30003 | Execution Important | No | No
dows 10 ;

Elevation of

ol ovE-2024-30037 | Privilege Important | No | No
Enterpri -
so LTSC EléVétlon of
2091 CVE-2024-30031 | Privilege Important | No | No

Remote Code
CVE-2024-30002 | Execution Important | No No

Elevation of
CVE-2024-29994 | Privilege Important | No | No
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Remote Code

CVE-2024-30017 | Execution Important | No | No
Elevation of
CVE-2024-30028 | Privilege Important | No | No
Remote Code
CVE-2024-30012 | Execution Important | No | No
Remote Code
CVE-2024-29997 | Execution Important | No | No
Remote Code
CVE-2024-30015 | Execution Important | No No
Elevation of
CVE-2024-30038 | Privilege Important | No | No
Remote Code
CVE-2024-30000 | Execution Important | No | No
Remote Code
CVE-2024-30023 | Execution Important | No | No
Elevation of
CVE-2024-30051 | Privilege Important | Yes | Yes
Elevation of
CVE-2024-30032 | Privilege Important | No | No
Information
CVE-2024-30034 | Disclosure Important | No | No
Remote Code
CVE-2024-30004 | Execution Important | No | No
Elevation of
CVE-2024-29996 | Privilege Important | No | No
Remote Code
CVE-2024-30009 | Execution Important | No | No
Elevation of
CVE-2024-30049 | Privilege Important | No | No
Elevation of
CVE-2024-30035 | Privilege Important | No | No
Remote Code
CVE-2024-30021 | Execution Important | No | No
50377 | BifE | May 14, Elevation of
70 2024— CVE-2024-30033 | Privilege Important | No | No
KB503777 Elevation of
0 (0S CVE-2024-30018 | Privilege Important | No | No
Build Remote Code
22000. 29 | CVE-2024-30001 | Execution Important | No | No
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60) -
Microsof
t
Support
for
Windows
11
version
21H2,
all

editions

Elevation of

CVE-2024-30027 | Privilege Important | No | No
Information

CVE-2024-30016 | Disclosure Important | No | No
Security
Feature

CVE-2024-30040 | Bypass Important | No | Yes
Remote Code

CVE-2024-30024 | Execution Important | No No
Remote Code

CVE-2024-29998 | Execution Important | No No
Remote Code

CVE-2024-30020 | Execution Important | No | No
Information

CVE-2024-30039 | Disclosure Important | No | No
Remote Code

CVE-2024-30014 | Execution Important | No | No
Elevation of

CVE-2024-30025 | Privilege Important | No | No
Remote Code

CVE-2024-30022 | Execution Important | No | No
Remote Code

CVE-2024-30005 | Execution Important | No | No
Security
Feature

CVE-2024-30050 | Bypass Moderate No | No
Remote Code

CVE-2024-30029 | Execution Important | No | No
Information

CVE-2024-30008 | Disclosure Important | No | No
Remote Code

CVE-2024-29999 | Execution Important | No | No
Remote Code

CVE-2024-30006 | Execution Important | No | No
Remote Code

CVE-2024-30003 | Execution Important | No No
Elevation of

CVE-2024-30037 | Privilege Important | No | No
Elevation of

CVE-2024-30031 | Privilege Important | No | No
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Remote Code

CVE-2024-30002 | Execution Important | No | No
Elevation of

CVE-2024-29994 | Privilege Important | No | No
Remote Code

CVE-2024-30017 | Execution Important | No | No
Elevation of

CVE-2024-30028 | Privilege Important | No | No
Remote Code

CVE-2024-30012 | Execution Important | No No
Remote Code

CVE-2024-29997 | Execution Important | No No
Remote Code

CVE-2024-30015 | Execution Important | No | No
Elevation of

CVE-2024-30038 | Privilege Important | No | No
Remote Code

CVE-2024-30000 | Execution Important | No | No
Remote Code

CVE-2024-30023 | Execution Important | No | No
Elevation of

CVE-2024-30051 | Privilege Important | Yes | Yes
Elevation of

CVE-2024-30032 | Privilege Important | No | No
Information

CVE-2024-30034 | Disclosure Important | No | No
Remote Code

CVE-2024-30004 | Execution Important | No | No
Elevation of

CVE-2024-29996 | Privilege Important | No | No
Remote Code

CVE-2024-30009 | Execution Important | No | No
Elevation of

CVE-2024-30049 | Privilege Important | No | No
Elevation of

CVE-2024-30035 | Privilege Important | No | No
Remote Code

CVE-2024-30021 | Execution Important | No No
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5002598 | &if& | Descripti Information
on of the | CVE-2024-30043 | Disclosure Important | No

No

security
update
for
SharePoin
t
Enterpris
e Server
2016: May
14, 2024
(KB500259
8) -
Microsoft Remote Code
Support CVE-2024-30044 | Execution Critical No

No

Descripti
on of the
security
update

for Excel
2016: May
14, 2024 Remote Code
5002587 | Fif& | (KB500258 | CVE-2024-30042 | Execution Important | No

No
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7 -
Microsoft

Support

A RAT 1A RN T

KBID TAREEARH FHER

5002593 | HAbIhEEMERN T | Outlook 2016 HEHifefF

TE:

Lo BIREM b Uiy TR R G5 VAR U0 B T
0 — A A (Exploitation Detected)
1 — FHAREFIA (Exploitation More Likely)
2 — AKATREFIA (Exploitation Less Likely)
3 - AArfeFI A (Exploitation Unlikely)

4 = ARIFIEIFE (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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