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TIHEZEZ, (Severity) =/®H (Critical) ,

S W N o~

NIFPEFE (Publicly Disclosed) =#& (Yes) ,

Oz it (Exploited) =4 (Yes) ,

TRIABI AT R M (Exploitability Assessment) =" 24 A

(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More

Likely) ”

FEHW R

5033427

5033420

5033422

5033372

5033375

5033118

5033371

5033429

5033379

5033424

5033433

5033373

5033369

CVE-2023-35641

Remote Code

Execution

Critical

No

No

Exploitation
More Likely

5033427

5033420

5033422

5033372

5033375

5033118

5033371

5033429

5033379

5033424

5033433

5033373

5033369

CVE-2023-35630

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5033427

5033420

CVE-2023-35633

Elevation of

Privilege

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5033427
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-35641
http://support.microsoft.com/kb/5033420
http://support.microsoft.com/kb/5033422
http://support.microsoft.com/kb/5033372
http://support.microsoft.com/kb/5033375
http://support.microsoft.com/kb/5033118
http://support.microsoft.com/kb/5033371
http://support.microsoft.com/kb/5033429
http://support.microsoft.com/kb/5033379
http://support.microsoft.com/kb/5033424
http://support.microsoft.com/kb/5033433
http://support.microsoft.com/kb/5033373
http://support.microsoft.com/kb/5033369
http://support.microsoft.com/kb/5033427
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-35630
http://support.microsoft.com/kb/5033420
http://support.microsoft.com/kb/5033422
http://support.microsoft.com/kb/5033372
http://support.microsoft.com/kb/5033375
http://support.microsoft.com/kb/5033118
http://support.microsoft.com/kb/5033371
http://support.microsoft.com/kb/5033429
http://support.microsoft.com/kb/5033379
http://support.microsoft.com/kb/5033424
http://support.microsoft.com/kb/5033433
http://support.microsoft.com/kb/5033373
http://support.microsoft.com/kb/5033369
http://support.microsoft.com/kb/5033427
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-35633
http://support.microsoft.com/kb/5033420
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5033422

5033429

5033379

5033424

5033433

5033427

CVE-2023-20588

5033420

5033422

5033372

5033375

5033118

5033371

5033429

5033379

5033424

5033433

5033373

5033369

Information

Disclosure

Important

Yes

No

Exploitation
Less Likely

5033427

CVE-2023-36005

5033420

5033422

5033372

5033375

5033118

5033371

5033429

5033379

5033424

5033433

5033373

5033369

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5033420

CVE-2023-35628

5033372

5033375

5033118

5033371

5033429

5033379

5033424

5033376

5033433

Remote Code

Execution

Critical

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5033422
http://support.microsoft.com/kb/5033429
http://support.microsoft.com/kb/5033379
http://support.microsoft.com/kb/5033424
http://support.microsoft.com/kb/5033433
http://support.microsoft.com/kb/5033427
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-20588
http://support.microsoft.com/kb/5033420
http://support.microsoft.com/kb/5033422
http://support.microsoft.com/kb/5033372
http://support.microsoft.com/kb/5033375
http://support.microsoft.com/kb/5033118
http://support.microsoft.com/kb/5033371
http://support.microsoft.com/kb/5033429
http://support.microsoft.com/kb/5033379
http://support.microsoft.com/kb/5033424
http://support.microsoft.com/kb/5033433
http://support.microsoft.com/kb/5033373
http://support.microsoft.com/kb/5033369
http://support.microsoft.com/kb/5033427
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36005
http://support.microsoft.com/kb/5033420
http://support.microsoft.com/kb/5033422
http://support.microsoft.com/kb/5033372
http://support.microsoft.com/kb/5033375
http://support.microsoft.com/kb/5033118
http://support.microsoft.com/kb/5033371
http://support.microsoft.com/kb/5033429
http://support.microsoft.com/kb/5033379
http://support.microsoft.com/kb/5033424
http://support.microsoft.com/kb/5033433
http://support.microsoft.com/kb/5033373
http://support.microsoft.com/kb/5033369
http://support.microsoft.com/kb/5033420
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-35628
http://support.microsoft.com/kb/5033372
http://support.microsoft.com/kb/5033375
http://support.microsoft.com/kb/5033118
http://support.microsoft.com/kb/5033371
http://support.microsoft.com/kb/5033429
http://support.microsoft.com/kb/5033379
http://support.microsoft.com/kb/5033424
http://support.microsoft.com/kb/5033376
http://support.microsoft.com/kb/5033433
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5033373

5033369

5033420

CVE-2023-35632

5033372

5033371

5033429

5033379

5033424

5033433

5033373

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5033420

CVE-2023-36011

5033372

5033375

5033118

5033371

5033429

5033379

5033373

5033369

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5033372

CVE-2023-35644

5033375

5033118

5033371

5033369

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5033372

CVE-2023-36696

5033375

5033118

5033371

5033369

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5033375

CVE-2023-35631

5033369

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5033375

CVE-2023-36391

Elevation of

Privilege

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5033373
http://support.microsoft.com/kb/5033369
http://support.microsoft.com/kb/5033420
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-35632
http://support.microsoft.com/kb/5033372
http://support.microsoft.com/kb/5033371
http://support.microsoft.com/kb/5033429
http://support.microsoft.com/kb/5033379
http://support.microsoft.com/kb/5033424
http://support.microsoft.com/kb/5033433
http://support.microsoft.com/kb/5033373
http://support.microsoft.com/kb/5033420
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36011
http://support.microsoft.com/kb/5033372
http://support.microsoft.com/kb/5033375
http://support.microsoft.com/kb/5033118
http://support.microsoft.com/kb/5033371
http://support.microsoft.com/kb/5033429
http://support.microsoft.com/kb/5033379
http://support.microsoft.com/kb/5033373
http://support.microsoft.com/kb/5033369
http://support.microsoft.com/kb/5033372
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-35644
http://support.microsoft.com/kb/5033375
http://support.microsoft.com/kb/5033118
http://support.microsoft.com/kb/5033371
http://support.microsoft.com/kb/5033369
http://support.microsoft.com/kb/5033372
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36696
http://support.microsoft.com/kb/5033375
http://support.microsoft.com/kb/5033118
http://support.microsoft.com/kb/5033371
http://support.microsoft.com/kb/5033369
http://support.microsoft.com/kb/5033375
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-35631
http://support.microsoft.com/kb/5033369
http://support.microsoft.com/kb/5033375
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36391
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5033427 | &= f& | December Remote Code
12, CVE-2023-35641 | Execution Critical No | No 1
2023— Remote Code
KB503342 | CVE-2023-35630 | Execution Critical No | No
7 CVE-2023-35622 | Spoofing Important | No | No
(Securit Remote Code
y-only CVE-2023-35629 | Execution Important | No | No 2
update) Elevation of
- CVE-2023-35633 | Privilege Important | No | No 1
Microsof Remote Code
t CVE-2023-35639 | Execution Important | No | No 2
Support Denial of
for CVE-2023-35642 | Service Important |No | No
Windows | cVE-2023-36004 | Spoofing Important |No | No
Server Remote Code
2008 CVE-2023-36006 | Execution Important [No |No | 2
Datacent Information
er CVE-2023-36012 | Disclosure Important | No | No 2
ESU, Wind Information
ows CVE-2023-20588 | Disclosure Important | Yes | No 2
Server
2008
Standard
ESU, Wind
ows
Server
2008
Enterpri Elevation of
se ESU CVE-2023-36005 | Privilege Important | No | No 1



http://support.microsoft.com/kb/5033427
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5033420 | & f& | December Remote Code
12, CVE-2023-35641 | Execution Critical No No
2023— Remote Code
KB503342 | CVE-2023-35630 | Execution Critical No | No
0 CVE-2023-35622 | Spoofing Important [ No | No
(Monthly Remote Code
Rollup) | CVE-2023-35628 | Execution Critical |No |No
- Elevation of
Microsof | CVE-2023-35633 | Privilege Important |No |[No
t Remote Code
Support CVE-2023-35629 | Execution Important | No | No
for Remote Code
Windows CVE-2023-35639 | Execution Important | No | No
Server Denial of
2012 R2 CVE-2023-35642 | Service Important | No | No
CVE-2023-36004 | Spoofing Important | No | No
Remote Code
CVE-2023-36006 | Execution Important | No | No
Elevation of
CVE-2023-35632 | Privilege Important | No | No
Elevation of
CVE-2023-36011 | Privilege Important | No | No
Remote Code
CVE-2023-21740 | Execution Important | No | No
Information
CVE-2023-36012 | Disclosure Important | No | No
Denial of
CVE-2023-35638 | Service Important | No | No
Information
CVE-2023-20588 | Disclosure Important | Yes | No
Information
CVE-2023-35643 | Disclosure Important | No | No
Elevation of
CVE-2023-36005 | Privilege Important | No | No
5033422 | &1 f& | December Remote Code
12, CVE-2023-35641 | Execution Critical No | No
2023— Remote Code
KB503342 | CVE-2023-35630 | Execution Critical No | No
2 CVE-2023-35622 | Spoofing Important | No No
(Monthly Remote Code
Rollup) CVE-2023-35629 | Execution Important | No No

%8



http://support.microsoft.com/kb/5033420
http://support.microsoft.com/kb/5033422
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- Elevation of
Microsof | CVE-2023-35633 | Privilege Important | No | No
t Remote Code
Support CVE-2023-35639 | Execution Important | No No
for Denial of
Windows CVE-2023-35642 | Service Important | No | No
Server CVE-2023-36004 | Spoofing Important | No | No
2008 Remote Code
Datacent | CVE-2023-36006 | Execution Important | No | No
er Information
ESU, Wind | cVE-2023-36012 | Disclosure Important | No | No
ows Information
Server CVE-2023-20588 | Disclosure Important | Yes | No
2008
Standard
ESU, Wind
ows
Server
2008
Enterpri Elevation of
se ESU CVE-2023-36005 | Privilege Important | No | No

5033372 | & f& | December Elevation of
12, CVE-2023-35644 | Privilege Important | No | No
2023— Remote Code
KB503337 | CVE-2023-35641 | Execution Critical No | No
2 (0S Remote Code
Builds CVE-2023-35630 | Execution Critical |No | No
19044. 38 Elevation of
03 and CVE-2023-36696 | Privilege Important | No | No
19045. 38 Remote Code
03) - CVE-2023-35628 | Execution Critical [No |No
Microsof Remote Code
t CVE-2023-35639 | Execution Important | No | No
Support Denial of
for CVE-2023-35642 | Service Important | No | No
Windows | cVE-2023-36004 | Spoofing Important |No | No
10 Remote Code
Enterpri | cvE-2023-36006 | Execution Important | No | No
se and Elevation of
Educatio | cyp-2023-35632 | Privilege Important |No |No
m, Elevation of
version | oyg-9023-36003 | Privilege Important | No | No

9 W



http://support.microsoft.com/kb/5033372

Wwo T = 1s

F-RRERLNEE TEEEHR 2023 F 12 AT EEFHEBSE

21H2, Win Elevation of
dows 10 CVE-2023-36011 | Privilege Important | No | No
ToT Remote Code
Enterpri | CVE-2023-21740 | Execution Important | No | No
se, Information
version CVE-2023-20588 | Disclosure Important | Yes | No
21H2, Win
dows 10
Enterpri
se
Multi-
Session,
version
21H2, Win
dows 10,
version
22H2,
all Elevation of
editions | CVE-2023-36005 | Privilege Important | No | No

5033375 | = f& | December Elevation of
12, CVE-2023-36696 | Privilege Important | No | No
2023— Remote Code
KB503337 | CVE-2023-35641 | Execution Critical No | No
5 (0S Remote Code
Builds CVE-2023-35630 | Execution Critical |No |No
22621. 28 Elevation of
61 and CVE-2023-35644 | Privilege Important | No | No
22631. 28 Remote Code
61) - CVE-2023-35628 | Execution Critical |No |No
Microsof Remote Code
t CVE-2023-35634 | Execution Important | No | No
Support Remote Code
for CVE-2023-35639 | Execution Important | No | No
Windows Denial of
11 CVE-2023-35642 | Service Important | No | No
version | CyE-2023-36004 | Spoofing Important | No | No
22h2, Remote Code
all CVE-2023-36006 | Execution | Important |No | No
editions Elevation of
»Windows | oy 9023-36003 | Privilege | Important |No | No
11 . Elevation of
VETSTOn 1 VE-2023-36011 | Privilege Tmportant | No | No

St

10 |



http://support.microsoft.com/kb/5033375
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23H2, Remote Code
all CVE-2023-21740 | Execution Important | No | No
editions Elevation of
CVE-2023-35631 | Privilege Important | No | No
Elevation of
CVE-2023-36391 | Privilege Important | No | No
Denial of
CVE-2023-35635 | Service Important [ No | No
Information
CVE-2023-20588 | Disclosure Important | Yes | No
Elevation of
CVE-2023-36005 | Privilege Important | No | No
5033118 | =& | December Elevation of
12, CVE-2023-35644 | Privilege Important | No | No
2023— Remote Code
KB503311 | CVE-2023-35641 | Execution Critical No | No
8 (0S Remote Code
Build CVE-2023-35630 | Execution Critical |No |No
20348. 21 Elevation of
59) - CVE-2023-36696 | Privilege Important | No | No
Microsof | CVE-2023-35622 | Spoofing Important | No | No
t Remote Code
Support CVE-2023-35628 | Execution Critical No | No
for Remote Code
Windows | cVE-2023-35639 | Execution Important | No | No
Server Denial of
2022 CVE-2023-35642 | Service Important | No | No
CVE-2023-36004 | Spoofing Important | No | No
Remote Code
CVE-2023-36006 | Execution Important | No | No
Elevation of
CVE-2023-36003 | Privilege Important | No | No
Elevation of
CVE-2023-36011 | Privilege Important | No | No
Remote Code
CVE-2023-21740 | Execution Important | No No
Information
CVE-2023-36012 | Disclosure Important | No | No
Denial of
CVE-2023-35638 | Service Important | No No

St

11w



http://support.microsoft.com/kb/5033118
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Information
CVE-2023-20588 | Disclosure Important | Yes | No
Information
CVE-2023-35643 | Disclosure Important | No | No
Elevation of
CVE-2023-36005 | Privilege Important | No | No
5033371 | & f& | December Remote Code
12, CVE-2023-35639 | Execution Important [ No | No
2023— Information
KB503337 | CVE-2023-36012 | Disclosure Important | No | No
1 (0S Elevation of
Build CVE-2023-35644 | Privilege Important |No | No
17763. 52 Remote Code
06) - CVE-2023-35630 | Execution Critical |No | No
Microsof Remote Code
t CVE-2023-35628 | Execution Critical No | No
Support Information
for Win CVE-2023-20588 | Disclosure Important | Yes | No
10 Ent Elevation of
LTSC CVE-2023-36003 | Privilege Important | No | No
2019, Win Elevation of
10 ToT | cVE-2023-36696 | Privilege Important | No | No
Ent LTSC Remote Code
2019, Win | cyE-2023-35641 | Execution Critical |No |No
dows 10 | cvE-2023-36004 | Spoofing Important |No |No
LoT Core Remote Code
20191 cVE-2023-36006 | Execution | Important |No | No
LTSC, Win Elevation of
dows CVE-2023-36011 | Privilege Important | No | No
Server Information
2019 CVE-2023-35643 | Disclosure Important | No | No
CVE-2023-35622 | Spoofing Important | No | No
Denial of
CVE-2023-35642 | Service Important | No | No
Elevation of
CVE-2023-35632 | Privilege Important [ No | No
Remote Code
CVE-2023-21740 | Execution Important | No No
Denial of
CVE-2023-35638 | Service Important | No No

St
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http://support.microsoft.com/kb/5033371
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Elevation of

CVE-2023-36005 | Privilege Important | No | No
5033429 | & f& | December Remote Code
12, CVE-2023-35641 | Execution Critical No No
2023— Remote Code
KB503342 | CVE-2023-35630 | Execution Critical No | No
9 CVE-2023-35622 | Spoofing Important | No | No
(Monthly Remote Code

Rollup) CVE-2023-35628 | Execution Critical |No | No

Elevation of

Microsof | CVE-2023-35633 | Privilege Important | No | No

t Remote Code

Support CVE-2023-35629 | Execution Important | No | No

for Remote Code

Windows CVE-2023-35639 | Execution Important | No | No

Server Denial of

2012 CVE-2023-35642 | Service Important | No | No
CVE-2023-36004 | Spoofing Important | No | No

Remote Code
CVE-2023-36006 | Execution Important | No | No

Elevation of

CVE-2023-35632 | Privilege Important | No | No
Elevation of
CVE-2023-36011 | Privilege Important | No | No

Remote Code
CVE-2023-21740 | Execution Important | No | No

Information
CVE-2023-36012 | Disclosure Important | No | No

Denial of
CVE-2023-35638 | Service Important | No | No

Information
CVE-2023-20588 | Disclosure Important | Yes | No

Information
CVE-2023-35643 | Disclosure Important | No | No

Elevation of

CVE-2023-36005 | Privilege Important [ No | No

5033379 | & f& | December Remote Code
12, CVE-2023-35641 | Execution Critical No | No

2023— Remote Code

KB503337 | CVE-2023-35630 | Execution Critical No No

St

13 W



http://support.microsoft.com/kb/5033429
http://support.microsoft.com/kb/5033379
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9 (0S Remote Code
Build CVE-2023-35628 | Execution Critical No | No
10240. 20 Remote Code
345) - CVE-2023-35629 | Execution Important | No | No
Microsof Elevation of
t CVE-2023-35633 | Privilege Important | No | No
Support Remote Code
for CVE-2023-35639 | Execution Important [ No | No
Windows Denial of
10 CVE-2023-35642 | Service Important | No | No
CVE-2023-36004 | Spoofing Important | No | No
Remote Code
CVE-2023-36006 | Execution Important | No | No
Elevation of
CVE-2023-35632 | Privilege Important | No | No
Elevation of
CVE-2023-36003 | Privilege Important | No | No
Elevation of
CVE-2023-36011 | Privilege Important | No | No
Remote Code
CVE-2023-21740 | Execution Important | No | No
Information
CVE-2023-20588 | Disclosure Important | Yes | No
Elevation of
CVE-2023-36005 | Privilege Important | No | No
5033424 | & f& | December Remote Code
12, CVE-2023-35641 | Execution Critical No | No
2023— Remote Code
KB503342 | CVE-2023-35630 | Execution Critical No | No
4 CVE-2023-35622 | Spoofing Important |[No | No
(Securit Remote Code
y-only CVE-2023-35628 | Execution Critical No | No
update) Elevation of
- CVE-2023-35633 | Privilege Important | No | No
Microsof Remote Code
t CVE-2023-35629 | Execution Important | No No
Support Remote Code
for CVE-2023-35639 | Execution Important | No No
Windows Denial of
Server CVE-2023-35642 | Service Important | No | No
2008 R2 | cVE-2023-36004 | Spoofing Important | No | No

St
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http://support.microsoft.com/kb/5033424
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Enterpri Remote Code
se CVE-2023-36006 | Execution Important | No | No
ESU, Wind Elevation of
owWS CVE-2023-35632 | Privilege Important | No | No
Server Remote Code
2008 R2 CVE-2023-21740 | Execution Important | No | No
Standard Information
ESU, Wind | CVE-2023-36012 | Disclosure Important | No | No
ows Information
Server CVE-2023-20588 | Disclosure Important | Yes | No
2008 R2
Datacent
er
ESU, Wind
ows
Embedded
POSReady Elevation of
7 ESU CVE-2023-36005 | Privilege Important | No | No

5033433 | & f& | December Remote Code
12, CVE-2023-35641 | Execution Critical No No
2023— Remote Code
KB503343 | CVE-2023-35630 | Execution Critical No | No
3 CVE-2023-35622 | Spoofing Important | No | No
(Monthly Remote Code
Rollup) CVE-2023-35628 | Execution Critical No | No
- Elevation of
Microsof | CVE-2023-35633 | Privilege Important [ No | No
t Remote Code
Support CVE-2023-35629 | Execution Important | No | No
for Remote Code
Windows | cVE-2023-35639 | Execution Important | No | No
Server Denial of
2008 R2 | cVE-2023-35642 | Service Important | No | No
Enterpri | cyg-2023-36004 Spoofing Important | No | No
Se Remote Code
ESU, Wind | cyE-2023-36006 | Execution | Important |No | No
ows Elevation of
Server CVE-2023-35632 | Privilege Important | No | No
2008 R2 Remote Code
Standard | cvg_9023-21740 | Execution | Important |[No |No
ESU, ¥ind Information
ows CVE-2023-36012 | Disclosure | Important |No | No
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Server Information
2008 R2 CVE-2023-20588 | Disclosure Important | Yes | No
Datacent
er
ESU, Wind
ows
Embedded
POSReady Elevation of
7 ESU CVE-2023-36005 | Privilege Important | No | No
5033373 | & f& | December Remote Code
12, CVE-2023-35641 | Execution Critical No | No
2023— Remote Code
KB503337 | CVE-2023-35630 | Execution Critical No | No
3 (0S CVE-2023-35622 | Spoofing Important |No | No
Build Remote Code
14393. 65 | CVE-2023-35628 | Execution Critical |No |No
29) - Remote Code
Microsof | CVE-2023-35639 | Execution Important |No |[No
t Denial of
Support CVE-2023-35642 | Service Important | No | No
for CVE-2023-36004 | Spoofing Important | No | No
Windows Remote Code
10, CVE-2023-36006 | Execution Important | No | No
version Elevation of
1607, CVE-2023-35632 | Privilege Important |No | No
all Elevation of
editions | cyp-9023-36003 | Privilege Important |No |No
, Windows Elevation of
Server CVE-2023-36011 | Privilege Important [ No | No
2016, Remote Code
al% ' CVE-2023-21740 | Execution Important [ No | No
editions Information
CVE-2023-36012 | Disclosure Important | No | No
Denial of
CVE-2023-35638 | Service Important | No No
Information
CVE-2023-20588 | Disclosure Important | Yes | No
Information
CVE-2023-35643 | Disclosure Important | No No
Elevation of
CVE-2023-36005 | Privilege Important | No | No
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5033369 | & /& | December Elevation of
12, CVE-2023-35644 | Privilege Important | No | No
2023— Remote Code
KB503336 | CVE-2023-35641 | Execution Critical No | No
9 (0S Remote Code
Build CVE-2023-35630 | Execution Critical |No |No
22000. 26 Elevation of
52) - CVE-2023-36696 | Privilege Important | No | No
Microsof Remote Code
t CVE-2023-35628 | Execution Critical No | No
Support Remote Code
for CVE-2023-35634 | Execution Important | No | No
Windows Remote Code
11 CVE-2023-35639 | Execution Important | No | No
version Denial of
21H2, CVE-2023-35642 | Service Important | No | No
all CVE-2023-36004 | Spoofing Important | No | No
editions Remote Code
CVE-2023-36006 | Execution Important | No | No
Elevation of
CVE-2023-36003 | Privilege Important | No | No
Elevation of
CVE-2023-36011 | Privilege Important | No | No
Remote Code
CVE-2023-21740 | Execution Important | No | No
Elevation of
CVE-2023-35631 | Privilege Important | No | No
Information
CVE-2023-20588 | Disclosure Important | Yes | No
Elevation of
CVE-2023-36005 | Privilege Important | No | No
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5002529 | =i f& | Description CVE-2023-35636 | Information | Important | No | No | 2
of the Disclosure
security
update for
Outlook 2016:
December 12,
2023
(KB5002529) —
Microsoft
Support
5033376 | =1 f& | KB5033376: CVE-2023-35628 | Remote Code | Critical No|No| 1

Cumulative Execution

security
update for
Internet
Explorer:
December 12,
2023 -
Microsoft
Support
5002520 | = fG | Description CVE-2023-36009 | Information | Important | No | No | 2
of the Disclosure

security
update for
Word 2016:
December 12,
2023
(KB5002520) —
Microsoft

Support

18 I


http://support.microsoft.com/kb/5002529
http://support.microsoft.com/kb/5033376
http://support.microsoft.com/kb/5002520

0 -
U —
oL TR

w-HRmE R e HEE
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A H RAT AT AR E AT

TE:

Lo BIREEHM b Ui ey TR L G S VEAR U0 B T
0 - C#AIH (Bxploitation Detected)
1 - EHATREHAIH (Exploitation More Likely)
2 — AKATREFIA (Exploitation Less Likely)
3 - AArfeFI A (Exploitation Unlikely)

4 = AZIETRE (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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