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1. JWIA%EZ% (Severity) =/HE (Critical) ,

AN FE (Publicly Disclosed) =& (Yes) ,

2.
3. %W (Exploited) =#& (Yes) ,
4

JRIE BT R Y (Exploitability Assessment) =" H

(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More

Likely) ”
FEHW R

BR IR

MR 24

ISR AT P 1

5002711

CVE-2025-30377

Remote Code

Execution

Critical

Exploitation
Less Likely

5002711 | CVE-2025-30386

Remote Code

Execution

Critical

Exploitation
More Likely

5058454 | CVE-2025-30385

5058430

5058387

5058385

5058449

5058383

5058403

5058451

5058405

5058429

5058392

5058379

5058411

Elevation of
Privilege

Important

Exploitation
More Likely

5058454 | CVE-2025-29966

5058430

5058387

5058385

5058383

5058403

5058451

5058405

5058392

5058379

5058411

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely



http://support.microsoft.com/kb/5002711
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-30377
http://support.microsoft.com/kb/5002711
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-30386
http://support.microsoft.com/kb/5058454
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-30385
http://support.microsoft.com/kb/5058430
http://support.microsoft.com/kb/5058387
http://support.microsoft.com/kb/5058385
http://support.microsoft.com/kb/5058449
http://support.microsoft.com/kb/5058383
http://support.microsoft.com/kb/5058403
http://support.microsoft.com/kb/5058451
http://support.microsoft.com/kb/5058405
http://support.microsoft.com/kb/5058429
http://support.microsoft.com/kb/5058392
http://support.microsoft.com/kb/5058379
http://support.microsoft.com/kb/5058411
http://support.microsoft.com/kb/5058454
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-29966
http://support.microsoft.com/kb/5058430
http://support.microsoft.com/kb/5058387
http://support.microsoft.com/kb/5058385
http://support.microsoft.com/kb/5058383
http://support.microsoft.com/kb/5058403
http://support.microsoft.com/kb/5058451
http://support.microsoft.com/kb/5058405
http://support.microsoft.com/kb/5058392
http://support.microsoft.com/kb/5058379
http://support.microsoft.com/kb/5058411
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5058454

CVE-2025-32701

5058430

5058387

5058385

5058449

5058383

5058403

5058451

5058405

5058429

5058392

5058379

5058411

Elevation of

Privilege

Important

No

Yes

Exploitation
Detected

5058454

CVE-2025-30397

5058430

5058387

5058385

5058449

5058383

5058403

5058451

5058405

5058429

5058392

5058380

5058379

5058411

Remote Code

Execution

Important

No

Yes

Exploitation
Detected

5058454

CVE-2025-30388

5058430

5058387

5058385

5058449

5058383

5058403

5058451

5058405

5058429

5058392

5058379

5058411

Remote Code

Execution

Important

No

No

Exploitation
More Likely

5058454

CVE-2025-29967

Critical

No

No

¥4



http://support.microsoft.com/kb/5058454
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-32701
http://support.microsoft.com/kb/5058430
http://support.microsoft.com/kb/5058387
http://support.microsoft.com/kb/5058385
http://support.microsoft.com/kb/5058449
http://support.microsoft.com/kb/5058383
http://support.microsoft.com/kb/5058403
http://support.microsoft.com/kb/5058451
http://support.microsoft.com/kb/5058405
http://support.microsoft.com/kb/5058429
http://support.microsoft.com/kb/5058392
http://support.microsoft.com/kb/5058379
http://support.microsoft.com/kb/5058411
http://support.microsoft.com/kb/5058454
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-30397
http://support.microsoft.com/kb/5058430
http://support.microsoft.com/kb/5058387
http://support.microsoft.com/kb/5058385
http://support.microsoft.com/kb/5058449
http://support.microsoft.com/kb/5058383
http://support.microsoft.com/kb/5058403
http://support.microsoft.com/kb/5058451
http://support.microsoft.com/kb/5058405
http://support.microsoft.com/kb/5058429
http://support.microsoft.com/kb/5058392
http://support.microsoft.com/kb/5058380
http://support.microsoft.com/kb/5058379
http://support.microsoft.com/kb/5058411
http://support.microsoft.com/kb/5058454
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-30388
http://support.microsoft.com/kb/5058430
http://support.microsoft.com/kb/5058387
http://support.microsoft.com/kb/5058385
http://support.microsoft.com/kb/5058449
http://support.microsoft.com/kb/5058383
http://support.microsoft.com/kb/5058403
http://support.microsoft.com/kb/5058451
http://support.microsoft.com/kb/5058405
http://support.microsoft.com/kb/5058429
http://support.microsoft.com/kb/5058392
http://support.microsoft.com/kb/5058379
http://support.microsoft.com/kb/5058411
http://support.microsoft.com/kb/5058454
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-29967
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5058430

5058387

5058385

5058383

5058403

5058451

5058405

5058392

5058379

5058411

Remote Code

Execution

Exploitation
Less Likely

5058454

CVE-2025-32706

5058430

5058387

5058385

5058449

5058383

5058403

5058451

5058405

5058429

5058392

5058379

5058411

Elevation of

Privilege

Important

No

Yes

Exploitation
Detected

5058454

CVE-2025-24063

5058430

5058387

5058385

5058449

5058383

5058403

5058451

5058405

5058429

5058392

5058379

5058411

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5058387

CVE-2025-32709

5058385

5058383

5058403

5058451

Elevation of

Privilege

Important

No

Yes

Exploitation
Detected



http://support.microsoft.com/kb/5058430
http://support.microsoft.com/kb/5058387
http://support.microsoft.com/kb/5058385
http://support.microsoft.com/kb/5058383
http://support.microsoft.com/kb/5058403
http://support.microsoft.com/kb/5058451
http://support.microsoft.com/kb/5058405
http://support.microsoft.com/kb/5058392
http://support.microsoft.com/kb/5058379
http://support.microsoft.com/kb/5058411
http://support.microsoft.com/kb/5058454
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-32706
http://support.microsoft.com/kb/5058430
http://support.microsoft.com/kb/5058387
http://support.microsoft.com/kb/5058385
http://support.microsoft.com/kb/5058449
http://support.microsoft.com/kb/5058383
http://support.microsoft.com/kb/5058403
http://support.microsoft.com/kb/5058451
http://support.microsoft.com/kb/5058405
http://support.microsoft.com/kb/5058429
http://support.microsoft.com/kb/5058392
http://support.microsoft.com/kb/5058379
http://support.microsoft.com/kb/5058411
http://support.microsoft.com/kb/5058454
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24063
http://support.microsoft.com/kb/5058430
http://support.microsoft.com/kb/5058387
http://support.microsoft.com/kb/5058385
http://support.microsoft.com/kb/5058449
http://support.microsoft.com/kb/5058383
http://support.microsoft.com/kb/5058403
http://support.microsoft.com/kb/5058451
http://support.microsoft.com/kb/5058405
http://support.microsoft.com/kb/5058429
http://support.microsoft.com/kb/5058392
http://support.microsoft.com/kb/5058379
http://support.microsoft.com/kb/5058411
http://support.microsoft.com/kb/5058387
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-32709
http://support.microsoft.com/kb/5058385
http://support.microsoft.com/kb/5058383
http://support.microsoft.com/kb/5058403
http://support.microsoft.com/kb/5058451
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5058405

5058392

5058379

5058411

5058387

CVE-2025-29833

5058385

5058383

5058403

5058451

5058405

5058392

5058379

5058411

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5058385

CVE-2025-29841

5058405

5058379

5058411

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5058385

CVE-2025-30400

5058405

5058392

5058379

5058411

Elevation of

Privilege

Important

No

Yes

Exploitation
Detected

5058405

CVE-2025-29971

5058411

Denial of

Service

Important

No

No

Exploitation
More Likely

5002722

CVE-2025-29976

5002712

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5002722

CVE-2025-30382

Remote Code

Execution

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5058405
http://support.microsoft.com/kb/5058392
http://support.microsoft.com/kb/5058379
http://support.microsoft.com/kb/5058411
http://support.microsoft.com/kb/5058387
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-29833
http://support.microsoft.com/kb/5058385
http://support.microsoft.com/kb/5058383
http://support.microsoft.com/kb/5058403
http://support.microsoft.com/kb/5058451
http://support.microsoft.com/kb/5058405
http://support.microsoft.com/kb/5058392
http://support.microsoft.com/kb/5058379
http://support.microsoft.com/kb/5058411
http://support.microsoft.com/kb/5058385
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-29841
http://support.microsoft.com/kb/5058405
http://support.microsoft.com/kb/5058379
http://support.microsoft.com/kb/5058411
http://support.microsoft.com/kb/5058385
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-30400
http://support.microsoft.com/kb/5058405
http://support.microsoft.com/kb/5058392
http://support.microsoft.com/kb/5058379
http://support.microsoft.com/kb/5058411
http://support.microsoft.com/kb/5058405
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-29971
http://support.microsoft.com/kb/5058411
http://support.microsoft.com/kb/5002722
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-29976
http://support.microsoft.com/kb/5002712
http://support.microsoft.com/kb/5002722
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-30382
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5058454 | ®ifE | May 13, 2025— | CVE-2025-29958 | Information Impo | No No
KB5058454 Disclosure rtan
(Security-only t
update) - CVE-2025-32707 | Elevation of | Impo | No No
Microsoft Privilege rtan
Support for t
Windows Server | CVE-2025-29836 | Information | Impo | No | No
2008 R2 Disclosure rtan
Premium t
Assurance CVE-2025-30385 | Elevation of | Impo | No | No

Privilege rtan
t
CVE-2025-29966 | Remote Code | Crit |No | No
Execution ical
CVE-2025-29968 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29835 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-32701 | Elevation of | Impo | No Yes
Privilege rtan
t
CVE-2025-30397 | Remote Code Impo | No | Yes
Execution rtan
t
CVE-2025-29956 | Information | Impo | No | No
Disclosure rtan
t



http://support.microsoft.com/kb/5058454

Wwo T = 1s
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CVE-2025-29974 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29969 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29830 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29960 | Information Impo | No No
Disclosure rtan
t
CVE-2025-29961 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29837 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-30388 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29967 | Remote Code | Crit |No | No
Execution ical
CVE-2025-29839 | Information | Impo | No | No
Disclosure rtan
t
CVE-2025-29957 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29831 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29954 | Denial of Impo | No | No
Service rtan
t
CVE-2025-32706 | Elevation of | Impo | No Yes
Privilege rtan
t
CVE-2025-29832 | Information Impo | No No
Disclosure rtan
t
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CVE-2025-29962 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29959 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-24063 | Elevation of | Impo | No | No
Privilege rtan
t
5058430 | EifE | May 13, 2025— | CVE-2025-29958 | Information Impo | No No
KB5058430 Disclosure rtan
(Monthly t
Rollup) - CVE-2025-32707 | Elevation of | Impo | No | No
Microsoft Privilege rtan
Support for t
Windows Server | CVE-2025-29836 | Information | Impo | No | No
2008 R2 Disclosure rtan
Premium t
Assurance CVE-2025-30385 | Elevation of | Impo | No | No
Privilege rtan
t
CVE-2025-29966 | Remote Code | Crit |No | No
Execution ical
CVE-2025-29968 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29835 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-32701 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-30397 | Remote Code Impo | No | Yes
Execution rtan
t
CVE-2025-29956 | Information Impo | No No
Disclosure rtan
t
CVE-2025-29974 | Information Impo | No No
Disclosure rtan
t

St
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http://support.microsoft.com/kb/5058430
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CVE-2025-29969 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29830 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29960 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29961 | Information Impo | No No
Disclosure rtan
t
CVE-2025-29837 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-30388 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29967 | Remote Code | Crit |No | No
Execution ical
CVE-2025-29839 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29957 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29831 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29954 | Denial of Impo | No | No
Service rtan
t
CVE-2025-32706 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-29832 | Information Impo | No No
Disclosure rtan
t
CVE-2025-29962 | Remote Code Impo | No | No
Execution rtan
t

St
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CVE-2025-29959 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-24063 | Elevation of | Impo | No | No
Privilege rtan
t
5058387 | &mfE | May 13, 2025— | CVE-2025-29958 | Information Impo | No No
KB5058387 (0S Disclosure rtan
Build t
10240. 21014) - | CVE-2025-29840 | Remote Code Impo | No | No
Microsoft Execution rtan
Support for t
Windows 10 CVE-2025-32707 | Elevation of | Impo | No | No
Privilege rtan
t
CVE-2025-32709 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-29836 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-30385 | Elevation of | Impo | No | No
Privilege rtan
t
CVE-2025-29966 | Remote Code | Crit |No | No
Execution ical
CVE-2025-29835 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-32701 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-30397 | Remote Code Impo | No | Yes
Execution rtan
t
CVE-2025-29842 | Security Impo | No No
Feature rtan
Bypass t
CVE-2025-29956 | Information Impo | No No
Disclosure rtan
t
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http://support.microsoft.com/kb/5058387
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CVE-2025-29974 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29969 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29830 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29960 | Information Impo | No No
Disclosure rtan
t
CVE-2025-27468 | Elevation of | Impo | No | No
Privilege rtan
t
CVE-2025-29961 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29837 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-30388 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29829 | Information | Impo | No | No
Disclosure rtan
t
CVE-2025-29967 | Remote Code | Crit |No | No
Execution ical
CVE-2025-29839 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29957 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29954 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29833 | Remote Code | Crit |No | No
Execution ical

St
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CVE-2025-32706 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-29832 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29962 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29959 | Information Impo | No No
Disclosure rtan
t
CVE-2025-24063 | Elevation of | Impo | No | No
Privilege rtan
t
5058385 | &fE | May 13, 2025— | CVE-2025-29958 | Information | Impo | No | No
KB5058385 (0S Disclosure rtan
Build t
20348. 3692) - CVE-2025-29840 | Remote Code Impo | No | No
Microsoft Execution rtan
Support for t
Windows Server | CVE-2025-32709 | Elevation of | Impo | No | Yes
2022 Privilege rtan
t
CVE-2025-29836 | Information | Impo | No | No
Disclosure rtan
t
CVE-2025-30385 | Elevation of | Impo | No | No
Privilege rtan
t
CVE-2025-29966 | Remote Code | Crit |No | No
Execution ical
CVE-2025-29841 | Elevation of | Impo | No | No
Privilege rtan
t
CVE-2025-30394 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29968 | Denial of Impo | No | No
Service rtan
t

St

14w



http://support.microsoft.com/kb/5058385
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CVE-2025-29963 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29835 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-32701 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-30397 | Remote Code Impo | No | Yes
Execution rtan
t
CVE-2025-29964 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-26677 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29842 | Security Impo | No | No
Feature rtan
Bypass t
CVE-2025-29956 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29974 | Information | Impo | No | No
Disclosure rtan
t
CVE-2025-29969 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29830 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29960 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-27468 | Elevation of | Impo | No No
Privilege rtan
t
CVE-2025-29961 | Information Impo | No No
Disclosure rtan
t
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CVE-2025-29837 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-30388 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29829 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29967 | Remote Code | Crit |[No | No
Execution ical
CVE-2025-29839 | Information Impo | No No
Disclosure rtan
t
CVE-2025-29957 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29831 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29954 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29833 | Remote Code | Crit |No | No
Execution ical
CVE-2025-32706 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-29832 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-30400 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-29962 | Remote Code Impo | No No
Execution rtan
t
CVE-2025-29959 | Information Impo | No No
Disclosure rtan
t

St
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CVE-2025-24063 | Elevation of | Impo | No | No
Privilege rtan
t
5058449 | &fE | May 13, 2025— | CVE-2025-29958 | Information Impo | No No
KB5058449 Disclosure rtan
(Monthly t
Rollup) — CVE-2025-32707 | Elevation of | Impo | No | No
Microsoft Privilege rtan
Support for t
Windows Server | CVE-2025-29836 | Information | Impo |No | No
2008 Premium Disclosure rtan
Assurance t
CVE-2025-30385 | Elevation of | Impo | No | No
Privilege rtan
t
CVE-2025-29968 | Denial of Impo | No | No
Service rtan
t
CVE-2025-32701 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-30397 | Remote Code Impo | No | Yes
Execution rtan
t
CVE-2025-29956 | Information | Impo | No | No
Disclosure rtan
t
CVE-2025-29974 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29969 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29830 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29960 | Information Impo | No No
Disclosure rtan
t
CVE-2025-29961 | Information Impo | No No
Disclosure rtan
t
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CVE-2025-29837 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-30388 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29839 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29957 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29954 | Denial of Impo | No | No
Service rtan
t
CVE-2025-32706 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-29832 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29962 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29959 | Information | Impo | No | No
Disclosure rtan
t
CVE-2025-24063 | Elevation of | Impo | No | No
Privilege rtan
t
5058383 | & fE | May 13, 2025— | CVE-2025-29958 | Information | Impo | No | No
KB5058383 (0S Disclosure rtan
Build t
14393. 8066) - CVE-2025-29840 | Remote Code Impo | No | No
Microsoft Execution rtan
Support for t
Windows 10, CVE-2025-32707 | Elevation of | Impo | No | No
version 1607, Privilege rtan
all t
editions, Windo | CVE-2025-32709 | Elevation of | Impo | No | Yes
ws Server Privilege rtan
t
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2016, all

editions

CVE-2025-29836 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-30385 | Elevation of | Impo | No | No
Privilege rtan
t
CVE-2025-29966 | Remote Code | Crit |No | No
Execution ical
CVE-2025-30394 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29968 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29835 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-32701 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-30397 | Remote Code Impo | No | Yes
Execution rtan
t
CVE-2025-26677 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29842 | Security Impo | No | No
Feature rtan
Bypass t
CVE-2025-29956 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29974 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29969 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29830 | Information Impo | No No
Disclosure rtan
t
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CVE-2025-29960 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-27468 | Elevation of | Impo | No | No
Privilege rtan
t
CVE-2025-29961 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29837 | Information Impo | No No
Disclosure rtan
t
CVE-2025-30388 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29829 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29967 | Remote Code | Crit |No | No
Execution ical
CVE-2025-29839 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29957 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29831 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29954 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29833 | Remote Code | Crit |No | No
Execution ical
CVE-2025-32706 | Elevation of | Impo | No Yes
Privilege rtan
t
CVE-2025-29832 | Information Impo | No No
Disclosure rtan
t
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CVE-2025-29962 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29959 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-24063 | Elevation of | Impo | No | No
Privilege rtan
t
5058403 | EifE | May 13, 2025— | CVE-2025-29958 | Information Impo | No No
KB5058403 Disclosure rtan
(Monthly t
Rollup) - CVE-2025-32707 | Elevation of | Impo | No | No
Microsoft Privilege rtan
Support for t
Windows Server | CVE-2025-32709 | Elevation of | Impo | No | Yes
2012 R2 ESU Privilege rtan
t
CVE-2025-29836 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-30385 | Elevation of | Impo | No | No
Privilege rtan
t
CVE-2025-29966 | Remote Code | Crit |No | No
Execution ical
CVE-2025-29968 | Denial of Impo | No | No
Service rtan
t
CVE-2025-30394 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29835 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-32701 | Elevation of | Impo | No Yes
Privilege rtan
t
CVE-2025-30397 | Remote Code Impo | No | Yes
Execution rtan
t
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CVE-2025-29956 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29974 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29969 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29830 | Information Impo | No No
Disclosure rtan
t
CVE-2025-29960 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-27468 | Elevation of | Impo | No | No
Privilege rtan
t
CVE-2025-29961 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29837 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-30388 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29967 | Remote Code | Crit |No | No
Execution ical
CVE-2025-29839 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29957 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29831 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29954 | Denial of Impo | No | No
Service rtan
t
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CVE-2025-29833 | Remote Code | Crit |No | No
Execution ical
CVE-2025-32706 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-29832 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29962 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29959 | Information Impo | No No
Disclosure rtan
t
CVE-2025-24063 | Elevation of | Impo | No | No
Privilege rtan
t
5058451 | & fE | May 13, 2025— | CVE-2025-29958 | Information Impo | No No
KB5058451 Disclosure rtan
(Monthly t
Rollup) - CVE-2025-32707 | Elevation of | Impo | No No
Microsoft Privilege rtan
Support for t
Windows Server | CVE-2025-32709 | Elevation of | Impo | No | Yes
2012 ESU Privilege rtan
t
CVE-2025-29836 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-30385 | Elevation of | Impo | No | No
Privilege rtan
t
CVE-2025-29966 | Remote Code | Crit |No | No
Execution ical
CVE-2025-29968 | Denial of Impo | No No
Service rtan
t
CVE-2025-30394 | Denial of Impo | No | No
Service rtan
t
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CVE-2025-29835 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-32701 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-30397 | Remote Code Impo | No | Yes
Execution rtan
t
CVE-2025-29956 | Information Impo | No No
Disclosure rtan
t
CVE-2025-29974 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29969 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29830 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29960 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-27468 | Elevation of | Impo | No | No
Privilege rtan
t
CVE-2025-29961 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29837 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-30388 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29967 | Remote Code | Crit |No | No
Execution ical
CVE-2025-29839 | Information Impo | No No
Disclosure rtan
t
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CVE-2025-29957 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29831 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29954 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29833 | Remote Code | Crit [No | No
Execution ical
CVE-2025-32706 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-29832 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29962 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29959 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-24063 | Elevation of | Impo | No | No
Privilege rtan
t
5058405 | & fE | May 13, 2025— | CVE-2025-29958 | Information | Impo | No | No
KB5058405 (0S Disclosure rtan
Builds t
22621.5335 and | CVE-2025-29840 | Remote Code Impo | No | No
22631.5335) - Execution rtan
Microsoft t
Support for CVE-2025-32709 | Elevation of | Impo | No | Yes
Windows 11 Privilege rtan
Enterprise and t
Education, CVE-2025-29836 | Information | Impo | No | No
version Disclosure rtan
22H2, Windows t
11 version CVE-2025-30385 | Elevation of | Impo | No | No
23H2, all Privilege rtan
editions t

St

25 W



http://support.microsoft.com/kb/5058405

Wwo T = 1s

-

AR %R =2

TRMEHED 2025 4 05 A TEEHESE

CVE-2025-29966 | Remote Code | Crit |No | No
Execution ical
CVE-2025-29841 | Elevation of | Impo | No | No
Privilege rtan
t
CVE-2025-29963 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29835 | Information Impo | No No
Disclosure rtan
t
CVE-2025-32701 | Elevation of | Impo | No Yes
Privilege rtan
t
CVE-2025-30397 | Remote Code Impo | No | Yes
Execution rtan
t
CVE-2025-29964 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29842 | Security Impo | No | No
Feature rtan
Bypass t
CVE-2025-29956 | Information | Impo | No | No
Disclosure rtan
t
CVE-2025-29974 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29969 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29830 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29960 | Information | Impo |No | No
Disclosure rtan
t
CVE-2025-27468 | Elevation of | Impo | No No
Privilege rtan
t
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CVE-2025-29961 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29837 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-30388 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29829 | Information Impo | No No
Disclosure rtan
t
CVE-2025-29971 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29967 | Remote Code | Crit |No | No
Execution ical
CVE-2025-29839 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29957 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29954 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29833 | Remote Code | Crit |No | No
Execution ical
CVE-2025-32706 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-29832 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-30400 | Elevation of | Impo | No Yes
Privilege rtan
t
CVE-2025-29962 | Remote Code Impo | No | No
Execution rtan
t

St

27 W




Wwo T = 1s

F-RRERLNEE TEEEHE 2025 £ 05 AT EEFHEBSE
CVE-2025-29959 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-24063 | Elevation of | Impo | No | No
Privilege rtan
t
5058429 | & fE | May 13, 2025— | CVE-2025-29958 | Information Impo | No No
KB5058429 Disclosure rtan
(Security—only t
update) — CVE-2025-32707 | Elevation of | Impo | No | No
Microsoft Privilege rtan
Support for t
Windows Server | CVE-2025-29836 | Information | Impo |No | No
2008 Premium Disclosure rtan
Assurance t
CVE-2025-30385 | Elevation of | Impo | No | No
Privilege rtan
t
CVE-2025-29968 | Denial of Impo | No | No
Service rtan
t
CVE-2025-32701 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-30397 | Remote Code Impo | No | Yes
Execution rtan
t
CVE-2025-29956 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29974 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29969 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29830 | Information Impo | No No
Disclosure rtan
t
CVE-2025-29960 | Information Impo | No No
Disclosure rtan
t
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CVE-2025-29961 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29837 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-30388 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29839 | Information Impo | No No
Disclosure rtan
t
CVE-2025-29957 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29954 | Denial of Impo | No | No
Service rtan
t
CVE-2025-32706 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-29832 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29962 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29959 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-24063 | Elevation of | Impo | No | No
Privilege rtan
t
5058392 | &fE | May 13, 2025— | CVE-2025-29958 | Information | Impo | No | No
KB5058392 (0S Disclosure rtan
Build t
17763.7314) - CVE-2025-29840 | Remote Code Impo | No | No
Microsoft Execution rtan
Support for t
Win 10 Ent CVE-2025-32707 | Elevation of | Impo | No | No
LTSC 2019, Win Privilege rtan
10 ToT Ent t

St

29 W



http://support.microsoft.com/kb/5058392

Wwo T = 1s

AR ER2LHEE

TRMEHED 2025 4 05 A TEEHESE

LTSC

2019, Windows
10 ToT Core
LTSC, Windows
Server 2019

CVE-2025-32709 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-29836 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-30385 | Elevation of | Impo | No | No
Privilege rtan
t
CVE-2025-29966 | Remote Code | Crit |[No | No
Execution ical
CVE-2025-30394 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29968 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29963 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29835 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-32701 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-30397 | Remote Code Impo | No | Yes
Execution rtan
t
CVE-2025-29964 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-26677 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29842 | Security Impo | No No
Feature rtan
Bypass t
CVE-2025-29956 | Information Impo | No No
Disclosure rtan
t
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CVE-2025-29974 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29969 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29830 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29960 | Information Impo | No No
Disclosure rtan
t
CVE-2025-27468 | Elevation of | Impo | No | No
Privilege rtan
t
CVE-2025-29961 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29837 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-30388 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29829 | Information | Impo | No | No
Disclosure rtan
t
CVE-2025-29967 | Remote Code | Crit |No | No
Execution ical
CVE-2025-29839 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29957 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29831 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29954 | Denial of Impo | No | No
Service rtan
t
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CVE-2025-29833 | Remote Code | Crit |No | No
Execution ical
CVE-2025-32706 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-29832 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-30400 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-29962 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29959 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-24063 | Elevation of | Impo | No | No
Privilege rtan
t
5058379 | mfE | May 13, 2025— | CVE-2025-29958 | Information Impo | No No
KB5058379 (0S Disclosure rtan
Builds t
19044. 5854 and | CVE-2025-29840 | Remote Code Impo | No | No
19045. 5854) - Execution rtan
Microsoft t
Support for CVE-2025-32709 | Elevation of | Impo | No | Yes
Windows 10 Privilege rtan
Enterprise t
LTSC CVE-2025-29836 | Information | Impo | No | No
2021, Windows Disclosure rtan
10 IoT t
Enterprise CVE-2025-30385 | Elevation of | Impo | No | No
LTSC Privilege rtan
2021, Windows t
10, version CVE-2025-29966 | Remote Code |Crit |No |No
22H2, all Execution ical
editions CVE-2025-29841 | Elevation of | Impo | No | No
Privilege rtan
t
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CVE-2025-29963 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29835 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-32701 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-30397 | Remote Code Impo | No | Yes
Execution rtan
t
CVE-2025-29964 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29842 | Security Impo | No | No
Feature rtan
Bypass t
CVE-2025-29956 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29974 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29969 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29830 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29960 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-27468 | Elevation of | Impo | No | No
Privilege rtan
t
CVE-2025-29961 | Information Impo | No No
Disclosure rtan
t
CVE-2025-29837 | Information Impo | No No
Disclosure rtan
t
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CVE-2025-30388 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29829 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29967 | Remote Code | Crit |No | No
Execution ical
CVE-2025-29839 | Information Impo | No No
Disclosure rtan
t
CVE-2025-29957 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29954 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29833 | Remote Code | Crit |No | No
Execution ical
CVE-2025-32706 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-29832 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-30400 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-29962 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29959 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-24063 | Elevation of | Impo | No No
Privilege rtan
t
5058411 | ®ifE | May 13, 2025— | CVE-2025-29958 | Information Impo | No No
KB5058411 (0S Disclosure rtan
Build t
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26100. 4061) -
Microsoft
Support for
Windows 11
version 24H2,

all editions

CVE-2025-32709 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-29836 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-30385 | Elevation of | Impo | No | No
Privilege rtan
t
CVE-2025-29966 | Remote Code | Crit |[No | No
Execution ical
CVE-2025-29841 | Elevation of | Impo | No | No
Privilege rtan
t
CVE-2025-30394 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29963 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29835 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-32701 | Elevation of | Impo | No | Yes
Privilege rtan
t
CVE-2025-30397 | Remote Code Impo | No | Yes
Execution rtan
t
CVE-2025-29964 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-26677 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29842 | Security Impo | No No
Feature rtan
Bypass t
CVE-2025-29956 | Information Impo | No No
Disclosure rtan
t
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CVE-2025-29974 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29970 | Elevation of | Impo | No | No
Privilege rtan
t
CVE-2025-29969 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29830 | Information Impo | No No
Disclosure rtan
t
CVE-2025-29960 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-27468 | Elevation of | Impo | No | No
Privilege rtan
t
CVE-2025-29961 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29837 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-30388 | Remote Code Impo | No | No
Execution rtan
t
CVE-2025-29829 | Information Impo | No | No
Disclosure rtan
t
CVE-2025-29971 | Denial of Impo | No | No
Service rtan
t
CVE-2025-29967 | Remote Code | Crit |No | No
Execution ical
CVE-2025-29839 | Information Impo | No No
Disclosure rtan
t
CVE-2025-29838 | Elevation of | Impo | No No
Privilege rtan
t
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CVE-2025-29957 | Denial of Impo | No | No 3
Service rtan
t
CVE-2025-29955 | Denial of Impo | No | No 3
Service rtan
t
CVE-2025-29831 | Remote Code Impo | No | No 3
Execution rtan
t
CVE-2025-29833 | Remote Code | Crit |No | No 2
Execution ical
CVE-2025-32706 | Elevation of | Impo | No | Yes | O
Privilege rtan
t
CVE-2025-29832 | Information Impo | No | No 3
Disclosure rtan
t
CVE-2025-30400 | Elevation of | Impo | No Yes 0
Privilege rtan
t
CVE-2025-29962 | Remote Code | Impo |No | No 2
Execution rtan
t
CVE-2025-29959 | Information Impo | No No 3
Disclosure rtan
t
CVE-2025-24063 | Elevation of | Impo | No | No 1
Privilege rtan
t

A ARHORAT R AT 2 2 R Ah T35 7 A4, PRSI IR

Y

BMEH»

5002711 | & f& | Description CVE-2025-30377 | Remote Code | Criti |No | No 2

of the Execution cal
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security
update for
Office 2016:
May 13, 2025
(KB5002711) -
Microsoft

Support

CVE-2025-30386

Remote Code

Execution

Criti

cal

No

No

5002716

Description
of the
security
update for
Office 2016:
May 13, 2025
(KB5002716) -
Microsoft

Support

CVE-2025-30379

Remote Code

Execution

Impor
tant

No

No

5002695

Description
of the
security
update for
Office 2016:
May 13, 2025
(KB5002695) —
Microsoft

Support

CVE-2025-32704

Remote Code

Execution

Impor
tant

No

No

5002722

Description
of the
security
update for
SharePoint
Enterprise
Server 2016:
May 13, 2025
(KB5002722) —
Microsoft

Support

CVE-2025-30384

Remote Code

Execution

Impor
tant

No

No

CVE-2025-29976

Elevation of

Privilege

Impor
tant

No

No

CVE-2025-30378

Remote Code

Execution

Impor
tant

No

No

CVE-2025-30382

Remote Code

Execution

Impor
tant

No

No

5058380

KB5058380:
Cumulative
security
update for
Internet

Explorer: May

CVE-2025-30397

Remote Code

Execution

Impor
tant

No

Yes
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http://support.microsoft.com/kb/5002716
http://support.microsoft.com/kb/5002695
http://support.microsoft.com/kb/5002722
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13, 2025 -
Microsoft
Support
5002717 | &G | Description CVE-2025-30376 | Remote Code Impor | No No
of the Execution tant
security CVE-2025-30381 | Remote Code Impor | No | No
update for Execution tant
Excel 2016: CVE-2025-30383 | Remote Code | Impor |No | No
May 13, 2025 Execution tant
(KB5002717) — | CVE-2025-29979 | Remote Code | Impor |No | No
Microsoft Execution tant
Support CVE-2025-30375 | Remote Code | Impor |No | No
Execution tant
CVE-2025-30379 | Remote Code Impor | No | No
Execution tant
CVE-2025-29977 | Remote Code Impor | No | No
Execution tant
5002712 | & f& | Description CVE-2025-29976 | Elevation of | Impor |No | No
of the Privilege tant
security
update for
SharePoint
Enterprise
Server 2016
Language
Pack: May 13,
2025
(KB5002712) —
Microsoft
Support

T

L BIRERM b Uil TR L G s VEAR U0 B T
0 — EFIH (Exploitation Detected)
1 - BEHATREHAIH (Exploitation More Likely)
2 — AKA[EEF|IAH (Exploitation Less Likely)
3 — ANATAEFIFH (Bxploitation Unlikely)
4 = AR 2 (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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