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T A5 BB AN T 2E (V6 fRAS: 2022. 12. 14. 1, V10 fitA: 2022, 12. 14. 1000)
CRAT, ARREHHEL T 34 MR T, BET 32 A2 awih, e
WRE TSN “™HE (Critical) ” , 24 MEN “HEE (Important) 7, XL
IS P2 i Windows. Microsoft Office A1 NET Framework. [AIRFHERX T 14
k24 office #h T s

2019 4£ 4 A 10 H&RAG IR 6. 6. 0. 2000 f PA_FRRA S HE Windows 10 %24
SERAN T, AN RE b Th REIE SR IR AR o



Mﬁfﬁ

w-oA RSB R 2

FRAGHED 2022 4 12 AN TEEFEE

F2E ERKEHT

A HAH 13 Dz alwii 2wy 25 L LU ME— 4605, fEE R,

1. JWiA%Eg: (Severity) =/ HE (Critical) ,
2. AHHEEE (Publicly Disclosed) =& (Yes) ,
3. %W (Exploited) =#& (Yes) ,
4, JRIE AR (Exploitability Assessment) =" 44
(Exploitation Detected) ” BY “IRWREMEFIH] (Exploitation More
Likely) ”
B
(E3=Riab | b/ MR 3] IR B AR P 4
2021255 CVE-2022-44710 | Elevation Important | Yes No Exploitation
of Less Likely
Privilege
5021255 CVE=2022744671 | pieoyation Important | No No Exploitation
5021234
5021233 of More Likely
5021237 Privilege
0021255 CVE-2022-44683 | Elevation Important | No No Exploitation
5021296
5021294 of More Likely
5021285 Privilege
5021243
5021234
5021235
5021233
5021237
5021303
2021255 CVE-2022-41076 | Remote Code | Critical No No Exploitation
5021296
5021294 Execution More Likely
5021288
5021291
5021285
5021289
5021243
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5021234

5021293

5021235

5021233

5021237

5021303

5021255

5021296

5021294

5021288

5021291

5021285

5021289

5021243

5021234

5021293

5021235

5021233

5021237

5021303

CVE-2022-41121

Elevation
of

Privilege

Important

No

No

Exploitation

More Likely

5021255

5021296

5021294

5021288

5021291

5021285

5021289

5021243

5021234

5021293

5021235

5021233

5021237

5021303

CVE-2022-44676

Elevation
of

Privilege

Critical

No

No

Exploitation

More Likely

5021255

5021296

5021294

5021288

5021291

5021285

5021243

CVE-2022-44675

Elevation
of

Privilege

Important

No

No

Exploitation

More Likely
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5021234

5021235

5021233

5021237

5021303

5021255

5021296

5021294

5021288

5021291

5021285

5021289

5021243

5021234

5021293

5021235

5021233

5021237

5021303

CVE-2022-44670

Remote Code

Execution

Critical

No

No

Exploitation

Unlikely

5021296

5021294

5021288

5021291

5021289

5021243

5021293

5021235

5021233

5021237

CVE-2022-44673

Elevation
of

Privilege

Important

No

No

Exploitation

More Likely

5020880

5021079

5021087

5020873

5021094

5021080

5021090

5021088

5021243

5021089

5021085

5021082

CVE-2022-41089

Remote Code

Execution

Critical

No

No

Exploitation

Less Likely
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Execution

5021091
5021086
5021081
5021093
5021092
0021234 CVE-2022-44698 | Security Moderate | No Yes | Exploitation
5021235
5021233 Feature Detected
5021237 Bypass
5002321 | cyE-2022-44693 | Remote Code | Critical | No No Exploitation
5002319

Execution Less Likely
2002321 CVE-2022-44690 | Remote Code | Critical | No No Exploitation
5002319

Less Likely




Wwo T = 1s

R & RSN T E HRfEEA 2022 £ 12 HANTEEHEY

EI3TE B MBI AFIR I

AR BT EL 0 i) AR R R R



FRAGHED 2022 4 12 AN TEEFEE

BAT Wi T 1IFEHTER

AR AMHOATI R Ge 2 A AN 13530 4, PEAHAIR AT

eI IR

HEE

2021255 & /& | December | CVE-2022-44680 | Elevation of | Important | No | No
13, Privilege
2022 — | CVE-2022-44710 | Elevation of | Important | Yes | No
KB502125 Privilege
5 (0S | CVE-2022-44682 | Denial of | Important | No | No
Build Service
22621.96 | CVE-2022-41094 | Elevation of | Important | No | No
3) - Privilege
Microsof | CVE-2022-44671 | Elevation of | Important | No | No
t Privilege
Support CVE-2022-44683 | Elevation of | Important | No No
for Privilege
Windows CVE-2022-41077 | Elevation of | Important | No | No
11 Privilege
version | cyVE-2022-44667 | Remote Code Important | No | No
22H2, Execution
all CVE-2022-41076 | Remote Code | Critical |No |No
editions Execution
CVE-2022-44666 | Remote Code | Important | No | No
Execution
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CVE-2022-41121 | Elevation of | Important | No | No
Privilege

CVE-2022-44689 | Elevation of | Important | No | No
Privilege

CVE-2022-44669 | Elevation of | Important | No | No
Privilege

CVE-2022-44678 | Elevation of | Important | No No
Privilege

CVE-2022-44668 | Remote Code | Important | No | No
Execution

ADV220005 Defense  in | None No | No
Depth

CVE-2022-44676 | Remote Code | Critical No | No
Execution

CVE-2022-44697 | Elevation of | Important | No | No
Privilege

CVE-2022-44681 | Elevation of | Important | No | No
Privilege

CVE-2022-44677 | Elevation of | Important | No No
Privilege

CVE-2022-44707 | Denial of | Important | No | No
Service

CVE-2022-44679 | Information | Important | No No
Disclosure

CVE-2022-44674 | Information | Important | No | No
Disclosure

CVE-2022-44675 | Elevation of | Important | No | No

Privilege

5§09 I
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CVE-2022-44670 | Remote Code | Critical No | No
Execution
CVE-2022-41074 | Information | Important | No | No
Disclosure
2021296 | eofs | December | CVE-2022-44680 | Elevation of | Important | No | No
13, Privilege
2022 — | CVE-2022-44682 | Denial of | Important | No | No
KB502129 Service
6 CVE-2022-41094 | Elevation of | Important | No | No
(Securit Privilege
y-only CVE-2022-44683 | Elevation of | Important | No No
update) Privilege
- CVE-2022-41077 | Elevation of | Important | No | No
Microsof Privilege
t CVE-2022-44667 | Remote Code | Important | No | No
Support Execution
for CVE-2022-41076 | Remote Code | Critical |No | No
Windows Execution
8.1, Wind | cvE-2022-44666 | Remote Code Important | No | No
ows  RT Execution
8.1, Wind | cyg-2022-41121 | Elevation of Important | No | No
ows Privilege
Server CVE-2022-44678 | Elevation of | Important | No | No
2012 Privilege
R2,Windo | cvp-9022-44668 | Remote Code | Important | No |No
WS Execution
Embedded |y py990005 Defense  in | None No | No
8.1 Depth

St

10 |
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Industry | CVE-2022-44676 | Remote Code | Critical No | No
Enterpri Execution
se, Windo | CVE-2022-44697 | Elevation of | Important | No No
WS Privilege
Embedded | CVE-2022-44681 | Elevation of | Important | No | No
8.1 Privilege
Industry | CVE-2022-44707 | Denial of | Important | No | No
Pro Service

CVE-2022-44679 | Information | Important | No No
Disclosure

CVE-2022-44675 | Elevation of | Important | No No
Privilege

CVE-2022-44673 | Elevation of | Important | No | No
Privilege

CVE-2022-44670 | Remote Code | Critical No | No
Execution

CVE-2022-41074 | Information | Important | No | No
Disclosure

5020880 | s | December | CVE-2022-41089 | Remote Code | Critical |No |No
13, Execution
2022~
KB502088
0
Cumulati
ve
Update
for .NET
Framewor

s

11w
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k 3.5
and
4.8.1
for
Windows
11,
version
22H2 -
Microsof
t

Support

5021079

December
13,

2022~
Security
Only
Update
for .NET
Framewor
k 3.5.1,
4. 6.2,
4.7,
4.7.1,
4.7.2,
4.8 for
Windows
7 SP1

and

CVE-2022-41089

Remote Code

Execution

Critical

No

No

St

12 W
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Windows
Server
2008 R2
SP1
(KB50210
79) -
Microsof
t
Support

0021294 | ez | Docember | CVE-2022-44680 | Elevation of Important | No | No
13, Privilege
2022 — | CVE-2022-44682 | Denial of | Important | No | No
KB502129 Service
4 CVE-2022-41094 | Elevation of | Important | No | No
(Monthly Privilege
Rollup) CVE-2022-44683 | Elevation of | Important | No No
- Privilege
Microsof | CVE-2022-41077 | Elevation of | Important | No No
t Privilege
Support | CVE-2022-44667 | Remote Code | Important | No | No
for Execution
Windows | cVE-2022-41076 | Remote Code | Critical |No | No
8.1, Wind Execution
ows  RT | cVE-2022-44666 | Remote Code | Important | No | No
8.1, Wind Execution
ows CVE-2022-41121 | Elevation of | Important | No | No
Server Privilege
2012 CVE-2022-44678 | Elevation of | Important | No No

s
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R2, Windo Privilege
ws CVE-2022-44668 | Remote Code | Important | No | No
Embedded Execution
8.1 ADV220005 Defense  in | None No | No
Industry Depth
Enterpri | CVE-2022-44676 | Remote Code | Critical |No |[No
se, Windo Execution
wS CVE-2022-44697 | Elevation of | Important | No No
Embedded Privilege
8.1 CVE-2022-44681 | Elevation of | Important | No No
Industry Privilege
Pro CVE-2022-44707 | Denial of | Important | No | No
Service
CVE-2022-44679 | Information | Important | No | No
Disclosure
CVE-2022-44675 | Elevation of | Important | No | No
Privilege
CVE-2022-44673 | Elevation of | Important | No | No
Privilege
CVE-2022-44670 | Remote Code | Critical No | No
Execution
CVE-2022-41074 | Information | Important | No No
Disclosure
0021087 | =f% | December | CVE-2022-41089 | Remote Code | Critical | No | No
13, Execution
2022-
KB502108
7

St
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Cumulati
ve
Update
for .NET
Framewor
k 3.5,
4.8 and
4.8.1
for
Windows
10
Version
21H1 -
Microsof

t

Support

5020873

I
=

December
13,
2022-
KB502087
3
Cumulati
ve
Update
for .NET
Framewor

k 4.8

for

CVE-2022-41089

Remote Code

Execution

Critical

No

No

St
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Windows
10,
version
1607 and
Windows
Server
2016 -
Microsof
t
Support

0021288 | ez | Docember | CVE-2022-41094 | Elevation of Important | No | No
13, Privilege
2022 — | CVE-2022-44673 | Elevation of | Important | No | No
KB502128 Privilege
8 CVE-2022-41076 | Remote Code | Critical No | No
(Securit Execution
y-only CVE-2022-44668 | Remote Code | Important | No | No
update) Execution
- ADV220005 Defense  in | None No | No
Microsof Depth
t CVE-2022-44676 | Remote Code | Critical No | No
Support Execution
for CVE-2022-44666 | Remote Code | Tmportant |No | No
Windows Execution
7 CVE-2022-44675 | Elevation of | Important |No | No
Enterpri Privilege
se CVE-2022-44697 | Elevation of | Important | No | No
ESU, Wind Privilege

St
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OWS 7 | CVE-2022-41121 | Elevation of | Important | No | No
Professi Privilege
onal CVE-2022-41077 | Elevation of | Important | No | No
ESU, Wind Privilege
OWS 7 | CVE-2022-44681 | Elevation of | Important | No | No
Ultimate Privilege
ESU, Wind | CVE-2022-44670 | Remote Code | Critical |No | No
ows Execution
Server CVE-2022-44667 | Remote Code | Important | No No
2008 R2 Execution
Enterpri | cVE-2022-41074 | Information Important | No No
se Disclosure
ESU, Wind | cvp-2022-44678 | Elevation of Important | No No
OWS Privilege
Server
2008 R2
Standard
ESU, Wind
ows
Server
2008 R2
Datacent
er
ESU, Wind
ows
Embedded
Standard
7

St

17 '
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ESU, Wind
ows
Embedded
POSReady
7 ESU

9021291 | ogs | December | CVE-2022-41094 | Elevation of | Important | No | No
13, Privilege
2022 — | CVE-2022-44673 | Elevation of | Important | No | No
KB502129 Privilege
1 CVE-2022-41076 | Remote Code | Critical |No | No
(Monthly Execution
Rollup) CVE-2022-44668 | Remote Code | Important | No | No
- Execution
Microsof | ADV220005 Defense  in | None No | No
t Depth
Support | CVE-2022-44676 | Remote Code | Critical |No | No
for Execution
Windows CVE-2022-44666 | Remote Code | Important | No No
7 Execution
Enterpri | cvE-2022-44675 | Elevation of | Important |No | No
se Privilege
ESU, Wind | cyp-2022-44697 | Elevation of Important | No | No
ows 7 Privilege
Professi | cvg-2022-41121 | Elevation of | Important |No |No
onal Privilege
ESU, Wind | cvp-9022-41077 | Elevation of | Important | No | No
ows 7 Privilege
Ultimate | oy 9099-44681 | Elevation of | Important |No | No

St

18 |
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ESU, Wind
ows
Server
2008 R2
Enterpri
se

ESU, Wind
ows
Server
2008 R2
Standard
ESU, Wind
ows
Server
2008 R2
Datacent
er

ESU, Wind
ows
Embedded
Standard
7

ESU, Wind
ows
Embedded
POSReady

7 ESU

Privilege

CVE-2022-44670

Remote Code

Execution

Critical

No

No

CVE-2022-44667

Remote Code

Execution

Important

No

No

CVE-2022-41074

Information

Disclosure

Important

No

No

CVE-2022-44678

Elevation of

Privilege

Important

No

No

5021094

December

CVE-2022-41089

Remote Code

Critical

No

No

St
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13, Execution
2022-
Security
and
Quality
Rollup
for .NET
Framewor
k 2.0,
3.0,
4.6.2
for
Windows
Server
2008 SP2
(KB50210
94) -
Microsof
t

Support

2021080 | eefm | December | CVE-2022-41089 | Remote Code | Critical

13, Execution
2022~
Security
Only
Update
for .NET

Framewor

St

20 I’
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k 3.5
4. 6.2,
4.1,
4.7.1,
4.17.2,
4.8 for
Windows
Server
2012
(KB50210
80) -
Microsof
t
Support

0021285 =116 | December | CVE-2022-44680 | Elevation of | Important | No | No
13, Privilege
2022 — | CVE-2022-44682 | Denial of | Important | No | No
KB502128 Service
5 CVE-2022-41094 | Elevation of | Important | No | No
(Monthly Privilege
Rollup) | CVE-2022-44683 | Elevation of | Important | No | No
- Privilege
Microsof | CVE-2022-41077 | Elevation of | Important | No | No
t Privilege
Support CVE-2022-44667 | Remote Code | Important | No No
for Execution
Windows | cVE-2022-41076 | Remote Code | Critical |No |No
Server Execution

St
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2012, Win | CVE-2022-44666 | Remote Code | Important | No | No
dows Execution
Embedded | CVE-2022-41121 | Elevation of | Important | No | No
8 Privilege
Standard | CVE-2022-44678 | Elevation of | Important | No | No
Privilege
CVE-2022-44668 | Remote Code | Important | No No
Execution
ADV220005 Defense  in | None No | No
Depth
CVE-2022-44676 | Remote Code | Critical No | No
Execution
CVE-2022-44697 | Elevation of | Important | No | No
Privilege
CVE-2022-44681 | Elevation of | Important | No | No
Privilege
CVE-2022-44707 | Denial of | Important | No | No
Service
CVE-2022-44679 | Information | Important | No No
Disclosure
CVE-2022-44675 | Elevation of | Important | No No
Privilege
CVE-2022-44670 | Remote Code | Critical No | No
Execution
CVE-2022-41074 | Information | Important |No | No
Disclosure
5021090 | ‘e | December | CVE-2022-41089 | Remote Code | Critical |No |No
13, Execution

St
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2022-
KB502109
0
Cumulati
ve
Update
for .NET
Framewor
k 3.5,
4.8 and
4.8.1
for
Windows
11 -
Microsof

t

Support

5021289 =S

December
13,
2022 —
KB502128
9
(Monthly

Rollup)

Microsof
t

Support

CVE-2022-41094

Elevation of

Privilege

Important

No

No

CVE-2022-44673

Elevation of

Privilege

Important

No

No

CVE-2022-41076

Remote Code

Execution

Critical

No

No

ADV220005

Defense in

Depth

None

No

No

CVE-2022-44676

Remote Code

Execution

Critical

No

No

CVE-2022-44666

Remote Code

Important

No

No

23 |
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for Execution
Windows CVE-2022-44697 | Elevation of | Important | No | No
Server Privilege
2008 CVE-2022-41121 | Elevation of | Important | No No
Datacent Privilege
er CVE-2022-41077 | Elevation of | Important | No | No
ESU, Wind Privilege
ows CVE-2022-44681 | Elevation of | Important | No No
Server Privilege
2008 CVE-2022-44670 | Remote Code | Critical No | No
Standard Execution
ESU, Wind | cvp-2022-41074 | Information Important | No No
ows Disclosure
Server CVE-2022-44678 | Elevation of | Important | No | No
2008 Privilege
Enterpri
se ESU

2021088 /G | December | CVE-2022-41089 | Remote Code | Critical No | No
13, Execution
2022-
KB502108
8
Cumulati
ve
Update
for .NET
Framewor
k 3.5

St
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4.8 and
4.8.1
for
Windows
10
Version
21H2 -
Microsof
t
Support
0021243 | ez | December | CVE-2022-44680 | Elevation of Important | No | No
13, Privilege
2022 — | CVE-2022-44682 | Denial of | Important | No | No
KB502124 Service
3 (0S | CVE-2022-41094 | Elevation of | Important | No | No
Build Privilege
10240. 19 | CVE-2022-44683 | Elevation of | Important | No | No
624) - Privilege
Microsof | CVE-2022-41077 | Elevation of | Important | No No
t Privilege
Support | CVE-2022-41089 | Remote Code | Critical |No | No
for Execution
Windows | cVE-2022-44667 | Remote Code | Important |No | No
10 Execution
CVE-2022-41076 | Remote Code | Critical No | No
Execution
CVE-2022-44666 | Remote Code | Important | No No
Execution

St
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CVE-2022-41121 | Elevation of | Important | No | No
Privilege
CVE-2022-44678 | Elevation of | Important | No | No
Privilege
CVE-2022-44668 | Remote Code | Important | No | No
Execution
ADV220005 Defense  in | None No | No
Depth
CVE-2022-44676 | Remote Code | Critical No | No
Execution
CVE-2022-44697 | Elevation of | Important | No No
Privilege
CVE-2022-44681 | Elevation of | Important | No | No
Privilege
CVE-2022-44707 | Denial of | Important | No | No
Service
CVE-2022-44679 | Information | Important | No | No
Disclosure
CVE-2022-44675 | Elevation of | Important | No No
Privilege
CVE-2022-44673 | Elevation of | Important | No No
Privilege
CVE-2022-44670 | Remote Code | Critical No | No
Execution
CVE-2022-41074 | Information | Important |No | No
Disclosure
5021234 | pefs | December | CVE-2022-44680 | Elevation of | Important | No | No
13, Privilege

St
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2022 — | CVE-2022-44682 | Denial of | Important | No | No
KB502123 Service
4 (0S | CVE-2022-41094 | Elevation of | Important |No | No
Build Privilege
22000. 13 | CVE-2022-44671 | Elevation of | Important | No | No
35) - Privilege
Microsof | CVE-2022-44683 | Elevation of | Important |No | No
t Privilege
Support CVE-2022-41077 | Elevation of | Important | No No
for Privilege
Windows CVE-2022-44667 | Remote Code | Important | No | No
11 Execution
version | (CVE-2022-41076 | Remote Code | Critical |No |No
21H2, Execution
all CVE-2022-44666 | Remote Code | Important | No | No
editions Execution
CVE-2022-41121 | Elevation of | Important | No | No
Privilege
CVE-2022-44689 | Elevation of | Important | No No
Privilege
CVE-2022-44669 | Elevation of | Important | No No
Privilege
CVE-2022-44678 | Elevation of | Important | No No
Privilege
CVE-2022-44668 | Remote Code | Important | No | No
Execution
ADV220005 Defense  in | None No | No
Depth

St
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CVE-2022-44676 | Remote Code | Critical No | No
Execution
CVE-2022-44697 | Elevation of | Important | No | No
Privilege
CVE-2022-44681 | Elevation of | Important | No | No
Privilege
CVE-2022-44677 | Elevation of | Important | No No
Privilege
CVE-2022-44707 | Denial of | Important | No | No
Service
CVE-2022-44698 | Security Moderate No | Yes
Feature
Bypass
CVE-2022-44679 | Information | Important | No | No
Disclosure
CVE-2022-44674 | Information | Important | No | No
Disclosure
CVE-2022-44675 | Elevation of | Important | No | No
Privilege
CVE-2022-44670 | Remote Code | Critical No | No
Execution
CVE-2022-41074 | Information | Important | No No
Disclosure
5021293 | pafs | December | CVE-2022-41094 | Elevation of | Important | No | No
13, Privilege
2022 — | CVE-2022-44673 | Elevation of | Important | No | No
KB502129 Privilege
3 CVE-2022-41076 | Remote Code | Critical No | No
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(Securit Execution
y—only ADV220005 Defense in | None No No
update) Depth
- CVE-2022-44676 | Remote Code | Critical No | No
Microsof Execution
t CVE-2022-44666 | Remote Code | Important | No | No
Support Execution
for CVE-2022-44697 | Elevation of | Important | No No
Windows Privilege
Server CVE-2022-41121 | Elevation of | Important | No No
2008 Privilege
Datacent | cyE-2022-41077 | Elevation of Important | No | No
er Privilege
ESU, Wind | cvE-2022-44681 | Elevation of Important | No No
OWS Privilege
Server | cVE-2022-44670 | Remote Code | Critical |No |No
2008 Execution
Standard | cyp9092-41074 | Information | Important |No | No
ESU, Wind Disclosure
ows CVE-2022-44678 | Elevation of | Important | No No
Server Privilege
2008
Enterpri
se ESU

0021089 | eefs | Docember | CVE-2022-41089 | Remote Code | Critical |No | No
13, Execution
2022-
KB502108

St
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9
Cumulati
ve
Update
for .NET
Framewor
k 3.5,
4.8 and
4.8.1
for
Windows
10
Version
22H2 -
Microsof
t

Support

5021085

December
13,
2022-
KB502108
5
Cumulati
ve
Update
for .NET
Framewor

k 3.5

CVE-2022-41089

Remote Code

Execution

Critical

No

No
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4.7.2
and 4.8
for
Windows
10,
version
1809 and
Windows
Server
2019 -
Microsof
t
Support

2021235 511G | December | CVE-2022-44680 | Elevation of | Important |No | No
13, Privilege
2022 — | CVE-2022-44682 | Denial of | Important | No | No
KB502123 Service
5 (0S | CVE-2022-41094 | Elevation of | Important | No | No
Build Privilege
14393. 55 | CVE-2022-44683 | Elevation of | Important | No | No
82) - Privilege
Microsof | CVE-2022-41077 | Elevation of | Important | No | No
t Privilege
Support | CVE-2022-44667 | Remote Code | Important | No | No
for Execution
Windows | cVE-2022-41076 | Remote Code | Critical |No |No
10, Execution
version | cVE-2022-44666 | Remote Code | Important |No | No

% 31 W




0 Sy
U —
Mﬁsdn
R R e HEE

FRAGHED 2022 4 12 AN TEEFEE

1607, Execution
all CVE-2022-41121 | Elevation of | Important | No | No
editions Privilege
, Windows | CVE-2022-44678 | Elevation of | Important | No | No
Server Privilege
2016, CVE-2022-44668 | Remote Code | Important | No | No
all Execution
editions | ADV220005 Defense  in | None No | No
Depth
CVE-2022-44676 | Remote Code | Critical No | No
Execution
CVE-2022-44697 | Elevation of | Important | No No
Privilege
CVE-2022-44681 | Elevation of | Important | No | No
Privilege
CVE-2022-44707 | Denial of | Important | No | No
Service
CVE-2022-44698 | Security Moderate No | Yes
Feature
Bypass
CVE-2022-44679 | Information | Important | No No
Disclosure
CVE-2022-44675 | Elevation of | Important | No No
Privilege
CVE-2022-44673 | Elevation of | Important | No | No
Privilege
CVE-2022-44670 | Remote Code | Critical No | No
Execution
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CVE-2022-41074 | Information | Important | No No
Disclosure
9021233 | wmg | December | CVE-2022-44680 | Elevation of Important | No | No
13, Privilege
2022 — | CVE-2022-44682 | Denial of | Important |No | No
KB502123 Service
3 (0S | CVE-2022-41094 | Elevation of | Important | No | No
Builds Privilege
19042. 23 | CVE-2022-44671 | Elevation of | Important | No | No
64, Privilege
19043. 23 | CVE-2022-44683 | Elevation of | Important | No | No
64, Privilege
19044. 23 | cVE-2022-41077 | Elevation of | Important | No | No
64, and Privilege
19045. 23 | cVE-2022-44667 | Remote Code Important | No | No
64) - Execution
Microsof | cyE-2022-41076 | Remote Code | Critical |No |No
t Execution
Support | 0VE-2022-44666 | Remote Code Important | No | No
for Execution
Windows | cvp-9029-41121 | Elevation of Important | No | No
10 Privilege
Enterpri CVE-2022-44689 | Elevation of | Important | No | No
se Privilege
Multi= | cvp-9029-44669 | Elevation of | Important | No | No
Session, Privilege
version | ovp 902544678 | Elevation of | Important |No | No
20H2, Win Privilege
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dows 10 | CVE-2022-44668 | Remote Code | Important | No | No
Enterpri Execution
se and | ADV220005 Defense  in | None No | No
Educatio Depth
n, CVE-2022-44676 | Remote Code | Critical No | No
version Execution
20HZ, Win | CVE-2022-44697 | Elevation of | Important | No | No
dows 10 Privilege
ToT CVE-2022-44681 | Elevation of | Important | No No
Enterpri Privilege
Se€, CVE-2022-44677 | Elevation of | Important | No No
version Privilege
20H2, Win | cyE-2022-44707 | Denial of | Important | No | No
dows 10 Service
on CVE-2022-44698 | Security Moderate |No | Yes
Surface Feature
Hub, Wind Bypass
ows 10, | cVE-2022-44679 | Information | Important |No |No
version Disclosure
21H1, CVE-2022-44674 | Information | Important | No No
all Disclosure
editions CVE-2022-44675 | Elevation of | Important | No | No
, Windows Privilege
10, CVE-2022-44673 | Elevation of | Important |No |No
version Privilege
2112, CVE-2022-44670 | Remote Code | Critical No | No
all Execution
editions | g 9029-41074 | Information | Important |No |No
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, Windows
10,
version
22H2,
all

editions

Disclosure

5021082 =)

December
13,
2022-
Security
Only
Update
for .NET
Framewor
k 2.0
3.0,
4.6.2
for
Windows
Server
2008 SP2
(KB50210
82) -
Microsof
t

Support

CVE-2022-41089

Remote Code

Execution

Critical

No

No

5021091 =)

December

13,

CVE-2022-41089

Remote Code

Execution

Critical

No

No
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2022-
Security
and
Quality
Rollup
for .NET
Framewor
k 3.5.1,
4. 6.2,
4.7,
4.7. 1,
4.7.2,
4.8 for
Windows
7 SP1
and
Windows
Server
2008 R2
SP1
(KB50210
91) -
Microsof
t

Support

5021237 =)

December
13,

2022

CVE-2022-44680

Elevation of

Privilege

Important

No

No

CVE-2022-44682

Denial of

Important

No

No
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KB502123 Service
7 (0S | CVE-2022-41094 | Elevation of | Important |No | No
Build Privilege
17763. 37 | CVE-2022-44671 | Elevation of | Important | No | No
70) - Privilege
Microsof | CVE-2022-44683 | Elevation of | Important |No | No
t Privilege
Support CVE-2022-41077 | Elevation of | Important | No No
for Win Privilege
10 Ent | cVE-2022-44667 | Remote Code Important | No | No
LTSC Execution
v2019, Wi | cVE-2022-41076 | Remote Code | Critical No | No
n 10 IoT Execution
Ent LTSC | cvE-2022-44666 | Remote Code Important | No | No
v2019, Wi Execution
ndows 10| cvE-2022-41121 | Elevation of | Important |No |No
LoT Core Privilege
2019 CVE-2022-44689 | Elevation of | Important |No | No
LTSC, Win Privilege
dows CVE-2022-44669 | Elevation of | Important | No No
Server Privilege
2019 CVE-2022-44678 | Elevation of | Important | No No
Privilege
CVE-2022-44668 | Remote Code | Important | No No
Execution
ADV220005 Defense  in | None No | No
Depth
CVE-2022-44676 | Remote Code | Critical No | No

37




Wwo T = 1s

R EEEEEE WRAGHEM 2022 4 12 AT EEHES
Execution
CVE-2022-44697 | Elevation of | Important | No | No
Privilege
CVE-2022-44681 | Elevation of | Important | No | No
Privilege
CVE-2022-44677 | Elevation of | Important | No | No
Privilege
CVE-2022-44707 | Denial of | Important | No No
Service
CVE-2022-44698 | Security Moderate No | Yes
Feature
Bypass
CVE-2022-44679 | Information | Important | No | No
Disclosure
CVE-2022-44674 | Information | Important | No | No
Disclosure
CVE-2022-44675 | Elevation of | Important | No | No
Privilege
CVE-2022-44673 | Elevation of | Important | No No
Privilege
CVE-2022-44670 | Remote Code | Critical No | No
Execution
CVE-2022-41074 | Information | Important | No No
Disclosure
5021086 | ey | December | CVE-2022-41089 | Remote Code | Critical |No |No
13, Execution
2022-
KB502108
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6
Cumulati
ve
Update
for .NET
Framewor
k 3.5,
4.8 and
4.8.1
for
Windows
10,
version
20H2 -
Microsof
t

Support

2021081 | eegm | December | CVE-2022-41089 | Remote Code | Critical

13, Execution
2022-
Security
Only
Update
for .NET
Framewor
k 3.5
4.6. 2,

4.7,
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4.7. 1,
4.7.2,
4.8 for
Windows
8.1 and
Windows
Server
2012 R2
(KB50210
81) -
Microsof
t

Support

5021093

December
13,
2022~
Security
and
Quality
Rollup
for .NET
Framewor
k 3.5,
4.6. 2,
4.7,
4.7.1,
4.7.2,

4.8 for

CVE-2022-41089

Remote Code

Execution

Critical

No

No
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Windows
8.1, RT
8.1, and
Windows
Server
2012 R2
(KB50210
93) -
Microsof
t
Support

2021303 | eesm | December | CVE-2022-44680 | Elevation of Important | No | No
13, Privilege
2022 — | CVE-2022-44682 | Denial of | Important | No | No
KB502130 Service
3 CVE-2022-41094 | Elevation of | Important | No | No
(Securit Privilege
y-only CVE-2022-44683 | Elevation of | Important | No No
update) Privilege
- CVE-2022-41077 | Elevation of | Important | No | No
Microsof Privilege
t CVE-2022-44667 | Remote Code | Important | No | No
Support Execution
for CVE-2022-41076 | Remote Code | Critical |No | No
Windows Execution
Server CVE-2022-44666 | Remote Code | Important | No | No
2012, Win Execution
dows CVE-2022-41121 | Elevation of | Important | No | No
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Embedded Privilege
8 CVE-2022-44678 | Elevation of | Important | No | No
Standard Privilege
CVE-2022-44668 | Remote Code | Important | No | No
Execution
ADV220005 Defense  in | None No | No
Depth
CVE-2022-44676 | Remote Code | Critical No | No
Execution
CVE-2022-44697 | Elevation of | Important | No No
Privilege
CVE-2022-44681 | Elevation of | Important | No No
Privilege
CVE-2022-44707 | Denial of | Important | No | No
Service
CVE-2022-44679 | Information | Important | No | No
Disclosure
CVE-2022-44675 | Elevation of | Important | No | No
Privilege
CVE-2022-44670 | Remote Code | Critical No | No
Execution
CVE-2022-41074 | Information | Important | No No
Disclosure
0021092 | z=f% | December | CVE-2022-41089 | Remote Code | Critical |No | No
13, Execution
2022-
Security
and
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Quality
Rollup
for .NET
Framewor
k 3.5,
4.6. 2,
4.7,
4.7.1,
4.7.2,
4.8 for
Windows
Server
2012
(KB50210
92) -
Microsof
t

Support
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0002286 | ==f% | Descriptio | CVE-2022-44695 | Remote | Important | No |No |2

n of the Code
security Executio
update for n

Visio 2016:
December
13, 2022
(KB5002286
) _
Microsoft

Support

2002321 | eege Descriptio | CVE-2022-44693 | Remote Critical No |No |2

n of the Code
security Executio
update for n

SharePoint | CVE-2022-44690 Remote Critical No | No 2

Enterprise Code
Server Executio
2016: n
December

13, 2022
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(KB5002321
) _
Microsoft

Support

2002319 | g Descriptio | CVE-2022-44693 | Remote Critical

n of the Code
security Executio
update for n

SharePoint | CVE-2022-44690 Remote Critical

Foundation Code
2013: Executio
December n

13, 2022
(KB5002319
) _
Microsoft

Support

5002280

a
@

Descriptio | CVE-2022-44695 Remote Important

n of the Code
security Executio
update for n

Visio 2013:
December
13, 2022
(KB5002280
) _
Microsoft

Support
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KBID AREEARH FHER

5002193 | HALINREMERN T | Office 2016 HHFER

TE:

Lo BIREM b Ui TR L G5 VAR U0 B T
0 - R (Exploitation Detected)
1 - EH AR (Exploitation More Likely)
2 — RAAHEFIAH (Exploitation Less Likely)
3 - AArfeFI A (Exploitation Unlikely)

4 = ARIFIEIFE (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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