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AAF 1T AN LETRIAE A ZA5 VA5 2 UL NME— 2%, 75 20E f 0.
1. J§W%ZEZ% (Severity) =/ (Critical) ,
2. AJFHEEE (Publicly Disclosed) =& (Yes) ,
3. %Ki (Exploited) =/& (Yes) ,
4, JRIE AR M (Exploitability Assessment) =" CW#F FH
(Exploitation Detected) ” Bt "fRAJHE#FIH (Exploitation More
Likely) ”
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5073722 | CVE-2026-20860 | Elevation of | Important | No No Exploitation

5073699 Privilege More Likely

5073724

5074109

5073695

5073696

5073723

5073700

5073457

5073698

5073697

5073455

5073722 | CVE-2026-20805 Information | Important | No Yes Exploitation

5073724 Disclosure Detected

5074109

5073696

5073723



http://support.microsoft.com/kb/5073722
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-20860
http://support.microsoft.com/kb/5073699
http://support.microsoft.com/kb/5073724
http://support.microsoft.com/kb/5074109
http://support.microsoft.com/kb/5073695
http://support.microsoft.com/kb/5073696
http://support.microsoft.com/kb/5073723
http://support.microsoft.com/kb/5073700
http://support.microsoft.com/kb/5073457
http://support.microsoft.com/kb/5073698
http://support.microsoft.com/kb/5073697
http://support.microsoft.com/kb/5073455
http://support.microsoft.com/kb/5073722
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-20805
http://support.microsoft.com/kb/5073724
http://support.microsoft.com/kb/5074109
http://support.microsoft.com/kb/5073696
http://support.microsoft.com/kb/5073723
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5073457

5073698

5073455

0073722

5073724

5074109

5073696

5073723

5073457

5073698

5073455

CVE-2026-21265

Security
Feature

Bypass

Important

Yes

No

Exploitation

Less Likely

5073722

5073724

5074109

5073723

5073457

5073455

CVE-2026-20822

Elevation of

Privilege

Critical

No

No

Exploitation

Less Likely

5073722

5073699

5073724

5074109

5073695

5073696

5073723

5073700

5073457

5073698

CVE-2026-20843

Elevation of

Privilege

Important

No

No

Exploitation

More Likely

e

40



http://support.microsoft.com/kb/5073457
http://support.microsoft.com/kb/5073698
http://support.microsoft.com/kb/5073455
http://support.microsoft.com/kb/5073722
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21265
http://support.microsoft.com/kb/5073724
http://support.microsoft.com/kb/5074109
http://support.microsoft.com/kb/5073696
http://support.microsoft.com/kb/5073723
http://support.microsoft.com/kb/5073457
http://support.microsoft.com/kb/5073698
http://support.microsoft.com/kb/5073455
http://support.microsoft.com/kb/5073722
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-20822
http://support.microsoft.com/kb/5073724
http://support.microsoft.com/kb/5074109
http://support.microsoft.com/kb/5073723
http://support.microsoft.com/kb/5073457
http://support.microsoft.com/kb/5073455
http://support.microsoft.com/kb/5073722
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-20843
http://support.microsoft.com/kb/5073699
http://support.microsoft.com/kb/5073724
http://support.microsoft.com/kb/5074109
http://support.microsoft.com/kb/5073695
http://support.microsoft.com/kb/5073696
http://support.microsoft.com/kb/5073723
http://support.microsoft.com/kb/5073700
http://support.microsoft.com/kb/5073457
http://support.microsoft.com/kb/5073698
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5073697

5073455

5073722 | CVE-2026-20840 | Remote Code | Important | No No Exploitation

5073699 Execution More Likely

5073724

5074109

5073695

5073696

5073723

5073700

5073457

5073698

5073697

5073455

5073722 | CVE-2026-20816 | Elevation of | Important | No No Exploitation

5073699 Privilege More Likely

5073724

5074109

5073695

5073696

5073723

5073700

5073457

5073698

5073697

5073455

5073722 | CVE-2023-31096 | Elevation of | Important | Yes No Exploitation



http://support.microsoft.com/kb/5073697
http://support.microsoft.com/kb/5073455
http://support.microsoft.com/kb/5073722
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-20840
http://support.microsoft.com/kb/5073699
http://support.microsoft.com/kb/5073724
http://support.microsoft.com/kb/5074109
http://support.microsoft.com/kb/5073695
http://support.microsoft.com/kb/5073696
http://support.microsoft.com/kb/5073723
http://support.microsoft.com/kb/5073700
http://support.microsoft.com/kb/5073457
http://support.microsoft.com/kb/5073698
http://support.microsoft.com/kb/5073697
http://support.microsoft.com/kb/5073455
http://support.microsoft.com/kb/5073722
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-20816
http://support.microsoft.com/kb/5073699
http://support.microsoft.com/kb/5073724
http://support.microsoft.com/kb/5074109
http://support.microsoft.com/kb/5073695
http://support.microsoft.com/kb/5073696
http://support.microsoft.com/kb/5073723
http://support.microsoft.com/kb/5073700
http://support.microsoft.com/kb/5073457
http://support.microsoft.com/kb/5073698
http://support.microsoft.com/kb/5073697
http://support.microsoft.com/kb/5073455
http://support.microsoft.com/kb/5073722
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-31096
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5073699 Privilege More Likely

5073724

5074109

5073695

5073696

5073723

5073700

5073457

5073698

5073697

5073455

5073722 | CVE-2026-20922 | Remote Code | Important | No No Exploitation

5073699 Execution More Likely

5073724

5074109

5073695

5073696

5073723

5073700

5073457

5073698

5073697

5073455

5073722 | CVE-2026-20820 | Elevation of | Important | No No Exploitation

5073699 Privilege More Likely

5073724

5074109



http://support.microsoft.com/kb/5073699
http://support.microsoft.com/kb/5073724
http://support.microsoft.com/kb/5074109
http://support.microsoft.com/kb/5073695
http://support.microsoft.com/kb/5073696
http://support.microsoft.com/kb/5073723
http://support.microsoft.com/kb/5073700
http://support.microsoft.com/kb/5073457
http://support.microsoft.com/kb/5073698
http://support.microsoft.com/kb/5073697
http://support.microsoft.com/kb/5073455
http://support.microsoft.com/kb/5073722
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-20922
http://support.microsoft.com/kb/5073699
http://support.microsoft.com/kb/5073724
http://support.microsoft.com/kb/5074109
http://support.microsoft.com/kb/5073695
http://support.microsoft.com/kb/5073696
http://support.microsoft.com/kb/5073723
http://support.microsoft.com/kb/5073700
http://support.microsoft.com/kb/5073457
http://support.microsoft.com/kb/5073698
http://support.microsoft.com/kb/5073697
http://support.microsoft.com/kb/5073455
http://support.microsoft.com/kb/5073722
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-20820
http://support.microsoft.com/kb/5073699
http://support.microsoft.com/kb/5073724
http://support.microsoft.com/kb/5074109
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5073695

5073696

5073723

5073700

5073457

5073698

5073697

5073455

5073724 | CVE-2026-20817 | Elevation of | Important | No No Exploitation

5074109 Privilege More Likely

5073457

5073455

5073724 | CVE-2026—-20871 Elevation of | Important | No No Exploitation

5074109 Privilege More Likely

5073457

5073455

5074109 | CVE-2026-20854 | Remote Code | Critical | No No Exploitation
Execution Less Likely

5074109 | CVE-2026-20876 | Elevation of | Critical No No Exploitation

5073455 Privilege Less Likely

5002826 | CVE-2026-20952 | Remote Code | Critical No No Exploitation
Execution Less Likely

5002826 | CVE-2026-20953 | Remote Code | Critical No No Exploitation
Execution Less Likely

5002831 | CVE-2026-20957 | Remote Code | Critical No No Exploitation
Execution Less Likely



http://support.microsoft.com/kb/5073695
http://support.microsoft.com/kb/5073696
http://support.microsoft.com/kb/5073723
http://support.microsoft.com/kb/5073700
http://support.microsoft.com/kb/5073457
http://support.microsoft.com/kb/5073698
http://support.microsoft.com/kb/5073697
http://support.microsoft.com/kb/5073455
http://support.microsoft.com/kb/5073724
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-20817
http://support.microsoft.com/kb/5074109
http://support.microsoft.com/kb/5073457
http://support.microsoft.com/kb/5073455
http://support.microsoft.com/kb/5073724
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-20871
http://support.microsoft.com/kb/5074109
http://support.microsoft.com/kb/5073457
http://support.microsoft.com/kb/5073455
http://support.microsoft.com/kb/5074109
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-20854
http://support.microsoft.com/kb/5074109
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-20876
http://support.microsoft.com/kb/5073455
http://support.microsoft.com/kb/5002826
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-20952
http://support.microsoft.com/kb/5002826
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-20953
http://support.microsoft.com/kb/5002831
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-20957
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January 13,
2026—
KB5073722
(0S Build
14393. 8783)
- Microsoft

Support

CVE-2026-20852

ML)

Tampering

RRAE%

Important

No

No

CVE-2026-20849

Elevation
of

Privilege

Important

No

No

CVE-2026-20832

Elevation
of

Privilege

Important

No

No

CVE-2026-20937

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20921

Elevation
of

Privilege

Important

No

No

CVE-2026-20868

Remote

Code

Execution

Important

No

No

CVE-2026-20860

Elevation

of

Important

No

No



http://support.microsoft.com/kb/5073722
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Privilege

CVE-2026-20805

Informati

on

Disclosur

e

Important

No

Ye

CVE-2026-20934

Elevation
of

Privilege

Important

No

No

CVE-2026-20925

Spoofing

Important

No

No

CVE-2024-55414

Elevation
of

Privilege

Important

No

No

CVE-2026-20844

Elevation
of

Privilege

Important

No

No

CVE-2026-0386

Remote

Code

Execution

Important

No

No

CVE-2026-21265

Security
Feature

Bypass

Important

Ye

No

CVE-2026-20822

Elevation
of

Privilege

Critical

No

No

CVE-2026-20823

Informati

on

Disclosur

Important

No

No

%10 |
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CVE-2026-20929

Elevation
of

Privilege

Important

No

No

CVE-2026-20927

Denial of

Service

Important

No

No

CVE-2026-20936

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20926

Elevation
of

Privilege

Important

No

No

CVE-2026-20839

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20847

Spoofing

Important

No

No

CVE-2026-20843

Elevation
of

Privilege

Important

No

No

CVE-2026-20809

Elevation
of

Privilege

Important

No

No

CVE-2026-20818

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20931

Elevation

Important

No

No

%11 W
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of

Privilege

CVE-2026-20821

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20932

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20840

Remote

Code

Execution

Important

No

No

CVE-2026-20827

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20804

Tampering

Important

No

No

CVE-2026-20869

Elevation
of

Privilege

Important

No

No

CVE-2026-20814

Elevation
of

Privilege

Important

No

No

CVE-2026-20824

Security
Feature

Bypass

Important

No

No

CVE-2026-20872

Spoofing

Important

No

No

%12 W
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CVE-2026-20856

Remote

Code

Execution

Important

No

No

CVE-2026-20833

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20919

Elevation
of

Privilege

Important

No

No

CVE-2026-20812

Tampering

Important

No

No

CVE-2026-20853

Elevation
of

Privilege

Important

No

No

CVE-2026-20848

Elevation
of

Privilege

Important

No

No

CVE-2026-20939

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20826

Elevation
of

Privilege

Important

No

No

CVE-2026-20940

Elevation
of

Privilege

Important

No

No

CVE-2026-20816

Elevation

Important

No

No

%13 |/
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of

Privilege

CVE-2023-31096

Elevation
of

Privilege

Important

Ye

No

CVE-2026-20831

Elevation
of

Privilege

Important

No

No

CVE-2026-20836

Elevation
of

Privilege

Important

No

No

CVE-2026-20922

Remote

Code

Execution

Important

No

No

CVE-2026-20834

Spoofing

Important

No

No

CVE-2026-20820

Elevation
of

Privilege

Important

No

No

CVE-2026-20875

Denial of

Service

Important

No

No

CVE-2026-20828

Informati

on

Disclosur

e

Important

No

No

5073699

January 13,
2026—

KB5073699

(Security-o

CVE-2026-20849

Elevation
of

Privilege

Important

No

No

CVE-2026-20921

Elevation

Important

No

No

% 14 W



http://support.microsoft.com/kb/5073699
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of

Privilege

CVE-2026-20868

Remote

Code

Execution

Important

No

No

CVE-2026-20860

Elevation
of

Privilege

Important

No

No

CVE-2026-0386

Remote

Code

Execution

Important

No

No

CVE-2026-20925

Spoofing

Important

No

No

CVE-2024-55414

Elevation
of

Privilege

Important

No

No

CVE-2026-20929

Elevation
of

Privilege

Important

No

No

CVE-2026-20927

Denial of

Service

Important

No

No

CVE-2026-20936

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20839

Informati

on

Disclosur

Important

No

No

15 |/
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CVE-2026-20847

Spoofing

Important

No

No

CVE-2026-20843

Elevation
of

Privilege

Important

No

No

CVE-2026-20931

Elevation
of

Privilege

Important

No

No

CVE-2026-20821

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20840

Remote

Code

Execution

Important

No

No

CVE-2026-20869

Elevation
of

Privilege

Important

No

No

CVE-2026-20872

Spoofing

Important

No

No

CVE-2026-20833

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20940

Elevation
of

Privilege

Important

No

No

CVE-2026-20816

Elevation
of

Privilege

Important

No

No

%16 W
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CVE-2023-31096

Elevation
of

Privilege

Important

Ye

No

CVE-2026-20831

Elevation
of

Privilege

Important

No

No

CVE-2026-20922

Remote

Code

Execution

Important

No

No

CVE-2026-20834

Spoofing

Important

No

No

CVE-2026-20820

Elevation
of

Privilege

Important

No

No

CVE-2026-20875

Denial of

Service

Important

No

No

CVE-2026-20828

Informati

on

Disclosur

e

Important

No

No

5073724

January 13,
2026—
KB5073724
(0S Builds
19045. 6809
and

19044. 6809)
- Microsoft

Support

CVE-2026-20852

Tampering

Important

No

No

CVE-2026-20849

Elevation
of

Privilege

Important

No

No

CVE-2026-20858

Elevation
of

Privilege

Important

No

No

CVE-2026-20923

Elevation

of

Important

No

No

%17 W



http://support.microsoft.com/kb/5073724
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Privilege

CVE-2026-20832

Elevation
of

Privilege

Important

No

No

CVE-2026-20937

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20921

Elevation
of

Privilege

Important

No

No

CVE-2026-20873

Elevation
of

Privilege

Important

No

No

CVE-2026-20868

Remote

Code

Execution

Important

No

No

CVE-2026-20860

Elevation
of

Privilege

Important

No

No

CVE-2026-20805

Informati

on

Disclosur

e

Important

No

Ye

CVE-2026-20934

Elevation
of

Privilege

Important

No

No

CVE-2026-20925

Spoofing

Important

No

No

%18 W
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CVE-2024-55414

Elevation
of

Privilege

Important

No

No

CVE-2026-20844

Elevation
of

Privilege

Important

No

No

CVE-2026-20842

Elevation
of

Privilege

Important

No

No

CVE-2026-20810

Elevation
of

Privilege

Important

No

No

CVE-2026-20822

Elevation
of

Privilege

Critical

No

No

CVE-2026-20823

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20929

Elevation
of

Privilege

Important

No

No

CVE-2026-20877

Elevation
of

Privilege

Important

No

No

CVE-2026-21265

Security
Feature

Bypass

Important

Ye

No
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CVE-2026-20962

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20927

Denial of

Service

Important

No

No

CVE-2026-20926

Elevation
of

Privilege

Important

No

No

CVE-2026-20936

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20839

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20847

Spoofing

Important

No

No

CVE-2026-20843

Elevation
of

Privilege

Important

No

No

CVE-2026-20809

Elevation
of

Privilege

Important

No

No

CVE-2026-20931

Elevation
of

Privilege

Important

No

No

CVE-2026-20829

Informati

Important

No

No
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on

Disclosur

e

CVE-2026-20821

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20918

Elevation
of

Privilege

Important

No

No

CVE-2026-20932

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20840

Remote

Code

Execution

Important

No

No

CVE-2026-20862

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20827

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20866

Elevation
of

Privilege

Important

No

No
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CVE-2026-20869

Elevation
of

Privilege

Important

No

No

CVE-2026-20924

Elevation
of

Privilege

Important

No

No

CVE-2026-20804

Tampering

Important

No

No

CVE-2026-20814

Elevation
of

Privilege

Important

No

No

CVE-2026-20824

Security
Feature

Bypass

Important

No

No

CVE-2026-20874

Elevation
of

Privilege

Important

No

No

CVE-2026-20872

Spoofing

Important

No

No

CVE-2026-20856

Remote

Code

Execution

Important

No

No

CVE-2026-20864

Elevation
of

Privilege

Important

No

No

CVE-2026-20919

Elevation
of

Privilege

Important

No

No

CVE-2026-20857

Elevation

of

Important

No

No
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Privilege

CVE-2026-20812

Tampering

Important

No

No

CVE-2026-20853

Elevation
of

Privilege

Important

No

No

CVE-2026-20867

Elevation
of

Privilege

Important

No

No

CVE-2026-20939

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20848

Elevation
of

Privilege

Important

No

No

CVE-2026-20826

Elevation
of

Privilege

Important

No

No

CVE-2026-20817

Elevation
of

Privilege

Important

No

No

CVE-2026-20940

Elevation
of

Privilege

Important

No

No

CVE-2026-20871

Elevation
of

Privilege

Important

No

No

CVE-2026-20816

Elevation

Important

No

No
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of

Privilege

CVE-2026-20820

Elevation
of

Privilege

Important

No

No

CVE-2023-31096

Elevation
of

Privilege

Important

Ye

No

CVE-2026-20825

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20831

Elevation
of

Privilege

Important

No

No

CVE-2026-20836

Elevation
of

Privilege

Important

No

No

CVE-2026-20865

Elevation
of

Privilege

Important

No

No

CVE-2026-20922

Remote

Code

Execution

Important

No

No

CVE-2026-20834

Spoofing

Important

No

No

CVE-2026-20861

Elevation
of

Privilege

Important

No

No
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CVE-2026-20875

Denial of

Service

Important

No

No

CVE-2026-20837

Remote

Code

Execution

Important

No

No

CVE-2026-20828

Informati

on

Disclosur

e

Important

No

No

5074109

January 13,
2026—
KB5074109
(0S Builds
26200. 7623
and

26100. 7623)
— Microsoft

Support

CVE-2024-55414

Elevation
of

Privilege

Important

No

No

CVE-2026-21265

Security
Feature

Bypass

Important

Ye

No

CVE-2026-20808

Elevation
of

Privilege

Important

No

No

CVE-2026-20931

Elevation
of

Privilege

Important

No

No

CVE-2026-20840

Remote

Code

Execution

Important

No

No

CVE-2026-20862

Informati

on

Disclosur

Important

No

No
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CVE-2026-20827

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20866

Elevation
of

Privilege

Important

No

No

CVE-2026-21221

Elevation
of

Privilege

Important

No

No

CVE-2026-20924

Elevation
of

Privilege

Important

No

No

CVE-2026-20864

Elevation
of

Privilege

Important

No

No

CVE-2026-20919

Elevation
of

Privilege

Important

No

No

CVE-2026-20835

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20848

Elevation
of

Privilege

Important

No

No

CVE-2026-20939

Informati

on

Important

No

No
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Disclosur

e

CVE-2023-31096

Elevation
of

Privilege

Important

Ye

No

CVE-2026-20831

Elevation
of

Privilege

Important

No

No

CVE-2026-20865

Elevation
of

Privilege

Important

No

No

CVE-2026-20859

Elevation
of

Privilege

Important

No

No

CVE-2026-20832

Elevation
of

Privilege

Important

No

No

CVE-2026-20868

Remote

Code

Execution

Important

No

No

CVE-2026-20860

Elevation
of

Privilege

Important

No

No

CVE-2026-20844

Elevation
of

Privilege

Important

No

No

CVE-2026-20927

Denial of

Service

Important

No

No
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CVE-2026-20926

Elevation
of

Privilege

Important

No

No

CVE-2026-20843

Elevation
of

Privilege

Important

No

No

CVE-2026-20818

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20829

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20869

Elevation
of

Privilege

Important

No

No

CVE-2026-20814

Elevation
of

Privilege

Important

No

No

CVE-2026-20824

Security
Feature

Bypass

Important

No

No

CVE-2026-20811

Elevation
of

Privilege

Important

No

No

CVE-2026-20872

Spoofing

Important

No

No

CVE-2026-20856

Remote

Important

No

No
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Code

Execution

CVE-2026-20851

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20816

Elevation
of

Privilege

Important

No

No

CVE-2026-20922

Remote

Code

Execution

Important

No

No

CVE-2026-20854

Remote

Code

Execution

Critical

No

No

CVE-2026-20875

Denial of

Service

Important

No

No

CVE-2026-20858

Elevation
of

Privilege

Important

No

No

CVE-2026-20923

Elevation
of

Privilege

Important

No

No

CVE-2026-20805

Informati

on

Disclosur

e

Important

No

Ye

CVE-2026-20934

Elevation

Important

No

No
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of

Privilege

CVE-2026-20935

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20925

Spoofing

Important

No

No

CVE-2026-20823

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20877

Elevation
of

Privilege

Important

No

No

CVE-2026-20847

Spoofing

Important

No

No

CVE-2026-20809

Elevation
of

Privilege

Important

No

No

CVE-2026-20804

Tampering

Important

No

No

CVE-2026-20938

Elevation
of

Privilege

Important

No

No

CVE-2026-20812

Tampering

Important

No

No

CVE-2026-20838

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20853

Elevation

Important

No

No
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of

Privilege

CVE-2026-20817

Elevation
of

Privilege

Important

No

No

CVE-2026-20876

Elevation
of

Privilege

Critical

No

No

CVE-2026-20825

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20836

Elevation
of

Privilege

Important

No

No

CVE-2026-20834

Spoofing

Important

No

No

CVE-2026-20830

Elevation
of

Privilege

Important

No

No

CVE-2026-20828

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20852

Tampering

Important

No

No

CVE-2026-20849

Elevation
of

Privilege

Important

No

No

CVE-2026-20863

Elevation

Important

No

No
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of

Privilege

CVE-2026-20937

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20921

Elevation
of

Privilege

Important

No

No

CVE-2026-20873

Elevation
of

Privilege

Important

No

No

CVE-2026-20842

Elevation
of

Privilege

Important

No

No

CVE-2026-20962

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20822

Elevation
of

Privilege

Critical

No

No

CVE-2026-20936

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20839

Informati

on

Important

No

No
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Disclosur

e

CVE-2026-20821

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20918

Elevation
of

Privilege

Important

No

No

CVE-2026-20932

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20874

Elevation
of

Privilege

Important

No

No

CVE-2026-20857

Elevation
of

Privilege

Important

No

No

CVE-2026-20826

Elevation
of

Privilege

Important

No

No

CVE-2026-20867

Elevation
of

Privilege

Important

No

No

CVE-2026-20871

Elevation
of

Privilege

Important

No

No

%33 W




o o—

) =l

U —]
mgmm
XM E R £ 6l B F

HREER 2026 4F 01 AT EEFEY

CVE-2026-20820

Elevation
of

Privilege

Important

No

No

CVE-2026-20870

Elevation
of

Privilege

Important

No

No

CVE-2026-20941

Elevation
of

Privilege

Important

No

No

CVE-2026-20819

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20861

Elevation
of

Privilege

Important

No

No

CVE-2026-20837

Remote

Code

Execution

Important

No

No

CVE-2026-20815

Elevation
of

Privilege

Important

No

No

5073695

January 13,
2026—
KB5073695
(Monthly
Rollup) -

Microsoft

CVE-2026-20849

Elevation
of

Privilege

Important

No

No

CVE-2026-20921

Elevation
of

Privilege

Important

No

No
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Support

CVE-2026-20868

Remote

Code

Execution

Important

No

No

CVE-2026-20860

Elevation
of

Privilege

Important

No

No

CVE-2026-0386

Remote

Code

Execution

Important

No

No

CVE-2026-20925

Spoofing

Important

No

No

CVE-2024-55414

Elevation
of

Privilege

Important

No

No

CVE-2026-20929

Elevation
of

Privilege

Important

No

No

CVE-2026-20927

Denial of

Service

Important

No

No

CVE-2026-20936

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20839

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20847

Spoofing

Important

No

No

CVE-2026-20843

Elevation

Important

No

No
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of

Privilege

CVE-2026-20931

Elevation
of

Privilege

Important

No

No

CVE-2026-20821

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20840

Remote

Code

Execution

Important

No

No

CVE-2026-20869

Elevation
of

Privilege

Important

No

No

CVE-2026-20872

Spoofing

Important

No

No

CVE-2026-20833

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20940

Elevation
of

Privilege

Important

No

No

CVE-2026-20816

Elevation
of

Privilege

Important

No

No

CVE-2023-31096

Elevation

of

Important

Ye

No
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Privilege

CVE-2026-20831

Elevation
of

Privilege

Important

No

No

CVE-2026-20922

Remote

Code

Execution

Important

No

No

CVE-2026-20834

Spoofing

Important

No

No

CVE-2026-20820

Elevation
of

Privilege

Important

No

No

CVE-2026-20875

Denial of

Service

Important

No

No

CVE-2026-20828

Informati

on

Disclosur

e

Important

No

No

5073696

January 13,
2026—
KB5073696
(Monthly
Rollup) -
Microsoft

Support

CVE-2026-20849

Elevation
of

Privilege

Important

No

No

CVE-2026-20921

Elevation
of

Privilege

Important

No

No

CVE-2026-20868

Remote

Code

Execution

Important

No

No

CVE-2026-20860

Elevation

of

Important

No

No
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Privilege

CVE-2026-20805

Informati

on

Disclosur

e

Important

No

Ye

CVE-2026-20934

Elevation
of

Privilege

Important

No

No

CVE-2026-20925

Spoofing

Important

No

No

CVE-2024-55414

Elevation
of

Privilege

Important

No

No

CVE-2026-0386

Remote

Code

Execution

Important

No

No

CVE-2026-21265

Security
Feature

Bypass

Important

Ye

No

CVE-2026-20929

Elevation
of

Privilege

Important

No

No

CVE-2026-20927

Denial of

Service

Important

No

No

CVE-2026-20936

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20926

Elevation

Important

No

No
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of

Privilege

CVE-2026-20839

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20847

Spoofing

Important

No

No

CVE-2026-20843

Elevation
of

Privilege

Important

No

No

CVE-2026-20809

Elevation
of

Privilege

Important

No

No

CVE-2026-20931

Elevation
of

Privilege

Important

No

No

CVE-2026-20821

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20840

Remote

Code

Execution

Important

No

No

CVE-2026-20869

Elevation
of

Privilege

Important

No

No

CVE-2026-20824

Security

Feature

Important

No

No
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Bypass

CVE-2026-20872

Spoofing

Important

No

No

CVE-2026-20856

Remote

Code

Execution

Important

No

No

CVE-2026-20833

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20919

Elevation
of

Privilege

Important

No

No

CVE-2026-20848

Elevation
of

Privilege

Important

No

No

CVE-2026-20940

Elevation
of

Privilege

Important

No

No

CVE-2026-20816

Elevation
of

Privilege

Important

No

No

CVE-2023-31096

Elevation
of

Privilege

Important

Ye

No

CVE-2026-20831

Elevation
of

Privilege

Important

No

No

CVE-2026-20922

Remote

Important

No

No
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Code

Execution

CVE-2026-20834

Spoofing

Important

No

No

CVE-2026-20820

Elevation
of

Privilege

Important

No

No

CVE-2026-20875

Denial of

Service

Important

No

No

CVE-2026-20828

Informati

on

Disclosur

e

Important

No

No

5073723

January 13,
2026—
KB5073723
(0S Build
17763. 8276)
— Microsoft

Support

CVE-2026-20852

Tampering

Important

No

No

CVE-2026-20849

Elevation
of

Privilege

Important

No

No

CVE-2026-20858

Elevation
of

Privilege

Important

No

No

CVE-2026-20923

Elevation
of

Privilege

Important

No

No

CVE-2026-20832

Elevation
of

Privilege

Important

No

No

CVE-2026-20937

Informati

on

Disclosur

Important

No

No
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e

CVE-2026-20921

Elevation
of

Privilege

Important

No

No

CVE-2026-20873

Elevation
of

Privilege

Important

No

No

CVE-2026-20805

Informati

on

Disclosur

e

Important

No

Ye

CVE-2026-20868

Remote

Code

Execution

Important

No

No

CVE-2026-20860

Elevation
of

Privilege

Important

No

No

CVE-2026-20934

Elevation
of

Privilege

Important

No

No

CVE-2026-20925

Spoofing

Important

No

No

CVE-2024-55414

Elevation
of

Privilege

Important

No

No

CVE-2026-20844

Elevation
of

Privilege

Important

No

No

CVE-2026-20810

Elevation

Important

No

No
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of

Privilege

CVE-2026-0386

Remote

Code

Execution

Important

No

No

CVE-2026-20822

Elevation
of

Privilege

Critical

No

No

CVE-2026-20823

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20929

Elevation
of

Privilege

Important

No

No

CVE-2026-20877

Elevation
of

Privilege

Important

No

No

CVE-2026-21265

Security
Feature

Bypass

Important

Ye

No

CVE-2026-20962

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20927

Denial of

Service

Important

No

No

CVE-2026-20936

Informati

Important

No

No
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on

Disclosur

e

CVE-2026-20926

Elevation
of

Privilege

Important

No

No

CVE-2026-20839

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20847

Spoofing

Important

No

No

CVE-2026-20843

Elevation
of

Privilege

Important

No

No

CVE-2026-20809

Elevation
of

Privilege

Important

No

No

CVE-2026-20818

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20931

Elevation
of

Privilege

Important

No

No

CVE-2026-20829

Informati

on

Disclosur

Important

No

No
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CVE-2026-20821

Informati
on
Disclosur

e

Important

No

No

CVE-2026-20918

Elevation
of

Privilege

Important

No

No

CVE-2026-20932

Informati
on
Disclosur

e

Important

No

No

CVE-2026-20840

Remote

Code

Execution

Important

No

No

CVE-2026-20827

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20862

Informati
on
Disclosur

e

Important

No

No

CVE-2026-20866

Elevation
of

Privilege

Important

No

No

CVE-2026-20869

Elevation
of

Privilege

Important

No

No
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CVE-2026-20924

Elevation
of

Privilege

Important

No

No

CVE-2026-20804

Tampering

Important

No

No

CVE-2026-20814

Elevation
of

Privilege

Important

No

No

CVE-2026-20824

Security
Feature

Bypass

Important

No

No

CVE-2026-20874

Elevation
of

Privilege

Important

No

No

CVE-2026-20872

Spoofing

Important

No

No

CVE-2026-20856

Remote

Code

Execution

Important

No

No

CVE-2026-20864

Elevation
of

Privilege

Important

No

No

CVE-2026-20919

Elevation
of

Privilege

Important

No

No

CVE-2026-20857

Elevation
of

Privilege

Important

No

No

CVE-2026-20833

Informati

on

Important

No

No




TR s

HREER 2026 4F 01 AT EEFEY

Disclosur

e

CVE-2026-20812

Tampering

Important

No

No

CVE-2026-20853

Elevation
of

Privilege

Important

No

No

CVE-2026-20867

Elevation
of

Privilege

Important

No

No

CVE-2026-20939

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20848

Elevation
of

Privilege

Important

No

No

CVE-2026-20826

Elevation
of

Privilege

Important

No

No

CVE-2026-20940

Elevation
of

Privilege

Important

No

No

CVE-2026-20816

Elevation
of

Privilege

Important

No

No

CVE-2026-20820

Elevation
of

Privilege

Important

No

No
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CVE-2023-31096

Elevation
of

Privilege

Important

Ye

No

CVE-2026-20825

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20831

Elevation
of

Privilege

Important

No

No

CVE-2026-20836

Elevation
of

Privilege

Important

No

No

CVE-2026-20865

Elevation
of

Privilege

Important

No

No

CVE-2026-20922

Remote

Code

Execution

Important

No

No

CVE-2026-20834

Spoofing

Important

No

No

CVE-2026-20861

Elevation
of

Privilege

Important

No

No

CVE-2026-20875

Denial of

Service

Important

No

No

CVE-2026-20837

Remote

Code

Execution

Important

No

No
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CVE-2026-20828

Informati

on

Disclosur

e

Important

No

No

5073700

January 13,
2026—
KB5073700
(Security-o
nly update)
- Microsoft

Support

CVE-2026-20849

Elevation
of

Privilege

Important

No

No

CVE-2026-20921

Elevation
of

Privilege

Important

No

No

CVE-2026-20868

Remote

Code

Execution

Important

No

No

CVE-2026-20860

Elevation
of

Privilege

Important

No

No

CVE-2026-0386

Remote

Code

Execution

Important

No

No

CVE-2026-20925

Spoofing

Important

No

No

CVE-2024-55414

Elevation
of

Privilege

Important

No

No

CVE-2026-20929

Elevation
of

Privilege

Important

No

No

CVE-2026-20927

Denial of

Service

Important

No

No

%49 T



http://support.microsoft.com/kb/5073700

TR s

o o—

W E R

k3

L

(=

HREER 2026 4F 01 AT EEFEY

CVE-2026-20936

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20843

Elevation
of

Privilege

Important

No

No

CVE-2026-20931

Elevation
of

Privilege

Important

No

No

CVE-2026-20821

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20840

Remote

Code

Execution

Important

No

No

CVE-2026-20869

Elevation
of

Privilege

Important

No

No

CVE-2026-20872

Spoofing

Important

No

No

CVE-2026-20833

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20940

Elevation
of

Privilege

Important

No

No
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CVE-2026-20816

Elevation
of

Privilege

Important

No

No

CVE-2023-31096

Elevation
of

Privilege

Important

Ye

No

CVE-2026-20831

Elevation
of

Privilege

Important

No

No

CVE-2026-20922

Remote

Code

Execution

Important

No

No

CVE-2026-20834

Spoofing

Important

No

No

CVE-2026-20820

Elevation
of

Privilege

Important

No

No

CVE-2026-20875

Denial of

Service

Important

No

No

CVE-2026-20828

Informati

on

Disclosur

e

Important

No

No

5073457

January 13,
2026—
KB5073457
(0S Build
20348. 4648)

— Microsoft

CVE-2024-55414

Elevation
of

Privilege

Important

No

No

CVE-2026-21265

Security
Feature

Bypass

Important

Ye

No
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Support

CVE-2026-20931

Elevation
of

Privilege

Important

No

No

CVE-2026-20840

Remote

Code

Execution

Important

No

No

CVE-2026-20827

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20862

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20866

Elevation
of

Privilege

Important

No

No

CVE-2026-20924

Elevation
of

Privilege

Important

No

No

CVE-2026-20833

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20864

Elevation
of

Privilege

Important

No

No

CVE-2026-20919

Elevation

Important

No

No
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of

Privilege

CVE-2026-20848

Elevation
of

Privilege

Important

No

No

CVE-2026-20939

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20861

Elevation
of

Privilege

Important

No

No

CVE-2023-31096

Elevation
of

Privilege

Important

Ye

No

CVE-2026-20831

Elevation
of

Privilege

Important

No

No

CVE-2026-20865

Elevation
of

Privilege

Important

No

No

CVE-2026-20832

Elevation
of

Privilege

Important

No

No

CVE-2026-20868

Remote

Code

Execution

Important

No

No

CVE-2026-20860

Elevation

Important

No

No
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of

Privilege

CVE-2026-20844

Elevation
of

Privilege

Important

No

No

CVE-2026-20927

Denial of

Service

Important

No

No

CVE-2026-20926

Elevation
of

Privilege

Important

No

No

CVE-2026-20843

Elevation
of

Privilege

Important

No

No

CVE-2026-20818

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20829

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20920

Elevation
of

Privilege

Important

No

No

CVE-2026-20869

Elevation
of

Privilege

Important

No

No

CVE-2026-20814

Elevation

Important

No

No
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of

Privilege

CVE-2026-20824

Security
Feature

Bypass

Important

No

No

CVE-2026-20811

Elevation
of

Privilege

Important

No

No

CVE-2026-20872

Spoofing

Important

No

No

CVE-2026-20856

Remote

Code

Execution

Important

No

No

CVE-2026-20940

Elevation
of

Privilege

Important

No

No

CVE-2026-20816

Elevation
of

Privilege

Important

No

No

CVE-2026-20922

Remote

Code

Execution

Important

No

No

CVE-2026-20875

Denial of

Service

Important

No

No

CVE-2026-20858

Elevation
of

Privilege

Important

No

No

CVE-2026-20923

Elevation

of

Important

No

No

55 T




TR s

o o—

W E R

k3

L

(=

HREER 2026 4F 01 AT EEFEY

Privilege

CVE-2026-20805

Informati

on

Disclosur

e

Important

No

Ye

CVE-2026-20934

Elevation
of

Privilege

Important

No

No

CVE-2026-20925

Spoofing

Important

No

No

CVE-2026-20823

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20929

Elevation
of

Privilege

Important

No

No

CVE-2026-20877

Elevation
of

Privilege

Important

No

No

CVE-2026-20847

Spoofing

Important

No

No

CVE-2026-20809

Elevation
of

Privilege

Important

No

No

CVE-2026-20804

Tampering

Important

No

No

CVE-2026-20812

Tampering

Important

No

No

CVE-2026-20838

Informati

on

Disclosur

Important

No

No
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e

CVE-2026-20817

Elevation
of

Privilege

Important

No

No

CVE-2026-20825

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20836

Elevation
of

Privilege

Important

No

No

CVE-2026-20834

Spoofing

Important

No

No

CVE-2026-20828

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20852

Tampering

Important

No

No

CVE-2026-20849

Elevation
of

Privilege

Important

No

No

CVE-2026-20863

Elevation
of

Privilege

Important

No

No

CVE-2026-20937

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20921

Elevation

Important

No

No
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of

Privilege

CVE-2026-20873

Elevation
of

Privilege

Important

No

No

CVE-2026-0386

Remote

Code

Execution

Important

No

No

CVE-2026-20842

Elevation
of

Privilege

Important

No

No

CVE-2026-20962

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20822

Elevation
of

Privilege

Critical

No

No

CVE-2026-20936

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20839

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20821

Informati

on

Important

No

No
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Disclosur

e

CVE-2026-20918

Elevation
of

Privilege

Important

No

No

CVE-2026-20932

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20874

Elevation
of

Privilege

Important

No

No

CVE-2026-20857

Elevation
of

Privilege

Important

No

No

CVE-2026-20826

Elevation
of

Privilege

Important

No

No

CVE-2026-20867

Elevation
of

Privilege

Important

No

No

CVE-2026-20871

Elevation
of

Privilege

Important

No

No

CVE-2026-20820

Elevation
of

Privilege

Important

No

No

CVE-2026-20837

Remote

Important

No

No
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Code

Execution

5073698

January 13,
2026—
KB5073698
(Monthly
Rollup) -
Microsoft

Support

CVE-2026-20849

Elevation
of

Privilege

Important

No

No

CVE-2026-20921

Elevation
of

Privilege

Important

No

No

CVE-2026-20868

Remote

Code

Execution

Important

No

No

CVE-2026-20860

Elevation
of

Privilege

Important

No

No

CVE-2026-20805

Informati

on

Disclosur

e

Important

No

Ye

CVE-2026-20934

Elevation
of

Privilege

Important

No

No

CVE-2026-20925

Spoofing

Important

No

No

CVE-2024-55414

Elevation
of

Privilege

Important

No

No

CVE-2026-0386

Remote

Code

Execution

Important

No

No
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CVE-2026-21265

Security
Feature

Bypass

Important

Ye

No

CVE-2026-20929

Elevation
of

Privilege

Important

No

No

CVE-2026-20927

Denial of

Service

Important

No

No

CVE-2026-20936

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20926

Elevation
of

Privilege

Important

No

No

CVE-2026-20839

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20847

Spoofing

Important

No

No

CVE-2026-20843

Elevation
of

Privilege

Important

No

No

CVE-2026-20931

Elevation
of

Privilege

Important

No

No

CVE-2026-20821

Informati

on

Important

No

No
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Disclosur

e

CVE-2026-20840

Remote

Code

Execution

Important

No

No

CVE-2026-20869

Elevation
of

Privilege

Important

No

No

CVE-2026-20824

Security
Feature

Bypass

Important

No

No

CVE-2026-20872

Spoofing

Important

No

No

CVE-2026-20856

Remote

Code

Execution

Important

No

No

CVE-2026-20833

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20919

Elevation
of

Privilege

Important

No

No

CVE-2026-20848

Elevation
of

Privilege

Important

No

No

CVE-2026-20940

Elevation
of

Privilege

Important

No

No
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CVE-2026-20816

Elevation
of

Privilege

Important

No

No

CVE-2023-31096

Elevation
of

Privilege

Important

Ye

No

CVE-2026-20831

Elevation
of

Privilege

Important

No

No

CVE-2026-20922

Remote

Code

Execution

Important

No

No

CVE-2026-20834

Spoofing

Important

No

No

CVE-2026-20820

Elevation
of

Privilege

Important

No

No

CVE-2026-20875

Denial of

Service

Important

No

No

CVE-2026-20828

Informati

on

Disclosur

e

Important

No

No

5073697

January 13,
2026—
KB5073697
(Monthly
Rollup) -

Microsoft

CVE-2026-20849

Elevation
of

Privilege

Important

No

No

CVE-2026-20921

Elevation
of

Privilege

Important

No

No
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CVE-2026-20868

Remote

Code

Execution

Important

No

No

CVE-2026-20860

Elevation
of

Privilege

Important

No

No

CVE-2026-0386

Remote

Code

Execution

Important

No

No

CVE-2026-20925

Spoofing

Important

No

No

CVE-2024-55414

Elevation
of

Privilege

Important

No

No

CVE-2026-20929

Elevation
of

Privilege

Important

No

No

CVE-2026-20927

Denial of

Service

Important

No

No

CVE-2026-20936

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20843

Elevation
of

Privilege

Important

No

No

CVE-2026-20931

Elevation
of

Privilege

Important

No

No
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CVE-2026-20821

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20840

Remote

Code

Execution

Important

No

No

CVE-2026-20869

Elevation
of

Privilege

Important

No

No

CVE-2026-20872

Spoofing

Important

No

No

CVE-2026-20833

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20940

Elevation
of

Privilege

Important

No

No

CVE-2026-20816

Elevation
of

Privilege

Important

No

No

CVE-2023-31096

Elevation
of

Privilege

Important

Ye

No

CVE-2026-20831

Elevation
of

Privilege

Important

No

No

CVE-2026-20922

Remote

Important

No

No
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Code

Execution

CVE-2026-20834

Spoofing

Important

No

No

CVE-2026-20820

Elevation
of

Privilege

Important

No

No

CVE-2026-20875

Denial of

Service

Important

No

No

CVE-2026-20828

Informati

on

Disclosur

e

Important

No

No

5073455

January 13,
2026—
KB5073455
(0S Build
22631. 6491)
— Microsoft

Support

CVE-2024-55414

Elevation
of

Privilege

Important

No

No

CVE-2026-21265

Security
Feature

Bypass

Important

Ye

No

CVE-2026-20931

Elevation
of

Privilege

Important

No

No

CVE-2026-20840

Remote

Code

Execution

Important

No

No

CVE-2026-20862

Informati

on

Disclosur

Important

No

No
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CVE-2026-20827

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20866

Elevation
of

Privilege

Important

No

No

CVE-2026-20924

Elevation
of

Privilege

Important

No

No

CVE-2026-20864

Elevation
of

Privilege

Important

No

No

CVE-2026-20919

Elevation
of

Privilege

Important

No

No

CVE-2026-20848

Elevation
of

Privilege

Important

No

No

CVE-2026-20939

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20861

Elevation
of

Privilege

Important

No

No

CVE-2023-31096

Elevation

of

Important

Ye

No
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Privilege

CVE-2026-20831

Elevation
of

Privilege

Important

No

No

CVE-2026-20865

Elevation
of

Privilege

Important

No

No

CVE-2026-20832

Elevation
of

Privilege

Important

No

No

CVE-2026-20868

Remote

Code

Execution

Important

No

No

CVE-2026-20860

Elevation
of

Privilege

Important

No

No

CVE-2026-20844

Elevation
of

Privilege

Important

No

No

CVE-2026-20927

Denial of

Service

Important

No

No

CVE-2026-20926

Elevation
of

Privilege

Important

No

No

CVE-2026-20843

Elevation
of

Privilege

Important

No

No

CVE-2026-20829

Informati

Important

No

No
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on

Disclosur

e

CVE-2026-20920

Elevation
of

Privilege

Important

No

No

CVE-2026-20869

Elevation
of

Privilege

Important

No

No

CVE-2026-20814

Elevation
of

Privilege

Important

No

No

CVE-2026-20824

Security
Feature

Bypass

Important

No

No

CVE-2026-20811

Elevation
of

Privilege

Important

No

No

CVE-2026-20872

Spoofing

Important

No

No

CVE-2026-20856

Remote

Code

Execution

Important

No

No

CVE-2026-20940

Elevation
of

Privilege

Important

No

No

CVE-2026-20816

Elevation
of

Privilege

Important

No

No
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CVE-2026-20922

Remote

Code

Execution

Important

No

No

CVE-2026-20875

Denial of

Service

Important

No

No

CVE-2026-20858

Elevation
of

Privilege

Important

No

No

CVE-2026-20923

Elevation
of

Privilege

Important

No

No

CVE-2026-20805

Informati

on

Disclosur

e

Important

No

Ye

CVE-2026-20935

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20934

Elevation
of

Privilege

Important

No

No

CVE-2026-20925

Spoofing

Important

No

No

CVE-2026-20823

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20929

Elevation

Important

No

No
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of

Privilege

CVE-2026-20877

Elevation
of

Privilege

Important

No

No

CVE-2026-20847

Spoofing

Important

No

No

CVE-2026-20809

Elevation
of

Privilege

Important

No

No

CVE-2026-20804

Tampering

Important

No

No

CVE-2026-20938

Elevation
of

Privilege

Important

No

No

CVE-2026-20812

Tampering

Important

No

No

CVE-2026-20838

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20853

Elevation
of

Privilege

Important

No

No

CVE-2026-20817

Elevation
of

Privilege

Important

No

No

CVE-2026-20876

Elevation
of

Privilege

Critical

No

No

CVE-2026-20825

Informati

Important

No

No
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on

Disclosur

e

CVE-2026-20836

Elevation
of

Privilege

Important

No

No

CVE-2026-20834

Spoofing

Important

No

No

CVE-2026-20828

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20852

Tampering

Important

No

No

CVE-2026-20849

Elevation
of

Privilege

Important

No

No

CVE-2026-20863

Elevation
of

Privilege

Important

No

No

CVE-2026-20937

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20921

Elevation
of

Privilege

Important

No

No

CVE-2026-20873

Elevation
of

Privilege

Important

No

No
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CVE-2026-20842

Elevation
of

Privilege

Important

No

No

CVE-2026-20962

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20822

Elevation
of

Privilege

Critical

No

No

CVE-2026-20936

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20839

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20821

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20918

Elevation
of

Privilege

Important

No

No

CVE-2026-20932

Informati

on

Disclosur

Important

No

No
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e

CVE-2026-20874

Elevation
of

Privilege

Important

No

No

CVE-2026-20857

Elevation
of

Privilege

Important

No

No

CVE-2026-20826

Elevation
of

Privilege

Important

No

No

CVE-2026-20867

Elevation
of

Privilege

Important

No

No

CVE-2026-20871

Elevation
of

Privilege

Important

No

No

CVE-2026-20819

Informati

on

Disclosur

e

Important

No

No

CVE-2026-20820

Elevation
of

Privilege

Important

No

No

CVE-2026-20837

Remote

Code

Execution

Important

No

No
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Descripti | CVE-2026-20963 | Remote Code | Important | No | No
on of the Execution

security CVE-2026-20959 | Spoofing Important | No | No
update for | CVE-2026-20943 | Remote Code | Important | No | No
SharePoin Execution

t Server CVE-2026-20948 | Remote Code | Important | No | No
2016: Execution

January CVE-2026-20958 | Information | Important | No | No
13, 2026 Disclosure

(KB500282 | CVE-2026-20951 | Remote Code Important | No | No
8) - Execution

Microsoft | CVE-2026-20947 | Remote Code Important | No | No
Support Execution

Descripti | CVE-2026-20952 | Remote Code | Critical No | No
on of the Execution

security CVE-2026-20943 | Remote Code | Important | No | No
update for Execution

Office CVE-2026-20953 | Remote Code | Critical | No | No
2016: Execution

January

13, 2026

(KB500282
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http://support.microsoft.com/kb/5002828
http://support.microsoft.com/kb/5002826
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6) -
Microsoft

Support

5002827 | =ifG | Descripti | CVE-2026-20947 | Remote Code | Important | No | No

on of the Execution

security CVE-2026-20948 | Remote Code | Important | No | No
update for Execution
SharePoin
t Server
2016
Language
Pack:
January
13, 2026
(KB500282
7 -
Microsoft

Support

5002831 | &f& | Descripti | CVE-2026-20950 | Remote Code | Important | No | No

on of the Execution

security CVE-2026-20957 | Remote Code | Critical No | No

update for Execution

Excel CVE-2026-20946 | Remote Code | Important | No | No
2016: Execution
January

13, 2026
(KB500283

1 -



http://support.microsoft.com/kb/5002827
http://support.microsoft.com/kb/5002831
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Microsoft

Support

5002829 | =ifG | Descripti | CVE-2026-20948 | Remote Code | Important | No | No
on of the Execution
security
update for
Word 2016:
January
13, 2026
(KB500282
9) -
Microsoft

Support

Ay

TE:
Lo BIREEM R YRR R TR L S5 VA B R
0 - CFIH (Bxploitation Detected)

1 - BEAHAEEHFIH (Exploitation More Likely)
2 - RAKWHEFIH (Exploitation Less Likely)

3 - AulGEFIH (Exploitation Unlikely)

4 - AZIRTFRIEZm (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer
(MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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