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AAF 23 NMEETRINE T L5 VG 2 UL NME— 4%, 752 .
1. JWiA%Eg: (Severity) =/ HE (Critical) ,
2. AHHEEE (Publicly Disclosed) =& (Yes) ,
3. %W (Exploited) =#& (Yes) ,
4, JRIE AR (Exploitability Assessment) =" 44
(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More
Likely) ”
GREEUNE

AF BZ

ISR AT P 1

5041782 CVE-2024-38198 | Elevation of | Important | No No Exploitation
5041828 Privilege More Likely
5041823
5041585
5041838
5041578
5041847
5041851
5041160
5041850
5041571
5041592
5041580
5041773
5041782 CVE-2024-38063 | Remote Code | Critical No No Exploitation
5041828 Execution More Likely
5041823
5041585
5041838
5041578
5041847
5041851
5041160
5041850
5041571
5041592
5041580
5041773



http://support.microsoft.com/kb/5041782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38198
http://support.microsoft.com/kb/5041828
http://support.microsoft.com/kb/5041823
http://support.microsoft.com/kb/5041585
http://support.microsoft.com/kb/5041838
http://support.microsoft.com/kb/5041578
http://support.microsoft.com/kb/5041847
http://support.microsoft.com/kb/5041851
http://support.microsoft.com/kb/5041160
http://support.microsoft.com/kb/5041850
http://support.microsoft.com/kb/5041571
http://support.microsoft.com/kb/5041592
http://support.microsoft.com/kb/5041580
http://support.microsoft.com/kb/5041773
http://support.microsoft.com/kb/5041782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38063
http://support.microsoft.com/kb/5041828
http://support.microsoft.com/kb/5041823
http://support.microsoft.com/kb/5041585
http://support.microsoft.com/kb/5041838
http://support.microsoft.com/kb/5041578
http://support.microsoft.com/kb/5041847
http://support.microsoft.com/kb/5041851
http://support.microsoft.com/kb/5041160
http://support.microsoft.com/kb/5041850
http://support.microsoft.com/kb/5041571
http://support.microsoft.com/kb/5041592
http://support.microsoft.com/kb/5041580
http://support.microsoft.com/kb/5041773
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5041782

CVE-2024-38199

5041828

5041823

5041585

5041838

5041578

5041847

5041851

5041160

5041850

5041571

5041592

5041580

5041773

Remote Code

Execution

Important

Yes

No

Exploitation
Less Likely

5041782

CVE-2024-38107

5041828

5041585

5041578

5041851

5041160

5041571

5041592

5041580

5041773

Elevation of

Privilege

Important

No

Yes

Exploitation
Detected

5041782

CVE-2024-38144

5041828

5041823

5041585

5041838

5041578

5041847

5041851

5041160

5041850

5041571

5041592

5041580

5041773

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5041782

CVE-2024-38125

5041828

5041823

Elevation of

Privilege

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5041782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38199
http://support.microsoft.com/kb/5041828
http://support.microsoft.com/kb/5041823
http://support.microsoft.com/kb/5041585
http://support.microsoft.com/kb/5041838
http://support.microsoft.com/kb/5041578
http://support.microsoft.com/kb/5041847
http://support.microsoft.com/kb/5041851
http://support.microsoft.com/kb/5041160
http://support.microsoft.com/kb/5041850
http://support.microsoft.com/kb/5041571
http://support.microsoft.com/kb/5041592
http://support.microsoft.com/kb/5041580
http://support.microsoft.com/kb/5041773
http://support.microsoft.com/kb/5041782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38107
http://support.microsoft.com/kb/5041828
http://support.microsoft.com/kb/5041585
http://support.microsoft.com/kb/5041578
http://support.microsoft.com/kb/5041851
http://support.microsoft.com/kb/5041160
http://support.microsoft.com/kb/5041571
http://support.microsoft.com/kb/5041592
http://support.microsoft.com/kb/5041580
http://support.microsoft.com/kb/5041773
http://support.microsoft.com/kb/5041782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38144
http://support.microsoft.com/kb/5041828
http://support.microsoft.com/kb/5041823
http://support.microsoft.com/kb/5041585
http://support.microsoft.com/kb/5041838
http://support.microsoft.com/kb/5041578
http://support.microsoft.com/kb/5041847
http://support.microsoft.com/kb/5041851
http://support.microsoft.com/kb/5041160
http://support.microsoft.com/kb/5041850
http://support.microsoft.com/kb/5041571
http://support.microsoft.com/kb/5041592
http://support.microsoft.com/kb/5041580
http://support.microsoft.com/kb/5041773
http://support.microsoft.com/kb/5041782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38125
http://support.microsoft.com/kb/5041828
http://support.microsoft.com/kb/5041823
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5041585

5041838

5041578

5041847

5041851

5041160

5041850

5041571

5041592

5041580

5041773

5041782

CVE-2024-38141

5041828

5041585

5041578

5041851

5041160

5041571

5041592

5041580

5041773

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5041782

CVE-2024-38196

5041828

5041823

5041585

5041838

5041578

5041847

5041851

5041160

5041850

5041571

5041592

5041580

5041773

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5041782

CVE-2022-3775

5041828

5041585

5041578

5041851

5041160

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

=



http://support.microsoft.com/kb/5041585
http://support.microsoft.com/kb/5041838
http://support.microsoft.com/kb/5041578
http://support.microsoft.com/kb/5041847
http://support.microsoft.com/kb/5041851
http://support.microsoft.com/kb/5041160
http://support.microsoft.com/kb/5041850
http://support.microsoft.com/kb/5041571
http://support.microsoft.com/kb/5041592
http://support.microsoft.com/kb/5041580
http://support.microsoft.com/kb/5041773
http://support.microsoft.com/kb/5041782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38141
http://support.microsoft.com/kb/5041828
http://support.microsoft.com/kb/5041585
http://support.microsoft.com/kb/5041578
http://support.microsoft.com/kb/5041851
http://support.microsoft.com/kb/5041160
http://support.microsoft.com/kb/5041571
http://support.microsoft.com/kb/5041592
http://support.microsoft.com/kb/5041580
http://support.microsoft.com/kb/5041773
http://support.microsoft.com/kb/5041782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38196
http://support.microsoft.com/kb/5041828
http://support.microsoft.com/kb/5041823
http://support.microsoft.com/kb/5041585
http://support.microsoft.com/kb/5041838
http://support.microsoft.com/kb/5041578
http://support.microsoft.com/kb/5041847
http://support.microsoft.com/kb/5041851
http://support.microsoft.com/kb/5041160
http://support.microsoft.com/kb/5041850
http://support.microsoft.com/kb/5041571
http://support.microsoft.com/kb/5041592
http://support.microsoft.com/kb/5041580
http://support.microsoft.com/kb/5041773
http://support.microsoft.com/kb/5041782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-3775
http://support.microsoft.com/kb/5041828
http://support.microsoft.com/kb/5041585
http://support.microsoft.com/kb/5041578
http://support.microsoft.com/kb/5041851
http://support.microsoft.com/kb/5041160
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5041571

5041592

5041580

5041773

5041782

CVE-2024-38193

5041828

5041823

5041585

5041838

5041578

5041847

5041851

5041160

5041850

5041571

5041592

5041580

5041773

Elevation of

Privilege

Important

No

Yes

Exploitation
Detected

5041782

CVE-2023-40547

5041828

5041585

5041578

5041851

5041160

5041571

5041592

5041580

5041773

Security
Feature

Bypass

Critical

No

No

Exploitation
Less Likely

5041782

CVE-2024-38106

5041585

5041578

5041160

5041571

5041592

5041580

5041773

Elevation of

Privilege

Important

No

Yes

Exploitation
Detected

5041782

CVE-2024-38178

5041828

5041585

5041770

5041578

Remote Code

Execution

Important

No

Yes

Exploitation
Detected



http://support.microsoft.com/kb/5041571
http://support.microsoft.com/kb/5041592
http://support.microsoft.com/kb/5041580
http://support.microsoft.com/kb/5041773
http://support.microsoft.com/kb/5041782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38193
http://support.microsoft.com/kb/5041828
http://support.microsoft.com/kb/5041823
http://support.microsoft.com/kb/5041585
http://support.microsoft.com/kb/5041838
http://support.microsoft.com/kb/5041578
http://support.microsoft.com/kb/5041847
http://support.microsoft.com/kb/5041851
http://support.microsoft.com/kb/5041160
http://support.microsoft.com/kb/5041850
http://support.microsoft.com/kb/5041571
http://support.microsoft.com/kb/5041592
http://support.microsoft.com/kb/5041580
http://support.microsoft.com/kb/5041773
http://support.microsoft.com/kb/5041782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-40547
http://support.microsoft.com/kb/5041828
http://support.microsoft.com/kb/5041585
http://support.microsoft.com/kb/5041578
http://support.microsoft.com/kb/5041851
http://support.microsoft.com/kb/5041160
http://support.microsoft.com/kb/5041571
http://support.microsoft.com/kb/5041592
http://support.microsoft.com/kb/5041580
http://support.microsoft.com/kb/5041773
http://support.microsoft.com/kb/5041782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38106
http://support.microsoft.com/kb/5041585
http://support.microsoft.com/kb/5041578
http://support.microsoft.com/kb/5041160
http://support.microsoft.com/kb/5041571
http://support.microsoft.com/kb/5041592
http://support.microsoft.com/kb/5041580
http://support.microsoft.com/kb/5041773
http://support.microsoft.com/kb/5041782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38178
http://support.microsoft.com/kb/5041828
http://support.microsoft.com/kb/5041585
http://support.microsoft.com/kb/5041770
http://support.microsoft.com/kb/5041578
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5041160

5041571

5041592

5041580

5041773

5041782

CVE-2024-38140

5041828

5041823

5041585

5041838

5041578

5041847

5041851

5041160

5041850

5041571

5041592

5041580

5041773

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5041585

CVE-2024-38150

5041160

5041571

5041592

5041580

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5041585

CVE-2024-21302

5041578

5041160

5041571

5041592

5041580

5041773

Elevation of

Privilege

Important

Yes

No

Exploitation
Less Likely

5041585

CVE-2024-38133

5041578

5041160

5041571

5041592

5041580

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5041585

CVE-2024-38148

5041160

5041571

5041592

Denial of

Service

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5041160
http://support.microsoft.com/kb/5041571
http://support.microsoft.com/kb/5041592
http://support.microsoft.com/kb/5041580
http://support.microsoft.com/kb/5041773
http://support.microsoft.com/kb/5041782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38140
http://support.microsoft.com/kb/5041828
http://support.microsoft.com/kb/5041823
http://support.microsoft.com/kb/5041585
http://support.microsoft.com/kb/5041838
http://support.microsoft.com/kb/5041578
http://support.microsoft.com/kb/5041847
http://support.microsoft.com/kb/5041851
http://support.microsoft.com/kb/5041160
http://support.microsoft.com/kb/5041850
http://support.microsoft.com/kb/5041571
http://support.microsoft.com/kb/5041592
http://support.microsoft.com/kb/5041580
http://support.microsoft.com/kb/5041773
http://support.microsoft.com/kb/5041585
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38150
http://support.microsoft.com/kb/5041160
http://support.microsoft.com/kb/5041571
http://support.microsoft.com/kb/5041592
http://support.microsoft.com/kb/5041580
http://support.microsoft.com/kb/5041585
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21302
http://support.microsoft.com/kb/5041578
http://support.microsoft.com/kb/5041160
http://support.microsoft.com/kb/5041571
http://support.microsoft.com/kb/5041592
http://support.microsoft.com/kb/5041580
http://support.microsoft.com/kb/5041773
http://support.microsoft.com/kb/5041585
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38133
http://support.microsoft.com/kb/5041578
http://support.microsoft.com/kb/5041160
http://support.microsoft.com/kb/5041571
http://support.microsoft.com/kb/5041592
http://support.microsoft.com/kb/5041580
http://support.microsoft.com/kb/5041585
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38148
http://support.microsoft.com/kb/5041160
http://support.microsoft.com/kb/5041571
http://support.microsoft.com/kb/5041592
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5041585 CVE-2024-38147 | Elevation of | Important | No No Exploitation

5041160 Privilege More Likely

5041571

5041592

5041580

5002570 CVE-2024-38200 | Spoofing Important | Yes No Exploitation

5002625 Less Likely

5002561 CVE-2024-38189 | Remote Code Important | No Yes Exploitation
Execution Detected

5041773 CVE-2024-38160 | Remote Code | Critical No No Exploitation
Execution Less Likely

5041773 CVE-2024-38159 | Remote Code | Critical No No Exploitation

Execution

Less Likely



http://support.microsoft.com/kb/5041585
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38147
http://support.microsoft.com/kb/5041160
http://support.microsoft.com/kb/5041571
http://support.microsoft.com/kb/5041592
http://support.microsoft.com/kb/5041580
http://support.microsoft.com/kb/5002570
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38200
http://support.microsoft.com/kb/5002625
http://support.microsoft.com/kb/5002561
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38189
http://support.microsoft.com/kb/5041773
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38160
http://support.microsoft.com/kb/5041773
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38159
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5041782

BAT Wi T 1IFEHTER

August 13,
2024—
KB5041782
(0S Build
10240. 2075
-
Microsoft
Support
for
Windows 10

eI IR

CVE-2024-38198 | Elevation of | Important | No | No
Privilege

CVE-2024-38063 | Remote Code | Critical No | No
Execution

CVE-2024-38146 | Denial of Important | No | No
Service

CVE-2024-38145 | Denial of Important | No | No
Service

CVE-2024-38127 | Elevation of | Important | No | No
Privilege

CVE-2024-38132 | Denial of Important | No | No
Service

CVE-2024-38116 | Remote Code Important | No | No
Execution

CVE-2024-29995 | Elevation of | Important | No | No
Privilege

CVE-2024-38115 | Remote Code Important | No | No
Execution

CVE-2024-38118 | Information Important | No | No
Disclosure

CVE-2024-38199 | Remote Code Important | Yes | No
Execution

CVE-2024-38107 | Elevation of | Important | No | Yes
Privilege

CVE-2024-38144 | Elevation of | Important | No | No
Privilege

CVE-2024-38131 | Remote Code Important | No | No
Execution

CVE-2024-38126 | Denial of Important | No | No
Service

s

%10 I



http://support.microsoft.com/kb/5041782

Wwo T = 1s

TRMEHED 2024 F 08 HATEEHEE

CVE-2024-38125 | Elevation of | Important | No | No
Privilege

CVE-2024-38114 | Remote Code Important | No | No
Execution

CVE-2024-38142 | Elevation of | Important | No | No
Privilege

CVE-2024-38141 | Elevation of | Important | No | No
Privilege

CVE-2024-38196 | Elevation of | Important | No | No
Privilege

CVE-2022-3775 Remote Code | Critical No | No
Execution

CVE-2024-38151 | Information Important | No | No
Disclosure

CVE-2024-38152 | Remote Code Important | No | No
Execution

CVE-2024-38223 | Elevation of | Important | No | No
Privilege

CVE-2024-38193 | Elevation of | Important | No | Yes
Privilege

CVE-2024-38143 | Elevation of | Important | No | No
Privilege

CVE-2024-38180 | Security Important | No | No
Feature
Bypass

CVE-2022-2601 No | No

CVE-2023-40547 | Security Critical No | No
Feature
Bypass

CVE-2024-38106 | Elevation of | Important | No | Yes
Privilege

CVE-2024-38122 | Information Important | No | No
Disclosure

CVE-2024-38117 | Elevation of | Important | No | No
Privilege

CVE-2024-38153 | Elevation of | Important | No | No
Privilege

CVE-2024-38178 | Remote Code Important | No | Yes
Execution

CVE-2024-38130 | Remote Code Important | No | No

Execution

St

11w
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CVE-2024-38140 | Remote Code | Critical No | No
Execution
CVE-2024-38134 | Elevation of | Important | No | No
Privilege
5041828 | & fG | August 13, CVE-2024-38198 | Elevation of | Important | No No
2024— Privilege
KB5041828 CVE-2024-38063 | Remote Code | Critical No | No
(Monthly Execution
Rollup) - | CVE-2024-38146 | Denial of Important |No |[No
Microsoft Service
Support CVE-2024-38145 | Denial of Important | No | No
for Service
Windows CVE-2024-38127 | Elevation of | Important | No | No
Server Privilege
2012 R2 CVE-2024-38132 | Denial of Important | No | No
ESU Service
CVE-2024-38116 | Remote Code Important | No | No
Execution
CVE-2024-38121 | Remote Code Important | No | No
Execution
CVE-2024-29995 | Elevation of | Important | No | No
Privilege
CVE-2024-38120 | Remote Code Important | No | No
Execution
CVE-2024-38115 | Remote Code Important | No | No
Execution
CVE-2024-38118 | Information Important | No | No
Disclosure
CVE-2024-38199 | Remote Code Important | Yes | No
Execution
CVE-2024-38107 | Elevation of | Important | No | Yes
Privilege
CVE-2024-38144 | Elevation of | Important | No | No
Privilege
CVE-2024-38131 | Remote Code Important | No | No
Execution
CVE-2024-38126 | Denial of Important | No | No
Service
CVE-2024-38125 | Elevation of | Important | No | No

Privilege

St

12 W



http://support.microsoft.com/kb/5041828
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CVE-2024-38114 | Remote Code Important | No | No
Execution

CVE-2024-38214 | Information Important | No | No
Disclosure

CVE-2024-38128 | Remote Code Important | No | No
Execution

CVE-2024-38141 | Elevation of | Important | No | No
Privilege

CVE-2024-37968 | Spoofing Important | No | No

CVE-2024-38196 | Elevation of | Important | No | No
Privilege

CVE-2022-3775 Remote Code | Critical No | No
Execution

CVE-2024-38151 | Information Important | No | No
Disclosure

CVE-2024-38152 | Remote Code Important | No | No
Execution

CVE-2024-38223 | Elevation of | Important | No | No
Privilege

CVE-2024-38193 | Elevation of | Important | No | Yes
Privilege

CVE-2024-38180 | Security Important | No | No
Feature
Bypass

CVE-2022-2601 No | No

CVE-2023-40547 | Security Critical No | No
Feature
Bypass

CVE-2024-38122 | Information Important | No | No
Disclosure

CVE-2024-38117 | Elevation of | Important | No | No
Privilege

CVE-2024-38153 | Elevation of | Important | No | No
Privilege

CVE-2024-38130 | Remote Code Important | No | No
Execution

CVE-2024-38178 | Remote Code Important | No | Yes
Execution

CVE-2024-38154 | Remote Code Important | No | No

Execution
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CVE-2024-38140 | Remote Code | Critical No | No
Execution
CVE-2024-38134 | Elevation of | Important | No | No
Privilege
5041823 | & fG | August 13, CVE-2024-38198 | Elevation of | Important | No No
2024— Privilege
KB5041823 CVE-2024-38063 | Remote Code | Critical No | No
(Security- Execution
only CVE-2024-38127 | Elevation of | Important | No | No
update) - Privilege
Microsoft CVE-2024-38116 | Remote Code | Important |No | No
Support Execution
for CVE-2024-38121 | Remote Code Important | No | No
Windows Execution
Server CVE-2024-29995 | Elevation of | Important | No | No
2008 R2 Privilege
Enterprise | cVE-2024-38120 | Remote Code | Important | No | No
ESU, Window Execution
s Server CVE-2024-38115 | Remote Code | Important | No | No
2008 R2 Execution
Standard CVE-2024-38118 | Information Important | No | No
ESU, Window Disclosure
s Server CVE-2024-38199 | Remote Code | Important | Yes | No
2008 R2 Execution
Patacenter [ cyp 9024-38144 | Elevation of | Important |No | No
ESU, Window Privilege
s Embedded Foyp 5024-38131 | Remote Code | Important | No | No
POSReady 7 Execution
ESU CVE-2024-38114 | Remote Code Important | No | No
Execution
CVE-2024-38125 | Elevation of | Important | No | No
Privilege
CVE-2024-38214 | Information Important | No | No
Disclosure
CVE-2024-38128 | Remote Code Important | No | No
Execution
CVE-2024-38196 | Elevation of | Important | No | No
Privilege
CVE-2024-37968 | Spoofing Important | No No
CVE-2024-38151 | Information Important | No | No
Disclosure
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CVE-2024-38152 | Remote Code Important | No | No
Execution
CVE-2024-38193 | Elevation of | Important | No | Yes
Privilege
CVE-2024-38180 | Security Important | No | No
Feature
Bypass
CVE-2024-38122 | Information Important | No | No
Disclosure
CVE-2024-38117 | Elevation of | Important | No No
Privilege
CVE-2024-38153 | Elevation of | Important | No No
Privilege
CVE-2024-38130 | Remote Code Important | No | No
Execution
CVE-2024-38154 | Remote Code Important | No | No
Execution
CVE-2024-38140 | Remote Code | Critical No | No
Execution
CVE-2024-38134 | Elevation of | Important | No | No
Privilege
5041585 | & fG | August 13, CVE-2024-38198 | Elevation of | Important | No No
2024— Privilege
KB5041585 CVE-2024-38063 | Remote Code | Critical No | No
(0S Builds Execution
22621. 4037 | CVE-2024-38146 | Denial of Important | No | No
and Service
22631.4037 | CVE-2024-38215 | Elevation of | Important | No | No
) - Privilege
Microsoft | CVE-2024-38145 | Denial of Important | No |[No
Support Service
for CVE-2024-38127 | Elevation of | Important | No | No
Windows 11 Privilege
version CVE-2024-38155 | Information | Important | No | No
2202, all Disclosure
editions, W | cvE-2024-38132 | Denial of Important | No | No
indows 11 Service
version CVE-2024-38116 | Remote Code | Important | No | No
2312, all Execution
editions | cyp-2024-38137 | Elevation of | Important |No | No
Privilege
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CVE-2024-38150 | Elevation of | Important | No | No
Privilege

CVE-2024-38115 | Remote Code Important | No | No
Execution

CVE-2024-38118 | Information Important | No | No
Disclosure

CVE-2024-38199 | Remote Code Important | Yes | No
Execution

CVE-2024-21302 | Elevation of | Important | Yes | No
Privilege

CVE-2024-38107 | Elevation of | Important | No Yes
Privilege

CVE-2024-38144 | Elevation of | Important | No | No
Privilege

CVE-2024-38131 | Remote Code Important | No | No
Execution

CVE-2024-38126 | Denial of Important | No | No
Service

CVE-2024-38125 | Elevation of | Important | No | No
Privilege

CVE-2024-38114 | Remote Code Important | No | No
Execution

CVE-2024-38142 | Elevation of | Important | No | No
Privilege

CVE-2024-38141 | Elevation of | Important | No | No
Privilege

CVE-2024-38196 | Elevation of | Important | No | No
Privilege

CVE-2022-3775 Remote Code | Critical No | No
Execution

CVE-2024-38151 | Information Important | No | No
Disclosure

CVE-2024-38133 | Elevation of | Important | No | No
Privilege

CVE-2024-38152 | Remote Code Important | No | No
Execution

CVE-2024-38223 | Elevation of | Important | No No
Privilege

CVE-2024-38193 | Elevation of | Important | No | Yes

Privilege
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CVE-2024-38136 | Elevation of | Important | No | No
Privilege
CVE-2024-38143 | Elevation of | Important | No | No
Privilege
CVE-2024-38180 | Security Important | No | No
Feature
Bypass
CVE-2022-2601 No | No
CVE-2023-40547 | Security Critical No No
Feature
Bypass
CVE-2024-38106 | Elevation of | Important | No Yes
Privilege
CVE-2024-38122 | Information Important | No | No
Disclosure
CVE-2024-38117 | Elevation of | Important | No | No
Privilege
CVE-2024-38153 | Elevation of | Important | No | No
Privilege
CVE-2024-38178 | Remote Code Important | No | Yes
Execution
CVE-2024-38130 | Remote Code Important | No | No
Execution
CVE-2024-38148 | Denial of Important | No | No
Service
CVE-2024-38140 | Remote Code | Critical No | No
Execution
CVE-2024-38147 | Elevation of | Important | No | No
Privilege
CVE-2024-38135 | Elevation of | Important | No | No
Privilege
CVE-2024-38134 | Elevation of | Important | No | No
Privilege
5041838 | &ifG | August 13, CVE-2024-38198 | Elevation of | Important | No No
2024— Privilege
KB5041838 CVE-2024-38063 | Remote Code | Critical No | No
(Monthly Execution
Rollup) - CVE-2024-38127 | Elevation of | Important | No | No
Microsoft Privilege
Support CVE-2024-38116 | Remote Code Important | No | No
for Execution
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Windows
Server
2008 R2
Enterprise
ESU, Window
s Server
2008 R2
Standard
ESU, Window
s Server
2008 R2
Datacenter
ESU, Window
s Embedded
POSReady 7
ESU

CVE-2024-38121 | Remote Code Important | No | No
Execution

CVE-2024-29995 | Elevation of | Important | No | No
Privilege

CVE-2024-38120 | Remote Code Important | No | No
Execution

CVE-2024-38115 | Remote Code Important | No | No
Execution

CVE-2024-38118 | Information Important | No | No
Disclosure

CVE-2024-38199 | Remote Code Important | Yes | No
Execution

CVE-2024-38144 | Elevation of | Important | No | No
Privilege

CVE-2024-38131 | Remote Code Important | No | No
Execution

CVE-2024-38114 | Remote Code Important | No | No
Execution

CVE-2024-38125 | Elevation of | Important | No | No
Privilege

CVE-2024-38214 | Information Important | No | No
Disclosure

CVE-2024-38128 | Remote Code Important | No | No
Execution

CVE-2024-38196 | Elevation of | Important | No | No
Privilege

CVE-2024-37968 | Spoofing Important | No | No

CVE-2024-38151 | Information Important | No | No
Disclosure

CVE-2024-38152 | Remote Code Important | No | No
Execution

CVE-2024-38193 | Elevation of | Important | No | Yes
Privilege

CVE-2024-38180 | Security Important | No | No
Feature
Bypass

CVE-2024-38122 | Information Important | No No
Disclosure

CVE-2024-38117 | Elevation of | Important | No | No

Privilege
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CVE-2024-38153 | Elevation of | Important | No | No
Privilege
CVE-2024-38130 | Remote Code Important | No | No
Execution
CVE-2024-38154 | Remote Code Important | No | No
Execution
CVE-2024-38140 | Remote Code | Critical No | No
Execution
CVE-2024-38134 | Elevation of | Important | No | No
Privilege
5041578 | &ifG | August 13, CVE-2024-38198 | Elevation of | Important | No No
2024— Privilege
KB5041578 CVE-2024-38063 | Remote Code | Critical No | No
(0S Build Execution
17763. 6189 | CVE-2024-38215 | Elevation of | Important | No | No
) - Privilege
Microsoft CVE-2024-38146 | Denial of Important | No | No
Support Service
for Win 10 | CVE-2024-38145 | Denial of Important | No | No
Ent LTSC Service
2019, Win CVE-2024-38127 | Elevation of | Important | No | No
10 ToT Ent Privilege
LTSC CVE-2024-38155 | Information | Important |No |No
2019, Windo Disclosure
ws 10 LoT | cVE-2024-38132 | Denial of Important | No | No
Core Service
LTSC, Windo | cvE-2024-38116 | Remote Code | Important |No | No
ws Server Execution
2019 CVE-2024-38121 | Remote Code | Important |No | No
Execution
CVE-2024-29995 | Elevation of | Important | No | No
Privilege
CVE-2024-38120 | Remote Code Important | No | No
Execution
CVE-2024-38115 | Remote Code Important | No | No
Execution
CVE-2024-38118 | Information Important | No | No
Disclosure
CVE-2024-38199 | Remote Code Important | Yes | No
Execution

St

19 W



http://support.microsoft.com/kb/5041578

Wwo T = 1s

-

AR %R =2

nE X

TRMEHED 2024 F 08 HATEEHEE

CVE-2024-21302 | Elevation of | Important | Yes | No
Privilege

CVE-2024-38107 | Elevation of | Important | No | Yes
Privilege

CVE-2024-38144 | Elevation of | Important | No | No
Privilege

CVE-2024-38131 | Remote Code Important | No | No
Execution

CVE-2024-38126 | Denial of Important | No | No
Service

CVE-2024-38125 | Elevation of | Important | No No
Privilege

CVE-2024-38114 | Remote Code Important | No | No
Execution

CVE-2024-38214 | Information Important | No | No
Disclosure

CVE-2024-38142 | Elevation of | Important | No | No
Privilege

CVE-2024-38128 | Remote Code Important | No | No
Execution

CVE-2024-38141 | Elevation of | Important | No | No
Privilege

CVE-2024-37968 | Spoofing Important | No | No

CVE-2024-38196 | Elevation of | Important | No | No
Privilege

CVE-2022-3775 Remote Code | Critical No | No
Execution

CVE-2024-38151 | Information Important | No | No
Disclosure

CVE-2024-38133 | Elevation of | Important | No | No
Privilege

CVE-2024-38152 | Remote Code Important | No | No
Execution

CVE-2024-38223 | Elevation of | Important | No | No
Privilege

CVE-2024-38193 | Elevation of | Important | No | Yes
Privilege

CVE-2024-38136 | Elevation of | Important | No | No

Privilege
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CVE-2024-38180 | Security Important | No | No
Feature
Bypass
CVE-2024-38143 | Elevation of | Important | No | No
Privilege
CVE-2022-2601 No | No
CVE-2023-40547 | Security Critical No No
Feature
Bypass
CVE-2024-38106 | Elevation of | Important | No Yes
Privilege
CVE-2024-38122 | Information Important | No No
Disclosure
CVE-2024-38117 | Elevation of | Important | No | No
Privilege
CVE-2024-38153 | Elevation of | Important | No | No
Privilege
CVE-2024-38130 | Remote Code Important | No | No
Execution
CVE-2024-38178 | Remote Code Important | No | Yes
Execution
CVE-2024-38154 | Remote Code Important | No | No
Execution
CVE-2024-38140 | Remote Code | Critical No | No
Execution
CVE-2024-38138 | Remote Code Important | No | No
Execution
CVE-2024-38134 | Elevation of | Important | No | No
Privilege
5041847 | &if& | August 13, | CVE-2024-38198 | Elevation of | Important |No | No
2024— Privilege
KB5041847 CVE-2024-38063 | Remote Code | Critical No | No
(Security- Execution
only CVE-2024-38116 | Remote Code Important | No | No
update) - Execution
Microsoft CVE-2024-38121 | Remote Code | Important | No | No
Support Execution
for CVE-2024-29995 | Elevation of | Important | No No
Windows Privilege
Server CVE-2024-38120 | Remote Code Important | No | No
2008 Execution
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Datacenter
ESU, Window
s Server
2008
Standard
ESU, Window
s Server
2008
Enterprise
ESU

CVE-2024-38115 | Remote Code Important | No | No
Execution

CVE-2024-38118 | Information Important | No | No
Disclosure

CVE-2024-38199 | Remote Code Important | Yes | No
Execution

CVE-2024-38144 | Elevation of | Important | No | No
Privilege

CVE-2024-38131 | Remote Code Important | No | No
Execution

CVE-2024-38114 | Remote Code Important | No | No
Execution

CVE-2024-38125 | Elevation of | Important | No | No
Privilege

CVE-2024-38214 | Information Important | No | No
Disclosure

CVE-2024-38128 | Remote Code Important | No | No
Execution

CVE-2024-38196 | Elevation of | Important | No | No
Privilege

CVE-2024-37968 | Spoofing Important | No | No

CVE-2024-38151 | Information Important | No | No
Disclosure

CVE-2024-38152 | Remote Code Important | No | No
Execution

CVE-2024-38193 | Elevation of | Important | No | Yes
Privilege

CVE-2024-38180 | Security Important | No | No
Feature
Bypass

CVE-2024-38122 | Information Important | No | No
Disclosure

CVE-2024-38117 | Elevation of | Important | No | No
Privilege

CVE-2024-38153 | Elevation of | Important | No | No
Privilege

CVE-2024-38130 | Remote Code Important | No | No
Execution

CVE-2024-38154 | Remote Code Important | No | No

Execution
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CVE-2024-38140 | Remote Code | Critical No | No
Execution
CVE-2024-38134 | Elevation of | Important | No | No
Privilege
5041851 | & fG | August 13, CVE-2024-38198 | Elevation of | Important | No No
2024— Privilege
KB5041851 CVE-2024-38063 | Remote Code | Critical No | No
(Monthly Execution
Rollup) - | CVE-2024-38146 | Denial of Important |No |[No
Microsoft Service
Support CVE-2024-38145 | Denial of Important | No | No
for Service
Windows CVE-2024-38127 | Elevation of | Important | No | No
Server Privilege
2012 ESU CVE-2024-38116 | Remote Code Important | No | No
Execution
CVE-2024-38121 | Remote Code Important | No | No
Execution
CVE-2024-29995 | Elevation of | Important | No | No
Privilege
CVE-2024-38120 | Remote Code Important | No | No
Execution
CVE-2024-38115 | Remote Code Important | No | No
Execution
CVE-2024-38118 | Information Important | No | No
Disclosure
CVE-2024-38199 | Remote Code Important | Yes | No
Execution
CVE-2024-38107 | Elevation of | Important | No | Yes
Privilege
CVE-2024-38144 | Elevation of | Important | No | No
Privilege
CVE-2024-38131 | Remote Code Important | No | No
Execution
CVE-2024-38114 | Remote Code Important | No | No
Execution
CVE-2024-38125 | Elevation of | Important | No | No
Privilege
CVE-2024-38214 | Information Important | No No
Disclosure
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CVE-2024-38128 | Remote Code Important | No | No
Execution
CVE-2024-38141 | Elevation of | Important | No | No
Privilege
CVE-2024-37968 | Spoofing Important | No | No
CVE-2024-38196 | Elevation of | Important | No | No
Privilege
CVE-2022-3775 Remote Code | Critical No | No
Execution
CVE-2024-38151 | Information Important | No | No
Disclosure
CVE-2024-38152 | Remote Code Important | No | No
Execution
CVE-2024-38193 | Elevation of | Important | No | Yes
Privilege
CVE-2024-38180 | Security Important | No | No
Feature
Bypass
CVE-2022-2601 No | No
CVE-2023-40547 | Security Critical No | No
Feature
Bypass
CVE-2024-38122 | Information Important | No | No
Disclosure
CVE-2024-38117 | Elevation of | Important | No | No
Privilege
CVE-2024-38153 | Elevation of | Important | No | No
Privilege
CVE-2024-38130 | Remote Code Important | No | No
Execution
CVE-2024-38154 | Remote Code Important | No | No
Execution
CVE-2024-38140 | Remote Code | Critical No | No
Execution
5041160 | &ifG | August 13, | CVE-2024-38198 | Elevation of | Important | No | No
2024— Privilege
KB5041160 CVE-2024-38063 | Remote Code | Critical No | No
(0S Build Execution
20348. 2655 | CVE-2024-38215 | Elevation of | Important | No | No
) - Privilege
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Microsoft
Support
for
Windows
Server
2022

CVE-2024-38146 | Denial of Important | No | No
Service

CVE-2024-38145 | Denial of Important | No | No
Service

CVE-2024-38127 | Elevation of | Important | No | No
Privilege

CVE-2024-38132 | Denial of Important | No | No
Service

CVE-2024-38116 | Remote Code Important | No | No
Execution

CVE-2024-38121 | Remote Code Important | No | No
Execution

CVE-2024-38137 | Elevation of | Important | No | No
Privilege

CVE-2024-29995 | Elevation of | Important | No | No
Privilege

CVE-2024-38120 | Remote Code Important | No | No
Execution

CVE-2024-38150 | Elevation of | Important | No | No
Privilege

CVE-2024-38115 | Remote Code Important | No | No
Execution

CVE-2024-38118 | Information Important | No | No
Disclosure

CVE-2024-38199 | Remote Code Important | Yes | No
Execution

CVE-2024-21302 | Elevation of | Important | Yes | No
Privilege

CVE-2024-38107 | Elevation of | Important | No | Yes
Privilege

CVE-2024-38144 | Elevation of | Important | No | No
Privilege

CVE-2024-38131 | Remote Code Important | No | No
Execution

CVE-2024-38126 | Denial of Important | No | No
Service

CVE-2024-38125 | Elevation of | Important | No | No
Privilege

CVE-2024-38114 | Remote Code Important | No | No

Execution
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CVE-2024-38214 | Information Important | No | No
Disclosure

CVE-2024-38142 | Elevation of | Important | No | No
Privilege

CVE-2024-38128 | Remote Code Important | No | No
Execution

CVE-2024-38141 | Elevation of | Important | No | No
Privilege

CVE-2024-37968 | Spoofing Important | No | No

CVE-2024-38196 | Elevation of | Important | No | No
Privilege

CVE-2022-3775 Remote Code | Critical No | No
Execution

CVE-2024-38151 | Information Important | No | No
Disclosure

CVE-2024-38133 | Elevation of | Important | No | No
Privilege

CVE-2024-38152 | Remote Code Important | No | No
Execution

CVE-2024-38223 | Elevation of | Important | No | No
Privilege

CVE-2024-38193 | Elevation of | Important | No | Yes
Privilege

CVE-2024-38136 | Elevation of | Important | No | No
Privilege

CVE-2024-38180 | Security Important | No | No
Feature
Bypass

CVE-2024-38143 | Elevation of | Important | No | No
Privilege

CVE-2022-2601 No | No

CVE-2023-40547 | Security Critical No | No
Feature
Bypass

CVE-2024-38106 | Elevation of | Important | No | Yes
Privilege

CVE-2024-38122 | Information Important | No No
Disclosure

CVE-2024-38117 | Elevation of | Important | No | No

Privilege

St

26 W




Wwo T = 1s

F-RRERLNEE TEEEHR 2024 £ 08 AT EEFHIEBE
CVE-2024-38153 | Elevation of | Important | No | No
Privilege
CVE-2024-38130 | Remote Code Important | No | No
Execution
CVE-2024-38178 | Remote Code Important | No | Yes
Execution
CVE-2024-38154 | Remote Code Important | No | No
Execution
CVE-2024-38148 | Denial of Important | No | No
Service
CVE-2024-38140 | Remote Code | Critical No | No
Execution
CVE-2024-38147 | Elevation of | Important | No | No
Privilege
CVE-2024-38138 | Remote Code Important | No | No
Execution
CVE-2024-38134 | Elevation of | Important | No | No
Privilege
5041850 | &ifG | August 13, CVE-2024-38198 | Elevation of | Important | No No
2024— Privilege
KB5041850 CVE-2024-38063 | Remote Code | Critical No | No
(Monthly Execution
Rollup) - | CVE-2024-38116 | Remote Code | Important |No | No
Microsoft Execution
Support CVE-2024-38121 | Remote Code Important | No | No
for Execution
Windows CVE-2024-29995 | Elevation of | Important | No | No
Server Privilege
2008 CVE-2024-38120 | Remote Code | Important |No | No
Datacenter Execution
ESU, Window | (VE-2024-38115 | Remote Code | Important |No | No
s Server Execution
2008 CVE-2024-38118 | Information | Important |No |No
Standard Disclosure
ESU, Window | cyE-2024-38199 | Remote Code | Important |Yes | No
s Server Execution
2008 CVE-2024-38144 | Elevation of | Important |No |No
Enterprise Privilege
ESU CVE-2024-38131 | Remote Code | Important |No |No
Execution
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CVE-2024-38114 | Remote Code Important | No | No
Execution
CVE-2024-38125 | Elevation of | Important | No | No
Privilege
CVE-2024-38214 | Information Important | No | No
Disclosure
CVE-2024-38128 | Remote Code Important | No | No
Execution
CVE-2024-38196 | Elevation of | Important | No | No
Privilege
CVE-2024-37968 | Spoofing Important | No | No
CVE-2024-38151 | Information Important | No No
Disclosure
CVE-2024-38152 | Remote Code Important | No | No
Execution
CVE-2024-38193 | Elevation of | Important | No | Yes
Privilege
CVE-2024-38180 | Security Important | No | No
Feature
Bypass
CVE-2024-38122 | Information Important | No | No
Disclosure
CVE-2024-38117 | Elevation of | Important | No | No
Privilege
CVE-2024-38153 | Elevation of | Important | No | No
Privilege
CVE-2024-38130 | Remote Code Important | No | No
Execution
CVE-2024-38154 | Remote Code Important | No | No
Execution
CVE-2024-38140 | Remote Code | Critical No | No
Execution
CVE-2024-38134 | Elevation of | Important | No | No
Privilege
5041571 | &ifG | August 13, | CVE-2024-38198 | Elevation of | Important | No | No
2024— Privilege
KB5041571 CVE-2024-38063 | Remote Code | Critical No | No
(0S Build Execution
26100. 1457 | CVE-2024-38215 | Elevation of | Important | No | No
) - Privilege
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Microsoft
Support
for
Windows 11
version
24H2, all

editions

CVE-2024-38146 | Denial of Important | No | No
Service

CVE-2024-38145 | Denial of Important | No | No
Service

CVE-2024-38127 | Elevation of | Important | No | No
Privilege

CVE-2024-38155 | Information Important | No | No
Disclosure

CVE-2024-38132 | Denial of Important | No | No
Service

CVE-2024-38116 | Remote Code Important | No | No
Execution

CVE-2024-38137 | Elevation of | Important | No | No
Privilege

CVE-2024-38150 | Elevation of | Important | No | No
Privilege

CVE-2024-38115 | Remote Code Important | No | No
Execution

CVE-2024-38118 | Information Important | No | No
Disclosure

CVE-2024-38199 | Remote Code Important | Yes | No
Execution

CVE-2024-21302 | Elevation of | Important | Yes | No
Privilege

CVE-2024-38107 | Elevation of | Important | No | Yes
Privilege

CVE-2024-38144 | Elevation of | Important | No | No
Privilege

CVE-2024-38131 | Remote Code Important | No | No
Execution

CVE-2024-38126 | Denial of Important | No | No
Service

CVE-2024-38125 | Elevation of | Important | No | No
Privilege

CVE-2024-38114 | Remote Code Important | No | No
Execution

CVE-2024-38142 | Elevation of | Important | No | No
Privilege

CVE-2024-38141 | Elevation of | Important | No | No

Privilege
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CVE-2024-38196 | Elevation of | Important | No | No
Privilege

CVE-2022-3775 Remote Code | Critical No | No
Execution

CVE-2024-38151 | Information Important | No | No
Disclosure

CVE-2024-38133 | Elevation of | Important | No | No
Privilege

CVE-2024-38152 | Remote Code Important | No | No
Execution

CVE-2024-38223 | Elevation of | Important | No No
Privilege

CVE-2024-38193 | Elevation of | Important | No | Yes
Privilege

CVE-2024-38136 | Elevation of | Important | No | No
Privilege

CVE-2024-38180 | Security Important | No | No
Feature
Bypass

CVE-2024-38143 | Elevation of | Important | No | No
Privilege

CVE-2022-2601 No | No

CVE-2023-40547 | Security Critical No | No
Feature
Bypass

CVE-2024-38106 | Elevation of | Important | No | Yes
Privilege

CVE-2024-38122 | Information Important | No | No
Disclosure

CVE-2024-38117 | Elevation of | Important | No | No
Privilege

CVE-2024-38153 | Elevation of | Important | No | No
Privilege

CVE-2024-38130 | Remote Code Important | No | No
Execution

CVE-2024-38178 | Remote Code Important | No | Yes
Execution

CVE-2024-38123 | Information Important | No No
Disclosure

CVE-2024-38148 | Denial of Important | No | No
Service
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CVE-2024-38140 | Remote Code | Critical No | No
Execution
CVE-2024-38147 | Elevation of | Important | No | No
Privilege
CVE-2024-38135 | Elevation of | Important | No | No
Privilege
CVE-2024-38134 | Elevation of | Important | No | No
Privilege
5041592 | &G | August 13, CVE-2024-38198 | Elevation of | Important | No No
2024— Privilege
KB5041592 CVE-2024-38063 | Remote Code | Critical No | No
(0S Build Execution
22000. 3147 | CVE-2024-38215 | Elevation of | Important | No | No
) - Privilege
Microsoft CVE-2024-38146 | Denial of Important | No | No
Support Service
for CVE-2024-38145 | Denial of Important | No | No
Windows 11 Service
version CVE-2024-38127 | Elevation of | Important | No | No
21H2, all Privilege
editions CVE-2024-38155 | Information | Important | No | No
Disclosure
CVE-2024-38132 | Denial of Important | No | No
Service
CVE-2024-38116 | Remote Code Important | No | No
Execution
CVE-2024-38137 | Elevation of | Important | No | No
Privilege
CVE-2024-38150 | Elevation of | Important | No | No
Privilege
CVE-2024-38115 | Remote Code Important | No | No
Execution
CVE-2024-38118 | Information Important | No | No
Disclosure
CVE-2024-38199 | Remote Code Important | Yes | No
Execution
CVE-2024-21302 | Elevation of | Important | Yes | No
Privilege
CVE-2024-38107 | Elevation of | Important | No | Yes

Privilege
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CVE-2024-38144 | Elevation of | Important | No | No
Privilege

CVE-2024-38131 | Remote Code Important | No | No
Execution

CVE-2024-38126 | Denial of Important | No | No
Service

CVE-2024-38125 | Elevation of | Important | No | No
Privilege

CVE-2024-38114 | Remote Code Important | No | No
Execution

CVE-2024-38142 | Elevation of | Important | No No
Privilege

CVE-2024-38141 | Elevation of | Important | No | No
Privilege

CVE-2024-38196 | Elevation of | Important | No | No
Privilege

CVE-2022-3775 Remote Code | Critical No | No
Execution

CVE-2024-38151 | Information Important | No | No
Disclosure

CVE-2024-38133 | Elevation of | Important | No | No
Privilege

CVE-2024-38152 | Remote Code Important | No | No
Execution

CVE-2024-38223 | Elevation of | Important | No | No
Privilege

CVE-2024-38193 | Elevation of | Important | No | Yes
Privilege

CVE-2024-38136 | Elevation of | Important | No | No
Privilege

CVE-2024-38180 | Security Important | No | No
Feature
Bypass

CVE-2024-38143 | Elevation of | Important | No | No
Privilege

CVE-2022-2601 No | No

CVE-2023-40547 | Security Critical No No
Feature
Bypass

CVE-2024-38106 | Elevation of | Important | No | Yes

Privilege
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CVE-2024-38122 | Information Important | No | No
Disclosure
CVE-2024-38117 | Elevation of | Important | No | No
Privilege
CVE-2024-38153 | Elevation of | Important | No | No
Privilege
CVE-2024-38130 | Remote Code Important | No | No
Execution
CVE-2024-38178 | Remote Code Important | No | Yes
Execution
CVE-2024-38148 | Denial of Important | No No
Service
CVE-2024-38140 | Remote Code | Critical No | No
Execution
CVE-2024-38147 | Elevation of | Important | No | No
Privilege
CVE-2024-38134 | Elevation of | Important | No | No
Privilege
5041580 | &if& | August 13, CVE-2024-38198 | Elevation of | Important | No No
2024— Privilege
KB5041580 CVE-2024-38063 | Remote Code | Critical No | No
(0S Builds Execution
19044. 4780 | CVE-2024-38215 | Elevation of | Important | No | No
and Privilege
19045. 4780 | CVE-2024-38146 | Denial of Important | No | No
) - Service
Microsoft | CVE-2024-38145 | Denial of Important | No |[No
Support Service
for CVE-2024-38127 | Elevation of | Important | No | No
Windows 10 Privilege
Enterprise | CVE-2024-38155 | Information Important | No | No
LTSC Disclosure
2021, Windo | cvE-2024-38132 | Denial of Important | No | No
ws 10 IoT Service
Enterprise | cvE-2024-38116 | Remote Code | Important |No |No
LTSC Execution
2021, Windo | cyp9024-38137 | Elevation of | Important |No | No
ws 10, Privilege
version CVE-2024-29995 | Elevation of | Important | No | No

Privilege
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2202, all

editions

CVE-2024-38150 | Elevation of | Important | No | No
Privilege

CVE-2024-38115 | Remote Code Important | No | No
Execution

CVE-2024-38118 | Information Important | No | No
Disclosure

CVE-2024-38199 | Remote Code Important | Yes | No
Execution

CVE-2024-21302 | Elevation of | Important | Yes | No
Privilege

CVE-2024-38107 | Elevation of | Important | No Yes
Privilege

CVE-2024-38144 | Elevation of | Important | No | No
Privilege

CVE-2024-38131 | Remote Code Important | No | No
Execution

CVE-2024-38126 | Denial of Important | No | No
Service

CVE-2024-38125 | Elevation of | Important | No | No
Privilege

CVE-2024-38114 | Remote Code Important | No | No
Execution

CVE-2024-38142 | Elevation of | Important | No | No
Privilege

CVE-2024-38141 | Elevation of | Important | No | No
Privilege

CVE-2024-38196 | Elevation of | Important | No | No
Privilege

CVE-2022-3775 Remote Code | Critical No | No
Execution

CVE-2024-38151 | Information Important | No | No
Disclosure

CVE-2024-38133 | Elevation of | Important | No | No
Privilege

CVE-2024-38152 | Remote Code Important | No | No
Execution

CVE-2024-38223 | Elevation of | Important | No No
Privilege

CVE-2024-38193 | Elevation of | Important | No | Yes

Privilege
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CVE-2024-38136 | Elevation of | Important | No | No
Privilege
CVE-2024-38143 | Elevation of | Important | No | No
Privilege
CVE-2024-38180 | Security Important | No | No
Feature
Bypass
CVE-2022-2601 No | No
CVE-2023-40547 | Security Critical No No
Feature
Bypass
CVE-2024-38106 | Elevation of | Important | No Yes
Privilege
CVE-2024-38122 | Information Important | No | No
Disclosure
CVE-2024-38117 | Elevation of | Important | No | No
Privilege
CVE-2024-38153 | Elevation of | Important | No | No
Privilege
CVE-2024-38178 | Remote Code Important | No | Yes
Execution
CVE-2024-38130 | Remote Code Important | No | No
Execution
CVE-2024-38140 | Remote Code | Critical No | No
Execution
CVE-2024-38147 | Elevation of | Important | No | No
Privilege
CVE-2024-38134 | Elevation of | Important | No | No
Privilege
5041773 | @i f& | August 13, | CVE-2024-38198 | Elevation of | Important |No | No
2024— Privilege
KB5041773 CVE-2024-38063 | Remote Code | Critical No | No
(0S Build Execution
14393. 7259 | CVE-2024-38146 | Denial of Important | No | No
) - Service
Microsoft CVE-2024-38145 | Denial of Important | No | No
Support Service
for CVE-2024-38127 | Elevation of | Important | No | No
Windows Privilege
10, CVE-2024-38132 | Denial of Important | No | No
version Service

% 35 T



http://support.microsoft.com/kb/5041773

Wwo T = 1s

-

AR ER2LHEE

TRMEHED 2024 F 08 HATEEHEE

1607, all
editions, W
indows
Server
2016, all

editions

CVE-2024-38116 | Remote Code Important | No | No
Execution

CVE-2024-38121 | Remote Code Important | No | No
Execution

CVE-2024-29995 | Elevation of | Important | No | No
Privilege

CVE-2024-38120 | Remote Code Important | No | No
Execution

CVE-2024-38115 | Remote Code Important | No | No
Execution

CVE-2024-38118 | Information Important | No No
Disclosure

CVE-2024-38199 | Remote Code Important | Yes | No
Execution

CVE-2024-21302 | Elevation of | Important | Yes | No
Privilege

CVE-2024-38107 | Elevation of | Important | No | Yes
Privilege

CVE-2024-38144 | Elevation of | Important | No | No
Privilege

CVE-2024-38131 | Remote Code Important | No | No
Execution

CVE-2024-38126 | Denial of Important | No | No
Service

CVE-2024-38125 | Elevation of | Important | No | No
Privilege

CVE-2024-38114 | Remote Code Important | No | No
Execution

CVE-2024-38214 | Information Important | No | No
Disclosure

CVE-2024-38142 | Elevation of | Important | No | No
Privilege

CVE-2024-38128 | Remote Code Important | No | No
Execution

CVE-2024-38141 | Elevation of | Important | No | No
Privilege

CVE-2024-37968 | Spoofing Important | No No

CVE-2024-38196 | Elevation of | Important | No | No
Privilege

CVE-2022-3775 Remote Code | Critical No | No

Execution
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CVE-2024-38151 | Information Important | No | No
Disclosure

CVE-2024-38152 | Remote Code Important | No | No
Execution

CVE-2024-38223 | Elevation of | Important | No | No
Privilege

CVE-2024-38193 | Elevation of | Important | No | Yes
Privilege

CVE-2024-38160 | Remote Code | Critical No | No
Execution

CVE-2024-38143 | Elevation of | Important | No No
Privilege

CVE-2024-38180 | Security Important | No | No
Feature
Bypass

CVE-2022-2601 No | No

CVE-2023-40547 | Security Critical No | No
Feature
Bypass

CVE-2024-38106 | Elevation of | Important | No | Yes
Privilege

CVE-2024-38122 | Information Important | No | No
Disclosure

CVE-2024-38159 | Remote Code | Critical No | No
Execution

CVE-2024-38117 | Elevation of | Important | No | No
Privilege

CVE-2024-38153 | Elevation of | Important | No | No
Privilege

CVE-2024-38130 | Remote Code Important | No | No
Execution

CVE-2024-38178 | Remote Code Important | No | Yes
Execution

CVE-2024-38154 | Remote Code Important | No | No
Execution

CVE-2024-38140 | Remote Code | Critical No | No
Execution

CVE-2024-38138 | Remote Code Important | No | No
Execution

CVE-2024-38134 | Elevation of | Important | No | No

Privilege
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5041770 | =& | KB504177 | CVE-2024-38178 | Remote Code Important | No Yes 0
0: Execution
Cumulati
ve
security
update
for
Internet
Explorer
. August
13, 2024
Microsof
t
Support
5002570 | &G | Descript | CVE-2024-38200 | Spoofing Important | Yes | No 2
ion of
the

security

update
for
Office
2016:
August
13, 2024
(KB50025
70) -
Microsof
t
Support
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5002625 | & fG | Descript | CVE-2024-38200 | Spoofing Important | Yes | No

ion of
the

security
update
for
Office
2016:
August
13, 2024
(KB50026
25) -
Microsof
t
Support

5002561 | &ifG | Descript | CVE-2024-38189 | Remote Code Important | No Yes
ion of Execution
the
security
update
for
Project
2016:
August
13, 2024
(KB50025
61) -
Microsof
t
Support

5002586 | =ifG | Descript | CVE-2024-38171 | Remote Code Important | No No
ion of Execution
the
security
update
for
PowerPoi
nt 2016:
August
13, 2024
(KB50025
86) -
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Microsof
t
Support

5002626 | =i fG | Descript | CVE-2024-38173 | Remote Code Important | No No
ion of Execution
the
security
update
for
Outlook
2016:
August
13, 2024
(KB50026
26) —
Microsof
t
Support

TE:

Lo BIREM b Uiy TR R G5 VAR U0 B T
0 — CW I (Exploitation Detected)
1 - HAAEEMAIH (Exploitation More Likely)
2 - AKAHEFIA (Exploitation Less Likely)
3 — AArEeFI A (Exploitation Unlikely)

4 = ANZIETARE (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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