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R R&%R2EEE WREER 2024 £ 04 AN TEEFES
F2E ERRTHT

KA 14 ML ETRINE T 255 2 UL NME— %, 752 o0,
1. JWIA%EZ% (Severity) =/HE (Critical) ,
2. AHHEEE (Publicly Disclosed) =& (Yes) ,
3. %W (Exploited) =#& (Yes) ,
4, JRIE AR (Exploitability Assessment) =" CW# Al H
(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More
Likely) ”
GREEUE

AF B

R WS % TR AT A A i

5036932 CVE-2024-26212 | Denial of Important | No No Exploitation

5036899 Service More Likely
5036950
5036967
5036969
5036922
5036896
5036960
5036909
5036932 CVE-2024-26230 | Elevation of | Important | No No Exploitation
5036899 Privilege More Likely
5036925
5036893
5036894
5036950
5036967
5036969
5036892
5036922
5036896
5036960
5036909
5036932 CVE-2024-29056 | Elevation of | Important | No No Exploitation
5036899 Privilege More Likely
5036950
5036967
5036969
5036922



http://support.microsoft.com/kb/5036932
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26212
http://support.microsoft.com/kb/5036899
http://support.microsoft.com/kb/5036950
http://support.microsoft.com/kb/5036967
http://support.microsoft.com/kb/5036969
http://support.microsoft.com/kb/5036922
http://support.microsoft.com/kb/5036896
http://support.microsoft.com/kb/5036960
http://support.microsoft.com/kb/5036909
http://support.microsoft.com/kb/5036932
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26230
http://support.microsoft.com/kb/5036899
http://support.microsoft.com/kb/5036925
http://support.microsoft.com/kb/5036893
http://support.microsoft.com/kb/5036894
http://support.microsoft.com/kb/5036950
http://support.microsoft.com/kb/5036967
http://support.microsoft.com/kb/5036969
http://support.microsoft.com/kb/5036892
http://support.microsoft.com/kb/5036922
http://support.microsoft.com/kb/5036896
http://support.microsoft.com/kb/5036960
http://support.microsoft.com/kb/5036909
http://support.microsoft.com/kb/5036932
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-29056
http://support.microsoft.com/kb/5036899
http://support.microsoft.com/kb/5036950
http://support.microsoft.com/kb/5036967
http://support.microsoft.com/kb/5036969
http://support.microsoft.com/kb/5036922
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5036896

5036960

5036909

5036932

CVE-2024-26234

5036899

5036925

5036893

5036894

5036950

5036967

5036969

5036892

5036922

5036896

5036960

5036909

Spoofing

Important

Yes

Yes

Exploitation
Detected

5036932

CVE-2024-26241

5036899

5036925

5036893

5036894

5036950

5036967

5036969

5036892

5036922

5036896

5036960

5036909

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5036932

CVE-2024-26158

5036899

5036925

5036893

5036894

5036950

5036967

5036969

5036892

5036922

5036896

5036960

Elevation of

Privilege

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5036896
http://support.microsoft.com/kb/5036960
http://support.microsoft.com/kb/5036909
http://support.microsoft.com/kb/5036932
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26234
http://support.microsoft.com/kb/5036899
http://support.microsoft.com/kb/5036925
http://support.microsoft.com/kb/5036893
http://support.microsoft.com/kb/5036894
http://support.microsoft.com/kb/5036950
http://support.microsoft.com/kb/5036967
http://support.microsoft.com/kb/5036969
http://support.microsoft.com/kb/5036892
http://support.microsoft.com/kb/5036922
http://support.microsoft.com/kb/5036896
http://support.microsoft.com/kb/5036960
http://support.microsoft.com/kb/5036909
http://support.microsoft.com/kb/5036932
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26241
http://support.microsoft.com/kb/5036899
http://support.microsoft.com/kb/5036925
http://support.microsoft.com/kb/5036893
http://support.microsoft.com/kb/5036894
http://support.microsoft.com/kb/5036950
http://support.microsoft.com/kb/5036967
http://support.microsoft.com/kb/5036969
http://support.microsoft.com/kb/5036892
http://support.microsoft.com/kb/5036922
http://support.microsoft.com/kb/5036896
http://support.microsoft.com/kb/5036960
http://support.microsoft.com/kb/5036909
http://support.microsoft.com/kb/5036932
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26158
http://support.microsoft.com/kb/5036899
http://support.microsoft.com/kb/5036925
http://support.microsoft.com/kb/5036893
http://support.microsoft.com/kb/5036894
http://support.microsoft.com/kb/5036950
http://support.microsoft.com/kb/5036967
http://support.microsoft.com/kb/5036969
http://support.microsoft.com/kb/5036892
http://support.microsoft.com/kb/5036922
http://support.microsoft.com/kb/5036896
http://support.microsoft.com/kb/5036960
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5036909

5036899

CVE-2024-26239

5036925

5036893

5036894

5036892

5036896

5036960

5036909

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5036899

CVE-2024-28903

5036925

5036893

5036894

5036969

5036892

5036896

5036960

5036909

Security
Feature

Bypass

Important

No

No

Exploitation
More Likely

5036899

CVE-2024-28921

5036925

5036893

5036894

5036969

5036892

5036896

5036960

5036909

Security
Feature

Bypass

Important

No

No

Exploitation
More Likely

5036899

CVE-2024-26211

5036925

5036893

5036894

5036892

5036896

5036960

5036909

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5036899

CVE-2024-26209

5036925

5036893

5036894

5036892

5036896

Information

Disclosure

Important

No

No

Exploitation
More Likely

b
«
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http://support.microsoft.com/kb/5036909
http://support.microsoft.com/kb/5036899
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26239
http://support.microsoft.com/kb/5036925
http://support.microsoft.com/kb/5036893
http://support.microsoft.com/kb/5036894
http://support.microsoft.com/kb/5036892
http://support.microsoft.com/kb/5036896
http://support.microsoft.com/kb/5036960
http://support.microsoft.com/kb/5036909
http://support.microsoft.com/kb/5036899
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-28903
http://support.microsoft.com/kb/5036925
http://support.microsoft.com/kb/5036893
http://support.microsoft.com/kb/5036894
http://support.microsoft.com/kb/5036969
http://support.microsoft.com/kb/5036892
http://support.microsoft.com/kb/5036896
http://support.microsoft.com/kb/5036960
http://support.microsoft.com/kb/5036909
http://support.microsoft.com/kb/5036899
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-28921
http://support.microsoft.com/kb/5036925
http://support.microsoft.com/kb/5036893
http://support.microsoft.com/kb/5036894
http://support.microsoft.com/kb/5036969
http://support.microsoft.com/kb/5036892
http://support.microsoft.com/kb/5036896
http://support.microsoft.com/kb/5036960
http://support.microsoft.com/kb/5036909
http://support.microsoft.com/kb/5036899
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26211
http://support.microsoft.com/kb/5036925
http://support.microsoft.com/kb/5036893
http://support.microsoft.com/kb/5036894
http://support.microsoft.com/kb/5036892
http://support.microsoft.com/kb/5036896
http://support.microsoft.com/kb/5036960
http://support.microsoft.com/kb/5036909
http://support.microsoft.com/kb/5036899
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26209
http://support.microsoft.com/kb/5036925
http://support.microsoft.com/kb/5036893
http://support.microsoft.com/kb/5036894
http://support.microsoft.com/kb/5036892
http://support.microsoft.com/kb/5036896
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5036960
5036909

CVE-2024-26256 | Remote Code Important | No No Exploitation
5036893 Execution More Likely
5036893 CVE-2024-29988 | Security Important | No No Exploitation
5036894 Feature More Likely
5036892 Bypass
5036896
5036909
5036893 CVE-2024-26218 | Elevation of | Important | No No Exploitation
5036894 Privilege More Likely
5036892
5036896
5036909



http://support.microsoft.com/kb/5036960
http://support.microsoft.com/kb/5036909
http://support.microsoft.com/kb/5036893
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26256
http://support.microsoft.com/kb/5036893
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-29988
http://support.microsoft.com/kb/5036894
http://support.microsoft.com/kb/5036892
http://support.microsoft.com/kb/5036896
http://support.microsoft.com/kb/5036909
http://support.microsoft.com/kb/5036893
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-26218
http://support.microsoft.com/kb/5036894
http://support.microsoft.com/kb/5036892
http://support.microsoft.com/kb/5036896
http://support.microsoft.com/kb/5036909
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5036932

BAT Wi T 1IFEHTER

April 9,
2024—
KB5036932
(Monthly
Rollup) -
Microsoft
Support
for
Windows
Server
2008
Datacente
T

ESU, Windo
ws Server
2008
Standard
ESU, Windo
ws Server
2008
Enterpris
e ESU

CVE-2024-2201 Information Important | No | No
Disclosure

CVE-2024-26232 | Remote Code Important | No No
Execution

CVE-2024-26183 | Denial of Important | No No
Service

CVE-2024-29050 | Remote Code Important | No | No
Execution

CVE-2024-26242 | Elevation of | Important | No | No
Privilege

CVE-2024-26208 | Remote Code Important | No No
Execution

CVE-2024-26215 | Denial of Important | No | No
Service

CVE-2024-26212 | Denial of Important | No | No
Service

CVE-2024-26252 | Remote Code Important | No | No
Execution

CVE-2024-28925 | Security Important | No | No
Feature
Bypass

CVE-2024-26200 | Remote Code Important | No No
Execution

CVE-2024-26230 | Elevation of | Important | No | No
Privilege

CVE-2024-26248 | Elevation of | Important | No | No
Privilege

CVE-2024-26229 | Elevation of | Important | No | No

Privilege



http://support.microsoft.com/kb/5036932
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CVE-2024-29056 | Elevation of | Important | No | No
Privilege
CVE-2024-26234 | Spoofing Important | Yes | Yes
CVE-2024-26228 | Security Important | No | No
Feature
Bypass
CVE-2024-26179 | Remote Code Important | No | No
Execution
CVE-2024-26226 | Information Important | No | No
Disclosure
CVE-2024-26241 | Elevation of | Important | No No
Privilege
CVE-2024-26253 | Remote Code Important | No | No
Execution
CVE-2024-26205 | Remote Code Important | No | No
Execution
CVE-2024-26214 | Remote Code Important | No | No
Execution
CVE-2024-26210 | Remote Code Important | No | No
Execution
CVE-2024-26240 | Security Important | No | No
Feature
Bypass
CVE-2024-26216 | Elevation of | Important | No | No
Privilege
CVE-2024-26194 | Security Important | No | No
Feature
Bypass
CVE-2024-29066 | Remote Code Important | No | No
Execution
CVE-2024-26244 | Remote Code Important | No | No
Execution
CVE-2024-26158 | Elevation of | Important | No | No
Privilege
CVE-2024-20678 | Remote Code Important | No No
Execution
5036899 | = f& | April 9, CVE-2024-2201 Information Important | No No
2024— Disclosure
KB5036899 | CVE-2024-28924 | Security Important | No | No
(0S Build Feature
14393. 689 Bypass

809 I



http://support.microsoft.com/kb/5036899
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7 -
Microsoft
Support
for
Windows
10,
version
1607, all
editions,
Windows
Server
2016, all

editions

CVE-2024-26232 | Remote Code Important | No | No
Execution

CVE-2024-20665 | Security Important | No | No
Feature
Bypass

CVE-2024-26183 | Denial of Important | No | No
Service

CVE-2024-29050 | Remote Code Important | No | No
Execution

CVE-2024-26207 | Information Important | No No
Disclosure

CVE-2024-26242 | Elevation of | Important | No No
Privilege

CVE-2024-28902 | Information Important | No | No
Disclosure

CVE-2024-26208 | Remote Code Important | No | No
Execution

CVE-2024-29064 | Denial of Important | No | No
Service

CVE-2024-26215 | Denial of Important | No | No
Service

CVE-2024-26212 | Denial of Important | No | No
Service

CVE-2024-26252 | Remote Code Important | No | No
Execution

CVE-2024-26222 | Remote Code Important | No | No
Execution

CVE-2024-20693 | Elevation of | Important | No | No
Privilege

CVE-2024-28919 | Security Important | No | No
Feature
Bypass

CVE-2024-28922 | Security Important | No | No
Feature
Bypass

CVE-2024-26239 | Elevation of | Important | No No
Privilege

CVE-2024-28925 | Security Important | No No
Feature
Bypass

St
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CVE-2024-28903 | Security Important | No | No
Feature
Bypass

CVE-2024-26230 | Elevation of | Important | No | No
Privilege

CVE-2024-28921 | Security Important | No | No
Feature
Bypass

CVE-2024-26200 | Remote Code Important | No | No
Execution

CVE-2024-29061 | Security Important | No | No
Feature
Bypass

CVE-2024-26248 | Elevation of | Important | No | No
Privilege

CVE-2024-26233 | Remote Code Important | No | No
Execution

CVE-2024-26221 | Remote Code Important | No | No
Execution

CVE-2024-26168 | Security Important | No | No
Feature
Bypass

CVE-2024-26227 | Remote Code Important | No | No
Execution

CVE-2024-26229 | Elevation of | Important | No | No
Privilege

CVE-2024-21409 | Remote Code Important | No | No
Execution

CVE-2024-29056 | Elevation of | Important | No | No
Privilege

CVE-2024-26234 | Spoofing Important | Yes | Yes

CVE-2024-28896 | Security Important | No | No
Feature
Bypass

CVE-2024-26228 | Security Important | No No
Feature
Bypass

CVE-2024-28900 | Information Important | No No
Disclosure

CVE-2024-26179 | Remote Code Important | No No

Execution

St

11w
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CVE-2024-26217 | Information Important | No | No

Disclosure

CVE-2024-29062 | Security Important | No | No
Feature

Bypass

CVE-2024-26226 | Information Important | No | No

Disclosure

CVE-2024-26180 | Security Important | No | No
Feature

Bypass

CVE-2024-28898 | Security Important | No | No
Feature

Bypass

CVE-2024-26231 | Remote Code Important | No | No

Execution

CVE-2024-26195 | Remote Code Important | No | No

Execution

CVE-2024-28901 | Information Important | No | No

Disclosure

CVE-2024-26171 | Security Important | No | No
Feature

Bypass

CVE-2024-26241 | Elevation of | Important | No | No

Privilege

CVE-2024-26253 | Remote Code Important | No | No

Execution

CVE-2024-26211 | Elevation of | Important | No | No

Privilege

CVE-2024-26214 | Remote Code Important | No | No

Execution

CVE-2024-26205 | Remote Code Important | No | No

Execution

CVE-2024-28923 | Security Important | No | No
Feature

Bypass

CVE-2024-26175 | Security Important | No No
Feature

Bypass

CVE-2024-26210 | Remote Code Important | No No

Execution

St

12 W
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CVE-2024-26240

Security
Feature

Bypass

Important

No

No

CVE-2024-28897

Security
Feature

Bypass

Important

No

No

CVE-2024-26216

Elevation of

Privilege

Important

No

No

CVE-2024-26223

Remote Code

Execution

Important

No

No

CVE-2024-29066

Remote Code

Execution

Important

No

No

CVE-2024-26220

Information

Disclosure

Important

No

No

CVE-2024-20669

Security
Feature

Bypass

Important

No

No

CVE-2024-26194

Security
Feature

Bypass

Important

No

No

CVE-2024-26224

Remote Code

Execution

Important

No

No

CVE-2024-26244

Remote Code

Execution

Important

No

No

CVE-2024-26202

Remote Code

Execution

Important

No

No

CVE-2024-26158

Elevation of

Privilege

Important

No

No

CVE-2024-26250

Security
Feature

Bypass

Important

No

No

CVE-2024-20678

Remote Code

Execution

Important

No

No

CVE-2024-26209

Information

Disclosure

Important

No

No

CVE-2024-26189

Security
Feature

Bypass

Important

No

No

5036925

April 9,
2024—

CVE-2024-2201

Information

Disclosure

Important

No

No

St

R ER



http://support.microsoft.com/kb/5036925
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KB5036925
(0S Build
10240. 205
96) -
Microsoft
Support
for
Windows
10

CVE-2024-28924

Security
Feature

Bypass

Important

No

No

CVE-2024-26232

Remote Code

Execution

Important

No

No

CVE-2024-20665

Security
Feature

Bypass

Important

No

No

CVE-2024-26183

Denial of

Service

Important

No

No

CVE-2024-29050

Remote Code

Execution

Important

No

No

CVE-2024-26207

Information

Disclosure

Important

No

No

CVE-2024-26242

Elevation of

Privilege

Important

No

No

CVE-2024-28902

Information

Disclosure

Important

No

No

CVE-2024-26208

Remote Code

Execution

Important

No

No

CVE-2024-29064

Denial of

Service

Important

No

No

CVE-2024-26252

Remote Code

Execution

Important

No

No

CVE-2024-20693

Elevation of

Privilege

Important

No

No

CVE-2024-28919

Security
Feature

Bypass

Important

No

No

CVE-2024-28922

Security
Feature

Bypass

Important

No

No

CVE-2024-26239

Elevation of

Privilege

Important

No

No

CVE-2024-28925

Security
Feature

Bypass

Important

No

No

CVE-2024-28903

Security
Feature

Bypass

Important

No

No

CVE-2024-26230

Elevation of

Privilege

Important

No

No

St
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CVE-2024-28921

Security
Feature

Bypass

Important

No

No

CVE-2024-26200

Remote Code

Execution

Important

No

No

CVE-2024-29061

Security
Feature

Bypass

Important

No

No

CVE-2024-26248

Elevation of

Privilege

Important

No

No

CVE-2024-26168

Security
Feature

Bypass

Important

No

No

CVE-2024-26229

Elevation of

Privilege

Important

No

No

CVE-2024-26234

Spoofing

Important

Yes

Yes

CVE-2024-28896

Security
Feature

Bypass

Important

No

No

CVE-2024-26228

Security
Feature

Bypass

Important

No

No

CVE-2024-28900

Information

Disclosure

Important

No

No

CVE-2024-26179

Remote Code

Execution

Important

No

No

CVE-2024-26217

Information

Disclosure

Important

No

No

CVE-2024-29062

Security
Feature

Bypass

Important

No

No

CVE-2024-26180

Security
Feature

Bypass

Important

No

No

CVE-2024-28898

Security
Feature

Bypass

Important

No

No

CVE-2024-26171

Security
Feature

Bypass

Important

No

No

CVE-2024-28901

Information

Disclosure

Important

No

No

St
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CVE-2024-26241 | Elevation of | Important | No | No

Privilege

CVE-2024-26253 | Remote Code Important | No | No

Execution

CVE-2024-26211 | Elevation of | Important | No | No

Privilege

CVE-2024-26214 | Remote Code Important | No | No

Execution

CVE-2024-26245 | Elevation of | Important | No | No

Privilege

CVE-2024-28923 | Security Important | No | No
Feature

Bypass

CVE-2024-26205 | Remote Code Important | No | No

Execution

CVE-2024-26175 | Security Important | No | No
Feature

Bypass

CVE-2024-26210 | Remote Code Important | No | No

Execution

CVE-2024-26240 | Security Important | No | No
Feature

Bypass

CVE-2024-28897 | Security Important | No | No
Feature

Bypass

CVE-2024-26194 | Security Important | No | No
Feature

Bypass

CVE-2024-26220 | Information Important | No | No

Disclosure

CVE-2024-20669 | Security Important | No | No
Feature

Bypass

CVE-2024-26244 | Remote Code Important | No No

Execution

CVE-2024-26158 | Elevation of | Important | No No

Privilege

CVE-2024-26250 | Security Important | No No

Feature

Bypass
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CVE-2024-20678 | Remote Code Important | No | No
Execution
CVE-2024-26209 | Information Important | No | No
Disclosure
CVE-2024-26189 | Security Important | No | No
Feature
Bypass
5036893 | &ifG | April 9, CVE-2024-26237 | Elevation of | Important | No No
2024— Privilege
KB5036893 | CVE-2024-23594 | Security Important | No | No
(0S Feature
Builds Bypass
22621. 344 | CVE-2024-2201 Information | Important |No | No
7 and Disclosure
22631. 344 | CVE-2024-28924 | Security Important | No | No
- Feature
Microsoft Bypass
Support CVE-2024-26232 | Remote Code Important | No | No
for Execution
Windows CVE-2024-20665 | Security Important | No | No
11 Feature
version Bypass
22H2, all | CVE-2024-26183 | Denial of Important | No | No
editions, Service
Windows | cVE-2024-29050 | Remote Code | Important |No | No
11 Execution
version CVE-2024-26207 | Information | Important |No | No
2312, all Disclosure
editions | cyp9024-26242 | Elevation of | Important |No |No
Privilege
CVE-2024-28902 | Information Important | No | No
Disclosure
CVE-2024-26208 | Remote Code Important | No | No
Execution
CVE-2024-29064 | Denial of Important | No No
Service
CVE-2024-26252 | Remote Code Important | No No
Execution
CVE-2024-26256 | Remote Code Important | No No
Execution
CVE-2024-26209 | Information Important | No No
Disclosure
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CVE-2024-29988

Security
Feature

Bypass

Important

No

No

CVE-2024-20693

Elevation of

Privilege

Important

No

No

CVE-2024-28919

Security
Feature

Bypass

Important

No

No

CVE-2024-28922

Security
Feature

Bypass

Important

No

No

CVE-2024-26239

Elevation of

Privilege

Important

No

No

CVE-2024-28925

Security
Feature

Bypass

Important

No

No

CVE-2024-28903

Security
Feature

Bypass

Important

No

No

CVE-2024-26230

Elevation of

Privilege

Important

No

No

CVE-2024-28921

Security
Feature

Bypass

Important

No

No

CVE-2024-26200

Remote Code

Execution

Important

No

No

CVE-2024-29061

Security
Feature

Bypass

Important

No

No

CVE-2024-26248

Elevation of

Privilege

Important

No

No

CVE-2024-26219

Denial of

Service

Important

No

No

CVE-2024-26168

Security
Feature

Bypass

Important

No

No

CVE-2024-21447

Elevation of

Privilege

Important

No

No

CVE-2024-26229

Elevation of

Privilege

Important

No

No

CVE-2024-26234

Spoofing

Important

Yes

Yes
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CVE-2024-28896

Security
Feature

Bypass

Important

No

No

CVE-2024-26228

Security
Feature

Bypass

Important

No

No

CVE-2024-26254

Denial of

Service

Important

No

No

CVE-2024-28900

Information

Disclosure

Important

No

No

CVE-2024-26179

Remote Code

Execution

Important

No

No

CVE-2024-26217

Information

Disclosure

Important

No

No

CVE-2024-29062

Security
Feature

Bypass

Important

No

No

CVE-2024-26180

Security
Feature

Bypass

Important

No

No

CVE-2024-28898

Security
Feature

Bypass

Important

No

No

CVE-2024-26171

Security
Feature

Bypass

Important

No

No

CVE-2024-28901

Information

Disclosure

Important

No

No

CVE-2024-26241

Elevation of

Privilege

Important

No

No

CVE-2024-26253

Remote Code

Execution

Important

No

No

CVE-2024-26211

Elevation of

Privilege

Important

No

No

CVE-2024-26214

Remote Code

Execution

Important

No

No

CVE-2024-26205

Remote Code

Execution

Important

No

No

CVE-2024-28923

Security
Feature

Bypass

Important

No

No
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CVE-2024-26175

Security
Feature

Bypass

Important

No

No

CVE-2024-26218

Elevation of

Privilege

Important

No

No

CVE-2024-26210

Remote Code

Execution

Important

No

No

CVE-2024-26240

Security
Feature

Bypass

Important

No

No

CVE-2024-23593

Security
Feature

Bypass

Important

No

No

CVE-2024-26194

Security
Feature

Bypass

Important

No

No

CVE-2024-28897

Security
Feature

Bypass

Important

No

No

CVE-2024-26220

Information

Disclosure

Important

No

No

CVE-2024-20669

Security
Feature

Bypass

Important

No

No

CVE-2024-26244

Remote Code

Execution

Important

No

No

CVE-2024-26255

Information

Disclosure

Important

No

No

CVE-2024-28920

Security
Feature

Bypass

Important

No

No

CVE-2024-26158

Elevation of

Privilege

Important

No

No

CVE-2024-26243

Elevation of

Privilege

Important

No

No

CVE-2024-26250

Security
Feature

Bypass

Important

No

No

CVE-2024-20678

Remote Code

Execution

Important

No

No

CVE-2024-29052

Elevation of

Privilege

Important

No

No
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CVE-2024-26189 | Security Important | No | No
Feature
Bypass
CVE-2024-26172 | Information Important | No | No
Disclosure
5036894 | =G | April 9, CVE-2024-26237 | Elevation of | Important | No No
2024— Privilege
KB5036894 | CVE-2024-23594 | Security Important | No | No
(0S Build Feature
22000. 289 Bypass
9) - CVE-2024-2201 Information | Important |No | No
Microsoft Disclosure
Support CVE-2024-28924 | Security Important | No | No
for Feature
Windows Bypass
11 CVE-2024-26232 | Remote Code Important | No | No
version Execution
21H2, all | CVE-2024-20665 | Security TImportant | No | No
editions Feature
Bypass
CVE-2024-26183 | Denial of Important | No | No
Service

CVE-2024-29050

Remote Code Important | No | No

Execution

CVE-2024-26207

Information Important | No | No

Disclosure

CVE-2024-26242

Elevation of | Important | No | No

Privilege

CVE-2024-28902

Information Important | No | No

Disclosure

CVE-2024-26208

Remote Code Important | No | No

Execution

CVE-2024-29064

Denial of Important | No | No

Service

CVE-2024-26252

Remote Code Important | No No

Execution

CVE-2024-26209

Information Important | No No

Disclosure

CVE-2024-29988

Security Important | No No

Feature

Bypass
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CVE-2024-20693 | Elevation of | Important | No | No

Privilege

CVE-2024-28919 | Security Important | No | No
Feature

Bypass

CVE-2024-28922 | Security Important | No | No
Feature

Bypass

CVE-2024-26239 | Elevation of | Important | No No

Privilege

CVE-2024-28925 | Security Important | No | No
Feature

Bypass

CVE-2024-28903 | Security Important | No | No
Feature

Bypass

CVE-2024-26230 | Elevation of | Important | No | No

Privilege

CVE-2024-28921 | Security Important | No | No
Feature

Bypass

CVE-2024-26200 | Remote Code Important | No | No

Execution

CVE-2024-29061 | Security Important | No | No
Feature

Bypass

CVE-2024-26248 | Elevation of | Important | No | No
Privilege

CVE-2024-26219 | Denial of Important | No | No

Service

CVE-2024-26168 | Security Important | No | No
Feature

Bypass

CVE-2024-21447 | Elevation of | Important | No | No

Privilege

CVE-2024-26229 | Elevation of | Important | No No

Privilege

CVE-2024-26234 | Spoofing Important | Yes | Yes

CVE-2024-28896 | Security Important | No No

Feature

Bypass
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CVE-2024-26228

Security
Feature

Bypass

Important

No

No

CVE-2024-26254

Denial of

Service

Important

No

No

CVE-2024-28900

Information

Disclosure

Important

No

No

CVE-2024-26179

Remote Code

Execution

Important

No

No

CVE-2024-26217

Information

Disclosure

Important

No

No

CVE-2024-29062

Security
Feature

Bypass

Important

No

No

CVE-2024-26180

Security
Feature

Bypass

Important

No

No

CVE-2024-28898

Security
Feature

Bypass

Important

No

No

CVE-2024-26171

Security
Feature

Bypass

Important

No

No

CVE-2024-28901

Information

Disclosure

Important

No

No

CVE-2024-26241

Elevation of

Privilege

Important

No

No

CVE-2024-26253

Remote Code

Execution

Important

No

No

CVE-2024-26211

Elevation of

Privilege

Important

No

No

CVE-2024-26214

Remote Code

Execution

Important

No

No

CVE-2024-26205

Remote Code

Execution

Important

No

No

CVE-2024-28923

Security
Feature

Bypass

Important

No

No

CVE-2024-26175

Security
Feature

Bypass

Important

No

No
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CVE-2024-26218 | Elevation of | Important | No | No

Privilege

CVE-2024-26210 | Remote Code Important | No | No

Execution

CVE-2024-26240 | Security Important | No | No
Feature

Bypass

CVE-2024-23593 | Security Important | No | No
Feature

Bypass

CVE-2024-26194 | Security Important | No | No
Feature

Bypass

CVE-2024-28897 | Security Important | No | No
Feature

Bypass

CVE-2024-26220 | Information Important | No | No

Disclosure

CVE-2024-20669 | Security Important | No | No
Feature

Bypass

CVE-2024-26244 | Remote Code Important | No | No

Execution

CVE-2024-26255 | Information Important | No | No

Disclosure

CVE-2024-28920 | Security Important | No | No
Feature

Bypass

CVE-2024-26158 | Elevation of | Important | No | No
Privilege

CVE-2024-26243 | Elevation of | Important | No | No
Privilege

CVE-2024-26250 | Security Important | No | No
Feature

Bypass

CVE-2024-20678 | Remote Code Important | No No

Execution

CVE-2024-29052 | Elevation of | Important | No No

Privilege

CVE-2024-26189 | Security Important | No | No
Feature

Bypass
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CVE-2024-26172 | Information Important | No | No
Disclosure
5036950 | =G | April 9, CVE-2024-2201 Information Important | No No
2024— Disclosure
KB5036950 | CVE-2024-26232 | Remote Code Important | No | No
(Security Execution
—only CVE-2024-26183 | Denial of Important | No | No
update) — Service
Microsoft | CVE-2024-29050 | Remote Code | Important | No | No
Support Execution
for CVE-2024-26242 | Elevation of | Important | No No
Windows Privilege
Server CVE-2024-26208 | Remote Code Important | No | No
2008 Execution
Datacente | CVE-2024-26215 | Denial of Important | No | No
r Service
ESU, Windo | cvE-2024-26212 | Denial of Important | No | No
ws Server Service
2008 CVE-2024-26252 | Remote Code Important | No | No
Standard Execution
ESU, Windo [ cyp-9024-28925 | Security Important | No | No
ws Server Feature
2008 Bypass
Enterpris [ cyg-9024-26200 | Remote Code | Important |No | No
e ESU Execution
CVE-2024-26230 | Elevation of | Important | No | No
Privilege
CVE-2024-26248 | Elevation of | Important | No | No
Privilege
CVE-2024-26229 | Elevation of | Important | No | No
Privilege
CVE-2024-29056 | Elevation of | Important | No | No
Privilege
CVE-2024-26234 | Spoofing Important | Yes | Yes
CVE-2024-26228 | Security Important | No No
Feature
Bypass
CVE-2024-26179 | Remote Code Important | No No
Execution
CVE-2024-26226 | Information Important | No No
Disclosure
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CVE-2024-26241 | Elevation of | Important | No | No
Privilege
CVE-2024-26253 | Remote Code Important | No | No
Execution
CVE-2024-26205 | Remote Code Important | No | No
Execution
CVE-2024-26214 | Remote Code Important | No | No
Execution
CVE-2024-26210 | Remote Code Important | No | No
Execution
CVE-2024-26240 | Security Important | No | No
Feature
Bypass
CVE-2024-26216 | Elevation of | Important | No | No
Privilege
CVE-2024-26194 | Security Important | No | No
Feature
Bypass
CVE-2024-29066 | Remote Code Important | No | No
Execution
CVE-2024-26244 | Remote Code Important | No | No
Execution
CVE-2024-26158 | Elevation of | Important | No | No
Privilege
CVE-2024-20678 | Remote Code Important | No | No
Execution
5036967 | =i f& | April 9, CVE-2024-2201 Information | Important | No | No
2024— Disclosure
KB5036967 | CVE-2024-26232 | Remote Code | Important | No | No
(Monthly Execution
Rollup) - | CVE-2024-26183 | Denial of Important | No | No
Microsoft Service
Support CVE-2024-29050 | Remote Code Important | No | No
for Execution
Windows CVE-2024-26242 | Elevation of | Important |No | No
Server Privilege
2008 R2 CVE-2024-26208 | Remote Code | Important |No | No
Enterpris Execution
e CVE-2024-26215 | Denial of Important | No No
ESU, Windo Service
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ws Server
2008 R2
Standard
ESU, Windo
ws Server
2008 R2
Datacente
r

ESU, Windo
ws
Embedded
POSReady
7 ESU

CVE-2024-26212 | Denial of Important | No | No
Service

CVE-2024-26252 | Remote Code Important | No | No
Execution

CVE-2024-28925 | Security Important | No | No
Feature
Bypass

CVE-2024-26200 | Remote Code Important | No | No
Execution

CVE-2024-26230 | Elevation of | Important | No No
Privilege

CVE-2024-26248 | Elevation of | Important | No No
Privilege

CVE-2024-26229 | Elevation of | Important | No | No
Privilege

CVE-2024-29056 | Elevation of | Important | No | No
Privilege

CVE-2024-26234 | Spoofing Important | Yes | Yes

CVE-2024-26228 | Security Important | No | No
Feature
Bypass

CVE-2024-26179 | Remote Code Important | No | No
Execution

CVE-2024-26226 | Information Important | No | No
Disclosure

CVE-2024-26195 | Remote Code Important | No | No
Execution

CVE-2024-26241 | Elevation of | Important | No | No
Privilege

CVE-2024-26253 | Remote Code Important | No | No
Execution

CVE-2024-26205 | Remote Code Important | No | No
Execution

CVE-2024-26214 | Remote Code Important | No | No
Execution

CVE-2024-26210 | Remote Code Important | No No
Execution

CVE-2024-26240 | Security Important | No No
Feature
Bypass
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CVE-2024-26216

Elevation of

Privilege

Important

No

No

CVE-2024-26194

Security
Feature

Bypass

Important

No

No

CVE-2024-29066

Remote Code

Execution

Important

No

No

CVE-2024-26244

Remote Code

Execution

Important

No

No

CVE-2024-26158

Elevation of

Privilege

Important

No

No

CVE-2024-20678

Remote Code

Execution

Important

No

No

5036969

April 9,
2024—
KB5036969
(Monthly
Rollup) -
Microsoft
Support
for
Windows
Server
2012 ESU

CVE-2024-20689

Security
Feature

Bypass

Important

No

No

CVE-2024-2201

Information

Disclosure

Important

No

No

CVE-2024-20688

Security
Feature

Bypass

Important

No

No

CVE-2024-28924

Security
Feature

Bypass

Important

No

No

CVE-2024-26232

Remote Code

Execution

Important

No

No

CVE-2024-20665

Security
Feature

Bypass

Important

No

No

CVE-2024-26183

Denial of

Service

Important

No

No

CVE-2024-29050

Remote Code

Execution

Important

No

No

CVE-2024-26242

Elevation of

Privilege

Important

No

No

CVE-2024-26208

Remote Code

Execution

Important

No

No

CVE-2024-26215

Denial of

Service

Important

No

No

CVE-2024-26212

Denial of

Service

Important

No

No
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CVE-2024-26252 | Remote Code Important | No | No

Execution

CVE-2024-28919 | Security Important | No | No
Feature

Bypass

CVE-2024-28922 | Security Important | No | No
Feature

Bypass

CVE-2024-28925 | Security Important | No | No
Feature

Bypass

CVE-2024-28903 | Security Important | No | No
Feature

Bypass

CVE-2024-26230 | Elevation of | Important | No | No
Privilege

CVE-2024-28921 | Security Important | No | No
Feature

Bypass

CVE-2024-26200 | Remote Code Important | No | No

Execution

CVE-2024-29061 | Security Important | No | No
Feature

Bypass

CVE-2024-26248 | Elevation of | Important | No | No

Privilege

CVE-2024-26229 | Elevation of | Important | No | No
Privilege

CVE-2024-29056 | Elevation of | Important | No | No
Privilege

CVE-2024-26234 | Spoofing Important | Yes | Yes

CVE-2024-28896 | Security Important | No | No
Feature

Bypass

CVE-2024-26228 | Security Important | No No
Feature

Bypass

CVE-2024-26179 | Remote Code Important | No No

Execution

CVE-2024-29062 | Security Important | No | No
Feature

Bypass
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CVE-2024-26226

Information

Disclosure

Important

No

No

CVE-2024-26180

Security
Feature

Bypass

Important

No

No

CVE-2024-28898

Security
Feature

Bypass

Important

No

No

CVE-2024-26195

Remote Code

Execution

Important

No

No

CVE-2024-26171

Security
Feature

Bypass

Important

No

No

CVE-2024-26241

Elevation of

Privilege

Important

No

No

CVE-2024-26253

Remote Code

Execution

Important

No

No

CVE-2024-26205

Remote Code

Execution

Important

No

No

CVE-2024-26214

Remote Code

Execution

Important

No

No

CVE-2024-26175

Security
Feature

Bypass

Important

No

No

CVE-2024-28923

Security
Feature

Bypass

Important

No

No

CVE-2024-26210

Remote Code

Execution

Important

No

No

CVE-2024-26240

Security
Feature

Bypass

Important

No

No

CVE-2024-28897

Security
Feature

Bypass

Important

No

No

CVE-2024-26194

Security
Feature

Bypass

Important

No

No

CVE-2024-26216

Elevation of

Privilege

Important

No

No

CVE-2024-29066

Remote Code

Execution

Important

No

No
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CVE-2024-20669 | Security Important | No | No
Feature
Bypass
CVE-2024-26244 | Remote Code Important | No | No
Execution
CVE-2024-26202 | Remote Code Important | No | No
Execution
CVE-2024-26158 | Elevation of | Important | No | No
Privilege
CVE-2024-26250 | Security Important | No | No
Feature
Bypass
CVE-2024-20678 | Remote Code Important | No | No
Execution
CVE-2024-26189 | Security Important | No | No
Feature
Bypass
5036892 | &ifG | April 9, CVE-2024-26237 | Elevation of | Important | No No
2024— Privilege
KB5036892 | CVE-2024-23594 | Security Important | No | No
(0S Feature
Builds Bypass
19044. 429 | CVE-2024-2201 Information | Important |No | No
1 and Disclosure
19045. 429 | CVE-2024-28924 | Security Important | No | No
1) - Feature
Microsoft Bypass
Support CVE-2024-26232 | Remote Code Important | No | No
for Execution
Windows | CVE-2024-20665 | Security Important | No | No
10 Feature
Enterpris Bypass
e and CVE-2024-26183 | Denial of Important | No | No
Education Service
, version | cVE-2024-29050 | Remote Code | Important | No | No
21H2, Wind Execution
ows 10 CVE-2024-26207 | Information | Important |No | No
ToT Disclosure
Enterpris | cyp-2024-26242 | Elevation of | Important |No |No
e Privilege
version CVE-2024-28902 | Information | Important |No | No
211z, Wind Disclosure
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ows 10
Enterpris
e Multi-
Session,
version
21H2, Wind
ows 10,
version
22H2, all
editions,
Windows
10
Enterpris
e LTSC
2021, Wind
ows 10
ToT
Enterpris
e LTSC
2021

CVE-2024-26208

Remote Code

Execution

Important

No

No

CVE-2024-29064

Denial of

Service

Important

No

No

CVE-2024-26252

Remote Code

Execution

Important

No

No

CVE-2024-26209

Information

Disclosure

Important

No

No

CVE-2024-29988

Security
Feature

Bypass

Important

No

No

CVE-2024-20693

Elevation of

Privilege

Important

No

No

CVE-2024-28919

Security
Feature

Bypass

Important

No

No

CVE-2024-28922

Security
Feature

Bypass

Important

No

No

CVE-2024-26239

Elevation of

Privilege

Important

No

No

CVE-2024-28925

Security
Feature

Bypass

Important

No

No

CVE-2024-28903

Security
Feature

Bypass

Important

No

No

CVE-2024-26230

Elevation of

Privilege

Important

No

No

CVE-2024-28921

Security
Feature

Bypass

Important

No

No

CVE-2024-26200

Remote Code

Execution

Important

No

No

CVE-2024-29061

Security
Feature

Bypass

Important

No

No

CVE-2024-26248

Elevation of

Privilege

Important

No

No

CVE-2024-26219

Denial of

Service

Important

No

No
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CVE-2024-26168

Security
Feature

Bypass

Important

No

No

CVE-2024-21447

Elevation of

Privilege

Important

No

No

CVE-2024-26229

Elevation of

Privilege

Important

No

No

CVE-2024-26234

Spoofing

Important

Yes

Yes

CVE-2024-28896

Security
Feature

Bypass

Important

No

No

CVE-2024-26228

Security
Feature

Bypass

Important

No

No

CVE-2024-26254

Denial of

Service

Important

No

No

CVE-2024-28900

Information

Disclosure

Important

No

No

CVE-2024-26179

Remote Code

Execution

Important

No

No

CVE-2024-26217

Information

Disclosure

Important

No

No

CVE-2024-29062

Security
Feature

Bypass

Important

No

No

CVE-2024-26180

Security
Feature

Bypass

Important

No

No

CVE-2024-28898

Security
Feature

Bypass

Important

No

No

CVE-2024-26171

Security
Feature

Bypass

Important

No

No

CVE-2024-28901

Information

Disclosure

Important

No

No

CVE-2024-26241

Elevation of

Privilege

Important

No

No

CVE-2024-26253

Remote Code

Execution

Important

No

No

CVE-2024-26211

Elevation of

Privilege

Important

No

No
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CVE-2024-26214 | Remote Code Important | No | No

Execution

CVE-2024-26205 | Remote Code Important | No | No

Execution

CVE-2024-28923 | Security Important | No | No
Feature

Bypass

CVE-2024-26175 | Security Important | No | No
Feature

Bypass

CVE-2024-26218 | Elevation of | Important | No No

Privilege

CVE-2024-26210 | Remote Code Important | No | No

Execution

CVE-2024-26240 | Security Important | No | No
Feature

Bypass

CVE-2024-23593 | Security Important | No | No
Feature

Bypass

CVE-2024-26194 | Security Important | No | No
Feature

Bypass

CVE-2024-28897 | Security Important | No | No
Feature

Bypass

CVE-2024-26220 | Information Important | No | No

Disclosure

CVE-2024-20669 | Security Important | No | No
Feature

Bypass

CVE-2024-26244 | Remote Code Important | No | No

Execution

CVE-2024-26255 | Information Important | No | No

Disclosure

CVE-2024-28920 | Security Important | No No
Feature

Bypass

CVE-2024-26158 | Elevation of | Important | No | No

Privilege

CVE-2024-26243 | Elevation of | Important | No | No

Privilege
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CVE-2024-26250 | Security Important | No | No
Feature
Bypass
CVE-2024-20678 | Remote Code Important | No | No
Execution
CVE-2024-29052 | Elevation of | Important | No | No
Privilege
CVE-2024-26189 | Security Important | No | No
Feature
Bypass
CVE-2024-26172 | Information Important | No No
Disclosure
5036922 | &EifG | April 9, CVE-2024-2201 Information Important | No No
2024— Disclosure
KB5036922 | CVE-2024-26232 | Remote Code Important | No | No
(Security Execution
—only CVE-2024-26183 | Denial of Important | No | No
update) - Service
Microsoft | CVE-2024-29050 | Remote Code Important | No | No
Support Execution
for CVE-2024-26242 | Elevation of | Important | No | No
Windows Privilege
Server CVE-2024-26208 | Remote Code Important | No | No
2008 R2 Execution
Enterpris | CVE-2024-26215 | Denial of Important | No | No
e Service
ESU, Windo | cyE-2024-26212 | Denial of Important | No | No
ws Server Service
2008 R2 | CVE-2024-26252 | Remote Code | Important |No | No
Standard Execution
ESU, Windo | cyp-9024-28925 | Security Important |No |No
ws Server Feature
2008 R2 Bypass
Datacente CVE-2024-26200 | Remote Code Important | No | No
r Execution
ESU, Windo ["cyp_9024-26230 | Elevation of | Important | No | No
ws Privilege
Embedded - I"ovp 902426248 | Elevation of | Important | No | No
POSReady Privilege
T ESU CVE-2024-26229 | Elevation of | Important | No No

Privilege
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CVE-2024-29056 | Elevation of | Important | No | No
Privilege
CVE-2024-26234 | Spoofing Important | Yes | Yes
CVE-2024-26228 | Security Important | No | No
Feature
Bypass
CVE-2024-26179 | Remote Code Important | No | No
Execution
CVE-2024-26226 | Information Important | No | No
Disclosure
CVE-2024-26195 | Remote Code Important | No | No
Execution
CVE-2024-26241 | Elevation of | Important | No | No
Privilege
CVE-2024-26253 | Remote Code Important | No | No
Execution
CVE-2024-26205 | Remote Code Important | No | No
Execution
CVE-2024-26214 | Remote Code Important | No | No
Execution
CVE-2024-26210 | Remote Code Important | No | No
Execution
CVE-2024-26240 | Security Important | No | No
Feature
Bypass
CVE-2024-26216 | Elevation of | Important | No | No
Privilege
CVE-2024-26194 | Security Important | No | No
Feature
Bypass
CVE-2024-29066 | Remote Code Important | No | No
Execution
CVE-2024-26244 | Remote Code Important | No | No
Execution
CVE-2024-26158 | Elevation of | Important | No No
Privilege
CVE-2024-20678 | Remote Code Important | No No
Execution
5036896 | =& | April 9, CVE-2024-26237 | Elevation of | Important | No | No
2024— Privilege
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KB5036896
(0S Build
17763. 569
6) -
Microsoft
Support
for Win
10 Ent
LTSC
2019, Win
10 ToT
Ent LTSC
2019, Wind
ows 10
ToT Core
2019
LTSC, Wind
ows

Server
2019

CVE-2024-2201 Information Important | No | No
Disclosure

CVE-2024-26208 | Remote Code Important | No | No
Execution

CVE-2024-29064 | Denial of Important | No | No
Service

CVE-2024-20693 | Elevation of | Important | No | No
Privilege

CVE-2024-26239 | Elevation of | Important | No | No
Privilege

CVE-2024-26219 | Denial of Important | No No
Service

CVE-2024-26230 | Elevation of | Important | No | No
Privilege

CVE-2024-29061 | Security Important | No | No
Feature
Bypass

CVE-2024-26227 | Remote Code Important | No | No
Execution

CVE-2024-26228 | Security Important | No | No
Feature
Bypass

CVE-2024-28900 | Information Important | No | No
Disclosure

CVE-2024-26179 | Remote Code Important | No | No
Execution

CVE-2024-26180 | Security Important | No | No
Feature
Bypass

CVE-2024-28898 | Security Important | No | No
Feature
Bypass

CVE-2024-26195 | Remote Code Important | No | No
Execution

CVE-2024-26253 | Remote Code Important | No No
Execution

CVE-2024-26211 | Elevation of | Important | No No
Privilege

CVE-2024-26214 | Remote Code Important | No No

Execution
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CVE-2024-26175 | Security Important | No | No
Feature
Bypass

CVE-2024-26210 | Remote Code Important | No | No
Execution

CVE-2024-23593 | Security Important | No | No
Feature
Bypass

CVE-2024-26220 | Information Important | No No
Disclosure

CVE-2024-26202 | Remote Code Important | No | No
Execution

CVE-2024-26250 | Security Important | No | No
Feature
Bypass

CVE-2024-28896 | Security Important | No | No
Feature
Bypass

CVE-2024-26189 | Security Important | No | No
Feature
Bypass

CVE-2024-28924 | Security Important | No | No
Feature
Bypass

CVE-2024-29050 | Remote Code Important | No | No
Execution

CVE-2024-26207 | Information Important | No | No
Disclosure

CVE-2024-26252 | Remote Code Important | No | No
Execution

CVE-2024-26222 | Remote Code Important | No | No
Execution

CVE-2024-26200 | Remote Code Important | No | No
Execution

CVE-2024-26234 | Spoofing Important | Yes | Yes

CVE-2024-26231 | Remote Code Important | No No
Execution

CVE-2024-26241 | Elevation of | Important | No No
Privilege

CVE-2024-26216 | Elevation of | Important | No No

Privilege
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CVE-2024-26223 | Remote Code Important | No | No

Execution

CVE-2024-26158 | Elevation of | Important | No | No

Privilege

CVE-2024-20678 | Remote Code Important | No | No

Execution

CVE-2024-26232 | Remote Code Important | No | No

Execution

CVE-2024-20665 | Security Important | No | No
Feature

Bypass

CVE-2024-26183 | Denial of Important | No No

Service

CVE-2024-26242 | Elevation of | Important | No | No
Privilege

CVE-2024-28902 | Information Important | No | No

Disclosure

CVE-2024-29988 | Security Important | No | No
Feature

Bypass

CVE-2024-28922 | Security Important | No | No
Feature

Bypass

CVE-2024-28921 | Security Important | No | No
Feature

Bypass

CVE-2024-26168 | Security Important | No | No
Feature

Bypass

CVE-2024-26221 | Remote Code Important | No | No

Execution

CVE-2024-29056 | Elevation of | Important | No | No
Privilege

CVE-2024-26254 | Denial of Important | No | No

Service

CVE-2024-28901 | Information Important | No No

Disclosure

CVE-2024-26205 | Remote Code Important | No No

Execution

CVE-2024-28923 | Security Important | No No
Feature

Bypass
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CVE-2024-26240

Security
Feature

Bypass

Important

No

No

CVE-2024-28897

Security
Feature

Bypass

Important

No

No

CVE-2024-29066

Remote Code

Execution

Important

No

No

CVE-2024-26209

Information

Disclosure

Important

No

No

CVE-2024-23594

Security
Feature

Bypass

Important

No

No

CVE-2024-26215

Denial of

Service

Important

No

No

CVE-2024-26212

Denial of

Service

Important

No

No

CVE-2024-28919

Security
Feature

Bypass

Important

No

No

CVE-2024-28925

Security
Feature

Bypass

Important

No

No

CVE-2024-28903

Security
Feature

Bypass

Important

No

No

CVE-2024-26248

Elevation of

Privilege

Important

No

No

CVE-2024-26233

Remote Code

Execution

Important

No

No

CVE-2024-26229

Elevation of

Privilege

Important

No

No

CVE-2024-26217

Information

Disclosure

Important

No

No

CVE-2024-26226

Information

Disclosure

Important

No

No

CVE-2024-29062

Security
Feature

Bypass

Important

No

No

CVE-2024-26218

Elevation of

Privilege

Important

No

No
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CVE-2024-26194

Security
Feature

Bypass

Important

No

No

CVE-2024-26224

Remote Code

Execution

Important

No

No

CVE-2024-20669

Security
Feature

Bypass

Important

No

No

CVE-2024-26244

Remote Code

Execution

Important

No

No

CVE-2024-26255

Information

Disclosure

Important

No

No

CVE-2024-28920

Security
Feature

Bypass

Important

No

No

CVE-2024-26171

Security
Feature

Bypass

Important

No

No

CVE-2024-26172

Information

Disclosure

Important

No

No

5036960

April 9,
2024—
KB5036960
(Monthly
Rollup) -
Microsoft
Support
for
Windows
Server
2012 R2
ESU

CVE-2024-20689

Security
Feature

Bypass

Important

No

No

CVE-2024-2201

Information

Disclosure

Important

No

No

CVE-2024-20688

Security
Feature

Bypass

Important

No

No

CVE-2024-28924

Security
Feature

Bypass

Important

No

No

CVE-2024-26232

Remote Code

Execution

Important

No

No

CVE-2024-20665

Security
Feature

Bypass

Important

No

No

CVE-2024-26183

Denial of

Service

Important

No

No

CVE-2024-29050

Remote Code

Execution

Important

No

No

CVE-2024-26207

Information

Disclosure

Important

No

No
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CVE-2024-26242 | Elevation of | Important | No | No

Privilege

CVE-2024-28902 | Information Important | No | No

Disclosure

CVE-2024-26208 | Remote Code Important | No | No

Execution

CVE-2024-26215 | Denial of Important | No | No

Service

CVE-2024-26212 | Denial of Important | No | No

Service

CVE-2024-26252 | Remote Code Important | No | No

Execution

CVE-2024-28919 | Security Important | No | No
Feature

Bypass

CVE-2024-28922 | Security Important | No | No
Feature

Bypass

CVE-2024-26239 | Elevation of | Important | No | No

Privilege

CVE-2024-28925 | Security Important | No | No
Feature

Bypass

CVE-2024-28903 | Security Important | No | No
Feature

Bypass

CVE-2024-26230 | Elevation of | Important | No | No

Privilege

CVE-2024-28921 | Security Important | No | No
Feature

Bypass

CVE-2024-26200 | Remote Code Important | No | No

Execution

CVE-2024-29061 | Security Important | No | No
Feature

Bypass

CVE-2024-26248 | Elevation of | Important | No No

Privilege

CVE-2024-26168 | Security Important | No No

Feature

Bypass
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CVE-2024-26229 | Elevation of | Important | No | No
Privilege

CVE-2024-29056 | Elevation of | Important | No | No
Privilege

CVE-2024-26234 | Spoofing Important | Yes | Yes

CVE-2024-28896 | Security Important | No | No
Feature
Bypass

CVE-2024-26228 | Security Important | No | No
Feature
Bypass

CVE-2024-28900 | Information Important | No No
Disclosure

CVE-2024-26179 | Remote Code Important | No | No
Execution

CVE-2024-26217 | Information Important | No | No
Disclosure

CVE-2024-26226 | Information Important | No | No
Disclosure

CVE-2024-29062 | Security Important | No | No
Feature
Bypass

CVE-2024-26180 | Security Important | No | No
Feature
Bypass

CVE-2024-28898 | Security Important | No | No
Feature
Bypass

CVE-2024-26195 | Remote Code Important | No | No
Execution

CVE-2024-26171 | Security Important | No | No
Feature
Bypass

CVE-2024-28901 | Information Important | No | No
Disclosure

CVE-2024-26241 | Elevation of | Important | No No
Privilege

CVE-2024-26253 | Remote Code Important | No No
Execution

CVE-2024-26211 | Elevation of | Important | No No

Privilege
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CVE-2024-26214 | Remote Code Important | No | No

Execution

CVE-2024-26205 | Remote Code Important | No | No

Execution

CVE-2024-28923 | Security Important | No | No
Feature

Bypass

CVE-2024-26175 | Security Important | No | No
Feature

Bypass

CVE-2024-26210 | Remote Code Important | No | No

Execution

CVE-2024-26240 | Security Important | No | No
Feature

Bypass

CVE-2024-28897 | Security Important | No | No
Feature

Bypass

CVE-2024-26194 | Security Important | No | No
Feature

Bypass

CVE-2024-26216 | Elevation of | Important | No | No

Privilege

CVE-2024-29066 | Remote Code Important | No | No

Execution

CVE-2024-20669 | Security Important | No | No
Feature

Bypass

CVE-2024-26244 | Remote Code Important | No | No

Execution

CVE-2024-26202 | Remote Code Important | No | No

Execution

CVE-2024-26158 | Elevation of | Important | No | No
Privilege

CVE-2024-26250 | Security Important | No No
Feature

Bypass

CVE-2024-20678 | Remote Code Important | No No

Execution

CVE-2024-26209 | Information Important | No | No

Disclosure
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CVE-2024-26189 | Security Important | No | No
Feature
Bypass
5036909 | =G | April 9, CVE-2024-26237 | Elevation of | Important | No No
2024— Privilege
KB5036909 | CVE-2024-2201 Information | Important | No | No
(0S Build Disclosure
20348. 240 | CVE-2024-26208 | Remote Code | Important | No | No
2) - Execution
Microsoft | CVE-2024-29064 | Denial of Important | No | No
Support Service
for CVE-2024-20693 | Elevation of | Important | No No
Windows Privilege
Server CVE-2024-26239 | Elevation of | Important | No | No
2022 Privilege
CVE-2024-26219 | Denial of Important | No | No
Service
CVE-2024-26230 | Elevation of | Important | No | No
Privilege
CVE-2024-29061 | Security Important | No | No
Feature
Bypass
CVE-2024-21447 | Elevation of | Important | No | No
Privilege
CVE-2024-26227 | Remote Code Important | No | No
Execution
CVE-2024-26228 | Security Important | No | No
Feature
Bypass
CVE-2024-28900 | Information Important | No | No
Disclosure
CVE-2024-26179 | Remote Code Important | No | No
Execution
CVE-2024-26180 | Security Important | No | No
Feature
Bypass
CVE-2024-28898 | Security Important | No No
Feature
Bypass
CVE-2024-26195 | Remote Code Important | No No

Execution
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CVE-2024-26253

Remote Code

Execution

Important

No

No

CVE-2024-26211

Elevation of

Privilege

Important

No

No

CVE-2024-26214

Remote Code

Execution

Important

No

No

CVE-2024-26175

Security
Feature

Bypass

Important

No

No

CVE-2024-26210

Remote Code

Execution

Important

No

No

CVE-2024-23593

Security
Feature

Bypass

Important

No

No

CVE-2024-26220

Information

Disclosure

Important

No

No

CVE-2024-26202

Remote Code

Execution

Important

No

No

CVE-2024-26243

Elevation of

Privilege

Important

No

No

CVE-2024-26250

Security
Feature

Bypass

Important

No

No

CVE-2024-28896

Security
Feature

Bypass

Important

No

No

CVE-2024-29052

Elevation of

Privilege

Important

No

No

CVE-2024-26189

Security
Feature

Bypass

Important

No

No

CVE-2024-28924

Security
Feature

Bypass

Important

No

No

CVE-2024-29050

Remote Code

Execution

Important

No

No

CVE-2024-26207

Information

Disclosure

Important

No

No

CVE-2024-26252

Remote Code

Execution

Important

No

No

CVE-2024-26222

Remote Code

Execution

Important

No

No
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CVE-2024-26200 | Remote Code Important | No | No
Execution

CVE-2024-26234 | Spoofing Important | Yes | Yes

CVE-2024-26231 | Remote Code Important | No | No
Execution

CVE-2024-26241 | Elevation of | Important | No | No
Privilege

CVE-2024-26216 | Elevation of | Important | No | No
Privilege

CVE-2024-26223 | Remote Code Important | No | No
Execution

CVE-2024-26158 | Elevation of | Important | No | No
Privilege

CVE-2024-20678 | Remote Code Important | No | No
Execution

CVE-2024-26232 | Remote Code Important | No | No
Execution

CVE-2024-20665 | Security Important | No | No
Feature
Bypass

CVE-2024-26183 | Denial of Important | No | No
Service

CVE-2024-26242 | Elevation of | Important | No | No
Privilege

CVE-2024-28902 | Information Important | No | No
Disclosure

CVE-2024-29988 | Security Important | No | No
Feature
Bypass

CVE-2024-28922 | Security Important | No | No
Feature
Bypass

CVE-2024-28921 | Security Important | No | No
Feature
Bypass

CVE-2024-26168 | Security Important | No No
Feature
Bypass

CVE-2024-26221 | Remote Code Important | No No
Execution

CVE-2024-29056 | Elevation of | Important | No No

Privilege
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CVE-2024-26254 | Denial of Important | No | No

Service

CVE-2024-28901 | Information Important | No | No

Disclosure

CVE-2024-26205 | Remote Code Important | No | No

Execution

CVE-2024-28923 | Security Important | No | No
Feature

Bypass

CVE-2024-26240 | Security Important | No | No
Feature

Bypass

CVE-2024-28897 | Security Important | No | No
Feature

Bypass

CVE-2024-29066 | Remote Code Important | No | No

Execution

CVE-2024-26209 | Information Important | No | No

Disclosure

CVE-2024-23594 | Security Important | No | No
Feature

Bypass

CVE-2024-26215 | Denial of Important | No | No

Service

CVE-2024-26212 | Denial of Important [ No | No

Service

CVE-2024-28919 | Security Important | No | No
Feature

Bypass

CVE-2024-28925 | Security Important | No | No
Feature

Bypass

CVE-2024-28903 | Security Important | No | No
Feature

Bypass

CVE-2024-26248 | Elevation of | Important | No No

Privilege

CVE-2024-26233 | Remote Code Important | No No

Execution

CVE-2024-26229 | Elevation of | Important | No | No

Privilege
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CVE-2024-26217 | Information Important | No | No

Disclosure

CVE-2024-29062 | Security Important | No | No
Feature

Bypass

CVE-2024-26226 | Information Important | No | No

Disclosure

CVE-2024-26218 | Elevation of | Important | No | No

Privilege

CVE-2024-26194 | Security Important | No | No
Feature

Bypass

CVE-2024-26224 | Remote Code Important | No | No

Execution

CVE-2024-20669 | Security Important | No | No
Feature

Bypass

CVE-2024-26244 | Remote Code Important | No | No

Execution

CVE-2024-26255 | Information Important | No | No

Disclosure

CVE-2024-28920 | Security Important | No | No
Feature

Bypass

CVE-2024-26171 | Security Important | No | No
Feature

Bypass

CVE-2024-26172 | Information Important | No | No

Disclosure
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5036609 | /= fa | April 9, CVE-2024-21409 | Remote Code Important | No | No 2
2024- Execution
KB5036609
Cumulative
Update

for .NET
Framework
4.8 for
Windows
10,
version
1607 and
Windows
Server
2016 -
Microsoft
Support
5037037 | =& | April 9, CVE-2024-21409 | Remote Code Important | No | No 2
2024~ Execution
KB5037037
Cumulative
Update

for .NET
Framework
3.5, 4.8
and 4.8.1

for

Windows
11,

version
21H2 -

Microsoft

Support
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5037035 | = f& | April 9, CVE-2024-21409 | Remote Code Important | No No
2024~ Execution
KB5037035
Cumulative
Update

for . NET
Framework
3.5, 4.8
and 4.8.1
for
Windows 10
Version
21H2 -

Microsoft

Support

5037041 | = f& | April 9, CVE-2024-21409 | Remote Code Important | No No
2024~ Execution
Security
and
Quality
Rollup

for .NET
Framework
2.0, 3.0,
3.5 SP1,
4.6.2 for
Windows
Server
2008 SP2
(KB5037041
) -
Microsoft

Support

5037033

a
=

April 9, CVE-2024-21409 | Remote Code Important | No | No
2024- Execution
KB5037033
Cumulative
Update

for . NET
Framework
3.5, 4.8
and 4.8.1
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for
Windows
Server
2022 -
Microsoft

Support

5037039

April 9,
2024-
Security
and
Quality
Rollup

for .NET
Framework
3.5,

4.6. 2,

4.7,

4.7.1,
4.7.2, 4.8
for
Windows
Server
2012
(KB5037039
) -
Microsoft

Support

CVE-2024-21409

Remote Code

Execution

No

No

5037038

April 9,
2024-
Security
and
Quality
Rollup
for .NET
Framework
3.5.1,
4.6. 2,
4.1,
4.7. 1,
4.7.2, 4.8
for

Windows

CVE-2024-21409

Remote Code

Execution

No

No
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Server
2008 R2
SP1
(KB5037038
) _
Microsoft

Support

5036620 | = f& | April 9, CVE-2024-21409 | Remote Code Important | No
2024- Execution
KB5036620
Cumulative
Update

for .NET
Framework
3.5 and
4.8.1 for
Windows
11,
version
22H2 and
Windows
11,
version
23H2 -
Microsoft

Support

5037034 | &=fE& | April 9, CVE-2024-21409 | Remote Code Important | No
2024- Execution
KB5037034
Cumulative
Update

for .NET
Framework
3.5, 4.7.2
and 4.8
for
Windows
10,
version
1809 and
Windows

Server
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2019 -
Microsoft

Support

5037127 | =f& | April 9, CVE-2024-21409 | Remote Code Important | No
2024~ Execution
Security
Only
Update

for .NET
Framework
3.5.1,
4.6. 2,

4.7,

4.7. 1,
4.7.2, 4.8
for
Windows
Server
2008 R2
SP1
(KB5037127
)y -
Microsoft

Support

5037040

a
=

April 9, CVE-2024-21409 | Remote Code Important | No
2024- Execution
Security
and
Quality
Rollup

for . NET
Framework
3.5,

4.6. 2,

4.7,

4.7.1,
4.7.2, 4.8
for
Windows
Server
2012 R2
(KB5037040
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) -
Microsoft

Support

5002583 | = /& | Descriptio | CVE-2024-26251 | Spoofing Important | No
n of the
security
update for
SharePoint
Enterprise
Server
2016:
April 9,
2024
(KB5002583
) -
Microsoft

Support

5037128 | = f& | April 9, CVE-2024-21409 | Remote Code Important | No
2024~ Execution
Security
Only
Update

for .NET
Framework
2.0, 3.0,
3.5 SP1,
4.6.2 for
Windows
Server
2008 SP2
(KB5037128
) -
Microsoft

Support

5037036

a
=

April 9, CVE-2024-21409 | Remote Code Important | No
2024~ Execution
KB5037036
Cumulative
Update

for . NET
Framework
3.5, 4.8
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and 4.8.1
for
Windows 10
Version
22H2 -
Microsoft

Support

K KAT 10 NPT HN T

KBID AREREAZH FHER

5002050 | HALTHREMHNT

Office

2016 FEHFEF

5002340 | HAhThEeth T

Office

2016 FHFE T

5002388 | HAtThaeth T

Office

2016 FHFE T

5002525 | HAtThaeth T

Office

2016 FHFE T

p
5002545 | HAThEEPERN T

Office

2016 FHAE T

5002568 | HAThEEPERN T

Office

2016 FHFE T

5002571 | HAThEEPERN T

Office

2016 FHFE T

5002572 | HAThEEPERN T

Office

2016 FHFE T

)
)
)
)
)
)

5002574 | HAThEEPERN T

Office

2016 FHFE T

5002577 | HAtThEeth T

Office

2016 FHFE T

T

1o R eh Ui T R S S5 PRAB BT -

0 - B A (Exploitation Detected)

1 - EAHA WA (Exploitation More Likely)

2 — AKA[EER|H (Exploitation Less Likely)

3 — AnlHEFIH (Exploitation Unlikely)

4 - AR (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates

St
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