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1.

2.
3.
4

F2E ERKEHT

KA 24 N EIRINE T ZE VR 2 DL T4, 758 E S0,
IIAZEZ (Severity) =/ HE (Critical) ,

AN FE (Publicly Disclosed) =& (Yes) ,

O it (Exploited) =4 (Yes) ,

JRIF BT R M (Exploitability Assessment) =" g% FH

(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More

Likely) ”

FEHW R

KBID

5043092

BRHIRIR

CVE-2024-43461

5043076

5043083

5043080

5043049

5043087

5043051

5042881

5043050

5043067

5043135

5043125

5043138

5043064

TR IR M

Spoofing

Important

No

BR | o .
5 Wt TR B ] R A

Exploitation
More Likely

5043092

CVE-2024-38249

5043076

5043083

5043129

5043080

5043087

5043051

5042881

5043050

5043067

5043135

5043125

5043138

5043064

Elevation of | Important

Privilege

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5043092
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43461
http://support.microsoft.com/kb/5043076
http://support.microsoft.com/kb/5043083
http://support.microsoft.com/kb/5043080
http://support.microsoft.com/kb/5043049
http://support.microsoft.com/kb/5043087
http://support.microsoft.com/kb/5043051
http://support.microsoft.com/kb/5042881
http://support.microsoft.com/kb/5043050
http://support.microsoft.com/kb/5043067
http://support.microsoft.com/kb/5043135
http://support.microsoft.com/kb/5043125
http://support.microsoft.com/kb/5043138
http://support.microsoft.com/kb/5043064
http://support.microsoft.com/kb/5043092
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38249
http://support.microsoft.com/kb/5043076
http://support.microsoft.com/kb/5043083
http://support.microsoft.com/kb/5043129
http://support.microsoft.com/kb/5043080
http://support.microsoft.com/kb/5043087
http://support.microsoft.com/kb/5043051
http://support.microsoft.com/kb/5042881
http://support.microsoft.com/kb/5043050
http://support.microsoft.com/kb/5043067
http://support.microsoft.com/kb/5043135
http://support.microsoft.com/kb/5043125
http://support.microsoft.com/kb/5043138
http://support.microsoft.com/kb/5043064

Wwo T = 1s

% —

AR ER2LHEE

TRMEHED 2024 F 09 HATEEHEE

5043092

CVE-2024-38245

5043076

5043083

5043129

5043080

5043087

5043051

5042881

5043050

5043067

5043135

5043125

5043138

5043064

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5043092

CVE-2024-38247

5043076

5043083

5043129

5043080

5043051

5042881

5043050

5043067

5043125

5043138

5043064

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5043092

CVE-2024-38014

5043076

5043083

5043129

5043080

5043087

5043051

5042881

5043050

5043067

5043135

5043125

5043138

5043064

Elevation of

Privilege

Important

No

Yes

Exploitation
Detected

5043092

CVE-2024-38217

Important

Yes

Yes

¥4



http://support.microsoft.com/kb/5043092
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38245
http://support.microsoft.com/kb/5043076
http://support.microsoft.com/kb/5043083
http://support.microsoft.com/kb/5043129
http://support.microsoft.com/kb/5043080
http://support.microsoft.com/kb/5043087
http://support.microsoft.com/kb/5043051
http://support.microsoft.com/kb/5042881
http://support.microsoft.com/kb/5043050
http://support.microsoft.com/kb/5043067
http://support.microsoft.com/kb/5043135
http://support.microsoft.com/kb/5043125
http://support.microsoft.com/kb/5043138
http://support.microsoft.com/kb/5043064
http://support.microsoft.com/kb/5043092
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38247
http://support.microsoft.com/kb/5043076
http://support.microsoft.com/kb/5043083
http://support.microsoft.com/kb/5043129
http://support.microsoft.com/kb/5043080
http://support.microsoft.com/kb/5043051
http://support.microsoft.com/kb/5042881
http://support.microsoft.com/kb/5043050
http://support.microsoft.com/kb/5043067
http://support.microsoft.com/kb/5043125
http://support.microsoft.com/kb/5043138
http://support.microsoft.com/kb/5043064
http://support.microsoft.com/kb/5043092
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38014
http://support.microsoft.com/kb/5043076
http://support.microsoft.com/kb/5043083
http://support.microsoft.com/kb/5043129
http://support.microsoft.com/kb/5043080
http://support.microsoft.com/kb/5043087
http://support.microsoft.com/kb/5043051
http://support.microsoft.com/kb/5042881
http://support.microsoft.com/kb/5043050
http://support.microsoft.com/kb/5043067
http://support.microsoft.com/kb/5043135
http://support.microsoft.com/kb/5043125
http://support.microsoft.com/kb/5043138
http://support.microsoft.com/kb/5043064
http://support.microsoft.com/kb/5043092
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38217
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5043076

5043083

5043129

5043080

5043087

5043051

5042881

5043050

5043067

5043135

5043125

5043138

5043064

Security
Feature

Bypass

Exploitation
Detected

5043076

CVE-2024-38119

5043083

5043080

5043051

5042881

5043050

5043067

5043064

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5043076

CVE-2024-38253

5043080

5043067

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5043076

CVE-2024-38242

5043083

5043080

5043051

5042881

5043050

5043067

5043064

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5043076

CVE-2024-38241

5043083

5043080

5043051

5042881

5043050

5043067

5043064

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5043076

CVE-2024-38237

Important

No

No

%5

i



http://support.microsoft.com/kb/5043076
http://support.microsoft.com/kb/5043083
http://support.microsoft.com/kb/5043129
http://support.microsoft.com/kb/5043080
http://support.microsoft.com/kb/5043087
http://support.microsoft.com/kb/5043051
http://support.microsoft.com/kb/5042881
http://support.microsoft.com/kb/5043050
http://support.microsoft.com/kb/5043067
http://support.microsoft.com/kb/5043135
http://support.microsoft.com/kb/5043125
http://support.microsoft.com/kb/5043138
http://support.microsoft.com/kb/5043064
http://support.microsoft.com/kb/5043076
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38119
http://support.microsoft.com/kb/5043083
http://support.microsoft.com/kb/5043080
http://support.microsoft.com/kb/5043051
http://support.microsoft.com/kb/5042881
http://support.microsoft.com/kb/5043050
http://support.microsoft.com/kb/5043067
http://support.microsoft.com/kb/5043064
http://support.microsoft.com/kb/5043076
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38253
http://support.microsoft.com/kb/5043080
http://support.microsoft.com/kb/5043067
http://support.microsoft.com/kb/5043076
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38242
http://support.microsoft.com/kb/5043083
http://support.microsoft.com/kb/5043080
http://support.microsoft.com/kb/5043051
http://support.microsoft.com/kb/5042881
http://support.microsoft.com/kb/5043050
http://support.microsoft.com/kb/5043067
http://support.microsoft.com/kb/5043064
http://support.microsoft.com/kb/5043076
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38241
http://support.microsoft.com/kb/5043083
http://support.microsoft.com/kb/5043080
http://support.microsoft.com/kb/5043051
http://support.microsoft.com/kb/5042881
http://support.microsoft.com/kb/5043050
http://support.microsoft.com/kb/5043067
http://support.microsoft.com/kb/5043064
http://support.microsoft.com/kb/5043076
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38237
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5043083

5043080

5043051

5042881

5043050

5043067

5043064

Elevation of

Privilege

Exploitation
More Likely

5043076

5043083

5043080

5043051

5042881

5043050

5043067

5043064

CVE-2024-38243

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5043076

5043083

5043080

5043051

5042881

5043050

5043067

5043064

CVE-2024-38238

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5043076

5043080

5043051

5042881

5043050

5043067

5043064

CVE-2024-38252

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5043076

5043083

5043080

5043051

5042881

5043050

5043067

5043064

CVE-2024-38244

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5043076

5043080

5042881

CVE-2024-38246

Elevation of

Privilege

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5043083
http://support.microsoft.com/kb/5043080
http://support.microsoft.com/kb/5043051
http://support.microsoft.com/kb/5042881
http://support.microsoft.com/kb/5043050
http://support.microsoft.com/kb/5043067
http://support.microsoft.com/kb/5043064
http://support.microsoft.com/kb/5043076
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38243
http://support.microsoft.com/kb/5043083
http://support.microsoft.com/kb/5043080
http://support.microsoft.com/kb/5043051
http://support.microsoft.com/kb/5042881
http://support.microsoft.com/kb/5043050
http://support.microsoft.com/kb/5043067
http://support.microsoft.com/kb/5043064
http://support.microsoft.com/kb/5043076
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38238
http://support.microsoft.com/kb/5043083
http://support.microsoft.com/kb/5043080
http://support.microsoft.com/kb/5043051
http://support.microsoft.com/kb/5042881
http://support.microsoft.com/kb/5043050
http://support.microsoft.com/kb/5043067
http://support.microsoft.com/kb/5043064
http://support.microsoft.com/kb/5043076
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38252
http://support.microsoft.com/kb/5043080
http://support.microsoft.com/kb/5043051
http://support.microsoft.com/kb/5042881
http://support.microsoft.com/kb/5043050
http://support.microsoft.com/kb/5043067
http://support.microsoft.com/kb/5043064
http://support.microsoft.com/kb/5043076
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38244
http://support.microsoft.com/kb/5043083
http://support.microsoft.com/kb/5043080
http://support.microsoft.com/kb/5043051
http://support.microsoft.com/kb/5042881
http://support.microsoft.com/kb/5043050
http://support.microsoft.com/kb/5043067
http://support.microsoft.com/kb/5043064
http://support.microsoft.com/kb/5043076
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38246
http://support.microsoft.com/kb/5043080
http://support.microsoft.com/kb/5042881
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5043067
5043064
5043083 CVE-2024-43487 | Security Moderate No No Exploitation
5043051 Feature More Likely
5043050 Bypass
5043125
5043138
5043064
CVE-2024-43491 | Remote Code | Critical No Yes Exploitation
5043083 Execution Detected
CVE-2024-43457 | Elevation of | Important No No Exploitation
5043080 Privilege More Likely
CVE-2024-38226 | Security Important No Yes Exploitation
Feature Detected
5002566 Bypass
CVE-2024-43464 | Remote Code | Critical No No Exploitation
5002624 Execution More Likely
CVE-2024-38227 | Remote Code Important No No Exploitation
5002624 Execution More Likely
CVE-2024-38228 | Remote Code Important No No Exploitation
5002624 Execution More Likely
CVE-2024-38018 | Remote Code Critical No No Exploitation
5002624 Execution More Likely



http://support.microsoft.com/kb/5043067
http://support.microsoft.com/kb/5043064
http://support.microsoft.com/kb/5043083
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43487
http://support.microsoft.com/kb/5043051
http://support.microsoft.com/kb/5043050
http://support.microsoft.com/kb/5043125
http://support.microsoft.com/kb/5043138
http://support.microsoft.com/kb/5043064
http://support.microsoft.com/kb/5043083
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43491
http://support.microsoft.com/kb/5043080
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43457
http://support.microsoft.com/kb/5002566
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38226
http://support.microsoft.com/kb/5002624
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43464
http://support.microsoft.com/kb/5002624
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38227
http://support.microsoft.com/kb/5002624
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38228
http://support.microsoft.com/kb/5002624
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38018
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5043092

BAT Wi T 1IFEHTER

September
10, 2024—
KB5043092
(Security—
only
update) —
Microsoft
Support
for
Windows
Server
2008 R2
Enterprise
ESU, Window
s Server
2008 R2
Standard
ESU, Window
s Server
2008 R2
Datacenter
ESU, Window
s Embedded
POSReady 7
ESU

BE AR

eI IR

S HEE

CVE-2024-38234 | Denial of Important | No | No
Service

CVE-2024-38256 | Information Important | No | No
Disclosure

CVE-2024-38231 | Denial of Important | No | No
Service

CVE-2024-43461 | Spoofing Important | No | No

CVE-2024-38249 | Elevation of | Important | No | No
Privilege

CVE-2024-38236 | Denial of Important | No | No
Service

CVE-2024-38263 | Remote Code Important | No | No
Execution

CVE-2024-38245 | Elevation of | Important | No | No
Privilege

CVE-2024-38247 | Elevation of | Important | No | No
Privilege

CVE-2024-38239 | Elevation of | Important | No | No
Privilege

CVE-2024-38014 | Elevation of | Important | No | Yes
Privilege

CVE-2024-38260 | Remote Code Important | No | No
Execution

CVE-2024-43467 | Remote Code Important | No | No
Execution

CVE-2024-38250 | Elevation of | Important | No | No
Privilege

CVE-2024-43454 | Remote Code Important | No | No
Execution



http://support.microsoft.com/kb/5043092
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CVE-2024-38217 | Security Important | Yes | Yes
Feature
Bypass
CVE-2024-43455 | Spoofing Important | No | No
CVE-2024-38138 | Remote Code Important | No | No
Execution
CVE-2024-30073 | Security Important | No | No
Feature
Bypass
CVE-2024-38258 | Information Important | No No
Disclosure
5043076 | =ifG | September CVE-2024-38234 | Denial of Important | No No
10, 2024— Service
KB5043076 CVE-2024-38119 | Remote Code | Critical No | No
(0S Builds Execution
22621. 4169 | CVE-2024-43461 | Spoofing Important | No | No
and CVE-2024-38257 | Information Important | No | No
22631. 4169 Disclosure
)~ CVE-2024-21416 | Remote Code Important | No | No
Microsoft Execution
Support CVE-2024-38249 | Elevation of | Important | No | No
for Privilege
Windows 11 | cVE-2024-38046 | Elevation of | Important |No |No
version Privilege
2202, all | cVE-2024-38253 | Elevation of | Important |No |No
editions, W Privilege
indows 11 | cyE-2024-38242 | Elevation of | Important | No | No
version Privilege
2312, all 1 cyp2024-38240 | Elevation of | Important |No | No
editions Privilege
CVE-2024-38254 | Information Important | No | No
Disclosure
CVE-2024-38241 | Elevation of | Important | No | No
Privilege
CVE-2024-38245 | Elevation of | Important | No No
Privilege
CVE-2024-38237 | Elevation of | Important | No No
Privilege
CVE-2024-38243 | Elevation of | Important | No No
Privilege

St
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http://support.microsoft.com/kb/5043076
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CVE-2024-38247 | Elevation of | Important | No | No
Privilege
CVE-2024-38239 | Elevation of | Important | No | No
Privilege
CVE-2024-38235 | Denial of Important | No | No
Service
CVE-2024-38045 | Remote Code Important | No | No
Execution
CVE-2024-38014 | Elevation of | Important | No | Yes
Privilege
CVE-2024-38259 | Remote Code Important | No | No
Execution
CVE-2024-38238 | Elevation of | Important | No | No
Privilege
CVE-2024-38252 | Elevation of | Important | No | No
Privilege
CVE-2024-38244 | Elevation of | Important | No | No
Privilege
CVE-2024-38250 | Elevation of | Important | No | No
Privilege
CVE-2024-38248 | Elevation of | Important | No | No
Privilege
CVE-2024-38217 | Security Important | Yes | Yes
Feature
Bypass
CVE-2024-38246 | Elevation of | Important | No | No
Privilege
CVE-2024-30073 | Security Important | No | No
Feature
Bypass
5043083 | =i fG | September CVE-2024-38234 | Denial of Important | No No
10, 2024— Service
KB5043083 CVE-2024-38119 | Remote Code | Critical No | No
(0S Build Execution
10240. 2076 | CVE-2024-38256 | Information | Important |No | No
6) - Disclosure
Microsoft CVE-2024-43461 | Spoofing Important | No | No
Support CVE-2024-38249 | Elevation of | Important | No No
for Privilege
Windows 10 | CVE-2024-38046 | Elevation of | Important |[No | No
Privilege

St

11w



http://support.microsoft.com/kb/5043083
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CVE-2024-43487 | Security Moderate No No
Feature
Bypass
CVE-2024-38242 | Elevation of | Important | No | No
Privilege
CVE-2024-38254 | Information Important | No | No
Disclosure
CVE-2024-38240 | Elevation of | Important | No | No
Privilege
CVE-2024-38241 | Elevation of | Important | No No
Privilege
CVE-2024-38245 | Elevation of | Important | No No
Privilege
CVE-2024-38237 | Elevation of | Important | No | No
Privilege
CVE-2024-38243 | Elevation of | Important | No | No
Privilege
CVE-2024-43491 | Remote Code | Critical No | Yes
Execution
CVE-2024-38247 | Elevation of | Important | No | No
Privilege
CVE-2024-38239 | Elevation of | Important | No | No
Privilege
CVE-2024-38235 | Denial of Important | No | No
Service
CVE-2024-38014 | Elevation of | Important | No | Yes
Privilege
CVE-2024-38238 | Elevation of | Important | No | No
Privilege
CVE-2024-38244 | Elevation of | Important | No | No
Privilege
CVE-2024-38250 | Elevation of | Important | No | No
Privilege
CVE-2024-38217 | Security Important | Yes | Yes
Feature
Bypass
CVE-2024-30073 | Security Important | No No
Feature
Bypass
5043129 | & f& | September CVE-2024-38234 | Denial of Important | No | No
10, 2024— Service

St
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http://support.microsoft.com/kb/5043129
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KB5043129 CVE-2024-38256 | Information Important | No | No
(Monthly Disclosure
Rollup) - CVE-2024-38231 | Denial of Important | No No
Microsoft Service
Support CVE-2024-38249 | Elevation of | Important | No | No
for Privilege
Windows CVE-2024-38236 | Denial of Important | No | No
Server Service
2008 R2 CVE-2024-38263 | Remote Code | Important | No | No
Enterprise Execution
ESU, Window | CVE-2024-38245 | Elevation of | Important |No | No
s Server Privilege
2008 R2 CVE-2024-38247 | Elevation of | Important | No | No
Standard Privilege
ESU, Window | cvE-2024-38239 | Elevation of Important | No | No
s Server Privilege
2008 R2 CVE-2024-38014 | Elevation of | Important | No | Yes
Datacenter Privilege
ESU, Window CVE-2024-38260 | Remote Code Important | No | No
s Embedded Execution
POSReady 7 CVE-2024-43467 | Remote Code Important | No | No
ESU Execution

CVE-2024-38250 | Elevation of | Important | No | No
Privilege
CVE-2024-43454 | Remote Code Important | No | No
Execution
CVE-2024-38217 | Security Important | Yes | Yes
Feature
Bypass
CVE-2024-43455 | Spoofing Important | No | No
CVE-2024-38138 | Remote Code Important | No | No
Execution
CVE-2024-30073 | Security Important | No | No
Feature
Bypass
CVE-2024-38258 | Information Important | No No
Disclosure
5043080 | & f& | September CVE-2024-38234 | Denial of Important | No No
10, 2024— Service
KB5043080 CVE-2024-38119 | Remote Code | Critical No | No
(0S Build Execution

St
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http://support.microsoft.com/kb/5043080
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26100. 1742
) -
Microsoft
Support
for
Windows 11
version
24H2, all

editions

CVE-2024-43461 | Spoofing Important | No | No

CVE-2024-21416 | Remote Code Important | No | No
Execution

CVE-2024-38249 | Elevation of | Important | No | No
Privilege

CVE-2024-38046 | Elevation of | Important | No | No
Privilege

CVE-2024-38253 | Elevation of | Important | No | No
Privilege

CVE-2024-38242 | Elevation of | Important | No | No
Privilege

CVE-2024-38254 | Information Important | No No
Disclosure

CVE-2024-38240 | Elevation of | Important | No | No
Privilege

CVE-2024-38241 | Elevation of | Important | No | No
Privilege

CVE-2024-38245 | Elevation of | Important | No | No
Privilege

CVE-2024-38237 | Elevation of | Important | No | No
Privilege

CVE-2024-38243 | Elevation of | Important | No | No
Privilege

CVE-2024-38247 | Elevation of | Important | No | No
Privilege

CVE-2024-38239 | Elevation of | Important | No | No
Privilege

CVE-2024-38235 | Denial of Important | No | No
Service

CVE-2024-38045 | Remote Code Important | No | No
Execution

CVE-2024-38014 | Elevation of | Important | No | Yes
Privilege

CVE-2024-43457 | Elevation of | Important | No | No
Privilege

CVE-2024-38259 | Remote Code Important | No No
Execution

CVE-2024-38238 | Elevation of | Important | No No
Privilege

CVE-2024-38252 | Elevation of | Important | No No

Privilege
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CVE-2024-38244 | Elevation of | Important | No | No
Privilege
CVE-2024-38248 | Elevation of | Important | No | No
Privilege
CVE-2024-38217 | Security Important | Yes | Yes
Feature
Bypass
CVE-2024-38246 | Elevation of | Important | No | No
Privilege
CVE-2024-30073 | Security Important | No | No
Feature
Bypass
5043087 | &ifG | September CVE-2024-38234 | Denial of Important | No | No
10, 2024— Service
KB5043087 CVE-2024-38256 | Information Important | No | No
(Security- Disclosure
only CVE-2024-38231 | Denial of Important | No | No
update) - Service
Microsoft CVE-2024-43461 | Spoofing Important | No | No
Support CVE-2024-43475 | Information Important | No | No
for Disclosure
Windows CVE-2024-38249 | Elevation of | Important |No | No
Server Privilege
2008 CVE-2024-38236 | Denial of Important | No | No
Datacenter Service
ESU, Window | cyE-2024-38263 | Remote Code | Important |No | No
s Server Execution
2008 CVE-2024-38245 | Elevation of | Important | No | No
Standard Privilege
ESU, Window [ cyg-9024-38239 | Elevation of | Important |No | No
s Server Privilege
2008 CVE-2024-38014 | Elevation of | Important |No | Ves
Enterprise Privilege
ESU CVE-2024-43467 | Remote Code Important | No | No
Execution
CVE-2024-38250 | Elevation of | Important | No No
Privilege
CVE-2024-43454 | Remote Code Important | No No

Execution
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CVE-2024-38217 | Security Important | Yes | Yes
Feature
Bypass
CVE-2024-43455 | Spoofing Important | No | No
CVE-2024-38138 | Remote Code Important | No | No
Execution
CVE-2024-30073 | Security Important | No | No
Feature
Bypass
CVE-2024-38258 | Information Important | No No
Disclosure
5043051 | &ifG | September CVE-2024-38234 | Denial of Important | No No
10, 2024— Service
KB5043051 CVE-2024-38119 | Remote Code | Critical No | No
(0S Build Execution
14393. 7336 | CVE-2024-38256 | Information | Important | No | No
) - Disclosure
Microsoft CVE-2024-38231 | Denial of Important | No | No
Support Service
for CVE-2024-43461 | Spoofing Important | No | No
Windows CVE-2024-38257 | Information Important | No | No
10, Disclosure
version CVE-2024-38249 | Elevation of | Important | No | No
1607, all Privilege
editions, W | cvE-2024-38046 | Elevation of | Important |No | No
indows Privilege
Server CVE-2024-43487 | Security Moderate No | No
2016, all Feature
editions Bypass
CVE-2024-38242 | Elevation of | Important | No | No
Privilege
CVE-2024-38236 | Denial of Important | No | No
Service
CVE-2024-38254 | Information Important | No | No
Disclosure
CVE-2024-38240 | Elevation of | Important | No No
Privilege
CVE-2024-38263 | Remote Code Important | No No
Execution
CVE-2024-38241 | Elevation of | Important | No | No

Privilege
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CVE-2024-38245 | Elevation of | Important | No | No
Privilege

CVE-2024-38230 | Denial of Important | No | No
Service

CVE-2024-38237 | Elevation of | Important | No | No
Privilege

CVE-2024-38243 | Elevation of | Important | No | No
Privilege

CVE-2024-38247 | Elevation of | Important | No | No
Privilege

CVE-2024-38239 | Elevation of | Important | No No
Privilege

CVE-2024-38235 | Denial of Important | No | No
Service

CVE-2024-43458 | Information Important | No | No
Disclosure

CVE-2024-38260 | Remote Code Important | No | No
Execution

CVE-2024-38232 | Denial of Important | No | No
Service

CVE-2024-38014 | Elevation of | Important | No | Yes
Privilege

CVE-2024-43467 | Remote Code Important | No | No
Execution

CVE-2024-38238 | Elevation of | Important | No | No
Privilege

CVE-2024-38252 | Elevation of | Important | No | No
Privilege

CVE-2024-38244 | Elevation of | Important | No | No
Privilege

CVE-2024-38250 | Elevation of | Important | No | No
Privilege

CVE-2024-43454 | Remote Code Important | No | No
Execution

CVE-2024-38217 | Security Important | Yes | Yes
Feature
Bypass

CVE-2024-43455 | Spoofing Important | No No

CVE-2024-30073 | Security Important | No No
Feature
Bypass
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CVE-2024-38258 | Information Important | No | No
Disclosure
CVE-2024-38233 | Denial of Important | No | No
Service
5042881 | & f& | September CVE-2024-38234 | Denial of Important | No No
10, 2024— Service
KB5042881 CVE-2024-38119 | Remote Code | Critical No | No
(0S Build Execution
20348. 2700 | CVE-2024-38231 | Denial of Important | No | No
) - Service
Microsoft CVE-2024-43461 | Spoofing Important | No | No
Support CVE-2024-38257 | Information | Important | No | No
for Disclosure
Windows CVE-2024-21416 | Remote Code Important | No | No
Server Execution
2022 CVE-2024-38249 | Elevation of | Important | No | No
Privilege
CVE-2024-38046 | Elevation of | Important | No | No
Privilege
CVE-2024-38242 | Elevation of | Important | No | No
Privilege
CVE-2024-38236 | Denial of Important | No | No
Service
CVE-2024-38254 | Information Important | No | No
Disclosure
CVE-2024-38240 | Elevation of | Important | No | No
Privilege
CVE-2024-38263 | Remote Code Important | No | No
Execution
CVE-2024-38241 | Elevation of | Important | No | No
Privilege
CVE-2024-38245 | Elevation of | Important | No | No
Privilege
CVE-2024-38230 | Denial of Important | No | No
Service
CVE-2024-38237 | Elevation of | Important | No No
Privilege
CVE-2024-38243 | Elevation of | Important | No No
Privilege
CVE-2024-38247 | Elevation of | Important | No No

Privilege
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CVE-2024-38239 | Elevation of | Important | No | No
Privilege
CVE-2024-38235 | Denial of Important | No | No
Service
CVE-2024-38045 | Remote Code Important | No | No
Execution
CVE-2024-38260 | Remote Code Important | No | No
Execution
CVE-2024-38014 | Elevation of | Important | No | Yes
Privilege
CVE-2024-43467 | Remote Code Important | No | No
Execution
CVE-2024-38259 | Remote Code Important | No | No
Execution
CVE-2024-38238 | Elevation of | Important | No | No
Privilege
CVE-2024-38252 | Elevation of | Important | No | No
Privilege
CVE-2024-38244 | Elevation of | Important | No | No
Privilege
CVE-2024-38250 | Elevation of | Important | No | No
Privilege
CVE-2024-43454 | Remote Code Important | No | No
Execution
CVE-2024-38248 | Elevation of | Important | No | No
Privilege
CVE-2024-38217 | Security Important | Yes | Yes
Feature
Bypass
CVE-2024-43455 | Spoofing Important | No | No
CVE-2024-38246 | Elevation of | Important | No | No
Privilege
CVE-2024-30073 | Security Important | No | No
Feature
Bypass
CVE-2024-38258 | Information Important | No No
Disclosure
5043050 | & f& | September CVE-2024-38234 | Denial of Important | No No
10, 2024— Service
KB5043050 CVE-2024-38119 | Remote Code | Critical No | No
(0S Build Execution
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17763. 6293
) -
Microsoft
Support
for Win 10
Ent LTSC
2019, Win
10 ToT Ent
LTSC

2019, Windo
ws 10 IoT
Core

LTSC, Windo
ws Server

2019

CVE-2024-38256 | Information Important | No | No
Disclosure

CVE-2024-38231 | Denial of Important | No | No
Service

CVE-2024-43461 | Spoofing Important | No | No

CVE-2024-38257 | Information Important | No | No
Disclosure

CVE-2024-21416 | Remote Code Important | No | No
Execution

CVE-2024-38249 | Elevation of | Important | No | No
Privilege

CVE-2024-38046 | Elevation of | Important | No No
Privilege

CVE-2024-43487 | Security Moderate No | No
Feature
Bypass

CVE-2024-38242 | Elevation of | Important | No | No
Privilege

CVE-2024-38236 | Denial of Important | No | No
Service

CVE-2024-38254 | Information Important | No | No
Disclosure

CVE-2024-38240 | Elevation of | Important | No | No
Privilege

CVE-2024-38263 | Remote Code Important | No | No
Execution

CVE-2024-38241 | Elevation of | Important | No | No
Privilege

CVE-2024-38245 | Elevation of | Important | No | No
Privilege

CVE-2024-38230 | Denial of Important | No | No
Service

CVE-2024-38237 | Elevation of | Important | No | No
Privilege

CVE-2024-38243 | Elevation of | Important | No No
Privilege

CVE-2024-38247 | Elevation of | Important | No No
Privilege

CVE-2024-38239 | Elevation of | Important | No No

Privilege
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CVE-2024-38235 | Denial of Important | No | No
Service
CVE-2024-38014 | Elevation of | Important | No | Yes
Privilege
CVE-2024-38045 | Remote Code Important | No | No
Execution
CVE-2024-38260 | Remote Code Important | No | No
Execution
CVE-2024-43467 | Remote Code Important | No | No
Execution
CVE-2024-38238 | Elevation of | Important | No No
Privilege
CVE-2024-38252 | Elevation of | Important | No | No
Privilege
CVE-2024-38244 | Elevation of | Important | No | No
Privilege
CVE-2024-38250 | Elevation of | Important | No | No
Privilege
CVE-2024-43454 | Remote Code Important | No | No
Execution
CVE-2024-38217 | Security Important | Yes | Yes
Feature
Bypass
CVE-2024-43455 | Spoofing Important | No | No
CVE-2024-30073 | Security Important | No | No
Feature
Bypass
CVE-2024-38258 | Information Important | No | No
Disclosure
5043067 | =i fG | September CVE-2024-38234 | Denial of Important | No No
10, 2024— Service
KB5043067 CVE-2024-38119 | Remote Code | Critical No | No
(0S Build Execution
22000. 3197 | CVE-2024-43461 | Spoofing Important | No | No
) - CVE-2024-38257 | Information Important | No No
Microsoft Disclosure
Support CVE-2024-21416 | Remote Code Important | No | No
for Execution
Windows 11 | CVE-2024-38249 | Elevation of | Important |[No | No
version Privilege
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editions

CVE-2024-38046 | Elevation of | Important | No | No
Privilege

CVE-2024-38253 | Elevation of | Important | No | No
Privilege

CVE-2024-38242 | Elevation of | Important | No | No
Privilege

CVE-2024-38254 | Information Important | No | No
Disclosure

CVE-2024-38240 | Elevation of | Important | No | No
Privilege

CVE-2024-38241 | Elevation of | Important | No No
Privilege

CVE-2024-38245 | Elevation of | Important | No | No
Privilege

CVE-2024-38237 | Elevation of | Important | No | No
Privilege

CVE-2024-38243 | Elevation of | Important | No | No
Privilege

CVE-2024-38247 | Elevation of | Important | No | No
Privilege

CVE-2024-38239 | Elevation of | Important | No | No
Privilege

CVE-2024-38235 | Denial of Important | No | No
Service

CVE-2024-38045 | Remote Code Important | No | No
Execution

CVE-2024-38014 | Elevation of | Important | No | Yes
Privilege

CVE-2024-38259 | Remote Code Important | No | No
Execution

CVE-2024-38238 | Elevation of | Important | No | No
Privilege

CVE-2024-38252 | Elevation of | Important | No | No
Privilege

CVE-2024-38244 | Elevation of | Important | No No
Privilege

CVE-2024-38250 | Elevation of | Important | No No
Privilege

CVE-2024-38248 | Elevation of | Important | No No
Privilege
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CVE-2024-38217 | Security Important | Yes | Yes
Feature
Bypass
CVE-2024-38246 | Elevation of | Important | No | No
Privilege
CVE-2024-30073 | Security Important | No | No
Feature
Bypass
5043135 | &ifG | September CVE-2024-38234 | Denial of Important | No No
10, 2024— Service
KB5043135 CVE-2024-38256 | Information Important | No | No
(Monthly Disclosure
Rollup) - CVE-2024-38231 | Denial of Important | No | No
Microsoft Service
Support CVE-2024-43461 | Spoofing Important | No | No
for CVE-2024-43475 | Information Important | No | No
Windows Disclosure
Server CVE-2024-38249 | Elevation of | Important | No | No
2008 Privilege
Datacenter | cyE-2024-38236 | Denial of Important | No | No
ESU, Window Service
s Server CVE-2024-38263 | Remote Code | Important | No | No
2008 Execution
Standard | cvE-2024-38245 | Elevation of | Important |No | No
ESU, Window Privilege
s Server CVE-2024-38239 | Elevation of | Important | No | No
2008 Privilege
Enterprise | cyg-9024-38014 | Elevation of | Important |No | Yes
ESU Privilege
CVE-2024-43467 | Remote Code Important | No | No
Execution
CVE-2024-38250 | Elevation of | Important | No | No
Privilege
CVE-2024-43454 | Remote Code Important | No | No
Execution
CVE-2024-38217 | Security Important | Yes | Yes
Feature
Bypass
CVE-2024-43455 | Spoofing Important | No No
CVE-2024-38138 | Remote Code Important | No | No
Execution

St

23 W



http://support.microsoft.com/kb/5043135

Wwo T = 1s

F-RRERLNEE TEEEHR 2024 £ 09 AT EEFHIEBSE
CVE-2024-30073 | Security Important | No | No
Feature
Bypass
CVE-2024-38258 | Information Important | No | No
Disclosure
5043125 | & fG | September CVE-2024-38234 | Denial of Important | No No
10, 2024— Service
KB5043125 CVE-2024-38256 | Information Important | No | No
(Monthly Disclosure
Rollup) - CVE-2024-38231 | Denial of Important | No | No
Microsoft Service
Support CVE-2024-43461 | Spoofing Important | No | No
for CVE-2024-38249 | Elevation of | Important | No | No
Windows Privilege
Server CVE-2024-43487 | Security Moderate No | No
2012 ESU Feature
Bypass
CVE-2024-38236 | Denial of Important | No | No
Service
CVE-2024-38263 | Remote Code Important | No | No
Execution
CVE-2024-38245 | Elevation of | Important | No | No
Privilege
CVE-2024-38247 | Elevation of | Important | No | No
Privilege
CVE-2024-38239 | Elevation of | Important | No | No
Privilege
CVE-2024-38014 | Elevation of | Important | No | Yes
Privilege
CVE-2024-38260 | Remote Code Important | No | No
Execution
CVE-2024-43467 | Remote Code Important | No | No
Execution
CVE-2024-38250 | Elevation of | Important | No | No
Privilege
CVE-2024-43454 | Remote Code Important | No No
Execution
CVE-2024-38217 | Security Important | Yes | Yes
Feature
Bypass
CVE-2024-43455 | Spoofing Important | No No
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CVE-2024-38138 | Remote Code Important | No | No
Execution
CVE-2024-30073 | Security Important | No | No
Feature
Bypass
CVE-2024-38258 | Information Important | No | No
Disclosure
5043138 | & fG | September CVE-2024-38234 | Denial of Important | No No
10, 2024— Service
KB5043138 CVE-2024-38256 | Information Important | No | No
(Monthly Disclosure
Rollup) - CVE-2024-38231 | Denial of Important | No | No
Microsoft Service
Support CVE-2024-43461 | Spoofing Important | No | No
for CVE-2024-38249 | Elevation of | Important | No | No
Windows Privilege
Server CVE-2024-43487 | Security Moderate No | No
2012 R2 Feature
ESU Bypass
CVE-2024-38236 | Denial of Important | No | No
Service
CVE-2024-38240 | Elevation of | Important | No | No
Privilege
CVE-2024-38263 | Remote Code Important | No | No
Execution
CVE-2024-38245 | Elevation of | Important | No | No
Privilege
CVE-2024-38230 | Denial of Important | No | No
Service
CVE-2024-38247 | Elevation of | Important | No | No
Privilege
CVE-2024-38239 | Elevation of | Important | No | No
Privilege
CVE-2024-38014 | Elevation of | Important | No | Yes
Privilege
CVE-2024-38260 | Remote Code Important | No No
Execution
CVE-2024-43467 | Remote Code Important | No No
Execution
CVE-2024-38250 | Elevation of | Important | No No

Privilege
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CVE-2024-43454 | Remote Code Important | No | No
Execution
CVE-2024-38217 | Security Important | Yes | Yes
Feature
Bypass
CVE-2024-43455 | Spoofing Important | No | No
CVE-2024-38138 | Remote Code Important | No | No
Execution
CVE-2024-30073 | Security Important | No | No
Feature
Bypass
CVE-2024-38258 | Information Important | No No
Disclosure
5043064 | &ifG | September CVE-2024-38234 | Denial of Important | No | No
10, 2024— Service
KB5043064 CVE-2024-38119 | Remote Code | Critical No | No
(0S Builds Execution
19044. 4894 | CVE-2024-38256 | Information | Important | No | No
and Disclosure
19045. 4894 | CVE-2024-43461 | Spoofing Important | No | No
)~ CVE-2024-38257 | Information Important | No | No
Microsoft Disclosure
Support CVE-2024-21416 | Remote Code Important | No | No
for Execution
Windows 10 | cVE-2024-38249 | Elevation of | Important |No |No
Enterprise Privilege
LTSC CVE-2024-38046 | Elevation of | Important |No |No
2021, Windo Privilege
ws 10 ToT | cVE-2024-43487 | Security Moderate | No |No
Enterprise Feature
LTSC Bypass
2021, Windo | cyp9024-38242 | Elevation of | Important |No | No
ws 10, Privilege
version CVE-2024-38240 | Elevation of | Important | No | No
2202, all Privilege
editions  |cyp-9024-38254 | Information | Important |No | No
Disclosure
CVE-2024-38241 | Elevation of | Important | No | No
Privilege
CVE-2024-38245 | Elevation of | Important | No No
Privilege
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CVE-2024-38237 | Elevation of | Important | No | No
Privilege

CVE-2024-38243 | Elevation of | Important | No | No
Privilege

CVE-2024-38247 | Elevation of | Important | No | No
Privilege

CVE-2024-38239 | Elevation of | Important | No | No
Privilege

CVE-2024-38235 | Denial of Important | No | No
Service

CVE-2024-38045 | Remote Code Important | No | No
Execution

CVE-2024-38014 | Elevation of | Important | No | Yes
Privilege

CVE-2024-38238 | Elevation of | Important | No | No
Privilege

CVE-2024-38252 | Elevation of | Important | No | No
Privilege

CVE-2024-38244 | Elevation of | Important | No | No
Privilege

CVE-2024-38250 | Elevation of | Important | No | No
Privilege

CVE-2024-38248 | Elevation of | Important | No | No
Privilege

CVE-2024-38217 | Security Important | Yes | Yes
Feature
Bypass

CVE-2024-38246 | Elevation of | Important | No | No
Privilege

CVE-2024-30073 | Security Important | No | No
Feature
Bypass
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5002566 | &G Description CVE-2024- Security Important | No |Yes | O
of the 38226 Feature
security Bypass
update for
Publisher
2016:
September 10,
2024
(KB5002566) ~
Microsoft
Support
5043049 | & /G KB5043049: CVE-2024- Security Important | No | No 2
Cumulative 30073 Feature
security Bypass
update for CVE-2024- Spoofing Important | No | No 1
Internet 43461
Explorer:
September 10,
2024 -
Microsoft
Support
5002624 | & fé | Description CVE-2024- Denial of Important | No | No 2
of the 43466 Service
security CVE-2024- Remote Critical No | No 1
update for 43464 Code
SharePoint Execution
Enterprise CVE-2024- Remote Important | No | No 1
Server 2016: 38227 Code
September 10, Execution
2024 CVE-2024- Remote Important | No | No 1
(KB5002624) — | 38228 Code
Execution
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September 10,
2024
(KB5002634) —
Microsoft

Support

Microsoft CVE-2024- Remote Critical No | No
Support 38018 Code
Execution
5002605 | & fE Description CVE-2024- Elevation Important | No | No
of the 43465 of
security Privilege
update for
Excel 2016:
September 10,
2024
(KB5002605) -
Microsoft
Support
5002634 | & fE Description CVE-2024- Remote Important | No | No
of the 43463 Code
security Execution
update for
Visio 2016:

T

1o R h Ui mT R S S5 PRAB U BT -

0 - B FIF (Exploitation Detected)

1 - EAHAHewEAIH (Exploitation More Likely)

2 — AKATgeFI A (Exploitation Less Likely)

3 - AAEeFIH (Exploitation Unlikely)

4 = AP (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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