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CRAT, ARREHHEL T 42 MR 2T, BE T 55 AN aiwii, koA
WRE SN “™HE (Critical) ” , 46 MEN “HEE (Important) 7 , XL
IS P2 i Windows. Microsoft Office A1 NET Framework. [AIRFHERX T 14
k24 office #h T s

2019 4£ 4 A 10 H&RAG IR 6. 6. 0. 2000 f PA_FRRA S HE Windows 10 %24
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F2E ERKEHT

AAF 23 NMEETRINE T L5 VG 2 UL NME— 4%, 752 .
TAEEZ (Severity) =/ H (Critical) ,

AN FE (Publicly Disclosed) =& (Yes) ,

O it (Exploited) =4 (Yes) ,

JRIF BT R M (Exploitability Assessment) =" g% FH
(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More
Likely) ”

GRCEUNE

W

AT BR
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5020003 | cvE-2022-41057 | Elevation | Important [No |No | Exploitation
5020005

5020000
5020010 Privilege
5020019
5019961
5020023
5019980
5020013
5019959
5020009
5019964
5019970
5019966

of More Likely

2020003 CVE-2022-41128 | Remote Code | Critical | No Yes | Exploitation
5020000
5020010 Execution Detected

5019961
5020023
5019980
5020013
5019959
5020009
5019964
5019970
5019966
5019958
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5020003

5020000

5020010

5019961

5020023

5019980

5020013

5019959

5020009

5019964

5019970

5019966

CVE-2022-41090

Denial

Service

of | Important

No

No

Exploitation

More Likely

5020003

5020005

5020000

5020010

5020019

5019961

5020023

5019980

5020013

5019959

5020009

5019964

5019970

5019966

CVE-2022-41073

Elevation
of

Privilege

Important

No

Yes

Exploitation

Detected

5020003

CVE-2022-38023

5020005

5020000

5020010

5020019

5020023

5020013

5020009

5019964

5019966

Elevation
of

Privilege

Important

No

No

Exploitation

More Likely

5020003

CVE-2022-37966

5020005

5020000

5020010

5020019

Elevation
of

Privilege

Critical

No

No

Exploitation

More Likely
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5020023

5020013

5020009

5019964

5019966

5020003

CVE-2022-41125

5020010

5019961

5020023

5019980

5019959

5020009

5019964

5019970

5019966

Elevation
of

Privilege

Important

No

Yes

Exploitation

Detected

5020003

CVE-2022-41058

5020005

5020000

5020010

5020019

5019961

5020023

5019980

5020013

5019959

5020009

5019964

5019970

5019966

Denial  of

Service

Important

No

No

Exploitation

More Likely

5020003

CVE-2022-41039

5020000

5020010

5019961

5020023

5019980

5020013

5019959

5020009

5019964

5019970

5019966

Remote Code

Execution

Critical

No

No

Exploitation

Less Likely
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5020003

CVE-2022-41109

5020005

5020000

5020010

5020019

5019961

5020023

5019980

5020013

5019959

5020009

5019964

5019970

5019966

Elevation
of

Privilege

Important

No

No

Exploitation

More Likely

5020003

CVE-2022-37967

5020005

5020000

5020010

5020019

5020023

5020013

5020009

5019964

5019966

Elevation
of

Privilege

Critical

No

No

Exploitation

More Likely

5020005

CVE-2022-41044

5020000

5020019

5020013

Remote Code

Execution

Critical

No

No

Exploitation

Less Likely

5020000

CVE-2022-41118

5020010

5019961

5020023

5019980

5020013

5019959

5019964

5019970

5019966

5019958

Remote Code

Execution

Critical

No

No

Exploitation

More Likely

5019758

CVE-2022-41123

Elevation

Important

No

No

Exploitation

L

6 71
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of More Likely
Privilege
5019758 CVE~2022741080 | B1evation Critical No No Exploitation
of More Likely
Privilege
5019758 CVE-2022-41079 Spoofing Important | No No Exploitation
More Likely
5019961 CVE~2022-38015 Denial of | Critical No No Exploitation
5019980
5019959 Service Less Likely
5019964
5019970
5019966
5019961 CVE-2022-41113 Elevation Important | No No Exploitation
5019980
5019959 of More Likely
5019966 Privilege
5019961 CVE~2022-41055 Informatio | Important | No No Exploitation
5019980
5019959 n More Likely
5019966 Disclosure
2019961 CVE-2022741092 | p1gyation Important | No No Exploitation
5019980
5019959 of More Likely
Privilege
5019961 CVE-2022-41049 Security Important | No No Exploitation
5019980
5019959 Feature More Likely
5019964 Bypass
5019970
5019966
5019961 CVE=2022-41091 Security Important | Yes Yes Exploitation
5019980
5019959 Feature Detected
5019964 Bypass
5019970
7
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5019966

5019961 CVE~2022741096 | B1evation Important | No No Exploitation
5019980

5019959 of More Likely
5019966 Privilege
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5020003 | rge | November | CYE72022723824 | 1heorpation | Important | No | No
8, Disclosure
2022 — | QVEZ2022741057 | pieyation of Important | No | No
KB502000 Privilege
3 CVE=2022741053 | pepial of | Important | No | No
(Securit Service
y-only CVE~2022741128 | pemote Code | Critical |No | Ves
update) Execution
for CVE-2022-37992 Elevation of | Important | No | No
Windows Privilege
Server CVE-2022-41097 Information | Important | No | No
2012, Win Disclosure
dows CVE-2022-41090 | papial of | Important | No | No
Embedded Service
8 CVE-2022-41073 Elevation of | Important | No | Yes
Standard Privilege
CVE~2022741048 | Rapote  Code Important | No | No
Execution
CVE=2022-38023 | Eievation of Important | No | No
Privilege

s

%10 I
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CVE~2022741045 | Rlevation of Important | No | No

Privilege

CVE=2022741095 | Rlevation of Important | No | No

Privilege

CVE=2022741047 | Remote  Code Important | No | No

Execution

CVE-2022-37966

Elevation of | Critical No | No

Privilege

CVE=2022741086 | 1eyation of Important | No | No

Privilege

CVE-2022-41125

Elevation of | Important | No Yes

Privilege

CVE=2022741088 | pemote Code | Critical No | No

Execution

CVE=2022741058 | papia] of | Important | No | No

Service

CVE-2022-41039

Remote Code | Critical No No

Execution

CVE=2022741109 | E1eyation of Important | No | No

Privilege

CVE-2022-41056

Denial of | Important | No | No

Service

CVE=2022-41098 | 1)) formation Important | No | No

Disclosure

CVE=2022-37967 Elevation of | Critical No | No

Privilege

5020005 =) CVE-2022-23824

November Information | Important |No | No

8, Disclosure

St

11w
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2022 — | LVEZ2022741057 | pigyation of Important | No | No
KB502000 Privilege
5 CVE=2022741053 | pepial of | Important | No | No
(Securit Service
y-only CVE~2022737992 | pieyation of Important | No | No
update) Privilege
for CVE=2022-41097 | 1pyr6rpation Important | No | No
Windows Disclosure
Server CVE=2022741073 | g1eyation of Important | No | Yes
2008 Privilege
Datacent | CVEZ2022741048 | popote  Code Important | No | No
er Execution
ESU, Wind | CVEZ2022738023 | E1ovation of Important | No | No
OWS Privilege
Server CVE=2022741045 | Rlevation of Important | No | No
2008 Privilege
Standard | CVE=2022-41095 | pieyation of Important | No | No
ESU, Wind Privilege
ows CVE=2022741047 | Repote  Code Important | No | No
Server Execution
2008 CVE~2022-37966 | plevation of | Critical No | No
Enterpri Privilege
se ESU CVE~2022741086 | g1eyation of Important | No | No
Privilege
CVE=2022741058 | pepia] of | Important | No | No
Service
CVE-2022-41109 Elevation of | Important | No | No
Privilege

St
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CVE=2022741056 | pepia] of | Important | No | No
Service
CVE=2022741098 | 11 formation Important | No | No
Disclosure
CVE-2022-41044 | pemote Code | Critical No | No
Execution
CVE-2022-37967 | gleyation of | Critical No | No
Privilege
9020000 | w45 | November | YEZ2022741116 | popjq] of | Important |No | No
8, Service
2022 — | CVEZ2022-23824 Information | Important | No | No
KB502000 Disclosure
0 CVE=2022741057 | Rlevation of Important | No | No
(Monthly Privilege
Rollup) CVE=2022-41053 | popjq] of | Important | No | No
for Service
Windows | CVE2022741128 | popote Code | Critical | No | Ves
7 Execution
Enterpri | CVEZ2022737992 | pioyation of Important | No | No
se Privilege
ESU, Wind | CVEZ2022741097 | 11 ¢6rmation Important | No | No
ows 7 Disclosure
Professi | CVE-2022-41090 | popiq] of | Important | No | No
onal Service
ESU, Wind | CVE=2022-41073 | gieyation of Important | No | Yes
ows 7 Privilege
Ultimate | CVE-2022-41048 | ponote  Code Important | No | No
ESU, Wind Execution

St
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ows CVE=2022738023 | Rlevation of Important | No | No
Server Privilege
2008 R2 | VEZ2022741118 | papote  Code | Critical | No | No
Enterpri Execution
se CVE~2022741045 | Rlevation of Important | No | No
ESU, Wind Privilege
OoWS CVE=2022741095 | glevation of Important | No | No
Server Privilege
2008 R2 | CVEZ2022-41047 | popote  Code Important | No | No
Standard Execution
ESU, Wind | QVEZ2022737966 | pieyation of | Critical No | No
ows Privilege
Server CVE~2022741086 | R1evation of Important | No | No
2008 R2 Privilege
Datacent | CVE-2022-41058 | popiq] of | Important | No | No
er Service
ESU, Wind | CVE-2022-41039 | pepote Code | Critical No | No
ows Execution
Embedded | CVE-2022-41109 | g1ayation of Important | No | No
Standard Privilege
7 CVE-2022-41056 | pepial of | Important | No | No
ESU, Wind Service
ows CVE-2022-41098 Information | Important | No | No
Embedded Disclosure
POSReady | CVE-2022-41044 Remote Code | Critical No | No
7 ESU Execution
CVE-2022-37967 | gleyation of | Critical No | No
Privilege

St
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November | SVE=2022-41064

2020679 | g Information | Important | No

8, 2022- Disclosure
Security
Only
Update
for .NET
Framewor
k 4.6.2,
4.7,
4.7. 1,
4.7.2,
4.8 for
Windows
Server
2012
(KB50206

79)

5020694 =S CVE-2022-41064

November Information | Important | No

8, 2022- Disclosure
KB502069
4
Cumulati
ve
Update
for .NET
Framewor
k 3.5

4.8 and

St
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4.8.1
for
Windows
10
Version
22H2

5020010 Ef& | November CVE-2022-23824 Information | Important |No | No
8, Disclosure
2022 — | GVEZ2022741093 | popig] of | Important | No | No
KB502001 Service
0 CVE=2022741093 | Rlevation of Important | No | No
(Securit Privilege
y-only CVE-2022-41128 | pomote Code | Critical |No | Yes
update) Execution
for CVE=2022737992 | Rlevation of Important | No | No
Windows Privilege
8.1,Wind | CVEZ2022741097 | 1 r6rpation Important | No | No
ows  RT Disclosure
8.1,Wind | CVE2022737967 | pieyation of | Critical No | No
OwWs Privilege
Server CVE=2022741100 | g1eyation of Important | No | No
2012 Privilege
R2, Windo | CVE-2022-41090 | yopiq] of | Important | No | No
WS Service
Embedded | CVE-2022-41073 | p1oyation of Important | No | Yes
8.1 Privilege
Industry | CVE-2022-41048 Remote Code | Important | No | No
Enterpri Execution

St

16 |




Wwo T = 1s

F-RRA4&%28E % WREHER 2022 F 11 AR T EEFES
se, Windo | VEZ2022738023 | p1oyation of | Important |No | No
WS Privilege
Embedded | &YE2022-41118 | popgte Code | Critical |No | No
8.1 Execution
Industry | EVEZ2022741045 | p1ovation of | Important | No | No
Pro Privilege
CVE-2022741095 | Elevation of | Important | No | No
Privilege
CVE~2022-41047 | pomote  Code Important | No | No
Execution
CVE~2022-37966 | Elevation of | Critical |No | No
Privilege
CVE-2022-41086 | pieyation of Important | No | No
Privilege
CVE-2022741125 | pieyation of Important | No | Yes
Privilege
CVE-2022-41088 | pemote Code | Critical No | No
Execution
CVE=2022741058 | pepia] of | Important | No | No
Service
CVE~2022741039 | pemote Code | Critical |No | No
Execution
CVE=2022741109 | p1evation of Important | No | No
Privilege
CVE-2022-41056 | penial  of | Important |No | No
Service
CVE=2022-41098 | pformation | Important |No | No
Disclosure

St
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CVE=2022741057 | plevation of Important | No | No
Privilege
5020019 Ef& | November CVE=2022723824 | 11 rormation Important | No | No
8, Disclosure
2022 — | LVEZ2022741057 | pieyation of Important | No | No
KB502001 Privilege
9 CVE-2022-41053 Denial of | Important | No | No
(Monthly Service
Rollup) CVE=2022737992 | E1evation of Important | No | No
for Privilege
Windows | CVEZ2022-41097 | 1/ formation Important | No | No
Server Disclosure
2008 CVE=2022741073 | plavation of Important | No | Yes
Datacent Privilege
er CVE=2022741048 | papote  Code Important | No | No
ESU, Wind Execution
ows CVE=2022738023 | pievation of Important | No | No
Server Privilege
2008 CVE-2022-41045 Elevation of | Important | No No
Standard Privilege
ESU, Wind | CVE-2022-41095 Elevation of | Important | No | No
ows Privilege
Server CVE=2022741047 | papote Code Important | No | No
2008 Execution
Enterpri | CVE-2022-37966 Elevation of | Critical No | No
se ESU Privilege
CVE-2022-41086 Elevation of | Important | No | No
Privilege

St
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CVE-2022-41058

Denial of | Important | No | No
Service
CVE-2022-41109 | g1eyation of Important | No | No
Privilege
CVE-2022-41056 | popial of | Important | No | No
Service
CVE-2022-41098 Information | Important | No | No
Disclosure
CVE-2022-41044 | pepote Code | Critical |No | No
Execution
CVE~2022-37967 | Elevation of | Critical |No | No
Privilege
0020614 | e | November | VE2022741064 | 1 pqppation | Important |No | No
8, 2022- Disclosure
KB502061
4
Cumulati
ve
Update
for .NET
Framewor
k 4.8
for
Windows
10,
version
1607 and
Windows

s

19 I’
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Server

2016

CVE-2022-41064

0020622 | g Information | Important

November
8, 2022- Disclosure
KB502062
2
Cumulati
ve
Update
for .NET
Framewor
k 3.5
and
4.8.1
for
Windows
11,
version

2212

5020688 =S CVE-2022-41064

November Information | Important

8, 2022- Disclosure
Security
and
Quality
Rollup
for .NET
Framewor

k 3.5.1,

St
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4.6. 2,
4.17,
4.7. 1,
4.7.2,
4.8 for
Windows
7 SP1
and
Windows
Server
2008 R2
SP1
(KB50206

88)

5020686

November
8, 2022-
KB502068
6
Cumulati
ve
Update
for .NET
Framewor
k 3.5,
4.8 and
4.8.1
for

Windows

CVE-2022-41064

Information

Disclosure

Important

No

No

St
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10,
version

20H2

5020685 =y

November
8, 2022-
KB502068
5
Cumulati
ve
Update
for .NET
Framewor
k 3.5,
4.7.2
and 4.8
for
Windows
10,
version
1809 and
Windows
Server

2019

CVE-2022-41064

Information

Disclosure

Important

No

No

5020690 =

November
8, 2022-
Security
and

Quality

CVE-2022-41064

Information

Disclosure

Important

No

No

St

o220




Wwo T = 1s

oA g R 2

9

)

FRAEHED 2022 4 11 AN TEEFEE

Rollup
for .NET
Framewor
k 3.5,
4.6. 2,
4.7,
4.7.1,
4.7.2,
4.8 for
Windows
8.1, RT
8.1, and
Windows
Server
2012 R2
(KB50206

90)

5019961 =S

November
8,
2022 —
KB501996
1 (0S
Build
22000. 12
19) for
Windows

11

version

CVE-2022-38015

Denial of

Service

Critical

No

No

CVE-2022-23824

Information

Disclosure

Important

No

No

CVE-2022-41053

Denial of

Service

Important

No

No

CVE-2022-41101

Elevation of

Privilege

Important

No

No

CVE-2022-41093

Elevation of

Privilege

Important

No

No

CVE-2022-41113

Elevation of

Important

No

No

St
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21H2, Privilege
all CVE-2022-41095 | 1pformation Important | No | No
editions Disclosure
CVE-2022-41092 | pievation of Important | No | No
Privilege
CVE-2022-41128 | pomote Code | Critical |No | Yes
Execution
CVE-2022-41049 Security Important | No | No
Feature
Bypass
CVE=2022737992 | pievation of Important | No | No
Privilege
CVE~2022-41091 Security Important | Yes | Yes
Feature
Bypass
CVE~2022741097 | 1hformation Important | No | No
Disclosure
CVE-2022-41099 | §ocurity Important | No | No
Feature
Bypass
CVE=2022741100 | p1evation of Important | No | No
Privilege
CVE=2022741090 | pepia] of | Important | No | No
Service
CVE-2022-41073 | plevation of | Important | No | Yes
Privilege
CVE=2022-41048 | Repote Code | Important |No | No

Execution

St
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CVE-2022-41052

Remote Code | Important | No No
Execution

CVE-2022741102 | pieyation of Important | No | No
Privilege

CVE-2022-41118 | pemote Code | Critical No | No
Execution

CVE-2022741045 | plevation of | Important | No | No
Privilege

CVE=2022741095 | pievation of Important | No | No
Privilege

CVE=2022741114 | pieoyation of Important | No | No
Privilege

CVE~2022741047 | pemote  Code Important | No | No
Execution

CVE=2022741096 | pieoyation of Important | No | No
Privilege

CVE~2022741086 | pieyation of Important | No | No
Privilege

CVE=2022741125 | pieyvation of Important | No | Yes
Privilege

CVE~2022741050 | pievation of Important | No | No
Privilege

CVE~2022-41088 | pemote Code | Critical |No | No
Execution

CVE-2022-41058 | penial  of | Important |No | No
Service

CVE~2022-41039 | pemote Code | Critical |No | No

Execution

St
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CVE-2022741109 | pievation of Important | No | No
Privilege
CVE=2022-41056 Denial of | Important | No No
Service
CVE=2022-41098 Information Important | No No
Disclosure
CVE-2022741054 | pleyation of | Important | No | No
Privilege
CVE~2022-41057 Elevation of | Important | No No
Privilege
5020023 Ef& | November CVE-2022-23824 Information | Important |No | No
8, Disclosure
2022 — | LWEZ2022741093 | papjg) of | Important | No | No
KB502002 Service
3 CVE=2022741093 | Rlevation of Important | No | No
(Monthly Privilege
Rollup) CVE-2022741128 | popote Code | Critical No | Yes
for Execution
Windows | CVE=2022-37992 | p1avation of Important | No | No
8.1, Wind Privilege
ows  RT | CVE=2022-41097 | 1 ¢oppation Important | No | No
8.1, Wind Disclosure
OWS CVE~2022-37967 Elevation of | Critical No | No
Server Privilege
2012 CVE=2022-41100 | Blevation of | Important |No | No
R2, Windo Privilege
WS CVE=2022-41090 | penial  of | Important |No | No
Embedded Service

St
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8.1 CVE-2022-41073 | Elevation of | Important | No | Yes
Industry Privilege
Enterpri | &VEZ2022741048 | papgte  Code Important | No | No
se, Windo Execution
WS CVE-2022-38023 | pievation of Important | No | No
Embedded Privilege
8.1 CVE-2022741118 | pemote Code | Critical |No | No
Industry Execution
Pro CVE=2022741045 | pievation of Important | No | No
Privilege
CVE=2022741095 | pievation of Important | No | No
Privilege
CVE~2022741047 | pemote  Code Important | No | No
Execution
CVE-2022-37966 | plevation of | Critical |No | No
Privilege
CVE=2022741086 | pieyation of Important | No | No
Privilege
CVEZ2022741125 | plevation of Important | No | Yes
Privilege
CVE~2022-41088 | pemote Code | Critical |No | No
Execution
CVE=2022741058 | papial of | Important | No | No
Service
CVE~2022-41039 | pemote Code | Critical |No | No
Execution
CVE=2022-41109 | Blevation of | Important |No | No

Privilege

St
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CVE-2022-41056 Denial of | Important | No No
Service
CVE-2022-41098 Information | Important | No No
Disclosure
CVE-2022-41057 | pievation of Important | No | No
Privilege
5019980 Ef& | November CVE=2022-38015 | papial of | Critical No | No
8, Service
2022 — | CVEZ2022-23824 Information | Important | No | No
KB501998 Disclosure
0 (0s | CVE=2022741093 | pepjg] of | Important | No | No
Build Service
22621. 81 | LVEZ202274110L | pieyation of Important | No | No
9) for Privilege
Windows | CVEZ2022741093 | p1avation of Important | No | No
11 Privilege
version | CVEZ2022741113 | pigyation of | Important |No | No
22H2, Privilege
all CVE-2022-41055 Information | Important | No No
editions Disclosure
CVE-2022-41092 Elevation of | Important | No No
Privilege
CVE-2022-41128 | pepote Code | Critical |No | Yes
Execution
CVE-2022-41049 Security Important | No No
Feature
Bypass
CVE-2022-37992 Elevation of | Important | No | No

St
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Privilege

CVE~2022-41091 Security Important | Yes | Yes
Feature
Bypass

CVE-2022-41097 | [peormation | Important | No | No
Disclosure

CVE-2022-41099 | §ocurity Important |No | No
Feature
Bypass

CVE=2022741100 | pievation of Important | No | No
Privilege

CVE=2022741090 | papial of | Important | No | No
Service

CVE~2022741073 | pievation of Important | No | Yes
Privilege

CVE=2022-41048 | Repote Code | Important |No | No
Execution

CVE~2022741102 | pieyation of Important | No | No
Privilege

CVE~2022-41118 | pepote Code | Critical |No | No
Execution

CVE~2022741045 | pievation of Important | No | No
Privilege

CVE=2022741095 | pieyation of Important | No | No
Privilege

CVE=2022-41114 | Blevation of | Important |No | No
Privilege

CVE=2022-41047 | Repote Code | Important |No | No

St
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Execution
CVE-2022-41096 | pievation of Important | No | No
Privilege
CVE-2022-41086 | pieyation of Important | No | No
Privilege
CVE-2022741125 | pievation of Important | No | Yes
Privilege
CVE=2022-41050 | §levation of | Important |No | No
Privilege
CVE~2022-41088 | pamote Code | Critical |No | No
Execution
CVE~2022741058 | pepia] of | Important | No | No
Service
CVE-2022-41039 | pemote Code | Critical |No | No
Execution
CVE~2022741109 | pievation of Important | No | No
Privilege
CVE-2022-41056 | penial  of | Important |No | No
Service
CVE=2022-41098 | [pformation | Important |No | No
Disclosure
CVE=2022741054 | plevation of Important | No | No
Privilege
CVE=2022741057 | Eievation of Important | No | No
Privilege
5020680 511G | November CVE=2022-41064 | 1/yr6rpation Important | No | No
8, 2022- Disclosure
Security
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Only
Update
for .NET
Framewor
k 4.6.2,
4.1,
4.7.1,
4.17.2,
4.8 for
Windows
Server
2012 R2
(KB50206
80)

5020013 5 f& | November CVE=2022741116 | papial of | Important | No | No
8, Service
2022 — | CVEZ2022-23824 Information | Important | No | No
KB502001 Disclosure
3 CVE=2022741057 | Rlevation of Important | No | No
(Securit Privilege
y-only CVE=2022741053 | papial of | Important | No | No
update) Service
for CVE~2022741128 | popote Code | Critical No | Yes
Windows Execution
7 CVE-2022-37992 Elevation of | Important | No | No
Enterpri Privilege
se CVE-2022-41097 Information | Important | No No
ESU, Wind Disclosure
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ows 7 | QVEZ2022741090 | papia] of | Important | No | No
Professi Service

onal CVE=2022741073 | glevation of Important | No | Yes
ESU, Wind Privilege

owsS 7 | QVEZ2022741048 | papote  Code Important | No | No
Ultimate Execution

ESU, Wind | CVEZ2022738023 | p1oyation of Important | No | No
OowWS Privilege

Server CVE2022-41118 | pemote Code | Critical |No | No
2008 R2 Execution

Enterpri | CVEZ2022741045 | gioyation of Important | No | No
se Privilege

ESU, Wind | CVEZ2022741095 | gieyation of Important | No | No
OWS Privilege

Server CVE=2022741047 | Remote  Code Important | No | No
2008  R2 Execution

Standard | CVEZ2022-37966 | pevation of | Critical |No | No
ESU, Wind Privilege

ows CVE~2022-41086 | g1eyation of Important | No | No
Server Privilege

2008 R2 | CVE-2022-41058 Denial of | Important | No | No
Datacent Service

er CVE~2022-41039 | pepote Code | Critical No | No
ESU, Wind Execution

ows CVE-2022-41109 Elevation of | Important | No | No
Embedded Privilege

Standard | cvE-2022-41056 Denial of | Important | No | No
7 Service
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ESU, Wind
owS

Embedded
POSReady

7 ESU

CVE-2022-41098

Information

Disclosure

Important

No

No

CVE-2022-41044

Remote Code

Execution

Critical

No

No

CVE-2022-37967

Elevation of

Privilege

Critical

No

No

5020678

November
8, 2022-
Security
Only
Update
for .NET
Framewor
k 3.5.1,
4.6. 2,
4.7,
4.7.1,
4.7.2,
4.8 for
Windows
7 SP1
and
Windows
Server
2008 R2
SP1
(KB50206

78)

CVE-2022-41064

Information

Disclosure

Important

No

No
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5019959 | s | November | YE72022738015 | penja)  of | Critical |No | No
8, Service
2022 — | WWEZ2022723824 | 11 p6rpation Important | No | No
KB501995 Disclosure
9 (0s | CVEZ2022741093 | pepig] of | Important | No | No
Builds Service
19042, 22 | CVEZ2022741101 | pieyation of Important | No | No
51, Privilege
19043. 22 | CVE=2022-41093 | g1ayation of Important | No | No
51, Privilege
19044. 22 | CVEZ2022741113 | pevation of | Important | No | No
51, and Privilege
19045. 22 | CVEZ2022741055 | 1pformation Important | No | No
51) for Disclosure
Windows | CVEZ2022741092 | pievation of Important | No | No
10 Privilege
Enterpri | CVEZ2022741128 | Ropgte  Code | Critical No | Yes
se Execution
Multi- CVE~2022-41049 Security Important | No | No
Session, Feature
version Bypass
20H2, Win | CVE-2022-37992 Elevation of | Important | No | No
dows 10 Privilege
Enterpri | CVE-2022-41091 Security Important | Yes | Yes
se  and Feature
Educatio Bypass
1, CVE-2022-41097 Information | Important |No | No
version Disclosure
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20H2, Win CVE=2022-41099 Security Important | No | No
dows 10 Feature
ToT Bypass
Enterpri CVE=2022741100 | glevation of Important | No | No
se, Privilege
version | GVEZ2022741090 | popia] of | Important | No | No
20H2, Win Service
dows 10 | &VEZ2022741073 | pioyation of Important | No | Yes
on Privilege
Surface | (VEZ2022741048 | poynte  Code Important | No | No
Hub, Wind Execution
ows 10, | CVE-2022-41052 Remote Code | Important | No | No
version Execution
21H1, CVEZ2022741102 | leyation of Important | No | No
all Privilege
editions | CVEZ2022741118 | papote Code | Critical No | No
, Windows Execution
10, CVE-2022-41045 Elevation of | Important | No No
version Privilege
21H2, CVE-2022-41095 Elevation of | Important | No | No
all Privilege
editions | CVE-2022-41114 Elevation of | Important | No | No
, Windows Privilege
10, CVE-2022-41047 Remote Code | Important | No | No
version Execution
22H2, CVE=2022-41096 | p1evation of Important | No | No
all Privilege
editions | CVE-2022-41086 Elevation of | Important | No | No
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Privilege
CVE-2022741125 | pievation of Important | No | Yes
Privilege
CVE-2022-41050 | pievation of Important | No | No
Privilege
CVE-2022-41088 | pomote Code | Critical No | No
Execution
CVE-2022-41058 | pepnial  of | Important |No | No
Service
CVE~2022-41039 | pepote Code | Critical |No | No
Execution
CVE=2022741109 | pievation of Important | No | No
Privilege
CVE=2022741056 | popia] of | Important | No | No
Service
CVE-2022-41098 | pformation | Important |No | No
Disclosure
CVE=2022741054 | pievation of Important | No | No
Privilege
CVE=2022741057 | Eievation of Important | No | No
Privilege
5020687 5 f& | November CVE-2022-41064 Information | Important | No No
8, 2022- Disclosure
KB502068
7
Cumulati
ve
Update
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for .NET
Framewor
k 3.5,
4.8 and
4.8.1
for
Windows
10
Version

21H2

CVE-2022-41064

5020801 | eese Information | Important

November
8, 2022- Disclosure
KB502080
1
Cumulati
ve
Update
for .NET
Framewor
k 3.5,
4.8 and
4.8.1
for
Windows
10
Version

21H1

5020695 =) CVE-2022-41064

November Information | Important
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8, 2022- Disclosure
KB502069
5
Cumulati
ve
Update
for .NET
Framewor
k 3.5
4.8 and
4.8.1
for
Windows
11

5020009 Ef& | November CVE-2022-23824 | 1/yr6rpation Important | No | No
8, Disclosure
2022 — | GVEZ2022741057 | pieyation of Important | No | No
KB502000 Privilege
9 CVE=2022741053 | pepial of | Important | No | No
(Monthly Service
Rollup) CVE~2022741128 | popote Code | Critical No | Yes
for Execution
Windows | CVEZ2022737992 | pievation of | Important | No | No
Server Privilege
2012, Win | CVE=2022741097 | 1 rorpation Important | No | No
dows Disclosure
Embedded | CVE=2022741090 | yopiq] of | Important | No | No
8 Service
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Standard | YEZ2022741073 | pieyation of Important | No | Yes
Privilege
CVE~2022741048 | pomote  Code Important | No | No
Execution
CVE-2022-38023 | pievation of Important | No | No
Privilege
CVE-2022741045 | plevation of | Important | No | No
Privilege
CVE=2022741095 | pievation of Important | No | No
Privilege
CVEZ2022741047 | pomote  Code Important | No | No
Execution
CVE-2022-37966 | plevation of | Critical |No | No
Privilege
CVE=2022741086 | pieoyation of Important | No | No
Privilege
CVE=2022-41125 | Blevation of | Important |No | Ves
Privilege
CVE~2022-41088 | pemote Code | Critical |No | No
Execution
CVE-2022-41058 | penial  of | Important |No | No
Service
CVE~2022741039 | pemote Code | Critical |No | No
Execution
CVE-2022-41109 | p1evation of Important | No | No
Privilege
CVE-2022-41056 | penial  of | Important |No | No
Service
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CVE=2022741098 | 11 formation Important | No | No
Disclosure
CVE-2022-37967 | Elevation of | Critical No | No
Privilege
5019964 | rgs | November | SYE-2022738015 | penja]  of | Critical |No | No
8, Service
2022 — | CVE-2022-23824 Information | Important | No | No
KB501996 Disclosure
4 (0s | CVE=2022741093 | papjq] of | Important | No | No
Build Service
14393. 55 | CVEZ2022-4110L | p1ayation of Important | No | No
01) for Privilege
Windows CVE=2022741093 | Rlevation of Important | No | No
10, Privilege
version | CVEZ2022-41128 | papote Code | Critical |No | Ves
1607, Execution
all CVE=2022-41049 Security Important | No | No
editions Feature
, Windows Bypass
Server CVE-2022-37992 Elevation of | Important | No | No
2016, Privilege
all CVE=2022-41091 Security Important | Yes | Yes
editions Feature
Bypass
CVE-2022-41097 Information | Important | No No
Disclosure
CVE~2022-41099 Security Important | No | No
Feature
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Bypass

CVE-2022-37967 | Elevation of | Critical No | No
Privilege

CVE-2022741100 | pievation of Important | No | No
Privilege

CVE=2022741090 | popial of | Important | No | No
Service

CVE-2022-41073 | plevation of | Important | No | Yes
Privilege

CVE~2022741048 | pomote  Code Important | No | No
Execution

CVE~2022-41052 | pemote Code Important | No | No
Execution

CVE-2022-38023 | pievation of Important | No | No
Privilege

CVE-2022741102 | pieyation of Important | No | No
Privilege

CVE-2022-41118 | pomote Code | Critical No | No
Execution

CVE=2022741045 | plevation of Important | No | No
Privilege

CVE=2022741095 | plevation of Important | No | No
Privilege

CVEZ2022741047 | pomote  Code Important | No | No
Execution

CVE~2022-37966 | Elevation of | Critical |No | No
Privilege

CVE=2022-41086 | [levation of | Important |No | No
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Privilege
CVE-2022741125 | pievation of Important | No | Yes
Privilege
CVE-2022-41050 | pievation of Important | No | No
Privilege
CVE-2022-41088 | pomote Code | Critical No | No
Execution
CVE-2022-41058 | pepnial  of | Important |No | No
Service
CVE~2022-41039 | pemote Code | Critical |No | No
Execution
CVE=2022741109 | pievation of Important | No | No
Privilege
CVE=2022741056 | popia] of | Important | No | No
Service
CVE-2022-41098 | pformation | Important |No | No
Disclosure
CVE~2022741054 | pieyation of Important | No | No
Privilege
CVE=2022741057 | pievation of Important | No | No
Privilege
2019970 | erfs | November | VEZ2022738015 | popja]  of | Critical |No | No
8, Service
2022 — | CVE=2022-23824 | 1peornovion | Tmportant | No | No
KB501997 Disclosure
0 (0S| CVEZ2022-41064 | 1\ formation | mportant | No | No
Build Disclosure
10240. 19 | CVE=2022741053 | pepja]  of | Tmportant | No | No
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567) for Service
Windows | &VE=2022-41101 | pievation of Important | No | No
10 Privilege
CVE~2022-41093 | pievation of Important | No | No
Privilege
CVE-2022-41128 | pomote Code | Critical |No | Yes
Execution
CVE-2022-41049 Security Important | No | No
Feature
Bypass
CVE=2022737992 | pievation of Important | No | No
Privilege
CVE~2022-41091 Security Important | Yes | Yes
Feature
Bypass
CVE~2022741097 | 1hformation Important | No | No
Disclosure
CVE-2022-41099 | §ocurity Important | No | No
Feature
Bypass
CVE=2022741100 | p1evation of Important | No | No
Privilege
CVE=2022741090 | pepia] of | Important | No | No
Service
CVE-2022-41073 | plevation of | Important | No | Yes
Privilege
CVE=2022-41048 | Repote Code | Important |No | No

Execution
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CVE-2022-41052

Remote Code | Important | No No
Execution

CVE-2022741102 | pieyation of Important | No | No
Privilege

CVE-2022-41118 | pemote Code | Critical No | No
Execution

CVE-2022741045 | plevation of | Important | No | No
Privilege

CVE=2022741095 | pievation of Important | No | No
Privilege

CVEZ2022741047 | pomote  Code Important | No | No
Execution

CVE=2022741086 | pieoyation of Important | No | No
Privilege

CVE-2022741125 | pieyation of Important | No | Yes
Privilege

CVE~2022741050 | pievation of Important | No | No
Privilege

CVE~2022-41088 | pemote Code | Critical |No | No
Execution

CVE-2022-41058 | penial  of | Important |No | No
Service

CVE~2022741039 | pemote Code | Critical |No | No
Execution

CVE-2022-41109 | p1evation of Important | No | No
Privilege

CVE-2022-41056 | penial  of | Important |No | No
Service
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CVE-2022-41098

Information | Important | No

Disclosure

CVE-2022-41057

Elevation of | Important | No

Privilege

5020689 ey CVE-2022-41064

November Information | Important | No

8, 2022- Disclosure
Security
and
Quality
Rollup
for .NET
Framewor
k 3.5,
4. 6.2,
4.7,
4.7.1,
4.7.2,
4.8 for
Windows
Server
2012
(KB50206

89)

CVE-2022-41064

5020681 =157 Information | Important | No

November
8, 2022- Disclosure
Security

Only

Update
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for .NET
Framewor
k 4.6.2
for
Windows
Server
2008 SP2
(KB50206
81)

5019966 | wmf | November | YE2022738015 | popjq] of | Critical |No |No
8, Service
2022 — | WWEZ2022723824 | 1 r6rpation Important | No | No
KB501996 Disclosure
6 (0S | CVEZ2022741053 | pepig] of | Important | No | No
Build Service
17763. 36 | CVEZ2022741101 | p1ayation of Important | No | No
50) for Privilege
Windows | CVEZ2022-41093 | g1ayation of Important | No | No
10 Privilege
Enterpri | CVEZ2022741113 | pioyation of Important | No | No
se 2019 Privilege
LTSC, Win | CVEZ2022741095 | 1hfopmation Important | No | No
dows 10 Disclosure
LoT CVE-2022-41128 | pomote Code | Critical No | Yes
Enterpri Execution
se 2019 | CVE-2022-41049 Security Important | No | No
LTSC, Win Feature
dows 10 Bypass
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ToT Core | VEZ2022737992 | p1ovation of | Important | No | No
2019 Privilege
LTSC, Win | QVEZ2022741091 | gocypity Important | Yes | Yes
dows Feature
Server Bypass
2019 CVE-2022-41097 | 1nformation | Important | No | No
Disclosure
CVE-2022-41099 Security Important | No | No
Feature
Bypass
CVE~2022-37967 | Elevation of | Critical |No | No
Privilege
CVE~2022741100 | pieyation of Important | No | No
Privilege
CVE=2022741090 | popial of | Important | No | No
Service
CVE~2022741073 | plevation of Important | No | Yes
Privilege
CVE=2022741048 | pomote  Code Important | No | No
Execution
CVEZ2022741052 | pemote  Code Important | No | No
Execution
CVE~2022738023 | pievation of Important | No | No
Privilege
CVE=2022-41102 | Blevation of | Important |No | No
Privilege
CVE~2022-41118 | pemote Code | Critical |No | No

Execution
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CVE-2022741045 | pievation of Important | No | No
Privilege
CVE-2022-41095 | pievation of Important | No | No
Privilege
CVE-2022741047 | pemote  Code Important | No | No
Execution
CVE~2022-37966 | Elevation of | Critical |No | No
Privilege
CVE=2022-41096 | §levation of | Important |No | No
Privilege
CVE=2022-41086 | [levation of | Important |No | No
Privilege
CVE=2022741125 | pieyation of Important | No | Yes
Privilege
CVE~2022741050 | pievation of Important | No | No
Privilege
CVE-2022-41088 | pemote Code | Critical No | No
Execution
CVE=2022741058 | pepia] of | Important | No | No
Service
CVE-2022-41039 | pepote Code | Critical |No | No
Execution
CVE=2022741109 | p1evation of Important | No | No
Privilege
5020691 | 2 | November | CVE-2022-41064 | 11ponoiion | Important | No | No
8, 2022- Disclosure
Security
and
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Quality
Rollup
for .NET
Framewor
k 2.0,
3.0,
4.6.2
for
Windows
Server
2008 SP2
(KB50206

91)

A ARHORAT AT 2 A R Ah T35 12 4, PRAIZIRAN T

5002305

BAFATR

Descriptio
n of the
security
update for
SharePoint
Enterprise

Server

2016:

CVE 5

CVE-2022-41103

R
M

Informat
ion
Disclosu

re

Important

No

No

CVE-2022-41061

Remote

Code

Executio

n

Important

No

No
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November 8, CVE~2022-41060 Informat | Important |No | No
2022 ion
(KB5002305 Disclosu
) re
CVE~2022741062 | papote Important | No | No
Code
Executio
n
Descriptio CVE~2022-41106 Remote Important | No | No
n of the Code
security Executio
update for n
Excel 2016: | VEZ2022741063 | papote Important | No | No
November 8, Code
2022 Executio
(KB5002253 n
) CVE~2022-41104 Security | Important | No | No
Feature
Bypass
Descriptio ADV220003 Defense Important | No | No
n of the in Depth
security
update for
Office
2016:
November 8,
2022
(KB3191869

St
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)

2019758 =1f& | Descriptio CVE-2022-41078 Spoofing | Important |No | No
n of the | VEZ2022741123 Elevatio | Important | No | No
security n of
update for Privileg
Microsoft e
Exchange CVE~-2022-41080 Elevatio | Critical No | No
Server n of
2019, 2016, Privileg
and  2013: e
November 8, | CVEZ2022-41079 Spoofing | Important |No | No
2022
(KB5019758
)

2002275 /& | Descriptio CVE=2022741106 | Repote Important | No | No
n of the Code
security Executio
update for n
Excel 2013: | VEZ2022741063 | papote Important | No | No
November 8, Code
2022 Executio
(KB5002275 n
) CVE—2022-41104 Security | Important | No | No

Feature
Bypass

2002223 E1fG | Descriptio CVEZ2022741103 | 1prormat Important | No | No
n of the ion
security Disclosu
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update for re
Word 2016: | (VEZ2022741061 Remote Important
November 8, Code
2022 Executio
(KB5002223 n
) CVE~2022-41060 Informat | Important
ion
Disclosu
re
2002303 5/ | Descriptio CVE=2022741062 | pepote Important
n of the Code
security Executio
update for n
SharePoint
Foundation
2013:

November 8,
2022
(KB5002303

)

3191875 = ADV220003

Descriptio Defense Important
n of the in Depth
security
update for
Office
2013:

November 8,

2022
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(KB3191875

)

5002217 | wmfs | Descriptio | YE2022741103 | 1peorpat | Important |No | No

n of the ion
security Disclosu
update for re
Word 2013: | CVE=2022-41061 Remote Important | No | No
November 8, Code
2022 Executio
(KB5002217 n
) CVE~2022-41060 Informat | Important | No | No
ion
Disclosu
re
0002235 EifG | Descriptio CVE~2022-41103 Informat | Important | No | No
n of the ion
security Disclosu
update for re
SharePoint | CVEZ2022-41061 Remote Important | No | No
Enterprise Code
Server Executio
2013: n

November 8§, CVE~2022-41060 Informat | Important | No | No

2022 ion
(KB5002235 Disclosu
) re

5019998 | g | KB5019958: | (VE2022-41128 | pepote | Critical |No | Yes
Cumulative Code
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security Executio
update for n
Internet CVE-2022-41118 | Repote Critical No | No
Explorer: Code
November 8, Executio
2022 n
2002261 &G | Descriptio CVE~2022-41103 | Tpforpmat Important | No | No
n of the ion
security Disclosu
update for re
Office Web | YEZ2022741060 Informat | Important | No | No
Apps Server ion
2013: Disclosu
November 8, re
2022 CVE=2022-41061 Remote Important | No | No
(KB5002261 Code
) Executio
n
CVE~2022-41106 Remote Important | No | No
Code
Executio
n
CVE~2022-41063 Remote Important | No | No
Code
Executio
n
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KBID AREEARH FHER

5002306 | HARINREMERN T | Office 2016 HHFER

TE:

Lo BIREM b Ui TR L G5 VAR U0 B T
0 - R (Exploitation Detected)
1 - EH AR (Exploitation More Likely)
2 — RAAHEFIAH (Exploitation Less Likely)
3 - AArfeFI A (Exploitation Unlikely)

4 = ARIFIEIFE (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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