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TAEEZ (Severity) =/ H (Critical) ,
AN FE (Publicly Disclosed) =& (Yes) ,
O it (Exploited) =4 (Yes) ,
JRIE BT R Y (Exploitability Assessment) =" H

(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More

W

Likely) ”

FEHW R
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5062554

5062552

5062557

5062572

5062560

5062553

CVE-2025-36357

Information

Disclosure

Critical

Exploitation
Less Likely

5062554

5062552

5062557

5062572

5062560

5062553

5062561

CVE-2025-48800

Security
Feature Bypass

Important

No

No

Exploitation
More Likely

5062554

5062552

5062557

5062572

5062560

5062553

CVE-2025-36350

Information

Disclosure

Critical

No

No

Exploitation
Less Likely

5062554

5062632

5062592

5062552

5062557

5062597

5062572

5062560

5062553

CVE-2025-47981

Remote Code

Execution

Critical

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5062554
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-36357
http://support.microsoft.com/kb/5062552
http://support.microsoft.com/kb/5062557
http://support.microsoft.com/kb/5062572
http://support.microsoft.com/kb/5062560
http://support.microsoft.com/kb/5062553
http://support.microsoft.com/kb/5062554
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-48800
http://support.microsoft.com/kb/5062552
http://support.microsoft.com/kb/5062557
http://support.microsoft.com/kb/5062572
http://support.microsoft.com/kb/5062560
http://support.microsoft.com/kb/5062553
http://support.microsoft.com/kb/5062561
http://support.microsoft.com/kb/5062554
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-36350
http://support.microsoft.com/kb/5062552
http://support.microsoft.com/kb/5062557
http://support.microsoft.com/kb/5062572
http://support.microsoft.com/kb/5062560
http://support.microsoft.com/kb/5062553
http://support.microsoft.com/kb/5062554
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-47981
http://support.microsoft.com/kb/5062632
http://support.microsoft.com/kb/5062592
http://support.microsoft.com/kb/5062552
http://support.microsoft.com/kb/5062557
http://support.microsoft.com/kb/5062597
http://support.microsoft.com/kb/5062572
http://support.microsoft.com/kb/5062560
http://support.microsoft.com/kb/5062553
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5062561

5062619

5062554

5062552

5062557

5062572

5062560

5062553

5062561

CVE-2025-49744

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5062554

5062552

5062557

5062572

5062560

5062553

5062561

CVE-2025-48818

Security

Feature Bypass

Important

No

No

Exploitation
More Likely

5062554

5062632

5062624

5062592

5062552

5062557

5062597

5062572

5062560

5062618

5062553

5062561

5062619

CVE-2025-47980

Information

Disclosure

Critical

No

No

Exploitation
Less Likely

5062554

5062632

5062624

5062592

5062552

5062557

5062597

5062572

5062560

5062618

5062553

5062561

CVE-2025-47987

Elevation of

Privilege

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5062561
http://support.microsoft.com/kb/5062619
http://support.microsoft.com/kb/5062554
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-49744
http://support.microsoft.com/kb/5062552
http://support.microsoft.com/kb/5062557
http://support.microsoft.com/kb/5062572
http://support.microsoft.com/kb/5062560
http://support.microsoft.com/kb/5062553
http://support.microsoft.com/kb/5062561
http://support.microsoft.com/kb/5062554
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-48818
http://support.microsoft.com/kb/5062552
http://support.microsoft.com/kb/5062557
http://support.microsoft.com/kb/5062572
http://support.microsoft.com/kb/5062560
http://support.microsoft.com/kb/5062553
http://support.microsoft.com/kb/5062561
http://support.microsoft.com/kb/5062554
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-47980
http://support.microsoft.com/kb/5062632
http://support.microsoft.com/kb/5062624
http://support.microsoft.com/kb/5062592
http://support.microsoft.com/kb/5062552
http://support.microsoft.com/kb/5062557
http://support.microsoft.com/kb/5062597
http://support.microsoft.com/kb/5062572
http://support.microsoft.com/kb/5062560
http://support.microsoft.com/kb/5062618
http://support.microsoft.com/kb/5062553
http://support.microsoft.com/kb/5062561
http://support.microsoft.com/kb/5062619
http://support.microsoft.com/kb/5062554
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-47987
http://support.microsoft.com/kb/5062632
http://support.microsoft.com/kb/5062624
http://support.microsoft.com/kb/5062592
http://support.microsoft.com/kb/5062552
http://support.microsoft.com/kb/5062557
http://support.microsoft.com/kb/5062597
http://support.microsoft.com/kb/5062572
http://support.microsoft.com/kb/5062560
http://support.microsoft.com/kb/5062618
http://support.microsoft.com/kb/5062553
http://support.microsoft.com/kb/5062561
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5062619

5062554

5062632

5062624

5062592

5062552

5062557

5062597

5062572

5062560

5062618

5062553

5062561

5062619

CVE-2025-49727

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5062554

5062552

5062557

5062572

5062560

5062553

CVE-2025-48822

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5062554

5062552

5062557

5062560

5062553

CVE-2025-48799

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5062554

5062592

5062552

5062557

5062597

5062572

5062560

5062553

5062561

CVE-2025-48001

Security

Feature Bypass

Important

No

No

Exploitation
More Likely

5062554

5062552

5062557

5062572

5062553

CVE-2025-49724

Remote Code

Execution

Important

No

No

Exploitation
More Likely

5062554

5062592

CVE-2025-48804

Security

Feature Bypass

Important

No

No

Exploitation
More Likely

¥ s



http://support.microsoft.com/kb/5062619
http://support.microsoft.com/kb/5062554
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-49727
http://support.microsoft.com/kb/5062632
http://support.microsoft.com/kb/5062624
http://support.microsoft.com/kb/5062592
http://support.microsoft.com/kb/5062552
http://support.microsoft.com/kb/5062557
http://support.microsoft.com/kb/5062597
http://support.microsoft.com/kb/5062572
http://support.microsoft.com/kb/5062560
http://support.microsoft.com/kb/5062618
http://support.microsoft.com/kb/5062553
http://support.microsoft.com/kb/5062561
http://support.microsoft.com/kb/5062619
http://support.microsoft.com/kb/5062554
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-48822
http://support.microsoft.com/kb/5062552
http://support.microsoft.com/kb/5062557
http://support.microsoft.com/kb/5062572
http://support.microsoft.com/kb/5062560
http://support.microsoft.com/kb/5062553
http://support.microsoft.com/kb/5062554
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-48799
http://support.microsoft.com/kb/5062552
http://support.microsoft.com/kb/5062557
http://support.microsoft.com/kb/5062560
http://support.microsoft.com/kb/5062553
http://support.microsoft.com/kb/5062554
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-48001
http://support.microsoft.com/kb/5062592
http://support.microsoft.com/kb/5062552
http://support.microsoft.com/kb/5062557
http://support.microsoft.com/kb/5062597
http://support.microsoft.com/kb/5062572
http://support.microsoft.com/kb/5062560
http://support.microsoft.com/kb/5062553
http://support.microsoft.com/kb/5062561
http://support.microsoft.com/kb/5062554
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-49724
http://support.microsoft.com/kb/5062552
http://support.microsoft.com/kb/5062557
http://support.microsoft.com/kb/5062572
http://support.microsoft.com/kb/5062553
http://support.microsoft.com/kb/5062554
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-48804
http://support.microsoft.com/kb/5062592
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5062552

5062557

5062597

5062572

5062560

5062553

5062561

5002749 | CVE-2025-49697 | Remote Code Critical No No Exploitation

5002742 Execution Less Likely

5002745 | CVE-2025-49703 | Remote Code Critical No No Exploitation

5002743 Execution Less Likely

5002744

5062572 | CVE-2025-47978 | Denial of Important | No No Exploitation

5062553 Service More Likely

5002744 | CVE-2025-49701 | Remote Code Important | No No Exploitation
Execution More Likely

5002744 | CVE-2025-49704 | Remote Code Critical No No Exploitation
Execution More Likely

5002742 | CVE-2025-49698 | Remote Code Critical No No Exploitation
Execution Less Likely

5002742 | CVE-2025-49695 | Remote Code Critical No No Exploitation
Execution More Likely

5002742 | CVE-2025-49696 | Remote Code Critical No No Exploitation
Execution More Likely

5002742 | CVE-2025-49702 | Remote Code Critical No No Exploitation
Execution Less Likely



http://support.microsoft.com/kb/5062552
http://support.microsoft.com/kb/5062557
http://support.microsoft.com/kb/5062597
http://support.microsoft.com/kb/5062572
http://support.microsoft.com/kb/5062560
http://support.microsoft.com/kb/5062553
http://support.microsoft.com/kb/5062561
http://support.microsoft.com/kb/5002749
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-49697
http://support.microsoft.com/kb/5002742
http://support.microsoft.com/kb/5002745
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-49703
http://support.microsoft.com/kb/5002743
http://support.microsoft.com/kb/5002744
http://support.microsoft.com/kb/5062572
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-47978
http://support.microsoft.com/kb/5062553
http://support.microsoft.com/kb/5002744
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-49701
http://support.microsoft.com/kb/5002744
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-49704
http://support.microsoft.com/kb/5002742
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-49698
http://support.microsoft.com/kb/5002742
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-49695
http://support.microsoft.com/kb/5002742
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-49696
http://support.microsoft.com/kb/5002742
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-49702
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5062554 | & fE

BAT Wi T 1IFEHTER

AW RATHI RS 2 AT T 3L 13 4, FR4R5IRAT

July 8,
2025—
KB5062554

and

) -
Microsoft
Support
for

LTSC

ws 10 IoT

LTSC

ws 10,

version

22H2, all

editions

CVE %1

ML

S EE

(0S Builds

19044. 6093

19045. 6093

Windows 10

Enterprise

2021, Windo

Enterprise

2021, Windo

CVE-2025-48803 | Elevation of | Important | No No
Privilege

CVE-2025-49742 | Remote Code Important | No No
Execution

CVE-2025-48821 | Elevation of | Important | No | No
Privilege

CVE-2025-49730 | Elevation of | Important | No | No
Privilege

CVE-2025-49659 | Elevation of | Important | No | No
Privilege

CVE-2025-47976 | Elevation of | Important | No | No
Privilege

CVE-2025-36357 | Information | Critical No | No
Disclosure

CVE-2025-49721 | Elevation of | Important | No | No
Privilege

CVE-2025-47985 | Elevation of | Important | No | No
Privilege

CVE-2025-48816 | Elevation of | Important | No | No
Privilege

CVE-2025-48800 | Security Important | No | No
Feature
Bypass

CVE-2025-47159 | Elevation of | Important | No | No
Privilege

CVE-2025-47991 | Elevation of | Important | No | No
Privilege

CVE-2025-36350 | Information | Critical No | No
Disclosure



http://support.microsoft.com/kb/5062554
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CVE-2025-48817 | Remote Code Important | No | No
Execution

CVE-2025-47981 | Remote Code | Critical No | No
Execution

CVE-2025-49722 | Denial of Important [ No | No
Service

CVE-2025-49664 | Information Important | No | No
Disclosure

CVE-2025-47999 | Denial of Important | No | No
Service

CVE-2025-49687 | Elevation of | Important | No | No
Privilege

CVE-2025-48823 | Information Important | No | No
Disclosure

CVE-2025-49744 | Elevation of | Important | No | No
Privilege

CVE-2025-48818 | Security Important | No | No
Feature
Bypass

CVE-2025-48000 | Elevation of | Important | No | No
Privilege

CVE-2025-47973 | Elevation of | Important | No | No
Privilege

CVE-2025-49689 | Elevation of | Important | No | No
Privilege

CVE-2025-47972 | Elevation of | Important | No | No
Privilege

CVE-2025-49725 | Elevation of | Important | No | No
Privilege

CVE-2025-49678 | Elevation of | Important | No | No
Privilege

CVE-2025-47982 | Elevation of | Important | No | No
Privilege

CVE-2025-49733 | Elevation of | Important | No | No
Privilege

CVE-2025-47980 | Information | Critical No | No
Disclosure

CVE-2025-49679 | Elevation of | Important | No No
Privilege

CVE-2025-49760 | Spoofing Moderate No | No




Wwo T = 1s

-

AR %R =2

nE X

WREHER 2025 4 07 A TEEHES

CVE-2025-47987 | Elevation of | Important | No | No
Privilege

CVE-2025-49661 | Elevation of | Important | No | No
Privilege

CVE-2025-49727 | Elevation of | Important | No | No
Privilege

CVE-2025-48003 | Security Important | No | No
Feature
Bypass

CVE-2025-49658 | Information Important | No No
Disclosure

CVE-2025-49660 | Elevation of | Important | No | No
Privilege

CVE-2025-48815 | Elevation of | Important | No | No
Privilege

CVE-2025-48822 | Remote Code | Critical No | No
Execution

CVE-2025-48799 | Elevation of | Important | No | No
Privilege

CVE-2025-49665 | Elevation of | Important | No | No
Privilege

CVE-2025-49686 | Elevation of | Important | No | No
Privilege

CVE-2025-48001 | Security Important | No | No
Feature
Bypass

CVE-2025-48805 | Remote Code Important | No | No
Execution

CVE-2025-48811 | Elevation of | Important | No | No
Privilege

CVE-2025-48806 | Remote Code Important | No | No
Execution

CVE-2025-48814 | Security Important | No | No
Feature
Bypass

CVE-2025-48820 | Elevation of | Important | No No
Privilege

CVE-2025-49726 | Elevation of | Important | No No
Privilege

CVE-2025-49667 | Elevation of | Important | No No

Privilege

St
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CVE-2025-49724 | Remote Code Important | No | No
Execution

CVE-2025-49680 | Denial of Important | No | No
Service

CVE-2025-49684 | Information Important [ No | No
Disclosure

CVE-2025-49740 | Security Important | No | No
Feature
Bypass

CVE-2025-49685 | Elevation of | Important | No | No
Privilege

CVE-2025-47986 | Elevation of | Important | No | No
Privilege

CVE-2025-48804 | Security Important | No | No
Feature
Bypass

CVE-2025-48819 | Elevation of | Important | No | No
Privilege

CVE-2025-47996 | Elevation of | Important | No | No
Privilege

CVE-2025-49682 | Elevation of | Important | No | No
Privilege

CVE-2025-49683 | Remote Code Important | No | No
Execution

CVE-2025-49732 | Elevation of | Important | No | No
Privilege

CVE-2025-49723 | Tampering Important | No | No

CVE-2025-47971 | Elevation of | Important | No | No
Privilege

CVE-2025-48808 | Information Important | No | No
Disclosure

CVE-2025-49675 | Elevation of | Important | No | No
Privilege

CVE-2025-47984 | Information Important [ No | No
Disclosure

CVE-2025-49690 | Elevation of | Important | No No
Privilege

CVE-2025-47975 | Elevation of | Important | No No
Privilege

CVE-2025-49691 | Remote Code Important | No | No

Execution

St
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5062632

July 8,
2025—
KB5062632
(Monthly
Rollup) -
Microsoft
Support
for
Windows
Server
2008 R2
Premium

Assurance

CVE-2025-49676 | Remote Code Important | No | No
Execution

CVE-2025-49742 | Remote Code Important | No | No
Execution

CVE-2025-49730 | Elevation of | Important | No | No
Privilege

CVE-2025-48821 | Elevation of | Important | No | No
Privilege

CVE-2025-49659 | Elevation of | Important | No | No
Privilege

CVE-2025-49672 | Remote Code Important | No | No
Execution

CVE-2025-49670 | Remote Code Important | No | No
Execution

CVE-2025-47976 | Elevation of | Important | No | No
Privilege

CVE-2025-49721 | Elevation of | Important | No | No
Privilege

CVE-2025-47985 | Elevation of | Important | No | No
Privilege

CVE-2025-48816 | Elevation of | Important | No | No
Privilege

CVE-2025-48817 | Remote Code Important | No | No
Execution

CVE-2025-47981 | Remote Code | Critical No | No
Execution

CVE-2025-49664 | Information Important | No | No
Disclosure

CVE-2025-49722 | Denial of Important | No | No
Service

CVE-2025-47973 | Elevation of | Important | No | No
Privilege

CVE-2025-49689 | Elevation of | Important | No | No
Privilege

CVE-2025-49678 | Elevation of | Important | No No
Privilege

CVE-2025-47980 | Information | Critical No | No
Disclosure

CVE-2025-49668 | Remote Code Important | No No
Execution

St

12 W
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CVE-2025-49679 | Elevation of | Important | No | No
Privilege

CVE-2025-47987 | Elevation of | Important | No | No
Privilege

CVE-2025-49661 | Elevation of | Important | No | No
Privilege

CVE-2025-49727 | Elevation of | Important | No | No
Privilege

CVE-2025-49658 | Information Important | No | No
Disclosure

CVE-2025-48815 | Elevation of | Important | No No
Privilege

CVE-2025-49673 | Remote Code Important | No | No
Execution

CVE-2025-49729 | Remote Code Important | No | No
Execution

CVE-2025-49663 | Remote Code Important | No | No
Execution

CVE-2025-49686 | Elevation of | Important | No | No
Privilege

CVE-2025-49669 | Remote Code Important | No | No
Execution

CVE-2025-48805 | Remote Code Important | No | No
Execution

CVE-2025-48806 | Remote Code Important | No | No
Execution

CVE-2025-48814 | Security Important | No | No
Feature
Bypass

CVE-2025-47998 | Remote Code Important | No | No
Execution

CVE-2025-49667 | Elevation of | Important | No | No
Privilege

CVE-2025-49716 | Denial of Important | No | No
Service

CVE-2025-49753 | Remote Code Important | No No
Execution

CVE-2025-49671 | Information Important | No No
Disclosure

CVE-2025-47986 | Elevation of | Important | No No

Privilege

St

13 W
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CVE-2025-48819 | Elevation of | Important | No | No
Privilege
CVE-2025-47996 | Elevation of | Important | No | No
Privilege
CVE-2025-49683 | Remote Code Important [ No | No
Execution
CVE-2025-49732 | Elevation of | Important | No | No
Privilege
CVE-2025-47971 | Elevation of | Important | No | No
Privilege
CVE-2025-49674 | Remote Code Important | No | No
Execution
CVE-2025-48808 | Information Important | No | No
Disclosure
CVE-2025-49675 | Elevation of | Important | No | No
Privilege
CVE-2025-47984 | Information Important | No | No
Disclosure
CVE-2025-49657 | Remote Code Important | No | No
Execution
CVE-2025-47975 | Elevation of | Important | No | No
Privilege
CVE-2025-49681 | Information Important | No | No
Disclosure
CVE-2025-48824 | Remote Code Important | No | No
Execution
5062624 | =ifE | July 8, CVE-2025-49676 | Remote Code | Important | No | No
2025— Execution
KB5062624 CVE-2025-49742 | Remote Code | Important | No | No
(Monthly Execution
Rollup) - CVE-2025-49730 | Elevation of | Important | No | No
Microsoft Privilege
Support CVE-2025-48821 | Elevation of | Important | No | No
for Privilege
Windows CVE-2025-49659 | Elevation of | Important |No | No
Server Privilege
2008 CVE-2025-49672 | Remote Code | Important |No | No
Premium Execution
Assurance CVE-2025-49670 | Remote Code | Important | No | No

Execution

St

14w
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CVE-2025-47976 | Elevation of | Important | No | No
Privilege

CVE-2025-49721 | Elevation of | Important | No | No
Privilege

CVE-2025-47985 | Elevation of | Important | No | No
Privilege

CVE-2025-48816 | Elevation of | Important | No | No
Privilege

CVE-2025-48817 | Remote Code Important | No | No
Execution

CVE-2025-49722 | Denial of Important | No | No
Service

CVE-2025-47973 | Elevation of | Important | No | No
Privilege

CVE-2025-49689 | Elevation of | Important | No | No
Privilege

CVE-2025-49678 | Elevation of | Important | No | No
Privilege

CVE-2025-47980 | Information | Critical No | No
Disclosure

CVE-2025-49668 | Remote Code Important | No | No
Execution

CVE-2025-49679 | Elevation of | Important | No | No
Privilege

CVE-2025-47987 | Elevation of | Important | No | No
Privilege

CVE-2025-49661 | Elevation of | Important | No | No
Privilege

CVE-2025-49727 | Elevation of | Important | No | No
Privilege

CVE-2025-49658 | Information Important | No | No
Disclosure

CVE-2025-48815 | Elevation of | Important | No | No
Privilege

CVE-2025-49673 | Remote Code Important | No No
Execution

CVE-2025-49729 | Remote Code Important | No No
Execution

CVE-2025-49663 | Remote Code Important | No No

Execution
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CVE-2025-49686 | Elevation of | Important | No | No
Privilege

CVE-2025-49669 | Remote Code Important | No | No
Execution

CVE-2025-48805 | Remote Code Important [ No | No
Execution

CVE-2025-48806 | Remote Code Important | No | No
Execution

CVE-2025-47998 | Remote Code Important | No | No
Execution

CVE-2025-49716 | Denial of Important | No | No
Service

CVE-2025-49753 | Remote Code Important | No | No
Execution

CVE-2025-49671 | Information Important | No | No
Disclosure

CVE-2025-47986 | Elevation of | Important | No | No
Privilege

CVE-2025-48819 | Elevation of | Important | No | No
Privilege

CVE-2025-47996 | Elevation of | Important | No | No
Privilege

CVE-2025-49683 | Remote Code Important | No | No
Execution

CVE-2025-49732 | Elevation of | Important | No | No
Privilege

CVE-2025-47971 | Elevation of | Important | No | No
Privilege

CVE-2025-49674 | Remote Code Important | No | No
Execution

CVE-2025-48808 | Information Important | No | No
Disclosure

CVE-2025-49675 | Elevation of | Important | No | No
Privilege

CVE-2025-47984 | Information Important | No No
Disclosure

CVE-2025-49657 | Remote Code Important | No No
Execution

CVE-2025-47975 | Elevation of | Important | No No

Privilege
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CVE-2025-49681 | Information Important | No | No
Disclosure
CVE-2025-48824 | Remote Code Important | No | No
Execution
5062592 | & f& | July 8, CVE-2025-49676 | Remote Code Important | No No
2025— Execution
KB5062592 CVE-2025-49742 | Remote Code Important | No | No
(Monthly Execution
Rollup) — | CVE-2025-49730 | Elevation of | Important |No | No
Microsoft Privilege
Support CVE-2025-48821 | Elevation of | Important | No | No
for Privilege
Windows CVE-2025-49659 | Elevation of | Important | No | No
Server Privilege
2012 ESU CVE-2025-49672 | Remote Code Important | No | No
Execution
CVE-2025-49670 | Remote Code Important | No | No
Execution
CVE-2025-47976 | Elevation of | Important | No | No
Privilege
CVE-2025-49721 | Elevation of | Important | No | No
Privilege
CVE-2025-47985 | Elevation of | Important | No | No
Privilege
CVE-2025-48816 | Elevation of | Important | No | No
Privilege
CVE-2025-48817 | Remote Code Important | No | No
Execution
CVE-2025-47981 | Remote Code | Critical No | No
Execution
CVE-2025-49664 | Information Important | No | No
Disclosure
CVE-2025-49722 | Denial of Important | No | No
Service
CVE-2025-49687 | Elevation of | Important | No No
Privilege
CVE-2025-47973 | Elevation of | Important | No No
Privilege
CVE-2025-49689 | Elevation of | Important | No No
Privilege

St

17w



http://support.microsoft.com/kb/5062592

Wwo T = 1s

-

AR %R =2

nE X

WREHER 2025 4 07 A TEEHES

CVE-2025-49678 | Elevation of | Important | No | No
Privilege

CVE-2025-47980 | Information | Critical No | No
Disclosure

CVE-2025-49668 | Remote Code Important [ No | No
Execution

CVE-2025-49679 | Elevation of | Important | No | No
Privilege

CVE-2025-47987 | Elevation of | Important | No | No
Privilege

CVE-2025-49661 | Elevation of | Important | No No
Privilege

CVE-2025-49727 | Elevation of | Important | No | No
Privilege

CVE-2025-49658 | Information Important | No | No
Disclosure

CVE-2025-48815 | Elevation of | Important | No | No
Privilege

CVE-2025-49673 | Remote Code Important | No | No
Execution

CVE-2025-49665 | Elevation of | Important | No | No
Privilege

CVE-2025-49729 | Remote Code Important | No | No
Execution

CVE-2025-49663 | Remote Code Important | No | No
Execution

CVE-2025-49669 | Remote Code Important | No | No
Execution

CVE-2025-48805 | Remote Code Important | No | No
Execution

CVE-2025-48806 | Remote Code Important | No | No
Execution

CVE-2025-48001 | Security Important | No | No
Feature
Bypass

CVE-2025-48814 | Security Important | No No
Feature
Bypass

CVE-2025-49686 | Elevation of | Important | No No

Privilege

St

18 W




Wwo T = 1s

-

AR %R =2

nE X

WREHER 2025 4 07 A TEEHES

CVE-2025-47998 | Remote Code Important | No | No
Execution

CVE-2025-49667 | Elevation of | Important | No | No
Privilege

CVE-2025-49716 | Denial of Important [ No | No
Service

CVE-2025-49753 | Remote Code Important | No | No
Execution

CVE-2025-49671 | Information Important | No | No
Disclosure

CVE-2025-47986 | Elevation of | Important | No | No
Privilege

CVE-2025-48804 | Security Important | No | No
Feature
Bypass

CVE-2025-48819 | Elevation of | Important | No | No
Privilege

CVE-2025-47996 | Elevation of | Important | No | No
Privilege

CVE-2025-49683 | Remote Code Important | No | No
Execution

CVE-2025-49732 | Elevation of | Important | No | No
Privilege

CVE-2025-47971 | Elevation of | Important | No | No
Privilege

CVE-2025-49674 | Remote Code Important | No | No
Execution

CVE-2025-48808 | Information Important | No | No
Disclosure

CVE-2025-49675 | Elevation of | Important | No | No
Privilege

CVE-2025-47984 | Information Important | No | No
Disclosure

CVE-2025-49657 | Remote Code Important [ No | No
Execution

CVE-2025-47975 | Elevation of | Important | No No
Privilege

CVE-2025-49681 | Information Important | No No
Disclosure

CVE-2025-48824 | Remote Code Important | No No

Execution
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5062552

July 8,
2025—
KB5062552
(0S Builds
22621. 5624
and

22631. 5624
) -
Microsoft
Support
for
Windows 11
Enterprise
and
Education,
version
22H2, Windo
ws 11
version
23H2, all

editions

CVE-2025-49730 | Elevation of | Important | No | No
Privilege

CVE-2025-48821 | Elevation of | Important | No | No
Privilege

CVE-2025-36357 | Information | Critical No | No
Disclosure

CVE-2025-47985 | Elevation of | Important | No | No
Privilege

CVE-2025-48816 | Elevation of | Important | No | No
Privilege

CVE-2025-48817 | Remote Code Important | No | No
Execution

CVE-2025-47981 | Remote Code | Critical No | No
Execution

CVE-2025-49722 | Denial of Important | No | No
Service

CVE-2025-49664 | Information Important | No | No
Disclosure

CVE-2025-48818 | Security Important | No | No
Feature
Bypass

CVE-2025-48000 | Elevation of | Important | No | No
Privilege

CVE-2025-49689 | Elevation of | Important | No | No
Privilege

CVE-2025-47973 | Elevation of | Important | No | No
Privilege

CVE-2025-47982 | Elevation of | Important | No | No
Privilege

CVE-2025-49760 | Spoofing Moderate No | No

CVE-2025-49661 | Elevation of | Important | No | No
Privilege

CVE-2025-49726 | Elevation of | Important | No | No
Privilege

CVE-2025-49740 | Security Important | No No
Feature
Bypass

CVE-2025-49685 | Elevation of | Important | No No
Privilege
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CVE-2025-48804 | Security Important | No | No
Feature
Bypass

CVE-2025-48819 | Elevation of | Important | No | No
Privilege

CVE-2025-49732 | Elevation of | Important | No | No
Privilege

CVE-2025-49675 | Elevation of | Important | No | No
Privilege

CVE-2025-48803 | Elevation of | Important | No | No
Privilege

CVE-2025-49659 | Elevation of | Important | No | No
Privilege

CVE-2025-48800 | Security Important | No | No
Feature
Bypass

CVE-2025-47999 | Denial of Important | No | No
Service

CVE-2025-49725 | Elevation of | Important | No | No
Privilege

CVE-2025-49679 | Elevation of | Important | No | No
Privilege

CVE-2025-49727 | Elevation of | Important | No | No
Privilege

CVE-2025-48805 | Remote Code Important | No | No
Execution

CVE-2025-48811 | Elevation of | Important | No | No
Privilege

CVE-2025-48806 | Remote Code Important | No | No
Execution

CVE-2025-48814 | Security Important | No | No
Feature
Bypass

CVE-2025-49667 | Elevation of | Important | No | No
Privilege

CVE-2025-33054 | Spoofing Important | No No

CVE-2025-47986 | Elevation of | Important | No No
Privilege

CVE-2025-49723 | Tampering Important | No No

CVE-2025-47984 | Information Important | No No
Disclosure
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CVE-2025-49721 | Elevation of | Important | No | No
Privilege

CVE-2025-36350 | Information | Critical No | No
Disclosure

CVE-2025-49678 | Elevation of | Important | No | No
Privilege

CVE-2025-49733 | Elevation of | Important | No | No
Privilege

CVE-2025-47980 | Information | Critical No | No
Disclosure

CVE-2025-47987 | Elevation of | Important | No | No
Privilege

CVE-2025-49660 | Elevation of | Important | No | No
Privilege

CVE-2025-48799 | Elevation of | Important | No | No
Privilege

CVE-2025-48820 | Elevation of | Important | No | No
Privilege

CVE-2025-49724 | Remote Code Important | No | No
Execution

CVE-2025-49680 | Denial of Important | No | No
Service

CVE-2025-49684 | Information Important | No | No
Disclosure

CVE-2025-49682 | Elevation of | Important | No | No
Privilege

CVE-2025-49683 | Remote Code Important | No | No
Execution

CVE-2025-49742 | Remote Code Important | No | No
Execution

CVE-2025-47976 | Elevation of | Important | No | No
Privilege

CVE-2025-47159 | Elevation of | Important | No | No
Privilege

CVE-2025-47991 | Elevation of | Important |No | No
Privilege

CVE-2025-49687 | Elevation of | Important | No No
Privilege

CVE-2025-48823 | Information Important | No No
Disclosure
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CVE-2025-49744 | Elevation of | Important | No | No
Privilege
CVE-2025-47972 | Elevation of | Important | No | No
Privilege
CVE-2025-48802 | Spoofing Important [ No | No
CVE-2025-48003 | Security Important | No | No
Feature
Bypass
CVE-2025-49658 | Information Important | No | No
Disclosure
CVE-2025-48815 | Elevation of | Important | No No
Privilege
CVE-2025-48822 | Remote Code | Critical No | No
Execution
CVE-2025-49693 | Elevation of | Important | No | No
Privilege
CVE-2025-49665 | Elevation of | Important | No | No
Privilege
CVE-2025-49686 | Elevation of | Important | No | No
Privilege
CVE-2025-48001 | Security Important | No | No
Feature
Bypass
CVE-2025-49677 | Elevation of | Important | No | No
Privilege
CVE-2025-47996 | Elevation of | Important | No | No
Privilege
CVE-2025-47971 | Elevation of | Important | No | No
Privilege
CVE-2025-48808 | Information Important | No | No
Disclosure
CVE-2025-49690 | Elevation of | Important | No | No
Privilege
CVE-2025-47975 | Elevation of | Important | No | No
Privilege
CVE-2025-49691 | Remote Code Important | No | No
Execution
5062557 | & f& | July 8, CVE-2025-49730 | Elevation of | Important | No No
2025— Privilege
KB5062557 CVE-2025-48821 | Elevation of | Important |No | No
(0S Build Privilege
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17763. 7558
) -
Microsoft
Support
for Win 10
Ent LTSC
2019, Win
10 ToT Ent
LTSC

2019, Windo
ws 10 IoT
Core

LTSC, Windo
ws Server

2019

CVE-2025-49672 | Remote Code Important | No | No
Execution

CVE-2025-36357 | Information | Critical No | No
Disclosure

CVE-2025-47985 | Elevation of | Important | No | No
Privilege

CVE-2025-48816 | Elevation of | Important | No | No
Privilege

CVE-2025-48817 | Remote Code Important | No | No
Execution

CVE-2025-47981 | Remote Code | Critical No | No
Execution

CVE-2025-49722 | Denial of Important | No | No
Service

CVE-2025-49664 | Information Important | No | No
Disclosure

CVE-2025-48818 | Security Important | No | No
Feature
Bypass

CVE-2025-48000 | Elevation of | Important | No | No
Privilege

CVE-2025-47973 | Elevation of | Important | No | No
Privilege

CVE-2025-49689 | Elevation of | Important | No | No
Privilege

CVE-2025-47982 | Elevation of | Important | No | No
Privilege

CVE-2025-49760 | Spoofing Moderate No | No

CVE-2025-49661 | Elevation of | Important | No | No
Privilege

CVE-2025-49673 | Remote Code Important | No | No
Execution

CVE-2025-49669 | Remote Code Important | No | No
Execution

CVE-2025-49726 | Elevation of | Important | No No
Privilege

CVE-2025-49753 | Remote Code Important | No No
Execution

CVE-2025-49740 | Security Important | No No
Feature
Bypass
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CVE-2025-49685 | Elevation of | Important | No | No
Privilege

CVE-2025-48804 | Security Important | No | No
Feature
Bypass

CVE-2025-48819 | Elevation of | Important | No | No
Privilege

CVE-2025-49732 | Elevation of | Important | No | No
Privilege

CVE-2025-49674 | Remote Code Important | No | No
Execution

CVE-2025-49675 | Elevation of | Important | No | No
Privilege

CVE-2025-49657 | Remote Code Important | No | No
Execution

CVE-2025-48803 | Elevation of | Important | No | No
Privilege

CVE-2025-49659 | Elevation of | Important | No | No
Privilege

CVE-2025-49670 | Remote Code Important | No | No
Execution

CVE-2025-48800 | Security Important | No | No
Feature
Bypass

CVE-2025-47999 | Denial of Important | No | No
Service

CVE-2025-49725 | Elevation of | Important | No | No
Privilege

CVE-2025-49679 | Elevation of | Important | No | No
Privilege

CVE-2025-49727 | Elevation of | Important | No | No
Privilege

CVE-2025-49663 | Remote Code Important [ No | No
Execution

CVE-2025-48805 | Remote Code Important | No No
Execution

CVE-2025-48811 | Elevation of | Important |No | No
Privilege

CVE-2025-48806 | Remote Code Important | No No

Execution
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CVE-2025-48814 | Security Important | No | No
Feature
Bypass

CVE-2025-49667 | Elevation of | Important | No | No
Privilege

CVE-2025-47986 | Elevation of | Important | No | No
Privilege

CVE-2025-49723 | Tampering Important [ No | No

CVE-2025-47984 | Information Important | No | No
Disclosure

CVE-2025-48824 | Remote Code Important | No | No
Execution

CVE-2025-49676 | Remote Code Important | No | No
Execution

CVE-2025-49721 | Elevation of | Important | No | No
Privilege

CVE-2025-36350 | Information | Critical No | No
Disclosure

CVE-2025-49666 | Remote Code Important | No | No
Execution

CVE-2025-49678 | Elevation of | Important | No | No
Privilege

CVE-2025-49733 | Elevation of | Important | No | No
Privilege

CVE-2025-49668 | Remote Code Important | No | No
Execution

CVE-2025-47980 | Information | Critical No | No
Disclosure

CVE-2025-47987 | Elevation of | Important | No | No
Privilege

CVE-2025-49660 | Elevation of | Important | No | No
Privilege

CVE-2025-48799 | Elevation of | Important | No | No
Privilege

CVE-2025-49729 | Remote Code Important | No No
Execution

CVE-2025-48820 | Elevation of | Important | No No
Privilege

CVE-2025-49724 | Remote Code Important | No No

Execution
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CVE-2025-49716 | Denial of Important | No | No
Service

CVE-2025-49680 | Denial of Important | No | No
Service

CVE-2025-49684 | Information Important [ No | No
Disclosure

CVE-2025-49671 | Information Important | No | No
Disclosure

CVE-2025-49683 | Remote Code Important | No | No
Execution

CVE-2025-49681 | Information Important | No No
Disclosure

CVE-2025-49742 | Remote Code Important | No | No
Execution

CVE-2025-47976 | Elevation of | Important | No | No
Privilege

CVE-2025-47159 | Elevation of | Important | No | No
Privilege

CVE-2025-47991 | Elevation of | Important | No | No
Privilege

CVE-2025-49687 | Elevation of | Important | No | No
Privilege

CVE-2025-48823 | Information Important | No | No
Disclosure

CVE-2025-49744 | Elevation of | Important | No | No
Privilege

CVE-2025-47972 | Elevation of | Important | No | No
Privilege

CVE-2025-48003 | Security Important | No | No
Feature
Bypass

CVE-2025-49658 | Information Important | No | No
Disclosure

CVE-2025-48815 | Elevation of | Important | No | No
Privilege

CVE-2025-49688 | Remote Code Important | No No
Execution

CVE-2025-48822 | Remote Code | Critical No | No
Execution

CVE-2025-49665 | Elevation of | Important | No No
Privilege
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CVE-2025-49686 | Elevation of | Important | No | No
Privilege
CVE-2025-48001 | Security Important | No | No
Feature
Bypass
CVE-2025-47998 | Remote Code Important | No | No
Execution
CVE-2025-47996 | Elevation of | Important | No | No
Privilege
CVE-2025-47971 | Elevation of | Important | No | No
Privilege
CVE-2025-48808 | Information Important | No No
Disclosure
CVE-2025-49690 | Elevation of | Important | No | No
Privilege
CVE-2025-47975 | Elevation of | Important | No | No
Privilege
CVE-2025-49691 | Remote Code Important | No | No
Execution
5062597 | &EifG | July 8, CVE-2025-49676 | Remote Code Important | No No
2025— Execution
KB5062597 CVE-2025-49742 | Remote Code Important | No | No
(Monthly Execution
Rollup) - | CVE-2025-49730 | Elevation of | Important |No | No
Microsoft Privilege
Support CVE-2025-48821 | Elevation of | Important | No | No
for Privilege
Windows CVE-2025-49659 | Elevation of | Important |No | No
Server Privilege
2012 R2 CVE-2025-49672 | Remote Code | Important |No | No
ESU Execution
CVE-2025-49670 | Remote Code Important | No | No
Execution
CVE-2025-47976 | Elevation of | Important | No | No
Privilege
CVE-2025-49721 | Elevation of | Important |No | No
Privilege
CVE-2025-47985 | Elevation of | Important | No No
Privilege
CVE-2025-48816 | Elevation of | Important |No | No

Privilege
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CVE-2025-48817 | Remote Code Important | No | No
Execution

CVE-2025-47981 | Remote Code | Critical No | No
Execution

CVE-2025-49664 | Information Important [ No | No
Disclosure

CVE-2025-49722 | Denial of Important | No | No
Service

CVE-2025-49687 | Elevation of | Important | No | No
Privilege

CVE-2025-47973 | Elevation of | Important | No | No
Privilege

CVE-2025-49689 | Elevation of | Important | No | No
Privilege

CVE-2025-49678 | Elevation of | Important | No | No
Privilege

CVE-2025-47980 | Information | Critical No | No
Disclosure

CVE-2025-49668 | Remote Code Important | No | No
Execution

CVE-2025-49679 | Elevation of | Important | No | No
Privilege

CVE-2025-47987 | Elevation of | Important | No | No
Privilege

CVE-2025-49661 | Elevation of | Important | No | No
Privilege

CVE-2025-49727 | Elevation of | Important | No | No
Privilege

CVE-2025-49658 | Information Important | No | No
Disclosure

CVE-2025-49660 | Elevation of | Important | No | No
Privilege

CVE-2025-48815 | Elevation of | Important | No | No
Privilege

CVE-2025-49688 | Remote Code Important | No No
Execution

CVE-2025-49673 | Remote Code Important | No No
Execution

CVE-2025-49665 | Elevation of | Important | No No

Privilege
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CVE-2025-49729 | Remote Code Important | No | No
Execution

CVE-2025-49663 | Remote Code Important | No | No
Execution

CVE-2025-49669 | Remote Code Important [ No | No
Execution

CVE-2025-48805 | Remote Code Important | No | No
Execution

CVE-2025-48806 | Remote Code Important | No | No
Execution

CVE-2025-48001 | Security Important | No | No
Feature
Bypass

CVE-2025-48814 | Security Important | No | No
Feature
Bypass

CVE-2025-49686 | Elevation of | Important | No | No
Privilege

CVE-2025-47998 | Remote Code Important | No | No
Execution

CVE-2025-49667 | Elevation of | Important | No | No
Privilege

CVE-2025-49716 | Denial of Important | No | No
Service

CVE-2025-49753 | Remote Code Important | No | No
Execution

CVE-2025-49684 | Information Important | No | No
Disclosure

CVE-2025-49671 | Information Important | No | No
Disclosure

CVE-2025-47986 | Elevation of | Important | No | No
Privilege

CVE-2025-48804 | Security Important [ No | No
Feature
Bypass

CVE-2025-48819 | Elevation of | Important | No | No
Privilege

CVE-2025-47996 | Elevation of | Important | No No
Privilege

CVE-2025-49683 | Remote Code Important | No No
Execution
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CVE-2025-49732 | Elevation of | Important | No | No
Privilege
CVE-2025-47971 | Elevation of | Important | No | No
Privilege
CVE-2025-49674 | Remote Code Important [ No | No
Execution
CVE-2025-48808 | Information Important | No | No
Disclosure
CVE-2025-49675 | Elevation of | Important | No | No
Privilege
CVE-2025-47984 | Information Important | No No
Disclosure
CVE-2025-49657 | Remote Code Important | No | No
Execution
CVE-2025-47975 | Elevation of | Important | No | No
Privilege
CVE-2025-49681 | Information Important | No | No
Disclosure
CVE-2025-48824 | Remote Code Important | No | No
Execution
5062572 | &ifG | July 8, CVE-2025-49730 | Elevation of | Important | No | No
2025—KB Privilege
5062572 CVE-2025-48821 | Elevation of | Important | No | No
(0S Build Privilege
20348. 3932 | CVE-2025-49672 | Remote Code | Important | No | No
)~ Execution
Microsoft CVE-2025-36357 | Information | Critical No | No
Support Disclosure
for CVE-2025-47985 | Elevation of | Important | No | No
Windows Privilege
Server CVE-2025-48816 | Elevation of | Important | No | No
2022 Privilege
CVE-2025-48817 | Remote Code Important | No | No
Execution
CVE-2025-47981 | Remote Code | Critical No | No
Execution
CVE-2025-49722 | Denial of Important | No No
Service
CVE-2025-49664 | Information Important | No No
Disclosure
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CVE-2025-48818 | Security Important | No | No
Feature
Bypass

CVE-2025-48000 | Elevation of | Important | No | No
Privilege

CVE-2025-47973 | Elevation of | Important | No | No
Privilege

CVE-2025-49689 | Elevation of | Important | No | No
Privilege

CVE-2025-47982 | Elevation of | Important | No No
Privilege

CVE-2025-49760 | Spoofing Moderate No | No

CVE-2025-49661 | Elevation of | Important | No | No
Privilege

CVE-2025-49673 | Remote Code Important | No | No
Execution

CVE-2025-49669 | Remote Code Important | No | No
Execution

CVE-2025-49726 | Elevation of | Important | No | No
Privilege

CVE-2025-49753 | Remote Code Important | No | No
Execution

CVE-2025-49740 | Security Important | No | No
Feature
Bypass

CVE-2025-49685 | Elevation of | Important | No | No
Privilege

CVE-2025-48804 | Security Important | No | No
Feature
Bypass

CVE-2025-48819 | Elevation of | Important | No | No
Privilege

CVE-2025-49732 | Elevation of | Important | No | No
Privilege

CVE-2025-49674 | Remote Code Important | No No
Execution

CVE-2025-49675 | Elevation of | Important | No No
Privilege

CVE-2025-49657 | Remote Code Important | No No

Execution
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CVE-2025-48803 | Elevation of | Important | No | No
Privilege

CVE-2025-49659 | Elevation of | Important | No | No
Privilege

CVE-2025-49670 | Remote Code Important [ No | No
Execution

CVE-2025-48800 | Security Important | No | No
Feature
Bypass

CVE-2025-47999 | Denial of Important | No No
Service

CVE-2025-49725 | Elevation of | Important | No | No
Privilege

CVE-2025-49679 | Elevation of | Important | No | No
Privilege

CVE-2025-49727 | Elevation of | Important | No | No
Privilege

CVE-2025-49663 | Remote Code Important | No | No
Execution

CVE-2025-48805 | Remote Code Important | No | No
Execution

CVE-2025-48811 | Elevation of | Important | No | No
Privilege

CVE-2025-48806 | Remote Code Important | No | No
Execution

CVE-2025-48814 | Security Important | No | No
Feature
Bypass

CVE-2025-49667 | Elevation of | Important | No | No
Privilege

CVE-2025-47986 | Elevation of | Important | No | No
Privilege

CVE-2025-49723 | Tampering Important [ No | No

CVE-2025-47984 | Information Important [ No | No
Disclosure

CVE-2025-48824 | Remote Code Important | No No
Execution

CVE-2025-49676 | Remote Code Important | No No
Execution

CVE-2025-49721 | Elevation of | Important |No | No

Privilege
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CVE-2025-36350 | Information | Critical No | No
Disclosure

CVE-2025-49666 | Remote Code Important | No | No
Execution

CVE-2025-49678 | Elevation of | Important | No | No
Privilege

CVE-2025-49733 | Elevation of | Important | No | No
Privilege

CVE-2025-49668 | Remote Code Important | No | No
Execution

CVE-2025-47980 | Information | Critical No | No
Disclosure

CVE-2025-47987 | Elevation of | Important | No | No
Privilege

CVE-2025-49660 | Elevation of | Important | No | No
Privilege

CVE-2025-49729 | Remote Code Important | No | No
Execution

CVE-2025-48820 | Elevation of | Important | No | No
Privilege

CVE-2025-47978 | Denial of Important | No | No
Service

CVE-2025-49724 | Remote Code Important | No | No
Execution

CVE-2025-49716 | Denial of Important | No | No
Service

CVE-2025-49680 | Denial of Important | No | No
Service

CVE-2025-49684 | Information Important | No | No
Disclosure

CVE-2025-49671 | Information Important | No | No
Disclosure

CVE-2025-49682 | Elevation of | Important | No | No
Privilege

CVE-2025-49683 | Remote Code Important | No No
Execution

CVE-2025-49681 | Information Important | No No
Disclosure

CVE-2025-49742 | Remote Code Important | No No

Execution
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CVE-2025-47976 | Elevation of | Important | No | No
Privilege

CVE-2025-47159 | Elevation of | Important | No | No
Privilege

CVE-2025-47991 | Elevation of | Important | No | No
Privilege

CVE-2025-49687 | Elevation of | Important | No | No
Privilege

CVE-2025-48823 | Information Important | No | No
Disclosure

CVE-2025-49744 | Elevation of | Important | No No
Privilege

CVE-2025-47972 | Elevation of | Important | No | No
Privilege

CVE-2025-48802 | Spoofing Important | No | No

CVE-2025-48003 | Security Important | No | No
Feature
Bypass

CVE-2025-49658 | Information Important | No | No
Disclosure

CVE-2025-48815 | Elevation of | Important | No | No
Privilege

CVE-2025-49688 | Remote Code Important | No | No
Execution

CVE-2025-48822 | Remote Code | Critical No | No
Execution

CVE-2025-49686 | Elevation of | Important | No | No
Privilege

CVE-2025-49665 | Elevation of | Important | No | No
Privilege

CVE-2025-48001 | Security Important | No | No
Feature
Bypass

CVE-2025-47998 | Remote Code Important [ No | No
Execution

CVE-2025-47996 | Elevation of | Important | No No
Privilege

CVE-2025-47971 | Elevation of | Important |No | No
Privilege

CVE-2025-48808 | Information Important | No No
Disclosure
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CVE-2025-49690 | Elevation of | Important | No | No
Privilege
CVE-2025-47975 | Elevation of | Important | No | No
Privilege
CVE-2025-49691 | Remote Code Important [ No | No
Execution
5062560 | & f& | July 8, CVE-2025-49730 | Elevation of | Important | No No
2025— Privilege
KB5062560 CVE-2025-48821 | Elevation of | Important | No | No
(0S Build Privilege
14393. 8246 | CVE-2025-49672 | Remote Code | Important |No | No
) - Execution
Microsoft CVE-2025-36357 | Information | Critical |No |No
Support Disclosure
for CVE-2025-47985 | Elevation of | Important | No | No
Windows Privilege
10, CVE-2025-48816 | Elevation of | Important | No | No
version Privilege
1607, all CVE-2025-48817 | Remote Code Important | No | No
editions, W Execution
indows CVE-2025-47981 | Remote Code | Critical |No |[No
Server Execution
2016, all | cvE-2025-49722 | Denial of Important | No | No
editions Service
CVE-2025-49664 | Information Important | No | No
Disclosure
CVE-2025-48818 | Security Important | No | No
Feature
Bypass
CVE-2025-48000 | Elevation of | Important | No | No
Privilege
CVE-2025-49689 | Elevation of | Important | No | No
Privilege
CVE-2025-47973 | Elevation of | Important | No | No
Privilege
CVE-2025-47982 | Elevation of | Important | No No
Privilege
CVE-2025-49760 | Spoofing Moderate No | No
CVE-2025-49661 | Elevation of | Important |No | No
Privilege
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CVE-2025-49673 | Remote Code Important | No | No
Execution

CVE-2025-49669 | Remote Code Important | No | No
Execution

CVE-2025-49726 | Elevation of | Important | No | No
Privilege

CVE-2025-49753 | Remote Code Important | No | No
Execution

CVE-2025-49740 | Security Important | No | No
Feature
Bypass

CVE-2025-48804 | Security Important | No | No
Feature
Bypass

CVE-2025-48819 | Elevation of | Important | No | No
Privilege

CVE-2025-49732 | Elevation of | Important | No | No
Privilege

CVE-2025-49674 | Remote Code Important | No | No
Execution

CVE-2025-49675 | Elevation of | Important | No | No
Privilege

CVE-2025-49657 | Remote Code Important | No | No
Execution

CVE-2025-48803 | Elevation of | Important | No | No
Privilege

CVE-2025-49659 | Elevation of | Important | No | No
Privilege

CVE-2025-49670 | Remote Code Important | No | No
Execution

CVE-2025-48800 | Security Important | No | No
Feature
Bypass

CVE-2025-47999 | Denial of Important | No | No
Service

CVE-2025-49725 | Elevation of | Important | No No
Privilege

CVE-2025-49679 | Elevation of | Important | No No
Privilege

CVE-2025-49727 | Elevation of | Important | No No

Privilege
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CVE-2025-49663 | Remote Code Important | No | No
Execution

CVE-2025-48805 | Remote Code Important | No | No
Execution

CVE-2025-48811 | Elevation of | Important | No | No
Privilege

CVE-2025-48806 | Remote Code Important | No | No
Execution

CVE-2025-48814 | Security Important | No | No
Feature
Bypass

CVE-2025-49667 | Elevation of | Important | No | No
Privilege

CVE-2025-47986 | Elevation of | Important | No | No
Privilege

CVE-2025-47984 | Information Important | No | No
Disclosure

CVE-2025-48824 | Remote Code Important | No | No
Execution

CVE-2025-49676 | Remote Code Important | No | No
Execution

CVE-2025-49721 | Elevation of | Important | No | No
Privilege

CVE-2025-36350 | Information | Critical No | No
Disclosure

CVE-2025-49666 | Remote Code Important | No | No
Execution

CVE-2025-49678 | Elevation of | Important | No | No
Privilege

CVE-2025-47980 | Information | Critical No | No
Disclosure

CVE-2025-49668 | Remote Code Important | No | No
Execution

CVE-2025-47987 | Elevation of | Important | No | No
Privilege

CVE-2025-49660 | Elevation of | Important | No No
Privilege

CVE-2025-48799 | Elevation of | Important | No No
Privilege

CVE-2025-49729 | Remote Code Important | No No

Execution
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CVE-2025-48820 | Elevation of | Important | No | No
Privilege

CVE-2025-49716 | Denial of Important | No | No
Service

CVE-2025-49680 | Denial of Important [ No | No
Service

CVE-2025-49684 | Information Important | No | No
Disclosure

CVE-2025-49671 | Information Important | No | No
Disclosure

CVE-2025-49683 | Remote Code Important | No | No
Execution

CVE-2025-49681 | Information Important | No | No
Disclosure

CVE-2025-49742 | Remote Code Important | No | No
Execution

CVE-2025-47976 | Elevation of | Important | No | No
Privilege

CVE-2025-47159 | Elevation of | Important | No | No
Privilege

CVE-2025-47991 | Elevation of | Important | No | No
Privilege

CVE-2025-49687 | Elevation of | Important | No | No
Privilege

CVE-2025-48823 | Information Important | No | No
Disclosure

CVE-2025-49744 | Elevation of | Important | No | No
Privilege

CVE-2025-47972 | Elevation of | Important | No | No
Privilege

CVE-2025-49658 | Information Important | No | No
Disclosure

CVE-2025-48815 | Elevation of | Important | No | No
Privilege

CVE-2025-49688 | Remote Code Important | No No
Execution

CVE-2025-48822 | Remote Code | Critical No | No
Execution

CVE-2025-49686 | Elevation of | Important | No No
Privilege
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CVE-2025-49665 | Elevation of | Important | No | No
Privilege
CVE-2025-48001 | Security Important | No | No
Feature
Bypass
CVE-2025-47998 | Remote Code Important | No | No
Execution
CVE-2025-47996 | Elevation of | Important | No | No
Privilege
CVE-2025-47971 | Elevation of | Important | No | No
Privilege
CVE-2025-48808 | Information Important | No No
Disclosure
CVE-2025-47975 | Elevation of | Important | No | No
Privilege
CVE-2025-49691 | Remote Code Important | No | No
Execution
5062618 | &ifG | July 8, CVE-2025-49676 | Remote Code Important | No No
2025— Execution
KB5062618 CVE-2025-49742 | Remote Code Important | No | No
(Security- Execution
only CVE-2025-49730 | Elevation of | Important | No | No
update) — Privilege
Microsoft CVE-2025-48821 | Elevation of | Important | No | No
Support Privilege
for CVE-2025-49659 | Elevation of | Important | No | No
Windows Privilege
Server CVE-2025-49672 | Remote Code Important | No | No
2008 Execution
Premium CVE-2025-49670 | Remote Code | Important | No | No
Assurance Execution
CVE-2025-47976 | Elevation of | Important | No | No
Privilege
CVE-2025-49721 | Elevation of | Important | No | No
Privilege
CVE-2025-47985 | Elevation of | Important | No No
Privilege
CVE-2025-48816 | Elevation of | Important |No | No
Privilege
CVE-2025-48817 | Remote Code Important | No | No

Execution
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CVE-2025-49722 | Denial of Important | No | No
Service

CVE-2025-47973 | Elevation of | Important | No | No
Privilege

CVE-2025-49689 | Elevation of | Important | No | No
Privilege

CVE-2025-49678 | Elevation of | Important | No | No
Privilege

CVE-2025-47980 | Information | Critical No | No
Disclosure

CVE-2025-49668 | Remote Code Important | No | No
Execution

CVE-2025-49679 | Elevation of | Important | No | No
Privilege

CVE-2025-47987 | Elevation of | Important | No | No
Privilege

CVE-2025-49661 | Elevation of | Important | No | No
Privilege

CVE-2025-49727 | Elevation of | Important | No | No
Privilege

CVE-2025-49658 | Information Important | No | No
Disclosure

CVE-2025-48815 | Elevation of | Important | No | No
Privilege

CVE-2025-49673 | Remote Code Important | No | No
Execution

CVE-2025-49729 | Remote Code Important | No | No
Execution

CVE-2025-49663 | Remote Code Important | No | No
Execution

CVE-2025-49686 | Elevation of | Important | No | No
Privilege

CVE-2025-49669 | Remote Code Important | No | No
Execution

CVE-2025-48805 | Remote Code Important | No No
Execution

CVE-2025-48806 | Remote Code Important | No No
Execution

CVE-2025-47998 | Remote Code Important | No No
Execution
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CVE-2025-49716 | Denial of Important | No | No
Service
CVE-2025-49753 | Remote Code Important | No | No
Execution
CVE-2025-49671 | Information Important [ No | No
Disclosure
CVE-2025-47986 | Elevation of | Important | No | No
Privilege
CVE-2025-48819 | Elevation of | Important | No | No
Privilege
CVE-2025-47996 | Elevation of | Important | No | No
Privilege
CVE-2025-49683 | Remote Code Important | No | No
Execution
CVE-2025-49732 | Elevation of | Important | No | No
Privilege
CVE-2025-47971 | Elevation of | Important | No | No
Privilege
CVE-2025-49674 | Remote Code Important | No | No
Execution
CVE-2025-48808 | Information Important | No | No
Disclosure
CVE-2025-49675 | Elevation of | Important | No | No
Privilege
CVE-2025-47984 | Information Important | No | No
Disclosure
CVE-2025-49657 | Remote Code Important | No | No
Execution
CVE-2025-47975 | Elevation of | Important | No | No
Privilege
CVE-2025-49681 | Information Important | No | No
Disclosure
CVE-2025-48824 | Remote Code Important | No | No
Execution
5062553 | & f& | July 8, CVE-2025-49730 | Elevation of | Important | No No
2025— Privilege
KB5062553 CVE-2025-48821 | Elevation of | Important |No | No
(0S Build Privilege
26100. 4652 | CVE-2025-49672 | Remote Code | Important | No | No
) - Execution
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Microsoft
Support
for
Windows 11
version
24H2, all

editions

CVE-2025-36357 | Information | Critical No | No
Disclosure

CVE-2025-47985 | Elevation of | Important | No | No
Privilege

CVE-2025-48816 | Elevation of | Important | No | No
Privilege

CVE-2025-48817 | Remote Code Important | No | No
Execution

CVE-2025-47981 | Remote Code | Critical No | No
Execution

CVE-2025-49722 | Denial of Important | No | No
Service

CVE-2025-49664 | Information Important | No | No
Disclosure

CVE-2025-48818 | Security Important | No | No
Feature
Bypass

CVE-2025-48000 | Elevation of | Important | No | No
Privilege

CVE-2025-49689 | Elevation of | Important | No | No
Privilege

CVE-2025-47973 | Elevation of | Important | No | No
Privilege

CVE-2025-47982 | Elevation of | Important | No | No
Privilege

CVE-2025-49760 | Spoofing Moderate No | No

CVE-2025-49661 | Elevation of | Important | No | No
Privilege

CVE-2025-49673 | Remote Code Important | No | No
Execution

CVE-2025-49669 | Remote Code Important | No | No
Execution

CVE-2025-49726 | Elevation of | Important | No | No
Privilege

CVE-2025-49753 | Remote Code Important | No No
Execution

CVE-2025-49740 | Security Important | No No
Feature
Bypass
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CVE-2025-48804 | Security Important | No | No
Feature
Bypass

CVE-2025-48819 | Elevation of | Important | No | No
Privilege

CVE-2025-49732 | Elevation of | Important | No | No
Privilege

CVE-2025-49674 | Remote Code Important [ No | No
Execution

CVE-2025-49675 | Elevation of | Important | No | No
Privilege

CVE-2025-49657 | Remote Code Important | No | No
Execution

CVE-2025-48803 | Elevation of | Important | No | No
Privilege

CVE-2025-49659 | Elevation of | Important | No | No
Privilege

CVE-2025-49670 | Remote Code Important | No | No
Execution

CVE-2025-48800 | Security Important | No | No
Feature
Bypass

CVE-2025-47999 | Denial of Important | No | No
Service

CVE-2025-49725 | Elevation of | Important | No | No
Privilege

CVE-2025-49679 | Elevation of | Important | No | No
Privilege

CVE-2025-49727 | Elevation of | Important | No | No
Privilege

CVE-2025-49663 | Remote Code Important | No | No
Execution

CVE-2025-48805 | Remote Code Important [ No | No
Execution

CVE-2025-48811 | Elevation of | Important |No | No
Privilege

CVE-2025-48806 | Remote Code Important | No No
Execution

CVE-2025-48814 | Security Important | No No
Feature
Bypass
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CVE-2025-49667 | Elevation of | Important | No | No
Privilege

CVE-2025-33054 | Spoofing Important | No | No

CVE-2025-47986 | Elevation of | Important | No | No
Privilege

CVE-2025-26636 | Information Important | No | No
Disclosure

CVE-2025-49723 | Tampering Important | No | No

CVE-2025-47984 | Information Important | No | No
Disclosure

CVE-2025-48824 | Remote Code Important | No | No
Execution

CVE-2025-49676 | Remote Code Important | No | No
Execution

CVE-2025-49721 | Elevation of | Important | No | No
Privilege

CVE-2025-36350 | Information | Critical No | No
Disclosure

CVE-2025-49666 | Remote Code Important | No | No
Execution

CVE-2025-49678 | Elevation of | Important | No | No
Privilege

CVE-2025-49733 | Elevation of | Important | No | No
Privilege

CVE-2025-49668 | Remote Code Important | No | No
Execution

CVE-2025-47980 | Information | Critical No | No
Disclosure

CVE-2025-47987 | Elevation of | Important | No | No
Privilege

CVE-2025-49660 | Elevation of | Important | No | No
Privilege

CVE-2025-48799 | Elevation of | Important | No | No
Privilege

CVE-2025-49729 | Remote Code Important | No | No
Execution

CVE-2025-49694 | Elevation of | Important | No No
Privilege

CVE-2025-48820 | Elevation of | Important | No No

Privilege
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CVE-2025-47978 | Denial of Important | No | No
Service

CVE-2025-49724 | Remote Code Important | No | No
Execution

CVE-2025-49680 | Denial of Important [ No | No
Service

CVE-2025-49684 | Information Important | No | No
Disclosure

CVE-2025-49671 | Information Important | No | No
Disclosure

CVE-2025-49682 | Elevation of | Important | No No
Privilege

CVE-2025-49683 | Remote Code Important | No | No
Execution

CVE-2025-49681 | Information Important | No | No
Disclosure

CVE-2025-49742 | Remote Code Important | No | No
Execution

CVE-2025-48809 | Information Important | No | No
Disclosure

CVE-2025-47976 | Elevation of | Important | No | No
Privilege

CVE-2025-47159 | Elevation of | Important | No | No
Privilege

CVE-2025-47991 | Elevation of | Important | No | No
Privilege

CVE-2025-49687 | Elevation of | Important | No | No
Privilege

CVE-2025-48823 | Information Important | No | No
Disclosure

CVE-2025-49744 | Elevation of | Important | No | No
Privilege

CVE-2025-47972 | Elevation of | Important | No | No
Privilege

CVE-2025-48002 | Information Important | No No
Disclosure

CVE-2025-48003 | Security Important | No No
Feature
Bypass

CVE-2025-49658 | Information Important | No No
Disclosure
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CVE-2025-48815 | Elevation of | Important | No | No
Privilege
CVE-2025-49688 | Remote Code Important | No | No
Execution
CVE-2025-48822 | Remote Code | Critical No | No
Execution
CVE-2025-49693 | Elevation of | Important | No | No
Privilege
CVE-2025-49665 | Elevation of | Important | No | No
Privilege
CVE-2025-49686 | Elevation of | Important | No | No
Privilege
CVE-2025-48001 | Security Important | No | No
Feature
Bypass
CVE-2025-47998 | Remote Code Important | No | No
Execution
CVE-2025-48810 | Information Important | No | No
Disclosure
CVE-2025-47996 | Elevation of | Important | No | No
Privilege
CVE-2025-47993 | Elevation of | Important | No | No
Privilege
CVE-2025-47971 | Elevation of | Important | No | No
Privilege
CVE-2025-48808 | Information Important | No | No
Disclosure
CVE-2025-49690 | Elevation of | Important | No | No
Privilege
CVE-2025-47975 | Elevation of | Important | No | No
Privilege
CVE-2025-49691 | Remote Code Important | No | No
Execution
5062561 | = f& | July 8, CVE-2025-48803 | Elevation of | Important | No | No
2025— Privilege
KB5062561 CVE-2025-49742 | Remote Code Important | No | No
(0S Build Execution
10240. 2107 | CVE-2025-48821 | Elevation of | Important |No | No
3) - Privilege
Microsoft CVE-2025-49730 | Elevation of | Important | No No
Support Privilege
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for
Windows 10

CVE-2025-49659 | Elevation of | Important | No | No
Privilege

CVE-2025-47976 | Elevation of | Important | No | No
Privilege

CVE-2025-49721 | Elevation of | Important | No | No
Privilege

CVE-2025-47985 | Elevation of | Important | No | No
Privilege

CVE-2025-48816 | Elevation of | Important | No | No
Privilege

CVE-2025-48800 | Security Important | No | No
Feature
Bypass

CVE-2025-47159 | Elevation of | Important | No | No
Privilege

CVE-2025-48817 | Remote Code Important | No | No
Execution

CVE-2025-47981 | Remote Code | Critical No | No
Execution

CVE-2025-49722 | Denial of Important | No | No
Service

CVE-2025-49664 | Information Important | No | No
Disclosure

CVE-2025-49687 | Elevation of | Important | No | No
Privilege

CVE-2025-48823 | Information Important | No | No
Disclosure

CVE-2025-49744 | Elevation of | Important | No | No
Privilege

CVE-2025-48818 | Security Important | No | No
Feature
Bypass

CVE-2025-49689 | Elevation of | Important | No | No
Privilege

CVE-2025-47973 | Elevation of | Important | No No
Privilege

CVE-2025-47972 | Elevation of | Important | No No
Privilege

CVE-2025-49678 | Elevation of | Important | No No

Privilege
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CVE-2025-47980 | Information | Critical No | No
Disclosure

CVE-2025-49679 | Elevation of | Important | No | No
Privilege

CVE-2025-49760 | Spoofing Moderate No | No

CVE-2025-47987 | Elevation of | Important | No | No
Privilege

CVE-2025-49661 | Elevation of | Important | No | No
Privilege

CVE-2025-49727 | Elevation of | Important | No | No
Privilege

CVE-2025-49658 | Information Important | No No
Disclosure

CVE-2025-49660 | Elevation of | Important | No | No
Privilege

CVE-2025-48815 | Elevation of | Important | No | No
Privilege

CVE-2025-49665 | Elevation of | Important | No | No
Privilege

CVE-2025-49686 | Elevation of | Important | No | No
Privilege

CVE-2025-48001 | Security Important | No | No
Feature
Bypass

CVE-2025-48805 | Remote Code Important | No | No
Execution

CVE-2025-48811 | Elevation of | Important | No | No
Privilege

CVE-2025-48806 | Remote Code Important | No | No
Execution

CVE-2025-48820 | Elevation of | Important | No | No
Privilege

CVE-2025-49667 | Elevation of | Important | No | No
Privilege

CVE-2025-49680 | Denial of Important | No No
Service

CVE-2025-49684 | Information Important | No No
Disclosure

CVE-2025-49740 | Security Important | No No
Feature
Bypass
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CVE-2025-47986 | Elevation of | Important | No | No
Privilege
CVE-2025-48804 | Security Important | No | No
Feature
Bypass
CVE-2025-48819 | Elevation of | Important | No | No
Privilege
CVE-2025-47996 | Elevation of | Important | No | No
Privilege
CVE-2025-49732 | Elevation of | Important | No No
Privilege
CVE-2025-49683 | Remote Code Important | No | No
Execution
CVE-2025-47971 | Elevation of | Important | No | No
Privilege
CVE-2025-48808 | Information Important | No | No
Disclosure
CVE-2025-49675 | Elevation of | Important | No | No
Privilege
CVE-2025-47984 | Information Important | No | No
Disclosure
CVE-2025-47975 | Elevation of | Important | No | No
Privilege
CVE-2025-49691 | Remote Code Important | No | No
Execution
5062619 | =ifE | July 8, CVE-2025-49676 | Remote Code | Important | No | No
2025— Execution
KB5062619 CVE-2025-49742 | Remote Code | Important | No | No
(Security- Execution
only CVE-2025-49730 | Elevation of | Important | No | No
update) - Privilege
Microsoft CVE-2025-48821 | Elevation of | Important | No | No
Support Privilege
for CVE-2025-49659 | Elevation of | Important | No | No
Windows Privilege
Server CVE-2025-49672 | Remote Code Important | No | No
2008 R2 Execution
Premium CVE-2025-49670 | Remote Code | Important |No | No
Assurance Execution
CVE-2025-47976 | Elevation of | Important | No No
Privilege
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CVE-2025-49721 | Elevation of | Important | No | No
Privilege

CVE-2025-47985 | Elevation of | Important | No | No
Privilege

CVE-2025-48816 | Elevation of | Important | No | No
Privilege

CVE-2025-48817 | Remote Code Important | No | No
Execution

CVE-2025-47981 | Remote Code | Critical No | No
Execution

CVE-2025-49664 | Information Important | No No
Disclosure

CVE-2025-49722 | Denial of Important | No | No
Service

CVE-2025-47973 | Elevation of | Important | No | No
Privilege

CVE-2025-49689 | Elevation of | Important | No | No
Privilege

CVE-2025-49678 | Elevation of | Important | No | No
Privilege

CVE-2025-47980 | Information | Critical No | No
Disclosure

CVE-2025-49668 | Remote Code Important | No | No
Execution

CVE-2025-49679 | Elevation of | Important | No | No
Privilege

CVE-2025-47987 | Elevation of | Important | No | No
Privilege

CVE-2025-49661 | Elevation of | Important | No | No
Privilege

CVE-2025-49727 | Elevation of | Important | No | No
Privilege

CVE-2025-49658 | Information Important | No | No
Disclosure

CVE-2025-48815 | Elevation of | Important |No | No
Privilege

CVE-2025-49673 | Remote Code Important | No No
Execution

CVE-2025-49729 | Remote Code Important | No No
Execution
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CVE-2025-49663 | Remote Code Important | No | No
Execution

CVE-2025-49686 | Elevation of | Important | No | No
Privilege

CVE-2025-49669 | Remote Code Important [ No | No
Execution

CVE-2025-48805 | Remote Code Important | No | No
Execution

CVE-2025-48806 | Remote Code Important | No | No
Execution

CVE-2025-48814 | Security Important | No | No
Feature
Bypass

CVE-2025-47998 | Remote Code Important | No | No
Execution

CVE-2025-49667 | Elevation of | Important | No | No
Privilege

CVE-2025-49716 | Denial of Important | No | No
Service

CVE-2025-49753 | Remote Code Important | No | No
Execution

CVE-2025-49671 | Information Important | No | No
Disclosure

CVE-2025-47986 | Elevation of | Important | No | No
Privilege

CVE-2025-48819 | Elevation of | Important | No | No
Privilege

CVE-2025-47996 | Elevation of | Important | No | No
Privilege

CVE-2025-49683 | Remote Code Important | No | No
Execution

CVE-2025-49732 | Elevation of | Important | No | No
Privilege

CVE-2025-47971 | Elevation of | Important | No | No
Privilege

CVE-2025-49674 | Remote Code Important | No No
Execution

CVE-2025-48808 | Information Important | No No
Disclosure

CVE-2025-49675 | Elevation of | Important | No No
Privilege
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CVE-2025-47984 | Information Important | No | No 2
Disclosure

CVE-2025-49657 | Remote Code Important | No | No 3
Execution

CVE-2025-47975 | Elevation of | Important | No | No 2
Privilege

CVE-2025-49681 | Information Important | No | No 3
Disclosure

CVE-2025-48824 | Remote Code Important | No | No 3
Execution

A ARHORAT AT 2 A R Ah T35 11 A, PRAIZIRAN T

AT AR CVE JwiFH IR EIR S HEE ]
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5002655 | &G | Descriptio | CVE-2025-49700 | Remote Code Important [No |No |3
n of the Execution
security
update for
Office
2016: July
8, 2025
(KB5002655
) -
Microsoft
Support
5002747 | &ifE | July 1, CVE-2025-49699 | Remote Code Important | No | No 2
2025, Execution
update for
Outlook
2016
(KB5002747
) -

Microsoft

Support
5002734 | &=ifG | Descriptio | CVE-2025-48812 | Information Important | No No 3

n of the Disclosure
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security
update for
Office
2016: July
8, 2025
(KB5002734
) -
Microsoft

Support

Descriptio
n of the
security
update for
Excel
2016: July
8, 2025
(KB5002749
) -
Microsoft

Support

CVE-2025-48812

Information

Disclosure

Important

No

No

CVE-2025-49711

Remote Code

Execution

Important

No

No

CVE-2025-49697

Remote Code

Execution

Critical

No

No

Descriptio
n of the
security
update for
Word 2016:
July 8,
2025
(KB5002745
) -
Microsoft

Support

CVE-2025-49703

Remote Code

Execution

Critical

No

No

Descriptio
n of the
security
update for
PowerPoint
2016: July
8, 2025
(KB5002746
) -
Microsoft

Support

CVE-2025-49705

Remote Code

Execution

Important

No

No

CVE-2025-49699

Remote Code

Execution

Important

No

No
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Descriptio
n of the
security
update for
Office
2016: July
8, 2025
(KB5001941
) -
Microsoft

Support

CVE-2025-49699

Remote Code

Execution

Important

No

No

Descriptio
n of the
security
update for
Office
2016: July
8, 2025
(KB4464583
) -
Microsoft

Support

CVE-2025-49699

Remote Code

Execution

Important

No

No

Descriptio
n of the
security
update for
SharePoint
Enterprise
Server
2016
Language
Pack: July
8, 2025
(KB5002743
) -
Microsoft

Support

CVE-2025-49703

Remote Code

Execution

Critical

No

No

Descriptio
n of the
security
update for

SharePoint

CVE-2025-49703

Remote Code

Execution

Critical

No

No

CVE-2025-49701

Remote Code

Execution

Important

No

No

CVE-2025-49706

Spoofing

Important

No

No

St
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Enterprise | CVE-2025-49704 | Remote Code | Critical No | No
Server Execution
2016: July
8, 2025
(KB5002744
) -

Microsoft
Support
5002742 | &ifG | Descriptio | CVE-2025-49697 | Remote Code Critical No | No
n of the Execution
security CVE-2025-49698 | Remote Code Critical No No
update for Execution
Office CVE-2025-49695 | Remote Code | Critical |No | No
2016: July Execution
8, 2025 CVE-2025-47994 | Elevation of | Important | No | No
(KB5002742 Privilege
) - CVE-2025-49696 | Remote Code | Critical No | No
Microsoft Execution
Support CVE-2025-49700 | Remote Code Important | No No
Execution
CVE-2025-49702 | Remote Code | Critical No | No
Execution

T

Lo BIREM b Ui ry TR R G5 VA0 B
0 - TR (Exploitation Detected)
1 - HAAEEMAIH (Exploitation More Likely)
2 — AKATREFIA (Exploitation Less Likely)
3 — AArEeFI A (Exploitation Unlikely)

4 = ANZIETARE (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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