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1.

2.
3.
4

F2E ERKEHT

AAH 23 D alwii 2wy 2GR LU ME— 4605, HEE R,

TWIAZEY, (Severity) =/® (Critical) ,
AN FE (Publicly Disclosed) =& (Yes) ,

O it (Exploited) =4 (Yes) ,
JRIE BT R Y (Exploitability Assessment) =" H
(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More

Likely) ”

FEHW R

AF B

TR AT A A

5048695

5048710

5048652

5048735

5048667

5048699

5048671

5048661

5048744

5048676

5048685

5048654

5048703

CVE-2024-49118

Remote Code

Execution

Critical

Exploitation
Less Likely

5048695

5048652

5048735

5048667

5048699

5048671

5048661

5048676

5048685

5048654

5048703

CVE-2024-49105

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5048695

5048710

5048652

5048735

CVE-2024-49090

Elevation of

Privilege

Importan

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5048695
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49118
http://support.microsoft.com/kb/5048710
http://support.microsoft.com/kb/5048652
http://support.microsoft.com/kb/5048735
http://support.microsoft.com/kb/5048667
http://support.microsoft.com/kb/5048699
http://support.microsoft.com/kb/5048671
http://support.microsoft.com/kb/5048661
http://support.microsoft.com/kb/5048744
http://support.microsoft.com/kb/5048676
http://support.microsoft.com/kb/5048685
http://support.microsoft.com/kb/5048654
http://support.microsoft.com/kb/5048703
http://support.microsoft.com/kb/5048695
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49105
http://support.microsoft.com/kb/5048652
http://support.microsoft.com/kb/5048735
http://support.microsoft.com/kb/5048667
http://support.microsoft.com/kb/5048699
http://support.microsoft.com/kb/5048671
http://support.microsoft.com/kb/5048661
http://support.microsoft.com/kb/5048676
http://support.microsoft.com/kb/5048685
http://support.microsoft.com/kb/5048654
http://support.microsoft.com/kb/5048703
http://support.microsoft.com/kb/5048695
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49090
http://support.microsoft.com/kb/5048710
http://support.microsoft.com/kb/5048652
http://support.microsoft.com/kb/5048735
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5048667

5048699

5048671

5048661

5048744

5048676

5048685

5048654

5048703

5048695

CVE-2024-49126

5048710

5048652

5048735

5048667

5048699

5048671

5048661

5048744

5048676

5048685

5048654

5048703

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5048695

CVE-2024-49112

5048710

5048652

5048735

5048667

5048699

5048671

5048661

5048744

5048676

5048685

5048654

5048703

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5048695

CVE-2024-49127

5048710

5048652

5048735

5048667

5048699

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely



http://support.microsoft.com/kb/5048667
http://support.microsoft.com/kb/5048699
http://support.microsoft.com/kb/5048671
http://support.microsoft.com/kb/5048661
http://support.microsoft.com/kb/5048744
http://support.microsoft.com/kb/5048676
http://support.microsoft.com/kb/5048685
http://support.microsoft.com/kb/5048654
http://support.microsoft.com/kb/5048703
http://support.microsoft.com/kb/5048695
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49126
http://support.microsoft.com/kb/5048710
http://support.microsoft.com/kb/5048652
http://support.microsoft.com/kb/5048735
http://support.microsoft.com/kb/5048667
http://support.microsoft.com/kb/5048699
http://support.microsoft.com/kb/5048671
http://support.microsoft.com/kb/5048661
http://support.microsoft.com/kb/5048744
http://support.microsoft.com/kb/5048676
http://support.microsoft.com/kb/5048685
http://support.microsoft.com/kb/5048654
http://support.microsoft.com/kb/5048703
http://support.microsoft.com/kb/5048695
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49112
http://support.microsoft.com/kb/5048710
http://support.microsoft.com/kb/5048652
http://support.microsoft.com/kb/5048735
http://support.microsoft.com/kb/5048667
http://support.microsoft.com/kb/5048699
http://support.microsoft.com/kb/5048671
http://support.microsoft.com/kb/5048661
http://support.microsoft.com/kb/5048744
http://support.microsoft.com/kb/5048676
http://support.microsoft.com/kb/5048685
http://support.microsoft.com/kb/5048654
http://support.microsoft.com/kb/5048703
http://support.microsoft.com/kb/5048695
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49127
http://support.microsoft.com/kb/5048710
http://support.microsoft.com/kb/5048652
http://support.microsoft.com/kb/5048735
http://support.microsoft.com/kb/5048667
http://support.microsoft.com/kb/5048699
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5048671

5048661

5048744

5048676

5048685

5048654

5048703

5048695

CVE-2024-49124

5048710

5048652

5048735

5048667

5048699

5048671

5048661

5048744

5048676

5048685

5048654

5048703

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5048695

CVE-2024-49122

5048710

5048652

5048735

5048667

5048699

5048671

5048661

5048744

5048676

5048685

5048654

5048703

Remote Code

Execution

Critical

No

No

Exploitation
More Likely

5048695

CVE-2024-49138

5048710

5048652

5048735

5048667

5048699

5048671

5048661

Elevation of

Privilege

Importan
t

Yes

Yes

Exploitation
Detected



http://support.microsoft.com/kb/5048671
http://support.microsoft.com/kb/5048661
http://support.microsoft.com/kb/5048744
http://support.microsoft.com/kb/5048676
http://support.microsoft.com/kb/5048685
http://support.microsoft.com/kb/5048654
http://support.microsoft.com/kb/5048703
http://support.microsoft.com/kb/5048695
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49124
http://support.microsoft.com/kb/5048710
http://support.microsoft.com/kb/5048652
http://support.microsoft.com/kb/5048735
http://support.microsoft.com/kb/5048667
http://support.microsoft.com/kb/5048699
http://support.microsoft.com/kb/5048671
http://support.microsoft.com/kb/5048661
http://support.microsoft.com/kb/5048744
http://support.microsoft.com/kb/5048676
http://support.microsoft.com/kb/5048685
http://support.microsoft.com/kb/5048654
http://support.microsoft.com/kb/5048703
http://support.microsoft.com/kb/5048695
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49122
http://support.microsoft.com/kb/5048710
http://support.microsoft.com/kb/5048652
http://support.microsoft.com/kb/5048735
http://support.microsoft.com/kb/5048667
http://support.microsoft.com/kb/5048699
http://support.microsoft.com/kb/5048671
http://support.microsoft.com/kb/5048661
http://support.microsoft.com/kb/5048744
http://support.microsoft.com/kb/5048676
http://support.microsoft.com/kb/5048685
http://support.microsoft.com/kb/5048654
http://support.microsoft.com/kb/5048703
http://support.microsoft.com/kb/5048695
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49138
http://support.microsoft.com/kb/5048710
http://support.microsoft.com/kb/5048652
http://support.microsoft.com/kb/5048735
http://support.microsoft.com/kb/5048667
http://support.microsoft.com/kb/5048699
http://support.microsoft.com/kb/5048671
http://support.microsoft.com/kb/5048661

Wwo T = 1s

% —

AR ER2LHEE

WREHER 2024 £ 12 AR TEEHES

5048744

5048676

5048685

5048654

5048703

5048695

CVE-2024-49088

5048710

5048652

5048735

5048667

5048699

5048671

5048661

5048744

5048676

5048685

5048654

5048703

Elevation of

Privilege

Importan
t

No

No

Exploitation
More Likely

5048652

CVE-2024-49132

5048667

5048661

5048685

5048654

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5048652

CVE-2024-49123

5048667

5048661

5048685

5048654

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5048652

CVE-2024-49114

5048667

5048661

5048685

5048654

Elevation of

Privilege

Importan
t

No

No

Exploitation
More Likely

5048735

CVE-2024-49128

5048667

5048699

5048671

5048661

5048654

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5048735

CVE-2024-49120

5048667

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely



http://support.microsoft.com/kb/5048744
http://support.microsoft.com/kb/5048676
http://support.microsoft.com/kb/5048685
http://support.microsoft.com/kb/5048654
http://support.microsoft.com/kb/5048703
http://support.microsoft.com/kb/5048695
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49088
http://support.microsoft.com/kb/5048710
http://support.microsoft.com/kb/5048652
http://support.microsoft.com/kb/5048735
http://support.microsoft.com/kb/5048667
http://support.microsoft.com/kb/5048699
http://support.microsoft.com/kb/5048671
http://support.microsoft.com/kb/5048661
http://support.microsoft.com/kb/5048744
http://support.microsoft.com/kb/5048676
http://support.microsoft.com/kb/5048685
http://support.microsoft.com/kb/5048654
http://support.microsoft.com/kb/5048703
http://support.microsoft.com/kb/5048652
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49132
http://support.microsoft.com/kb/5048667
http://support.microsoft.com/kb/5048661
http://support.microsoft.com/kb/5048685
http://support.microsoft.com/kb/5048654
http://support.microsoft.com/kb/5048652
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49123
http://support.microsoft.com/kb/5048667
http://support.microsoft.com/kb/5048661
http://support.microsoft.com/kb/5048685
http://support.microsoft.com/kb/5048654
http://support.microsoft.com/kb/5048652
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49114
http://support.microsoft.com/kb/5048667
http://support.microsoft.com/kb/5048661
http://support.microsoft.com/kb/5048685
http://support.microsoft.com/kb/5048654
http://support.microsoft.com/kb/5048735
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49128
http://support.microsoft.com/kb/5048667
http://support.microsoft.com/kb/5048699
http://support.microsoft.com/kb/5048671
http://support.microsoft.com/kb/5048661
http://support.microsoft.com/kb/5048654
http://support.microsoft.com/kb/5048735
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49120
http://support.microsoft.com/kb/5048667

Wwo T = 1s

-

AR ER2LHEE

WREHER 2024 £ 12 AR TEEHES

5048699

5048671

5048661

5048654

5048667 | CVE-2024-49108 | Remote Code | Critical | No No Exploitation

5048671 Execution Less Likely

5048661

5048654

5048667 | CVE-2024-49116 | Remote Code | Critical | No No Exploitation

5048671 Execution Less Likely

5048661

5048654

5048667 | CVE-2024-49115 | Remote Code | Critical | No No Exploitation

5048671 Execution Less Likely

5048661

5048654

5048667 | CVE-2024-49117 | Remote Code | Critical | No No Exploitation

5048685 Execution Less Likely

5048654

5048667 | CVE-2024-49093 | Elevation of | Importan | No No Exploitation
Privilege t More Likely

5048667 | CVE-2024-49106 | Remote Code | Critical | No No Exploitation

5048671 Execution Less Likely

5048661

5048654

5048667 | CVE-2024-49119 | Remote Code | Critical | No No Exploitation

5048671 Execution Less Likely

5048661

5048654

5002544 | CVE-2024-49070 | Remote Code Importan | No No Exploitation

5002659 Execution t More Likely



http://support.microsoft.com/kb/5048699
http://support.microsoft.com/kb/5048671
http://support.microsoft.com/kb/5048661
http://support.microsoft.com/kb/5048654
http://support.microsoft.com/kb/5048667
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49108
http://support.microsoft.com/kb/5048671
http://support.microsoft.com/kb/5048661
http://support.microsoft.com/kb/5048654
http://support.microsoft.com/kb/5048667
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49116
http://support.microsoft.com/kb/5048671
http://support.microsoft.com/kb/5048661
http://support.microsoft.com/kb/5048654
http://support.microsoft.com/kb/5048667
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49115
http://support.microsoft.com/kb/5048671
http://support.microsoft.com/kb/5048661
http://support.microsoft.com/kb/5048654
http://support.microsoft.com/kb/5048667
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49117
http://support.microsoft.com/kb/5048685
http://support.microsoft.com/kb/5048654
http://support.microsoft.com/kb/5048667
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49093
http://support.microsoft.com/kb/5048667
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49106
http://support.microsoft.com/kb/5048671
http://support.microsoft.com/kb/5048661
http://support.microsoft.com/kb/5048654
http://support.microsoft.com/kb/5048667
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49119
http://support.microsoft.com/kb/5048671
http://support.microsoft.com/kb/5048661
http://support.microsoft.com/kb/5048654
http://support.microsoft.com/kb/5002544
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49070
http://support.microsoft.com/kb/5002659

Wwo T = 1s

- B & RSN E TEEEA 2024 &£ 12 HNNTEEHES

EI3TE B MBI AFIR I

AR BT EL 0 i) AR R R R



0 v =l —
WL TR
- KRR & RS NEE AHRELH 2024 £ 12 AN TEEHES

BAT Wi T 1IFEHTER

AW RATHI RS 2 AT T 3L 13 4, FR4R5IRAT

CVE J%iF b= AL RRE%

5048695 | =if& | December | CVE-2024-49118 | Remote Code | Critical No | No 2
10, Execution
2024— CVE-2024-49082 | Information | Important |No | No 2
KB504869 Disclosure
5 CVE-2024-49102 | Remote Code Important | No | No 2
(Monthly Execution
Rollup) | CVE-2024-49089 | Remote Code | Important |No |No | 2
- Execution
Microsof | CVE-2024-49113 | Denial of Important |No |No | 2
t Service
Support | CVE-2024-49105 | Remote Code | Critical No | No 2
for Execution
Windows | CVE-2024-49090 | Elevation of | Important |No [No | 1
Server Privilege
2008 R2 | CVE-2024-49126 | Remote Code |Critical [No |No | 2
Premium Execution
Assuranc | cyE-2024-49072 | Elevation of Important | No | No 2
e Privilege
CVE-2024-49096 | Denial of Important | No | No 2
Service
CVE-2024-49112 | Remote Code | Critical No | No 2
Execution
CVE-2024-49125 | Remote Code Important | No No 2
Execution
CVE-2024-49127 | Remote Code | Critical No | No 2
Execution
CVE-2024-49121 | Denial of Important | No | No 2
Service
CVE-2024-49085 | Remote Code Important | No | No 2
Execution

ECI


http://support.microsoft.com/kb/5048695

Wwo T = 1s

- R &R 2N E HEREHLEHE 2024 £ 12 AR TEEHES
CVE-2024-49124 | Remote Code | Critical No | No
Execution
CVE-2024-49086 | Remote Code Important | No | No
Execution
CVE-2024-49122 | Remote Code | Critical No | No
Execution
CVE-2024-49138 | Elevation of | Important | Yes | Yes
Privilege
CVE-2024-49080 | Remote Code Important | No | No
Execution
CVE-2024-49088 | Elevation of | Important | No No
Privilege
CVE-2024-49084 | Elevation of | Important | No | No
Privilege
CVE-2024-49104 | Remote Code Important | No | No
Execution
5048710 | =& | December | CVE-2024-49118 | Remote Code Critical No No
10, Execution
2024— CVE-2024-49082 | Information Important | No | No
KB504871 Disclosure
0 CVE-2024-49102 | Remote Code Important | No | No
(Monthly Execution
Rollup) | CVE-2024-49089 | Remote Code | Important |No | No
- Execution
Microsof | CVE-2024-49113 | Denial of Important |No |[No
t Service
Support | CVE-2024-49090 | Elevation of Important | No | No
for Privilege
Windows | CVE-2024-49126 | Remote Code | Critical |No |No
Server Execution
2008 CVE-2024-49072 | Elevation of | Important |No | No
Premium Privilege
Assuranc | cyp-9024-49096 | Denial of Important | No | No
€ Service
CVE-2024-49112 | Remote Code | Critical No | No
Execution
CVE-2024-49125 | Remote Code Important | No No
Execution
CVE-2024-49127 | Remote Code | Critical No | No
Execution

St
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http://support.microsoft.com/kb/5048710
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CVE-2024-49121 | Denial of Important | No | No
Service
CVE-2024-49085 | Remote Code Important | No | No
Execution
CVE-2024-49124 | Remote Code | Critical No | No
Execution
CVE-2024-49086 | Remote Code Important [ No | No
Execution
CVE-2024-49122 | Remote Code | Critical No | No
Execution
CVE-2024-49138 | Elevation of | Important | Yes | Yes
Privilege
CVE-2024-49080 | Remote Code Important | No | No
Execution
CVE-2024-49088 | Elevation of | Important | No | No
Privilege
CVE-2024-49084 | Elevation of | Important | No | No
Privilege
CVE-2024-49104 | Remote Code Important | No | No
Execution
5048652 | = f& | December | CVE-2024-49118 | Remote Code Critical No No
10, Execution
2024— CVE-2024-49092 | Elevation of | Important | No | No
KB504865 Privilege
2 (0S CVE-2024-49132 | Remote Code | Critical No | No
Builds Execution
19044. 52 | CVE-2024-49082 | Information | Important |No | No
47 and Disclosure
19045. 52 | CVE-2024-49083 | Elevation of | Important |No | No
47) - Privilege
Microsof | CVE-2024-49123 | Remote Code | Critical |No |No
t Execution
Support | CVE-2024-49102 | Remote Code Important | No | No
for Execution
Windows | CVE-2024-49089 | Remote Code | Important |No |No
10 Execution
Enterpri | cvE-2024-49107 | Elevation of | Important |No | No
se LTSC Privilege
2021, Win | cyE-2024-49103 | Information | Important |No |No
dows 10 Disclosure

St
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http://support.microsoft.com/kb/5048652
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ToT
Enterpri
se LTSC
2021, Win
dows 10,
version
22H2,
all

editions

CVE-2024-49113 | Denial of Important | No | No
Service

CVE-2024-49105 | Remote Code | Critical No | No
Execution

CVE-2024-49111 | Elevation of | Important | No | No
Privilege

CVE-2024-49090 | Elevation of | Important | No | No
Privilege

CVE-2024-49126 | Remote Code | Critical No | No
Execution

CVE-2024-49072 | Elevation of | Important | No No
Privilege

CVE-2024-49096 | Denial of Important | No | No
Service

CVE-2024-49074 | Elevation of | Important | No | No
Privilege

CVE-2024-49099 | Information Important | No | No
Disclosure

CVE-2024-49079 | Remote Code Important | No | No
Execution

CVE-2024-49095 | Elevation of | Important | No | No
Privilege

CVE-2024-49114 | Elevation of | Important | No | No
Privilege

CVE-2024-49112 | Remote Code | Critical No | No
Execution

CVE-2024-49098 | Information Important | No | No
Disclosure

CVE-2024-49127 | Remote Code | Critical No | No
Execution

CVE-2024-49121 | Denial of Important | No | No
Service

CVE-2024-49075 | Denial of Important | No | No
Service

CVE-2024-49124 | Remote Code | Critical No | No
Execution

CVE-2024-49077 | Elevation of | Important | No No
Privilege

CVE-2024-49122 | Remote Code | Critical No | No

Execution
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CVE-2024-49101 | Elevation of | Important | No | No
Privilege
CVE-2024-49110 | Elevation of | Important | No | No
Privilege
CVE-2024-49138 | Elevation of | Important | Yes | Yes
Privilege
CVE-2024-49073 | Elevation of | Important | No | No
Privilege
CVE-2024-49080 | Remote Code Important | No | No
Execution
CVE-2024-49081 | Elevation of | Important | No No
Privilege
CVE-2024-49088 | Elevation of | Important | No | No
Privilege
CVE-2024-49084 | Elevation of | Important | No | No
Privilege
CVE-2024-49104 | Remote Code Important | No | No
Execution
CVE-2024-49087 | Information Important | No | No
Disclosure
CVE-2024-49094 | Elevation of | Important | No | No
Privilege
CVE-2024-49078 | Elevation of | Important | No | No
Privilege
CVE-2024-49109 | Elevation of | Important | No | No
Privilege
CVE-2024-49097 | Elevation of | Important | No | No
Privilege
CVE-2024-49076 | Elevation of | Important | No | No
Privilege
5048735 | & fG | December | CVE-2024-49118 | Remote Code Critical No No
10, Execution
2024— CVE-2024-49082 | Information Important | No | No
KB504873 Disclosure
5 CVE-2024-49102 | Remote Code Important | No No
(Monthly Execution
Rollup) CVE-2024-49089 | Remote Code Important | No No
- Execution
Microsof | CVE-2024-49113 | Denial of Important | No | No
t Service
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Support
for
Windows
Server
2012 R2
ESU

CVE-2024-49105 | Remote Code | Critical No | No
Execution

CVE-2024-49090 | Elevation of | Important | No | No
Privilege

CVE-2024-49128 | Remote Code | Critical No | No
Execution

CVE-2024-49126 | Remote Code | Critical No | No
Execution

CVE-2024-49072 | Elevation of | Important | No | No
Privilege

CVE-2024-49096 | Denial of Important | No | No
Service

CVE-2024-49120 | Remote Code | Critical No | No
Execution

CVE-2024-49091 | Remote Code Important | No | No
Execution

CVE-2024-49079 | Remote Code Important | No | No
Execution

CVE-2024-49112 | Remote Code | Critical No | No
Execution

CVE-2024-49125 | Remote Code Important | No | No
Execution

CVE-2024-49127 | Remote Code | Critical No | No
Execution

CVE-2024-49121 | Denial of Important | No | No
Service

CVE-2024-49085 | Remote Code Important | No | No
Execution

CVE-2024-49124 | Remote Code | Critical No | No
Execution

CVE-2024-49086 | Remote Code Important | No | No
Execution

CVE-2024-49122 | Remote Code | Critical No | No
Execution

CVE-2024-49138 | Elevation of | Important | Yes | Yes
Privilege

CVE-2024-49080 | Remote Code Important | No No
Execution

CVE-2024-49088 | Elevation of | Important | No No

Privilege
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CVE-2024-49084 | Elevation of | Important | No | No
Privilege
CVE-2024-49129 | Denial of Important | No | No
Service
CVE-2024-49104 | Remote Code Important [ No | No
Execution
5048667 | & f& | December | CVE-2024-49118 | Remote Code Critical No No
10, Execution
2024— CVE-2024-49092 | Elevation of | Important | No | No
KB504866 Privilege
7 (0S CVE-2024-49132 | Remote Code | Critical |No | No
Build Execution
26100. 26 | CVE-2024-49082 | Information Important | No | No
05) - Disclosure
Microsof | CVE-2024-49108 | Remote Code | Critical No | No
t Execution
Support | CVE-2024-49083 | Elevation of Important | No | No
for Privilege
Windows | CVE-2024-49123 | Remote Code | Critical |No [No
11 Execution
version | cyE-2024-49102 | Remote Code Important | No | No
24H2, Execution
all CVE-2024-49089 | Remote Code | Important |No | No
editions Execution
CVE-2024-49116 | Remote Code | Critical No | No
Execution
CVE-2024-49115 | Remote Code | Critical No | No
Execution
CVE-2024-49107 | Elevation of | Important | No | No
Privilege
CVE-2024-49103 | Information Important | No | No
Disclosure
CVE-2024-49113 | Denial of Important | No | No
Service
CVE-2024-49105 | Remote Code | Critical No | No
Execution
CVE-2024-49111 | Elevation of | Important | No No
Privilege
CVE-2024-49090 | Elevation of | Important | No No
Privilege
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CVE-2024-49128 | Remote Code | Critical No | No
Execution

CVE-2024-49126 | Remote Code | Critical No | No
Execution

CVE-2024-49072 | Elevation of | Important | No | No
Privilege

CVE-2024-49096 | Denial of Important | No | No
Service

CVE-2024-49120 | Remote Code | Critical No | No
Execution

CVE-2024-49091 | Remote Code Important | No | No
Execution

CVE-2024-49099 | Information Important | No | No
Disclosure

CVE-2024-49079 | Remote Code Important | No | No
Execution

CVE-2024-49095 | Elevation of | Important | No | No
Privilege

CVE-2024-49114 | Elevation of | Important | No | No
Privilege

CVE-2024-49112 | Remote Code | Critical No | No
Execution

CVE-2024-49125 | Remote Code Important | No | No
Execution

CVE-2024-49127 | Remote Code | Critical No | No
Execution

CVE-2024-49098 | Information Important | No | No
Disclosure

CVE-2024-49121 | Denial of Important | No | No
Service

CVE-2024-49117 | Remote Code | Critical No | No
Execution

CVE-2024-49085 | Remote Code Important | No | No
Execution

CVE-2024-49075 | Denial of Important | No No
Service

CVE-2024-49124 | Remote Code | Critical No | No
Execution

CVE-2024-49077 | Elevation of | Important | No No

Privilege
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CVE-2024-49086 | Remote Code Important | No | No
Execution

CVE-2024-49122 | Remote Code | Critical No | No
Execution

CVE-2024-49101 | Elevation of | Important | No | No
Privilege

CVE-2024-49110 | Elevation of | Important | No | No
Privilege

CVE-2024-49138 | Elevation of | Important | Yes | Yes
Privilege

CVE-2024-49073 | Elevation of | Important | No No
Privilege

CVE-2024-49093 | Elevation of | Important | No | No
Privilege

CVE-2024-49088 | Elevation of | Important | No | No
Privilege

CVE-2024-49081 | Elevation of | Important | No | No
Privilege

CVE-2024-49080 | Remote Code Important | No | No
Execution

CVE-2024-49084 | Elevation of | Important | No | No
Privilege

CVE-2024-49129 | Denial of Important | No | No
Service

CVE-2024-49104 | Remote Code Important | No | No
Execution

CVE-2024-49106 | Remote Code | Critical No | No
Execution

CVE-2024-49087 | Information Important | No | No
Disclosure

CVE-2024-49119 | Remote Code | Critical No | No
Execution

CVE-2024-49094 | Elevation of | Important | No | No
Privilege

CVE-2024-49078 | Elevation of | Important | No No
Privilege

CVE-2024-49109 | Elevation of | Important | No No
Privilege

CVE-2024-49097 | Elevation of | Important | No No
Privilege
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CVE-2024-49076 | Elevation of | Important | No | No
Privilege
5048699 | & f& | December | CVE-2024-49118 | Remote Code Critical No No
10, Execution
2024— CVE-2024-49082 | Information Important | No | No
KB504869 Disclosure
9 CVE-2024-49102 | Remote Code Important | No | No
(Monthly Execution
Rollup) | CVE-2024-49089 | Remote Code | Important |No | No
- Execution
Microsof | CVE-2024-49113 | Denial of Important | No | No
t Service
Support | CVE-2024-49105 | Remote Code | Critical No | No
for Execution
Windows | CVE-2024-49090 | Elevation of Important | No | No
Server Privilege
2012 ESU | cVE-2024-49128 | Remote Code | Critical [No |No
Execution
CVE-2024-49126 | Remote Code | Critical No | No
Execution
CVE-2024-49072 | Elevation of | Important | No | No
Privilege
CVE-2024-49096 | Denial of Important | No | No
Service
CVE-2024-49120 | Remote Code | Critical No | No
Execution
CVE-2024-49091 | Remote Code Important | No | No
Execution
CVE-2024-49079 | Remote Code Important | No | No
Execution
CVE-2024-49112 | Remote Code | Critical No | No
Execution
CVE-2024-49125 | Remote Code Important | No | No
Execution
CVE-2024-49127 | Remote Code | Critical No | No
Execution
CVE-2024-49121 | Denial of Important | No No
Service
CVE-2024-49085 | Remote Code Important | No No

Execution
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CVE-2024-49124 | Remote Code | Critical No | No
Execution
CVE-2024-49086 | Remote Code Important | No | No
Execution
CVE-2024-49122 | Remote Code | Critical No | No
Execution
CVE-2024-49138 | Elevation of | Important | Yes | Yes
Privilege
CVE-2024-49080 | Remote Code Important | No | No
Execution
CVE-2024-49088 | Elevation of | Important | No No
Privilege
CVE-2024-49084 | Elevation of | Important | No | No
Privilege
CVE-2024-49129 | Denial of Important | No | No
Service
CVE-2024-49104 | Remote Code Important | No | No
Execution
5048671 | =& | December | CVE-2024-49118 | Remote Code Critical No No
10, Execution
2024— CVE-2024-49082 | Information Important | No | No
KB504867 Disclosure
1 (0S CVE-2024-49108 | Remote Code | Critical |No | No
Build Execution
14393. 76 | CVE-2024-49102 | Remote Code Important | No | No
06) - Execution
Microsof | CVE-2024-49089 | Remote Code | Important |No | No
t Execution
Support | CVE-2024-49116 | Remote Code | Critical No | No
for Execution
Windows | CVE-2024-49115 | Remote Code | Critical |No |No
10, Execution
version | cyE-2024-49107 | Elevation of | Important |No | No
1607, Privilege
all CVE-2024-49113 | Denial of Important | No | No
editions Service
» Windows [ oyp-9024-49105 | Remote Code | Critical |No | No
Server Execution
2016, CVE-2024-49090 | Elevation of | Important | No | No

Privilege
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all CVE-2024-49128 | Remote Code | Critical No | No
editions Execution

CVE-2024-49126 | Remote Code | Critical No | No
Execution

CVE-2024-49072 | Elevation of | Important | No | No
Privilege

CVE-2024-49096 | Denial of Important | No | No
Service

CVE-2024-49120 | Remote Code | Critical No | No
Execution

CVE-2024-49091 | Remote Code Important | No | No
Execution

CVE-2024-49079 | Remote Code Important | No | No
Execution

CVE-2024-49112 | Remote Code | Critical No | No
Execution

CVE-2024-49125 | Remote Code Important | No | No
Execution

CVE-2024-49127 | Remote Code | Critical No | No
Execution

CVE-2024-49121 | Denial of Important | No | No
Service

CVE-2024-49085 | Remote Code Important | No | No
Execution

CVE-2024-49124 | Remote Code | Critical No | No
Execution

CVE-2024-49086 | Remote Code Important | No | No
Execution

CVE-2024-49122 | Remote Code | Critical No | No
Execution

CVE-2024-49138 | Elevation of | Important | Yes | Yes
Privilege

CVE-2024-49080 | Remote Code Important | No | No
Execution

CVE-2024-49088 | Elevation of | Important | No No
Privilege

CVE-2024-49084 | Elevation of | Important | No No
Privilege

CVE-2024-49129 | Denial of Important | No No
Service
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CVE-2024-49104 | Remote Code Important | No | No
Execution
CVE-2024-49106 | Remote Code | Critical No | No
Execution
CVE-2024-49119 | Remote Code | Critical No | No
Execution
5048661 | & f& | December | CVE-2024-49118 | Remote Code Critical No No
10, Execution
2024— CVE-2024-49092 | Elevation of | Important | No | No
KB504866 Privilege
1 (0S CVE-2024-49132 | Remote Code | Critical |No | No
Build Execution
17763.66 | CVE-2024-49082 | Information | Important |No | No
59) - Disclosure
Microsof | CVE-2024-49108 | Remote Code | Critical No | No
t Execution
Support | CVE-2024-49083 | Elevation of Important | No | No
for Win Privilege
10 Ent | CVE-2024-49123 | Remote Code | Critical [No |No
LTSC Execution
2019, Win | cvE-2024-49102 | Remote Code Important | No | No
10 ToT Execution
Ent LTSC | cvE-2024-49089 | Remote Code | Important |No | No
2019, Win Execution
dows 101 cyp-2024-49116 | Remote Code | Critical |No |No
LoT Core Execution
LTSC, Win [ oyp—2024-49115 | Remote Code | Critical |No |No
dows Execution
Server  |'cyE-9024-49107 | Elevation of | Important | No | No
2019 Privilege
CVE-2024-49103 | Information Important | No | No
Disclosure
CVE-2024-49113 | Denial of Important | No | No
Service
CVE-2024-49105 | Remote Code | Critical No | No
Execution
CVE-2024-49111 | Elevation of | Important | No No
Privilege
CVE-2024-49090 | Elevation of | Important | No No

Privilege
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CVE-2024-49128 | Remote Code | Critical No | No
Execution

CVE-2024-49126 | Remote Code | Critical No | No
Execution

CVE-2024-49072 | Elevation of | Important | No | No
Privilege

CVE-2024-49096 | Denial of Important | No | No
Service

CVE-2024-49120 | Remote Code | Critical No | No
Execution

CVE-2024-49074 | Elevation of | Important | No No
Privilege

CVE-2024-49091 | Remote Code Important | No | No
Execution

CVE-2024-49099 | Information Important | No | No
Disclosure

CVE-2024-49079 | Remote Code Important | No | No
Execution

CVE-2024-49095 | Elevation of | Important | No | No
Privilege

CVE-2024-49114 | Elevation of | Important | No | No
Privilege

CVE-2024-49112 | Remote Code | Critical No | No
Execution

CVE-2024-49125 | Remote Code Important | No | No
Execution

CVE-2024-49127 | Remote Code | Critical No | No
Execution

CVE-2024-49098 | Information Important | No | No
Disclosure

CVE-2024-49121 | Denial of Important | No | No
Service

CVE-2024-49085 | Remote Code Important | No | No
Execution

CVE-2024-49075 | Denial of Important | No No
Service

CVE-2024-49124 | Remote Code | Critical No | No
Execution

CVE-2024-49077 | Elevation of | Important | No No

Privilege
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CVE-2024-49086 | Remote Code Important | No | No
Execution

CVE-2024-49122 | Remote Code | Critical No | No
Execution

CVE-2024-49101 | Elevation of | Important | No | No
Privilege

CVE-2024-49110 | Elevation of | Important | No | No
Privilege

CVE-2024-49138 | Elevation of | Important | Yes | Yes
Privilege

CVE-2024-49073 | Elevation of | Important | No No
Privilege

CVE-2024-49088 | Elevation of | Important | No | No
Privilege

CVE-2024-49081 | Elevation of | Important | No | No
Privilege

CVE-2024-49080 | Remote Code Important | No | No
Execution

CVE-2024-49084 | Elevation of | Important | No | No
Privilege

CVE-2024-49129 | Denial of Important | No | No
Service

CVE-2024-49104 | Remote Code Important | No | No
Execution

CVE-2024-49106 | Remote Code | Critical No | No
Execution

CVE-2024-49087 | Information Important | No | No
Disclosure

CVE-2024-49119 | Remote Code | Critical No | No
Execution

CVE-2024-49094 | Elevation of | Important | No | No
Privilege

CVE-2024-49078 | Elevation of | Important | No | No
Privilege

CVE-2024-49109 | Elevation of | Important | No No
Privilege

CVE-2024-49097 | Elevation of | Important | No No
Privilege

CVE-2024-49076 | Elevation of | Important | No No

Privilege
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5048744 | & f& | December | CVE-2024-49118 | Remote Code Critical No No
10, Execution
2024— CVE-2024-49082 | Information Important | No | No
KB504874 Disclosure
4 CVE-2024-49102 | Remote Code Important [ No | No
(Securit Execution
y-only CVE-2024-49089 | Remote Code Important | No | No
update) Execution
- CVE-2024-49113 | Denial of Important | No | No
Microsof Service
t CVE-2024-49090 | Elevation of | Important | No No
Support Privilege
for CVE-2024-49126 | Remote Code | Critical No | No
Windows Execution
Server CVE-2024-49072 | Elevation of | Important | No | No
2008 Privilege
Premium | cyg-2024-49096 | Denial of Important | No | No
Assuranc Service
€ CVE-2024-49112 | Remote Code | Critical No | No
Execution
CVE-2024-49125 | Remote Code Important | No | No
Execution
CVE-2024-49127 | Remote Code | Critical No | No
Execution
CVE-2024-49121 | Denial of Important | No | No
Service
CVE-2024-49085 | Remote Code Important | No | No
Execution
CVE-2024-49124 | Remote Code | Critical No | No
Execution
CVE-2024-49086 | Remote Code Important | No | No
Execution
CVE-2024-49122 | Remote Code | Critical No | No
Execution
CVE-2024-49138 | Elevation of | Important | Yes | Yes
Privilege
CVE-2024-49080 | Remote Code Important | No No
Execution
CVE-2024-49088 | Elevation of | Important | No No
Privilege
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CVE-2024-49084 | Elevation of | Important | No | No
Privilege
CVE-2024-49104 | Remote Code Important | No | No
Execution
5048676 | & f& | December | CVE-2024-49118 | Remote Code Critical No No
10, Execution
2024— CVE-2024-49082 | Information Important | No | No
KB504867 Disclosure
6 CVE-2024-49102 | Remote Code Important | No | No
(Securit Execution
y-only CVE-2024-49089 | Remote Code Important | No | No
update) Execution
- CVE-2024-49113 | Denial of Important | No | No
Microsof Service
t CVE-2024-49105 | Remote Code | Critical No | No
Support Execution
for CVE-2024-49090 | Elevation of | Important | No | No
Windows Privilege
Server CVE-2024-49126 | Remote Code | Critical |No | No
2008 R2 Execution
Premium CVE-2024-49072 | Elevation of | Important | No | No
Assuranc Privilege
€ CVE-2024-49096 | Denial of Important | No | No
Service
CVE-2024-49112 | Remote Code | Critical No | No
Execution
CVE-2024-49125 | Remote Code Important | No | No
Execution
CVE-2024-49127 | Remote Code | Critical No | No
Execution
CVE-2024-49121 | Denial of Important | No | No
Service
CVE-2024-49085 | Remote Code Important | No | No
Execution
CVE-2024-49124 | Remote Code | Critical No | No
Execution
CVE-2024-49086 | Remote Code Important | No No
Execution
CVE-2024-49122 | Remote Code | Critical No | No
Execution
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CVE-2024-49138 | Elevation of | Important | Yes | Yes
Privilege
CVE-2024-49080 | Remote Code Important | No | No
Execution
CVE-2024-49088 | Elevation of | Important | No | No
Privilege
CVE-2024-49084 | Elevation of | Important | No | No
Privilege
CVE-2024-49104 | Remote Code Important | No | No
Execution
5048685 | = f& | December | CVE-2024-49118 | Remote Code Critical No No
10, Execution
2024— CVE-2024-49092 | Elevation of | Important | No | No
KB504868 Privilege
5 (0S CVE-2024-49132 | Remote Code | Critical |No | No
Builds Execution
22621. 46 | CVE-2024-49082 | Information Important | No | No
02 and Disclosure
22631.46 | CVE-2024-49083 | Elevation of | Important | No | No
02) - Privilege
Microsof | CVE-2024-49123 | Remote Code | Critical |No |No
t Execution
Support | CVE-2024-49102 | Remote Code | Important |No | No
for Execution
Windows | cVE-2024-49089 | Remote Code | Important |No | No
11 Execution
Enterpri CVE-2024-49107 | Elevation of | Important | No | No
se and Privilege
Educatio | cyg-9024-49103 | Information | Important |No |No
1, Disclosure
version ['cyp-9024-49113 | Denial of Important | No | No
22H2, Win Service
dows 11 F(vE-2024-49105 | Remote Code | Critical |No | No
version Execution
23H2, CVE-2024-49111 | Elevation of | Important | No No
a1¥ ' Privilege
editions ey 9024-49090 | Elevation of | Important |No | No
Privilege
CVE-2024-49126 | Remote Code | Critical No | No
Execution
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CVE-2024-49072 | Elevation of | Important | No | No
Privilege

CVE-2024-49096 | Denial of Important | No | No
Service

CVE-2024-49099 | Information Important [ No | No
Disclosure

CVE-2024-49079 | Remote Code Important | No | No
Execution

CVE-2024-49095 | Elevation of | Important | No | No
Privilege

CVE-2024-49114 | Elevation of | Important | No No
Privilege

CVE-2024-49112 | Remote Code | Critical No | No
Execution

CVE-2024-49098 | Information Important | No | No
Disclosure

CVE-2024-49127 | Remote Code | Critical No | No
Execution

CVE-2024-49121 | Denial of Important | No | No
Service

CVE-2024-49117 | Remote Code | Critical No | No
Execution

CVE-2024-49075 | Denial of Important | No | No
Service

CVE-2024-49124 | Remote Code | Critical No | No
Execution

CVE-2024-49077 | Elevation of | Important | No | No
Privilege

CVE-2024-49122 | Remote Code | Critical No | No
Execution

CVE-2024-49101 | Elevation of | Important | No | No
Privilege

CVE-2024-49110 | Elevation of | Important | No | No
Privilege

CVE-2024-49138 | Elevation of | Important | Yes | Yes
Privilege

CVE-2024-49073 | Elevation of | Important | No No
Privilege

CVE-2024-49080 | Remote Code Important | No No
Execution
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CVE-2024-49081 | Elevation of | Important | No | No
Privilege
CVE-2024-49088 | Elevation of | Important | No | No
Privilege
CVE-2024-49084 | Elevation of | Important | No | No
Privilege
CVE-2024-49104 | Remote Code Important | No | No
Execution
CVE-2024-49087 | Information Important | No | No
Disclosure
CVE-2024-49094 | Elevation of | Important | No No
Privilege
CVE-2024-49078 | Elevation of | Important | No | No
Privilege
CVE-2024-49109 | Elevation of | Important | No | No
Privilege
CVE-2024-49097 | Elevation of | Important | No | No
Privilege
CVE-2024-49076 | Elevation of | Important | No | No
Privilege
5048654 | = f& | December | CVE-2024-49118 | Remote Code Critical No No
10, Execution
2024— CVE-2024-49132 | Remote Code | Critical No | No
KB504865 Execution
4 (0S CVE-2024-49082 | Information | Important | No | No
Build Disclosure
20348. 29 | CVE-2024-49108 | Remote Code | Critical No | No
66) - Execution
Microsof | CVE-2024-49123 | Remote Code |Critical |No |No
t Execution
Support | CVE-2024-49102 | Remote Code Important | No | No
for Execution
Windows | cVE-2024-49089 | Remote Code | Important |No |No
Server Execution
2022 CVE-2024-49116 | Remote Code | Critical |No |No
Execution
CVE-2024-49115 | Remote Code | Critical No | No
Execution
CVE-2024-49107 | Elevation of | Important | No No
Privilege

St

28 W



http://support.microsoft.com/kb/5048654

Wwo T = 1s

-

AR %R =2

nE X

WREHER 2024 £ 12 AR TEEHES

CVE-2024-49113 | Denial of Important | No | No
Service

CVE-2024-49105 | Remote Code | Critical No | No
Execution

CVE-2024-49090 | Elevation of | Important | No | No
Privilege

CVE-2024-49128 | Remote Code | Critical No | No
Execution

CVE-2024-49126 | Remote Code | Critical No | No
Execution

CVE-2024-49072 | Elevation of | Important | No No
Privilege

CVE-2024-49096 | Denial of Important | No | No
Service

CVE-2024-49120 | Remote Code | Critical No | No
Execution

CVE-2024-49091 | Remote Code Important | No | No
Execution

CVE-2024-49079 | Remote Code Important | No | No
Execution

CVE-2024-49095 | Elevation of | Important | No | No
Privilege

CVE-2024-49114 | Elevation of | Important | No | No
Privilege

CVE-2024-49112 | Remote Code | Critical No | No
Execution

CVE-2024-49125 | Remote Code Important | No | No
Execution

CVE-2024-49127 | Remote Code | Critical No | No
Execution

CVE-2024-49121 | Denial of Important | No | No
Service

CVE-2024-49117 | Remote Code | Critical No | No
Execution

CVE-2024-49085 | Remote Code Important | No No
Execution

CVE-2024-49075 | Denial of Important | No No
Service

CVE-2024-49124 | Remote Code | Critical No | No

Execution

St
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CVE-2024-49086 | Remote Code Important | No | No
Execution
CVE-2024-49122 | Remote Code | Critical No | No
Execution
CVE-2024-49138 | Elevation of | Important | Yes | Yes
Privilege
CVE-2024-49080 | Remote Code Important | No | No
Execution
CVE-2024-49088 | Elevation of | Important | No | No
Privilege
CVE-2024-49084 | Elevation of | Important | No No
Privilege
CVE-2024-49129 | Denial of Important | No | No
Service
CVE-2024-49104 | Remote Code Important | No | No
Execution
CVE-2024-49106 | Remote Code | Critical No | No
Execution
CVE-2024-49119 | Remote Code | Critical No | No
Execution
CVE-2024-49097 | Elevation of | Important | No | No
Privilege
CVE-2024-49076 | Elevation of | Important | No | No
Privilege
5048703 | & fG | December | CVE-2024-49118 | Remote Code Critical No No
10, Execution
2024— CVE-2024-49082 | Information | Important | No | No
KB504870 Disclosure
3 (0S CVE-2024-49102 | Remote Code | Important | No | No
Build Execution
10240. 20 | CVE-2024-49089 | Remote Code Important | No | No
857) - Execution
Microsof | CVE-2024-49107 | Elevation of | Important |No | No
t Privilege
Support CVE-2024-49113 | Denial of Important | No No
for Service
Windows | CVE-2024-49105 | Remote Code | Critical |No |No
10 Execution
CVE-2024-49090 | Elevation of | Important | No No
Privilege
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CVE-2024-49126 | Remote Code | Critical No | No
Execution

CVE-2024-49072 | Elevation of | Important | No | No
Privilege

CVE-2024-49096 | Denial of Important [ No | No
Service

CVE-2024-49079 | Remote Code Important | No | No
Execution

CVE-2024-49112 | Remote Code | Critical No | No
Execution

CVE-2024-49127 | Remote Code | Critical No | No
Execution

CVE-2024-49121 | Denial of Important | No | No
Service

CVE-2024-49124 | Remote Code | Critical No | No
Execution

CVE-2024-49122 | Remote Code | Critical No | No
Execution

CVE-2024-49138 | Elevation of | Important | Yes | Yes
Privilege

CVE-2024-49080 | Remote Code Important | No | No
Execution

CVE-2024-49088 | Elevation of | Important | No | No
Privilege

CVE-2024-49084 | Elevation of | Important | No | No
Privilege

CVE-2024-49104 | Remote Code Important | No | No

Execution
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5002661 | /& | Description | CVE-2024-49065 | Remote Code Important | No | No 2
of the Execution
security CVE-2024-43600 | Elevation of | Important | No | No 2
update for Privilege
Office 2016:
December 10,
2024
(KB5002661)
— Microsoft

Support
5002544 | &G | Description | CVE-2024-49068 | Elevation of | Important |No | No 2
of the Privilege
security CVE-2024-49070 | Remote Code Important | No | No 1
update for Execution
SharePoint CVE-2024-49064 | Information | Important | No | No 2
Enterprise Disclosure
Server 2016 | CVE-2024-49062 | Information | Important |No | No 2

Language Disclosure
Pack:
December 10,
2024
(KB5002544)
— Microsoft

Support
5002641 | =f& | Description CVE-2024-49142 | Remote Code Important | No | No 2
of the Execution

security
update for
Access 2016:
December 10,
2024
(KB5002641)
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- Microsoft
Support
4475587 Description | CVE-2024-43600 | Elevation of | Important | No | No
of the Privilege
security CVE-2024-49059 | Elevation of | Important | No No
update for Privilege
Office 2016:
December 10,
2024
(KB4475587)
- Microsoft
Support
5002659 Description | CVE-2024-49064 | Information Important | No | No
of the Disclosure
security CVE-2024-49070 | Remote Code Important | No No
update for Execution
SharePoint CVE-2024-49065 | Remote Code | Important |No | No
Enterprise Execution
Server 2016: | CVE-2024-49068 | Elevation of | Important | No | No
December 10, Privilege
2024 CVE-2024-49062 | Information | Important |No | No
(KB5002659) Disclosure
— Microsoft
Support
5002652 | =1fG | Description | ADV240002 Defense in Moderate
of the Depth
security
update for
Project
2016:
December 10,
2024
(KB5002652)
— Microsoft
Support
5002660 Description CVE-2024-49069 | Remote Code Important | No | No
of the Execution
security
update for
Excel 2016:

December 10,
2024
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(KB5002660)
- Microsoft

Support

2920716 | &= /G | Description CVE-2024-43600 | Elevation of | Important | No
of the Privilege
security
update for
Office 2016:
December 10,
2024
(KB2920716)

— Microsoft

Support

TE:
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0 — C#FIH (Exploitation Detected)
1 - EHAREPFAIH (Exploitation More Likely)
2 — AKATREFIA (Exploitation Less Likely)
3 — AAREFI A (Exploitation Unlikely)

4 - AP (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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