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. INTAEEZ: (Severity) =/®HE (Critical) ,

NI EE (Publicly Disclosed) =& (Yes) ,

ozt (Exploited) =& (Yes) ,

IRIA AT R M (Exploitability Assessment) =" W% F]
(Exploitation Detected) ” &Y "R HEMZFIH (Exploitation More
Likely) ”
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5026370 | CVE-2023-29324 Security Important No No Exploitation

5026372 Feature Bypass More Likely

5026426

5026413

5026409

5026362

5026382

5026411

5026366

5026368

5026415

5026427

5026361

5026408

5026363

5026419

5026370 | CVE-2023-24943 Remote Code Critical No No Exploitation

5026372 Execution Less Likely

5026426

5026413

5026409

5026362

5026382

5026411

5026368

5026415

5026427

5026361



http://support.microsoft.com/kb/5026370
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-29324
http://support.microsoft.com/kb/5026372
http://support.microsoft.com/kb/5026426
http://support.microsoft.com/kb/5026413
http://support.microsoft.com/kb/5026409
http://support.microsoft.com/kb/5026362
http://support.microsoft.com/kb/5026382
http://support.microsoft.com/kb/5026411
http://support.microsoft.com/kb/5026366
http://support.microsoft.com/kb/5026368
http://support.microsoft.com/kb/5026415
http://support.microsoft.com/kb/5026427
http://support.microsoft.com/kb/5026361
http://support.microsoft.com/kb/5026408
http://support.microsoft.com/kb/5026363
http://support.microsoft.com/kb/5026419
http://support.microsoft.com/kb/5026370
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-24943
http://support.microsoft.com/kb/5026372
http://support.microsoft.com/kb/5026426
http://support.microsoft.com/kb/5026413
http://support.microsoft.com/kb/5026409
http://support.microsoft.com/kb/5026362
http://support.microsoft.com/kb/5026382
http://support.microsoft.com/kb/5026411
http://support.microsoft.com/kb/5026368
http://support.microsoft.com/kb/5026415
http://support.microsoft.com/kb/5026427
http://support.microsoft.com/kb/5026361
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5026408

5026363

5026419

5026370 | CVE-2023-24941 Remote Code Critical No No Exploitation

5026409 Execution More Likely

5026362

5026411

5026415

5026363

5026419

5026370 | CVE-2023-29325 Remote Code Critical Yes No Exploitation

5026372 Execution More Likely

5026426

5026413

5026409

5026362

5026382

5026411

5026368

5026415

5026427

5026361

5026408

5026363

5026419

5026370 | CVE-2023-24932 Security Important Yes Yes Exploitation

5026372 Feature Bypass Detected

5026426

5026413

5026409

5026362

5026382

5026411

5026368

5026415

5026427

5026361

5026408

5026363

5026419

5026370 | CVE-2023-24903 Critical No No
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http://support.microsoft.com/kb/5026408
http://support.microsoft.com/kb/5026363
http://support.microsoft.com/kb/5026419
http://support.microsoft.com/kb/5026370
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-24941
http://support.microsoft.com/kb/5026409
http://support.microsoft.com/kb/5026362
http://support.microsoft.com/kb/5026411
http://support.microsoft.com/kb/5026415
http://support.microsoft.com/kb/5026363
http://support.microsoft.com/kb/5026419
http://support.microsoft.com/kb/5026370
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-29325
http://support.microsoft.com/kb/5026372
http://support.microsoft.com/kb/5026426
http://support.microsoft.com/kb/5026413
http://support.microsoft.com/kb/5026409
http://support.microsoft.com/kb/5026362
http://support.microsoft.com/kb/5026382
http://support.microsoft.com/kb/5026411
http://support.microsoft.com/kb/5026368
http://support.microsoft.com/kb/5026415
http://support.microsoft.com/kb/5026427
http://support.microsoft.com/kb/5026361
http://support.microsoft.com/kb/5026408
http://support.microsoft.com/kb/5026363
http://support.microsoft.com/kb/5026419
http://support.microsoft.com/kb/5026370
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-24932
http://support.microsoft.com/kb/5026372
http://support.microsoft.com/kb/5026426
http://support.microsoft.com/kb/5026413
http://support.microsoft.com/kb/5026409
http://support.microsoft.com/kb/5026362
http://support.microsoft.com/kb/5026382
http://support.microsoft.com/kb/5026411
http://support.microsoft.com/kb/5026368
http://support.microsoft.com/kb/5026415
http://support.microsoft.com/kb/5026427
http://support.microsoft.com/kb/5026361
http://support.microsoft.com/kb/5026408
http://support.microsoft.com/kb/5026363
http://support.microsoft.com/kb/5026419
http://support.microsoft.com/kb/5026370
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-24903
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5026372

5026426

5026413

5026409

2026362

2026382

5026411

5026368

5026415

5026427

5026361

5026408

5026363

5026419

Remote Code

Execution

Exploitation
Less Likely

5026370

CVE-2023-28283

2026372

5026426

5026413

5026409

5026362

5026382

5026411

5026368

5026415

5026427

5026361

5026408

5026363

5026419

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5026370

CVE-2023-24949

5026372

5026362

5026368

5026361

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5026372

CVE-2023-24902

5026368

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5026426

CVE-2023-29336

5026413

5026409

5026382

5026411

Elevation of

Privilege

Important

No

Yes

Exploitation
Detected



http://support.microsoft.com/kb/5026372
http://support.microsoft.com/kb/5026426
http://support.microsoft.com/kb/5026413
http://support.microsoft.com/kb/5026409
http://support.microsoft.com/kb/5026362
http://support.microsoft.com/kb/5026382
http://support.microsoft.com/kb/5026411
http://support.microsoft.com/kb/5026368
http://support.microsoft.com/kb/5026415
http://support.microsoft.com/kb/5026427
http://support.microsoft.com/kb/5026361
http://support.microsoft.com/kb/5026408
http://support.microsoft.com/kb/5026363
http://support.microsoft.com/kb/5026419
http://support.microsoft.com/kb/5026370
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-28283
http://support.microsoft.com/kb/5026372
http://support.microsoft.com/kb/5026426
http://support.microsoft.com/kb/5026413
http://support.microsoft.com/kb/5026409
http://support.microsoft.com/kb/5026362
http://support.microsoft.com/kb/5026382
http://support.microsoft.com/kb/5026411
http://support.microsoft.com/kb/5026368
http://support.microsoft.com/kb/5026415
http://support.microsoft.com/kb/5026427
http://support.microsoft.com/kb/5026361
http://support.microsoft.com/kb/5026408
http://support.microsoft.com/kb/5026363
http://support.microsoft.com/kb/5026419
http://support.microsoft.com/kb/5026370
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-24949
http://support.microsoft.com/kb/5026372
http://support.microsoft.com/kb/5026362
http://support.microsoft.com/kb/5026368
http://support.microsoft.com/kb/5026361
http://support.microsoft.com/kb/5026372
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-24902
http://support.microsoft.com/kb/5026368
http://support.microsoft.com/kb/5026426
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-29336
http://support.microsoft.com/kb/5026413
http://support.microsoft.com/kb/5026409
http://support.microsoft.com/kb/5026382
http://support.microsoft.com/kb/5026411
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5026415
5026427
5026408
5026363
5026419
5002397 | CVE-2023-24954 Information Important No No Exploitation
Disclosure More Likely
5002397 | CVE-2023-24950 Spoofing Important No No Exploitation
More Likely
5002397 | CVE-2023-24955 Remote Code Critical No No Exploitation

Execution

More Likely



http://support.microsoft.com/kb/5026415
http://support.microsoft.com/kb/5026427
http://support.microsoft.com/kb/5026408
http://support.microsoft.com/kb/5026363
http://support.microsoft.com/kb/5026419
http://support.microsoft.com/kb/5002397
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-24954
http://support.microsoft.com/kb/5002397
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-24950
http://support.microsoft.com/kb/5002397
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-24955
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May 9,
2023—
KB5026370
(0S Build
20348. 1726
) -
Microsoft
Support
for
Windows
Server
2022

Privilege

CVE-2023-24945 Information | Important | No | No
Disclosure

CVE-2023-29324 Security Important |No | No
Feature
Bypass

CVE-2023-24940 Denial of Important | No | No
Service

CVE-2023-24943 Remote Code | Critical No | No
Execution

CVE-2023-24941 Remote Code | Critical No | No
Execution

CVE-2023-24942 Denial of Important | No | No
Service

CVE-2023-24939 Denial of Important | No | No
Service

CVE-2023-29325 Remote Code | Critical Yes | No
Execution

CVE-2023-28251 Security Important | No | No
Feature
Bypass

CVE-2023-24932 Security Important | Yes | Yes
Feature
Bypass

CVE-2023-24900 Information | Important | No | No
Disclosure

CVE-2023-24944 Information Important |No | No
Disclosure

CVE-2023-24899 Elevation of | Important | No | No



http://support.microsoft.com/kb/5026370
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CVE-2023-24903 Remote Code | Critical No | No
Execution
CVE-2023-28283 Remote Code | Critical No | No
Execution
CVE-2023-24901 Information Important | No | No
Disclosure
CVE-2023-24949 Elevation of | Important | No | No
Privilege
5026372 | &f& | May 9, CVE-2023-24943 Remote Code | Critical No | No
2023— Execution
KB5026372 CVE-2023-24905 Remote Code Important | No | No
(0S Build Execution
22621. 1702 | CVE-2023-24932 Security Important | Yes | Yes
) - Feature
Microsoft Bypass
Support CVE-2023-28283 Remote Code |Critical |No |No
for Execution
Windows 11 | CVE-2023-24949 Elevation of | Important | No | No
version Privilege
22H2, all CVE-2023-24945 Information Important | No | No
editions Disclosure
CVE-2023-24939 Denial of Important | No | No
Service
CVE-2023-28251 Security Important | No | No
Feature
Bypass
CVE-2023-24903 Remote Code | Critical No | No
Execution
CVE-2023-24901 Information Important | No | No
Disclosure
CVE-2023-24940 Denial of Important | No | No
Service
CVE-2023-24946 Elevation of | Important | No | No
Privilege
CVE-2023-24942 Denial of Important |No | No
Service
CVE-2023-24900 Information Important |No | No
Disclosure
CVE-2023-24944 Information Important |No | No
Disclosure



http://support.microsoft.com/kb/5026372
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CVE-2023-29324 Security Important |No | No
Feature
Bypass
CVE-2023-24902 Elevation of | Important | No | No
Privilege
CVE-2023-29325 Remote Code | Critical Yes | No
Execution
CVE-2023-24899 Elevation of | Important | No | No
Privilege
5026426 | f=fG@ | May 9, CVE-2023-24945 Information | Important | No | No
2023— Disclosure
KB5026426 CVE-2023-29324 Security Important | No | No
(Security- Feature
only Bypass
update) - CVE-2023-24940 Denial of Important | No | No
Microsoft Service
Support CVE-2023-24946 Elevation of | Important | No | No
for Privilege
Windows CVE-2023-24943 Remote Code | Critical No | No
Server Execution
2008 R2 CVE-2023-24942 Denial of Important | No | No
Enterprise Service
ESU, Window | cvE-2023-29325 Remote Code | Critical Yes | No
s Server Execution
2008 R2 CVE-2023-28251 Security Important | No | No
Standard Feature
ESU, Window Bypass
s Server CVE-2023-24932 Security Important | Yes | Yes
2008 R2 Feature
Datacenter Bypass
ESU, Window CVE-2023-24900 Information | Important | No | No
s Embedded Disclosure
Standard 7 ' cvg 202324903 | Remote Code | Critical |No |No
ESU, Window Execution
s Embedded "cvE 507328283 | Remote Code | Critical |No | No
POSReady 7 Execution
ESU CVE-2023-24904 Elevation of | Important | No | No
Privilege
CVE-2023-29336 Elevation of | Important | No | Yes
Privilege
5026413 | &f& | May 9, CVE-2023-24945 Information | Important |No | No
2023— Disclosure

# 10
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KB5026413 CVE-2023-29324 Security Important |No | No
(Monthly Feature
Rollup) - Bypass
Microsoft CVE-2023-24940 Denial of Important | No | No
Support Service
for CVE-2023-24946 Elevation of | Important | No | No
Windows Privilege
Server CVE-2023-24943 Remote Code | Critical No | No
2008 R2 Execution
Enterprise | CVE-2023-24942 Denial of Important | No | No
ESU, Window Service
s Server CVE-2023-29325 Remote Code | Critical Yes | No
2008 R2 Execution
Standard CVE-2023-28251 Security Important | No | No
ESU, Window Feature
s Server Bypass
2008 R2 CVE-2023-24932 Security Important | Yes | Yes
Datacenter Feature
ESU, Window Bypass
s Embedded | cyE-2023-24900 Information | Important |No | No
Standard 7 Disclosure
ESU, Window | cvE-2023-24903 Remote Code | Critical No | No
s Embedded Execution
POSReady 7 CVE-2023-28283 Remote Code | Critical No | No
ESU Execution
CVE-2023-24904 Elevation of | Important | No | No
Privilege
CVE-2023-29336 Elevation of | Important | No | Yes
Privilege
5026409 | & fE | May 9, CVE-2023-24945 Information | Important | No | No
2023— Disclosure
KB5026409 CVE-2023-29324 Security Important | No | No
(Security- Feature
only Bypass
update) - CVE-2023-24940 Denial of Important |No | No
Microsoft Service
Support CVE-2023-24943 Remote Code | Critical No | No
for Execution
Windows CVE-2023-24941 | Remote Code | Critical |No |No
Server Execution
2012 CVE-2023-24948 Elevation of | Important | No | No
R2, Windows Privilege

Sepe
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Embedded CVE-2023-24942 Denial of Important | No | No
8.1 Service
Industry CVE-2023-24939 Denial of Important | No No
Enterprise Service
, Windows CVE-2023-29325 Remote Code | Critical Yes | No
Embedded Execution
8.1 CVE-2023-28251 Security Important |No | No
Industry Feature
Pro Bypass

CVE-2023-24932 Security Important | Yes | Yes
Feature
Bypass
CVE-2023-24900 Information Important | No | No
Disclosure
CVE-2023-24903 Remote Code | Critical No | No
Execution
CVE-2023-28283 Remote Code | Critical No | No
Execution
CVE-2023-24901 Information Important | No | No
Disclosure
CVE-2023-29336 Elevation of | Important | No Yes
Privilege
5026362 | & fG@ | May 9, CVE-2023-24943 Remote Code | Critical No | No
2023— Execution
KB5026362 CVE-2023-24932 Security Important | Yes | Yes
(0S Build Feature
17763. 4377 Bypass
) - CVE-2023-24947 Remote Code Important | No | No
Microsoft Execution
Support CVE-2023-28283 Remote Code | Critical No | No
for Win 10 Execution
Ent LTSC CVE-2023-24949 Elevation of | Important | No | No
v2019, Win Privilege
10 ToT Ent | cVvE-2023-24945 Information | Important | No | No
LTSC Disclosure
v2019,Wind | cvE-2023-24939 | Denial of Important |No | No
ows 10 IoT Service
Core 2019 | cvE-2023-28251 | Security Important |No |[No
LTSC, Windo Feature
ws Server Bypass
2019 CVE-2023-24903 | Remote Code |Critical |No |No
Execution

012 W
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CVE-2023-24901 Information Important | No | No
Disclosure
CVE-2023-24940 Denial of Important | No | No
Service
CVE-2023-24946 Elevation of | Important | No | No
Privilege
CVE-2023-24941 Remote Code | Critical No | No
Execution
CVE-2023-24942 Denial of Important | No | No
Service
CVE-2023-24900 Information Important | No | No
Disclosure
CVE-2023-24944 Information Important | No | No
Disclosure
CVE-2023-29324 Security Important | No | No
Feature
Bypass
CVE-2023-24948 Elevation of | Important | No | No
Privilege
CVE-2023-29325 Remote Code | Critical Yes | No
Execution
5026382 | & f& | May 9, CVE-2023-24945 Information Important | No | No
2023— Disclosure
KB5026382 CVE-2023-29324 Security Important | No | No
(0S Build Feature
10240. 1992 Bypass
6) - CVE-2023-24940 Denial of Important | No | No
Microsoft Service
Support CVE-2023-24946 Elevation of | Important | No | No
for Privilege
Windows 10 | CVE-2023-24943 Remote Code | Critical No | No
Execution
CVE-2023-24948 Elevation of | Important | No | No
Privilege
CVE-2023-24942 Denial of Important |No | No
Service
CVE-2023-24939 Denial of Important |No | No
Service
CVE-2023-29325 Remote Code | Critical Yes | No
Execution
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CVE-2023-28251

Security
Feature

Bypass

Important

No

No

CVE-2023-24932

Security
Feature

Bypass

Important

Yes

Yes

CVE-2023-24900

Information

Disclosure

Important

No

No

CVE-2023-24903

Remote Code

Execution

Critical

No

No

CVE-2023-28283

Remote Code

Execution

Critical

No

No

CVE-2023-24901

Information

Disclosure

Important

No

No

CVE-2023-29336

Elevation of

Privilege

Important

No

Yes

2026411

May 9,
2023—
KB5026411
(Security-
only
update) -
Microsoft
Support
for
Windows
Server
2012, Windo
ws
Embedded 8
Standard

CVE-2023-24945

Information

Disclosure

Important

No

No

CVE-2023-29324

Security
Feature

Bypass

Important

No

No

CVE-2023-24940

Denial of

Service

Important

No

No

CVE-2023-24943

Remote Code

Execution

Critical

No

No

CVE-2023-24941

Remote Code

Execution

Critical

No

No

CVE-2023-24948

Elevation of

Privilege

Important

No

No

CVE-2023-24942

Denial of

Service

Important

No

No

CVE-2023-24939

Denial of

Service

Important

No

No

CVE-2023-29325

Remote Code

Execution

Critical

Yes

No

CVE-2023-28251

Security
Feature

Bypass

Important

No

No

CVE-2023-24932

Security
Feature

Bypass

Important

Yes

Yes

14 T
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CVE-2023-24900 Information Important | No | No
Disclosure
CVE-2023-24903 Remote Code | Critical No | No
Execution
CVE-2023-28283 Remote Code | Critical No | No
Execution
CVE-2023-24901 Information Important | No | No
Disclosure
CVE-2023-29336 Elevation of | Important | No | Yes
Privilege
5026368 | = fE@ | May 9, CVE-2023-24943 Remote Code | Critical No | No
2023— Execution
KB5026368 CVE-2023-24905 Remote Code Important | No | No
(0S Build Execution
22000. 1936 | CVE-2023-24932 Security Important | Yes | Yes
) - Feature
Microsoft Bypass
Support CVE-2023-28283 Remote Code |Critical |No |No
for Execution
Windows 11 | cVE-2023-24949 Elevation of | Important | No | No
version Privilege
21H2, all CVE-2023-24945 Information Important | No | No
editions Disclosure
CVE-2023-24939 Denial of Important | No | No
Service
CVE-2023-28251 Security Important | No | No
Feature
Bypass
CVE-2023-24903 Remote Code | Critical No | No
Execution
CVE-2023-24901 Information Important | No | No
Disclosure
CVE-2023-24940 Denial of Important | No | No
Service
CVE-2023-24946 Elevation of | Important | No | No
Privilege
CVE-2023-24942 Denial of Important |No | No
Service
CVE-2023-24900 Information Important |No | No
Disclosure

015 W
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CVE-2023-24944 Information Important | No | No
Disclosure
CVE-2023-29324 Security Important | No | No
Feature
Bypass
CVE-2023-24902 Elevation of | Important | No | No
Privilege
CVE-2023-24948 Elevation of | Important | No | No
Privilege
CVE-2023-29325 Remote Code | Critical Yes | No
Execution
CVE-2023-24899 Elevation of | Important | No | No
Privilege
5026415 | & f& | May 9, CVE-2023-24945 Information Important | No | No
2023— Disclosure
KB5026415 CVE-2023-29324 Security Important | No | No
(Monthly Feature
Rollup) — Bypass
Microsoft CVE-2023-24940 Denial of Important | No | No
Support Service
for CVE-2023-24943 Remote Code |Critical |No |No
Windows Execution
Server CVE-2023-24941 Remote Code | Critical No | No
2012 Execution
R2, Windows | cvE-2023-24948 Elevation of | Important | No | No
Embedded Privilege
8.1 CVE-2023-24942 Denial of Important | No | No
Industry Service
Enterprise | cvg-2023-24939 Denial of Important | No | No
, Windows Service
Embedded CVE-2023-29325 Remote Code |Critical | Yes |No
8.1 Execution
Industry CVE-2023-28251 | Security Important | No | No
Pro Feature
Bypass
CVE-2023-24932 Security Important | Yes | Yes
Feature
Bypass
CVE-2023-24900 Information Important |No | No
Disclosure
CVE-2023-24903 Remote Code | Critical No | No
Execution
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CVE-2023-28283 Remote Code | Critical No | No
Execution
CVE-2023-24901 Information Important | No | No
Disclosure
CVE-2023-29336 Elevation of | Important | No Yes
Privilege
May 9, CVE-2023-24945 Information Important | No | No
2023— Disclosure
KB5026427 CVE-2023-29324 Security Important | No | No
(Security- Feature
only Bypass
update) - CVE-2023-24940 Denial of Important | No | No
Microsoft Service
Support CVE-2023-24943 Remote Code |Critical |No |No
for Execution
Windows CVE-2023-24942 Denial of Important | No | No
Server Service
2008 CVE-2023-29325 Remote Code | Critical Yes | No
Datacenter Execution
ESU, Window | cvE-2023-28251 Security Important | No | No
s Server Feature
2008 Bypass
Standard CVE-2023-24932 Security Important | Yes | Yes
ESU, Window Feature
s Server Bypass
2008 CVE-2023-24900 Information Important | No | No
Enterprise Disclosure
ESU CVE-2023-24903 Remote Code | Critical No | No
Execution
CVE-2023-28283 Remote Code | Critical No | No
Execution
CVE-2023-24904 Elevation of | Important | No | No
Privilege
CVE-2023-29336 Elevation of | Important | No | Yes
Privilege
May 9, CVE-2023-24943 Remote Code | Critical No | No
2023— Execution
KB5026361 CVE-2023-24905 Remote Code | Important | No | No
(0S Builds Execution
19042. 2965 | CVE-2023-24932 Security Important | Yes | Yes
) Feature
19044. 2965 Bypass

317



http://support.microsoft.com/kb/5026427
http://support.microsoft.com/kb/5026361

Wwo T = 1s

R R %R 2EEE FREHRA 2023 £ 5 AT EEFHES
, and CVE-2023-24947 Remote Code | Important | No | No
19045. 2965 Execution
) - CVE-2023-28283 Remote Code | Critical No | No
Microsoft Execution
Support CVE-2023-24949 Elevation of | Important | No | No
for Privilege
Windows 10 | CVE-2023-24945 Information | Important |No | No
Enterprise Disclosure
Multi- CVE-2023-24939 Denial of Important | No | No
Session, Service
version CVE-2023-28251 Security Important | No | No
20H2, Windo Feature
ws 10 Bypass
Enterprise | cvE-2023-24903 Remote Code |Critical |No |No
and Execution
Education, | cvE-2023-24901 Information | Important | No | No
version Disclosure
20H2, Windo | cvE-2023-24940 Denial of Important | No | No
ws 10 ToT Service
Enterprise | cye.2023-24946 Elevation of | Important | No | No
, version Privilege
20H2, Windo CVE-2023-24942 Denial of Important | No | No
ws 10 on Service
Surface CVE-2023-24900 Information Important | No | No
ftub, Window Disclosure
S loi CVE-2023-24944 Information Important | No | No
version Disclosure
2112, all CVE-2023-29324 Security Important | No | No
editions, W Feature
indows 10, Bypass
verston CVE-2023-24948 Elevation of | Important | No | No
22H2, all ..
- Privilege
editions e 02320325 | Remote Code | Critical | Yes | No
Execution
5026408 | = fE | May 9, CVE-2023-24945 Information | Important | No | No
2023— Disclosure
KB5026408 CVE-2023-29324 Security Important |No | No
(Monthly Feature
Rollup) - Bypass
Microsoft CVE-2023-24940 Denial of Important | No | No
Support Service
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for CVE-2023-24943 Remote Code | Critical No | No
Windows Execution
Server CVE-2023-24942 Denial of Important | No | No
2008 Service
Datacenter | CVE-2023-29325 Remote Code | Critical Yes | No
ESU, Window Execution
s Server CVE-2023-28251 Security Important |No | No
2008 Feature
Standard Bypass
ESU, Window | CVE-2023-24932 Security Important | Yes | Yes
s Server Feature
2008 Bypass
Enterprise | cvE-2023-24900 Information | Important | No | No
ESU Disclosure
CVE-2023-24903 Remote Code | Critical No | No
Execution
CVE-2023-28283 Remote Code | Critical No | No
Execution
CVE-2023-24904 Elevation of | Important | No | No
Privilege
CVE-2023-29336 Elevation of | Important | No Yes
Privilege
5026363 | & fG@ | May 9, CVE-2023-24945 Information | Important | No | No
2023— Disclosure
KB5026363 CVE-2023-29324 Security Important | No | No
(0S Build Feature
14393. 5921 Bypass
) - CVE-2023-24940 Denial of Important | No | No
Microsoft Service
Support CVE-2023-24946 Elevation of | Important | No | No
for Privilege
Windows CVE-2023-24943 Remote Code | Critical No | No
10, Execution
version CVE-2023-24941 | Remote Code |Critical |No |No
1607, all Execution
editions, W | cvE-2023-24948 | Elevation of | Important |No | No
indows Privilege
Server CVE-2023-24942 | Denial of Important |No | No
2016, all Service
editions CVE-2023-24939 | Denial of Important |No | No
Service
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CVE-2023-29325 Remote Code | Critical Yes | No
Execution
CVE-2023-28251 Security Important | No | No
Feature
Bypass
CVE-2023-24932 Security Important | Yes | Yes
Feature
Bypass
CVE-2023-24900 Information Important | No | No
Disclosure
CVE-2023-24947 Remote Code Important | No | No
Execution
CVE-2023-24903 Remote Code | Critical No | No
Execution
CVE-2023-28283 Remote Code | Critical No | No
Execution
CVE-2023-24901 Information Important | No | No
Disclosure
CVE-2023-29336 Elevation of | Important | No Yes
Privilege
5026419 | & f& | May 9, CVE-2023-24945 Information | Important |No | No
2023— Disclosure
KB5026419 CVE-2023-29324 Security Important | No | No
(Monthly Feature
Rollup) - Bypass
Microsoft CVE-2023-24940 Denial of Important | No | No
Support Service
for CVE-2023-24943 Remote Code |Critical |No |No
Windows Execution
Server CVE-2023-24941 Remote Code | Critical No | No
2012, Windo Execution
ws CVE-2023-24948 Elevation of | Important | No | No
Embedded 8 Privilege
Standard CVE-2023-24942 | Denial of Important |No | No
Service
CVE-2023-24939 Denial of Important | No | No
Service
CVE-2023-29325 Remote Code | Critical Yes | No
Execution
CVE-2023-28251 Security Important |No | No
Feature
Bypass
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CVE-2023-24932 Security Important | Yes | Yes 0
Feature
Bypass

CVE-2023-24900 Information Important |No | No 2
Disclosure

CVE-2023-24903 Remote Code | Critical No | No 2
Execution

CVE-2023-28283 Remote Code | Critical No | No 2
Execution

CVE-2023-24901 Information | Important | No | No 2
Disclosure

CVE-2023-29336 Elevation of | Important | No | Yes 0
Privilege
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5002384 | & f& | Description | CVE-2023-24953 | Remote Code | Important | No | No 2
of the Execution
security
update for
Excel 2013:
May 9, 2023
(KB5002384)
— Microsoft
Support
5002386 | = f& | Description | CVE-2023-24953 | Remote Code | Important | No | No 2

of the Execution

security
update for
Excel 2016:
May 9, 2023
(KB5002386)
— Microsoft
Support
5002369 | = f& | Description | CVE-2023-29335 | Security Important | No | No 2
of the Feature

security Bypass

update for
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Word 2016:

May 9, 2023
(KB5002369)
— Microsoft

Support

5026366 | 5

KB5026366:
Cumulative
security
update for
Internet
Explorer:
May 9, 2023
— Microsoft

Support

CVE-2023-29324

Security
Feature

Bypass

Important

No

No

5002397 | 5

Description
of the
security
update for
SharePoint
Enterprise
Server
2016: May
9, 2023
(KB5002397)
- Microsoft

Support

CVE-2023-24954

Information

Disclosure

Important

No

No

CVE-2023-24950

Spoofing

Important

No

No

CVE-2023-24955

Remote Code

Execution

Critical

No

No

5002365 | 5

Description
of the
security
update for
Word 2013:
May 9, 2023
(KB5002365)
— Microsoft
Support

CVE-2023-29335

Security
Feature

Bypass

Important

No

No

ARHRATHNE 2 A BAEEHANT

KBID FEEALRH FAER
4504725 | HAMThREMAN T | Office 2013 HEHFEF
5002297 | HAMTHEEMEXN T | Office 2013 BHTFEST
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TE:

I RRERE YRR RN 905 TEA U BT an T
0 — C#FIA (Bxploitation Detected)
1 - EH AR RIH (Exploitation More Likely)
2 — AKATRERIFH (Exploitation Less Likely)
3 — AAAeRIF (Exploitation Unlikely)

4 - AR50 (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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