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1. JWIA%EZ% (Severity) =/HE (Critical) ,
2. AHHEEE (Publicly Disclosed) =& (Yes) ,
3. %W (Exploited) =#& (Yes) ,
4. JEIAEI R A AHE (Exploitability Assessment) =" 4% F]H
(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More
Likely) ”
TG R
b RN 0) -2 WIAER : IR TR A
5089549 CVE-2026-33835 | Elevation of | Important | No No Exploitation
Privilege More Likely
5087545
5087544
5087420
5087538
5089548
5089549 CVE-2026-41096 | Remote Code | Critical No No Exploitation
Execution Unlikely
5087420
5089548
5089549 CVE-2026-33837 | Elevation of | Important | No No Exploitation
Privilege More Likely
5087545
5087544
5087420
5087470
5087538
5087471
5087537
5089548
5089549 | CVE-2026-33840 | Elevation of | Important | No No Exploitation
Privilege More Likely
5089548
5089549 CVE-2026-33841 | Elevation of | Important | No No Exploitation
Privilege More Likely
5087545
5087544



http://support.microsoft.com/kb/5089549
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-33835
http://support.microsoft.com/kb/5087545
http://support.microsoft.com/kb/5087544
http://support.microsoft.com/kb/5087420
http://support.microsoft.com/kb/5087538
http://support.microsoft.com/kb/5089548
http://support.microsoft.com/kb/5089549
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-41096
http://support.microsoft.com/kb/5087420
http://support.microsoft.com/kb/5089548
http://support.microsoft.com/kb/5089549
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-33837
http://support.microsoft.com/kb/5087545
http://support.microsoft.com/kb/5087544
http://support.microsoft.com/kb/5087420
http://support.microsoft.com/kb/5087470
http://support.microsoft.com/kb/5087538
http://support.microsoft.com/kb/5087471
http://support.microsoft.com/kb/5087537
http://support.microsoft.com/kb/5089548
http://support.microsoft.com/kb/5089549
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-33840
http://support.microsoft.com/kb/5089548
http://support.microsoft.com/kb/5089549
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-33841
http://support.microsoft.com/kb/5087545
http://support.microsoft.com/kb/5087544
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5087420

5089548

5089549

CVE-2026-35421

Remote Code

Execution

Critical

No

No

Exploitation
Unlikely

5087545

5087544

5087420

5087470

5087538

5087471

5087537

5089548

5089549

CVE-2026-35417

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5087545

5087544

5087420

5087538

5089548

5089549

CVE-2026-35416

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5087545

5087544

5087420

5087470

5087538

5087471

5087537

5089548

5089549

CVE-2026-32161

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5087545

5087544

5087420

5087470

5087538

5087471

5087537

5089548

5089549

CVE-2026-40398

Elevation of

Privilege

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5087420
http://support.microsoft.com/kb/5089548
http://support.microsoft.com/kb/5089549
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-35421
http://support.microsoft.com/kb/5087545
http://support.microsoft.com/kb/5087544
http://support.microsoft.com/kb/5087420
http://support.microsoft.com/kb/5087470
http://support.microsoft.com/kb/5087538
http://support.microsoft.com/kb/5087471
http://support.microsoft.com/kb/5087537
http://support.microsoft.com/kb/5089548
http://support.microsoft.com/kb/5089549
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-35417
http://support.microsoft.com/kb/5087545
http://support.microsoft.com/kb/5087544
http://support.microsoft.com/kb/5087420
http://support.microsoft.com/kb/5087538
http://support.microsoft.com/kb/5089548
http://support.microsoft.com/kb/5089549
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-35416
http://support.microsoft.com/kb/5087545
http://support.microsoft.com/kb/5087544
http://support.microsoft.com/kb/5087420
http://support.microsoft.com/kb/5087470
http://support.microsoft.com/kb/5087538
http://support.microsoft.com/kb/5087471
http://support.microsoft.com/kb/5087537
http://support.microsoft.com/kb/5089548
http://support.microsoft.com/kb/5089549
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-32161
http://support.microsoft.com/kb/5087545
http://support.microsoft.com/kb/5087544
http://support.microsoft.com/kb/5087420
http://support.microsoft.com/kb/5087470
http://support.microsoft.com/kb/5087538
http://support.microsoft.com/kb/5087471
http://support.microsoft.com/kb/5087537
http://support.microsoft.com/kb/5089548
http://support.microsoft.com/kb/5089549
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-40398
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5087545

5087544

5087420

5087470

5087538

5087471

5087537

5089548

5089549

CVE-2026-40403

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5087545

5087544

5087420

5087470

5087538

5087471

5087537

5089548

5089549

CVE-2026-40397

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5087545

5087544

5087420

5087470

5087538

5087471

5087537

5089548

5089549

CVE-2026-40369

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5089548

5087545

CVE-2026-41089

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5087470

5087538

5087471

5087537

5087545

CVE-2026-40402

Elevation of

Privilege

Critical

No

No

Exploitation
Less Likely

5087420



http://support.microsoft.com/kb/5087545
http://support.microsoft.com/kb/5087544
http://support.microsoft.com/kb/5087420
http://support.microsoft.com/kb/5087470
http://support.microsoft.com/kb/5087538
http://support.microsoft.com/kb/5087471
http://support.microsoft.com/kb/5087537
http://support.microsoft.com/kb/5089548
http://support.microsoft.com/kb/5089549
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-40403
http://support.microsoft.com/kb/5087545
http://support.microsoft.com/kb/5087544
http://support.microsoft.com/kb/5087420
http://support.microsoft.com/kb/5087470
http://support.microsoft.com/kb/5087538
http://support.microsoft.com/kb/5087471
http://support.microsoft.com/kb/5087537
http://support.microsoft.com/kb/5089548
http://support.microsoft.com/kb/5089549
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-40397
http://support.microsoft.com/kb/5087545
http://support.microsoft.com/kb/5087544
http://support.microsoft.com/kb/5087420
http://support.microsoft.com/kb/5087470
http://support.microsoft.com/kb/5087538
http://support.microsoft.com/kb/5087471
http://support.microsoft.com/kb/5087537
http://support.microsoft.com/kb/5089548
http://support.microsoft.com/kb/5089549
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-40369
http://support.microsoft.com/kb/5089548
http://support.microsoft.com/kb/5087545
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-41089
http://support.microsoft.com/kb/5087470
http://support.microsoft.com/kb/5087538
http://support.microsoft.com/kb/5087471
http://support.microsoft.com/kb/5087537
http://support.microsoft.com/kb/5087545
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-40402
http://support.microsoft.com/kb/5087420
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5002866 CVE-2026-40363 | Remote Code | Critical No No Exploitation
Execution Less Likely

5002866 CVE-2026-40358 | Remote Code | Critical No No Exploitation
Execution Less Likely

5002858 CVE-2026-40367 | Remote Code | Critical No No Exploitation
Execution Unlikely

5002868

5002869

5002858 CVE-2026-40361 | Remote Code | Critical No No Exploitation
Execution More Likely

5002858 CVE-2026—-40366 | Remote Code | Critical No No Exploitation
Execution Less Likely

5002858 CVE-2026-40364 | Remote Code | Critical No No Exploitation
Execution More Likely

5002868 CVE-2026-40365 | Remote Code | Critical No No Exploitation
Execution Less Likely



http://support.microsoft.com/kb/5002866
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-40363
http://support.microsoft.com/kb/5002866
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-40358
http://support.microsoft.com/kb/5002858
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-40367
http://support.microsoft.com/kb/5002868
http://support.microsoft.com/kb/5002869
http://support.microsoft.com/kb/5002858
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-40361
http://support.microsoft.com/kb/5002858
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-40366
http://support.microsoft.com/kb/5002858
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-40364
http://support.microsoft.com/kb/5002868
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-40365
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5089549 | & May 12, CVE-2026-34336 | Information | Important | No | No
2026— Disclosure
KB5089549 | CVE-2026-34339 Denial of Important | No | No
(0S Service
Builds CVE-2026-35422 Security Important | No | No
26200. 845 Feature
7 and Bypass
26100. 845 | CVE-2026-40406 | Information | Important | No | No
7 - Disclosure
Microsoft | CVE-2026-35415 | Elevation of | Important | No | No
Support Privilege
CVE-2026-40413 Denial of Important | No | No
Service
CVE-2026-34347 | Elevation of | Important | No | No
Privilege
CVE-2026-34333 | Elevation of | Important | No | No
Privilege
CVE-2026-34344 | Elevation of | Important | No | No
Privilege
CVE-2026-40414 Denial of Important | No | No
Service
CVE-2026-33835 | Elevation of | Important | No | No
Privilege
CVE-2026-41096 | Remote Code | Critical | No | No
Execution
CVE-2026-42825 | Elevation of | Important | No | No
Privilege
CVE-2026-41097 Security Important | No | No
Feature
Bypass



http://support.microsoft.com/kb/5089549
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CVE-2026-40399 | Elevation of | Important | No | No
Privilege

CVE-2026-34337 | Elevation of | Important | No | No
Privilege

CVE-2026-33834 | Elevation of | Important | No | No
Privilege

CVE-2026-33838 | Elevation of | Important | No | No
Privilege

CVE-2026-40380 | Remote Code | Important | No | No
Execution

CVE-2026-40401 Denial of Important | No | No

Service

CVE-2026-41088 | Elevation of | Important | No | No
Privilege

CVE-2026-33837 | Elevation of | Important | No | No
Privilege

CVE-2026-42896 | Elevation of | Important | No | No
Privilege

CVE-2026-40382 | Elevation of | Important | No | No
Privilege

CVE-2026-34334 | Elevation of | Important | No | No
Privilege

CVE-2026-34343 | Elevation of | Important | No | No
Privilege

CVE-2026-21530 | Elevation of | Important | No | No
Privilege

CVE-2026-35419 | Information | Important | No | No
Disclosure

CVE-2026-33840 | Elevation of | Important | No | No
Privilege

CVE-2026-34329 | Remote Code | Important | No | No
Execution

CVE-2026-33841 | Elevation of | Important | No | No
Privilege

CVE-2026-40408 | Elevation of | Important | No | No
Privilege

CVE-2026-35423 Information | Important | No | No
Disclosure

CVE-2026-32170 | Elevation of | Important | No | No

Privilege
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CVE-2026-33839 | Elevation of | Important | No | No
Privilege
CVE-2026-40405 Denial of Important | No | No
Service
CVE-2026-34330 | Elevation of | Important | No | No
Privilege
CVE-2026-35421 | Remote Code Critical No | No
Execution
CVE-2026-35417 | Elevation of | Important | No | No
Privilege
CVE-2026-34351 | Elevation of | Important | No | No
Privilege
CVE-2026-35416 | Elevation of | Important | No | No
Privilege
CVE-2026-34331 | Elevation of | Important | No | No
Privilege
CVE-2025-54518 | Elevation of | Important | No | No
Privilege
CVE-2026-34345 | Elevation of | Important | No | No
Privilege
CVE-2026-32161 | Remote Code Critical No | No
Execution
CVE-2026-35424 Denial of Important | No | No
Service
CVE-2026-32209 Security Important | No | No
Feature
Bypass
CVE-2026-34338 | Elevation of | Important | No | No
Privilege
CVE-2026-40398 | Elevation of | Important | No | No
Privilege
CVE-2026-40410 | Elevation of | Important | No | No
Privilege
CVE-2026-34341 | Elevation of | Important | No | No
Privilege
CVE-2026-40415 | Remote Code | Important | No | No
Execution
CVE-2026-40403 | Remote Code Critical No | No
Execution
CVE-2026-40397 | Elevation of | Important | No | No

Privilege

St
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CVE-2026-40377 | Elevation of | Important | No | No
Privilege
CVE-2026-34340 | Elevation of | Important | No | No
Privilege
CVE-2026-40369 | Elevation of | Important | No | No
Privilege
CVE-2026-35418 | Elevation of | Important | No | No
Privilege
CVE-2026-34342 | Elevation of | Important | No | No
Privilege
CVE-2026-40407 | Elevation of | Important | No | No
Privilege
5087545 | &fE | May 12, CVE-2026-34336 | Information | Important | No | No
2026— Disclosure
KB5087545 | CVE-2026-34339 Denial of Important | No | No
(0S Build Service
20348. 513 | CVE-2026-35422 Security Important | No | No
9) - Feature
Microsoft Bypass
Support CVE-2026-40406 | Information | Important | No | No
Disclosure
CVE-2026-40407 | Elevation of | Important | No | No
Privilege
CVE-2026-35415 | Elevation of | Important | No | No
Privilege
CVE-2026-40413 Denial of Important | No | No
Service
CVE-2026-34333 | Elevation of | Important | No | No
Privilege
CVE-2026-34344 | Elevation of | Important | No | No
Privilege
CVE-2026-40414 Denial of Important | No | No
Service
CVE-2026-33835 | Elevation of | Important | No | No
Privilege
CVE-2026-42825 | Elevation of | Important | No | No
Privilege
CVE-2026-41097 Security Important | No | No
Feature
Bypass

St

11w



http://support.microsoft.com/kb/5087545
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CVE-2026-40399 | Elevation of | Important | No | No
Privilege

CVE-2026-41095 | Elevation of | Important | No | No
Privilege

CVE-2026-34337 | Elevation of | Important | No | No
Privilege

CVE-2026-33834 | Elevation of | Important | No | No
Privilege

CVE-2026-33838 | Elevation of | Important | No | No
Privilege

CVE-2026-40380 | Remote Code | Important | No | No
Execution

CVE-2026-40401 Denial of Important | No | No

Service

CVE-2026-41088 | Elevation of | Important | No | No
Privilege

CVE-2026-33837 | Elevation of | Important | No | No
Privilege

CVE-2026-34343 | Elevation of | Important | No | No
Privilege

CVE-2026-40382 | Elevation of | Important | No | No
Privilege

CVE-2026-34334 | Elevation of | Important | No | No
Privilege

CVE-2026-21530 | Elevation of | Important | No | No
Privilege

CVE-2026-34329 | Remote Code | Important | No | No
Execution

CVE-2026-33841 | Elevation of | Important | No | No
Privilege

CVE-2026-40408 | Elevation of | Important | No | No
Privilege

CVE-2026-35423 | Information | Important | No | No
Disclosure

CVE-2026-32170 | Elevation of | Important | No | No
Privilege

CVE-2026-33839 | Elevation of | Important | No | No
Privilege

CVE-2026-41089 | Remote Code Critical No | No
Execution

St

12 W
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CVE-2026-34330 | Elevation of | Important | No | No
Privilege
CVE-2026-35421 | Remote Code Critical No | No
Execution
CVE-2026-35417 | Elevation of | Important | No | No
Privilege
CVE-2026-34351 | Elevation of | Important | No | No
Privilege
CVE-2026-35416 | Elevation of | Important | No | No
Privilege
CVE-2026-34331 | Elevation of | Important | No | No
Privilege
CVE-2025-54518 | Elevation of | Important | No | No
Privilege
CVE-2026-34345 | Elevation of | Important | No | No
Privilege
CVE-2026-32161 | Remote Code Critical No | No
Execution
CVE-2026-35424 Denial of Important | No | No
Service
CVE-2026-32209 Security Important | No | No
Feature
Bypass
CVE-2026-34338 | Elevation of | Important | No | No
Privilege
CVE-2026-35420 | Elevation of | Important | No | No
Privilege
CVE-2026-40398 | Elevation of | Important | No | No
Privilege
CVE-2026-40410 | Elevation of | Important | No | No
Privilege
CVE-2026-34341 | Elevation of | Important | No | No
Privilege
CVE-2026-40403 | Remote Code Critical No | No
Execution
CVE-2026-40415 | Remote Code | Important | No | No
Execution
CVE-2026-40402 | Elevation of | Critical No | No
Privilege
CVE-2026-40397 | Elevation of | Important | No | No

Privilege

St

13 W
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CVE-2026-40377 | Elevation of | Important | No | No
Privilege
CVE-2026-34340 | Elevation of | Important | No | No
Privilege
CVE-2026-35418 | Elevation of | Important | No | No
Privilege
CVE-2026-34342 | Elevation of | Important | No | No
Privilege
CVE-2026-34347 | Elevation of | Important | No | No
Privilege
5087544 | EfE May 12, CVE-2026-34336 | Information | Important | No | No
2026— Disclosure
KB5087544 | CVE-2026-34339 Denial of Important | No | No
(0S Service
Builds CVE-2026-35422 Security Important | No | No
19045. 729 Feature
1 and Bypass
19044. 729 | CVE-2026-40406 | Information | Important | No | No
1) - Disclosure
Microsoft | CVE-2026-40407 | Elevation of | Important | No | No
Support Privilege
CVE-2026-35415 | Elevation of | Important | No | No
Privilege
CVE-2026-40413 Denial of Important | No | No
Service
CVE-2026-34347 | Elevation of | Important | No | No
Privilege
CVE-2026-34333 | Elevation of | Important | No | No
Privilege
CVE-2026-34344 | Elevation of | Important | No | No
Privilege
CVE-2026-40414 Denial of Important | No | No
Service
CVE-2026-42825 | Elevation of | Important | No | No
Privilege
CVE-2026-41097 Security Important | No | No
Feature
Bypass
CVE-2026-40399 | Elevation of | Important | No | No

Privilege

St

14w



http://support.microsoft.com/kb/5087544
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CVE-2026-34337 | Elevation of | Important | No | No
Privilege

CVE-2026-33834 | Elevation of | Important | No | No
Privilege

CVE-2026-33838 | Elevation of | Important | No | No
Privilege

CVE-2026-40380 | Remote Code | Important | No | No
Execution

CVE-2026—-40401 Denial of Important | No | No

Service

CVE-2026-41088 | Elevation of | Important | No | No
Privilege

CVE-2026-33837 | Elevation of | Important | No | No
Privilege

CVE-2026-34343 | Elevation of | Important | No | No
Privilege

CVE-2026-40382 | Elevation of | Important | No | No
Privilege

CVE-2026-34334 | Elevation of | Important | No | No
Privilege

CVE-2026-21530 | Elevation of | Important | No | No
Privilege

CVE-2026-34329 | Remote Code | Important | No | No
Execution

CVE-2026-33841 | Elevation of | Important | No | No
Privilege

CVE-2026-40408 | Elevation of | Important | No | No
Privilege

CVE-2026-35423 | Information | Important | No | No
Disclosure

CVE-2026-32170 | Elevation of | Important | No | No
Privilege

CVE-2026-33839 | Elevation of | Important | No | No
Privilege

CVE-2026-34330 | Elevation of | Important | No | No
Privilege

CVE-2026-35421 | Remote Code Critical No | No
Execution

CVE-2026-35417 | Elevation of | Important | No | No
Privilege

St
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CVE-2026-34351 | Elevation of | Important | No | No
Privilege
CVE-2026-35416 | Elevation of | Important | No | No
Privilege
CVE-2026-34331 | Elevation of | Important | No | No
Privilege
CVE-2025-54518 | Elevation of | Important | No | No
Privilege
CVE-2026-34345 | Elevation of | Important | No | No
Privilege
CVE-2026-32161 | Remote Code Critical No | No
Execution
CVE-2026-35424 Denial of Important | No | No
Service
CVE-2026-32209 Security Important | No | No
Feature
Bypass
CVE-2026-34338 | Elevation of | Important | No | No
Privilege
CVE-2026-40398 | Elevation of | Important | No | No
Privilege
CVE-2026-40410 | Elevation of | Important | No | No
Privilege
CVE-2026-34341 | Elevation of | Important | No | No
Privilege
CVE-2026-40403 | Remote Code Critical No | No
Execution
CVE-2026-40415 | Remote Code | Important | No | No
Execution
CVE-2026-40397 | Elevation of | Important | No | No
Privilege
CVE-2026-40377 | Elevation of | Important | No | No
Privilege
CVE-2026-34340 | Elevation of | Important | No | No
Privilege
CVE-2026-35418 | Elevation of | Important | No | No
Privilege
CVE-2026—-34342 | Elevation of | Important | No | No
Privilege
CVE-2026-33835 | Elevation of | Important | No | No

Privilege

St

16 W




Wwo T = 1s

AR ER2LHEE

-

TRMEHED 2026 £ 05 HATEEHESE

5087420

Rife

May 12,
2026—
KB5087420
(0S Build
22631. 707
9) -
Microsoft

Support

CVE-2026-34336 | Information | Important | No | No
Disclosure
CVE-2026-34339 Denial of Important | No | No
Service
CVE-2026-35422 Security Important | No | No
Feature
Bypass
CVE-2026—-40406 | Information | Important | No | No
Disclosure
CVE-2026-40407 | Elevation of | Important | No | No
Privilege
CVE-2026-35415 | Elevation of | Important | No | No
Privilege
CVE-2026-40413 Denial of Important | No | No
Service
CVE-2026-34347 | Elevation of | Important | No | No
Privilege
CVE-2026-34333 | Elevation of | Important | No | No
Privilege
CVE-2026-34344 | Elevation of | Important | No | No
Privilege
CVE-2026-40414 Denial of Important | No | No
Service
CVE-2026-41096 | Remote Code Critical No | No
Execution
CVE-2026-42825 | Elevation of | Important | No | No
Privilege
CVE-2026-41097 Security Important | No | No
Feature
Bypass
CVE-2026-40399 | Elevation of | Important | No | No
Privilege
CVE-2026-34337 | Elevation of | Important | No | No
Privilege
CVE-2026-33834 | Elevation of | Important | No | No
Privilege
CVE-2026-33838 | Elevation of | Important | No | No
Privilege
CVE-2026-40380 | Remote Code | Important | No | No

Execution
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CVE-2026—-40401 Denial of Important | No | No
Service

CVE-2026-41088 | Elevation of | Important | No | No
Privilege

CVE-2026-33837 | Elevation of | Important | No | No
Privilege

CVE-2026-34343 | Elevation of | Important | No | No
Privilege

CVE-2026-40382 | Elevation of | Important | No | No
Privilege

CVE-2026-34334 | Elevation of | Important | No | No
Privilege

CVE-2026-21530 | Elevation of | Important | No | No
Privilege

CVE-2026-34329 | Remote Code | Important | No | No
Execution

CVE-2026-33841 | Elevation of | Important | No | No
Privilege

CVE-2026-40408 | Elevation of | Important | No | No
Privilege

CVE-2026-35423 | Information | Important | No | No
Disclosure

CVE-2026-32170 | Elevation of | Important | No | No
Privilege

CVE-2026-33839 | Elevation of | Important | No | No
Privilege

CVE-2026-34330 | Elevation of | Important | No | No
Privilege

CVE-2026-35421 | Remote Code Critical No | No
Execution

CVE-2026-35417 | Elevation of | Important | No | No
Privilege

CVE-2026-34351 | Elevation of | Important | No | No
Privilege

CVE-2026-35416 | Elevation of | Important | No | No
Privilege

CVE-2026-34331 | Elevation of | Important | No | No
Privilege

CVE-2025-54518 | Elevation of | Important | No | No
Privilege
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CVE-2026-34345 | Elevation of | Important | No | No
Privilege
CVE-2026-32161 | Remote Code Critical No | No
Execution
CVE-2026-35424 Denial of Important | No | No
Service
CVE-2026-32209 Security Important | No | No
Feature
Bypass
CVE-2026-34338 | Elevation of | Important | No | No
Privilege
CVE-2026-40398 | Elevation of | Important | No | No
Privilege
CVE-2026-40410 | Elevation of | Important | No | No
Privilege
CVE-2026-34341 | Elevation of | Important | No | No
Privilege
CVE-2026-40415 | Remote Code | Important | No | No
Execution
CVE-2026-40402 | Elevation of | Critical No | No
Privilege
CVE-2026-40403 | Remote Code Critical No | No
Execution
CVE-2026-40397 | Elevation of | Important | No | No
Privilege
CVE-2026-40377 | Elevation of | Important | No | No
Privilege
CVE-2026-34340 | Elevation of | Important | No | No
Privilege
CVE-2026-35418 | Elevation of | Important | No | No
Privilege
CVE-2026-34342 | Elevation of | Important | No | No
Privilege
CVE-2026-33835 | Elevation of | Important | No | No
Privilege
5087470 | &fE May 12, CVE-2026-35422 Security Important | No | No
2026— Feature
KB5087470 Bypass
(Monthly CVE-2026-40406 | Information | Important | No | No
Rollup) - Disclosure
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CVE-2026-40413 Denial of Important | No | No
Service
CVE-2026-34347 | Elevation of | Important | No | No
Privilege
CVE-2026-34333 | Elevation of | Important | No | No
Privilege
CVE-2026-34344 | Elevation of | Important | No | No
Privilege
CVE-2026-40414 Denial of Important | No | No
Service
CVE-2026-42825 | Elevation of | Important | No | No
Privilege
CVE-2026-33834 | Elevation of | Important | No | No
Privilege
CVE-2026-33838 | Elevation of | Important | No | No
Privilege
CVE-2026-40380 | Remote Code | Important | No | No
Execution
CVE-2026-40401 Denial of Important | No | No
Service
CVE-2026-21530 | Elevation of | Important | No | No
Privilege
CVE-2026-33837 | Elevation of | Important | No | No
Privilege
CVE-2026-34343 | Elevation of | Important | No | No
Privilege
CVE-2026-40382 | Elevation of | Important | No | No
Privilege
CVE-2026-34334 | Elevation of | Important | No | No
Privilege
CVE-2026-34329 | Remote Code | Important | No | No
Execution
CVE-2026-40408 | Elevation of | Important | No | No
Privilege
CVE-2026-35423 Information | Important | No | No
Disclosure
CVE-2026-32170 | Elevation of | Important | No | No
Privilege
CVE-2026-41089 | Remote Code Critical No | No

Execution
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CVE-2026-34330 | Elevation of | Important | No | No
Privilege
CVE-2026-35421 | Remote Code Critical No | No
Execution
CVE-2026-34351 | Elevation of | Important | No | No
Privilege
CVE-2026-35416 | Elevation of | Important | No | No
Privilege
CVE-2026-34331 | Elevation of | Important | No | No
Privilege
CVE-2026-32161 | Remote Code Critical No | No
Execution
CVE-2026-35424 Denial of Important | No | No
Service
CVE-2026-32209 Security Important | No | No
Feature
Bypass
CVE-2026-34338 | Elevation of | Important | No | No
Privilege
CVE-2026-35420 | Elevation of | Important | No | No
Privilege
CVE-2026-40398 | Elevation of | Important | No | No
Privilege
CVE-2026-34341 | Elevation of | Important | No | No
Privilege
CVE-2026-40403 | Remote Code Critical No | No
Execution
CVE-2026-40397 | Elevation of | Important | No | No
Privilege
CVE-2026-40377 | Elevation of | Important | No | No
Privilege
CVE-2026-34342 | Elevation of | Important | No | No
Privilege
CVE-2026-40407 | Elevation of | Important | No | No
Privilege
5087538 | &fE May 12, CVE-2026-34336 | Information | Important | No | No
2026— Disclosure
KB5087538 | CVE-2026-34339 Denial of Important | No | No
(0S Build Service
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CVE-2026-35422 Security Important | No | No
Feature
Bypass
CVE-2026—-40406 | Information | Important | No | No
Disclosure
CVE-2026-40407 | Elevation of | Important | No | No
Privilege
CVE-2026-35415 | Elevation of | Important | No | No
Privilege
CVE-2026-40413 Denial of Important | No | No
Service
CVE-2026-34333 | Elevation of | Important | No | No
Privilege
CVE-2026-34344 | Elevation of | Important | No | No
Privilege
CVE-2026-40414 Denial of Important | No | No
Service
CVE-2026-33835 | Elevation of | Important | No | No
Privilege
CVE-2026-42825 | Elevation of | Important | No | No
Privilege
CVE-2026-41097 Security Important | No | No
Feature
Bypass
CVE-2026-40399 | Elevation of | Important | No | No
Privilege
CVE-2026-41095 | Elevation of | Important | No | No
Privilege
CVE-2026-34337 | Elevation of | Important | No | No
Privilege
CVE-2026-33834 | Elevation of | Important | No | No
Privilege
CVE-2026-33838 | Elevation of | Important | No | No
Privilege
CVE-2026-40380 | Remote Code | Important | No | No
Execution
CVE-2026-40401 Denial of Important | No | No
Service
CVE-2026-21530 | Elevation of | Important | No | No

Privilege
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CVE-2026-33837 | Elevation of | Important | No | No
Privilege

CVE-2026-34343 | Elevation of | Important | No | No
Privilege

CVE-2026-40382 | Elevation of | Important | No | No
Privilege

CVE-2026-34334 | Elevation of | Important | No | No
Privilege

CVE-2026-34329 | Remote Code | Important | No | No
Execution

CVE-2026-40408 | Elevation of | Important | No | No
Privilege

CVE-2026-35423 | Information | Important | No | No
Disclosure

CVE-2026-32170 | Elevation of | Important | No | No
Privilege

CVE-2026-33839 | Elevation of | Important | No | No
Privilege

CVE-2026-41089 | Remote Code Critical No | No
Execution

CVE-2026-34330 | Elevation of | Important | No | No
Privilege

CVE-2026-35421 | Remote Code Critical No | No
Execution

CVE-2026-35417 | Elevation of | Important | No | No
Privilege

CVE-2026-34351 | Elevation of | Important | No | No
Privilege

CVE-2026-35416 | Elevation of | Important | No | No
Privilege

CVE-2026-34331 | Elevation of | Important | No | No
Privilege

CVE-2025-54518 | Elevation of | Important | No | No
Privilege

CVE-2026-34345 | Elevation of | Important | No | No
Privilege

CVE-2026-32161 | Remote Code Critical No | No
Execution

CVE-2026-35424 Denial of Important | No | No

Service
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CVE-2026-32209 Security Important | No | No
Feature
Bypass
CVE-2026-34338 | Elevation of | Important | No | No
Privilege
CVE-2026-35420 | Elevation of | Important | No | No
Privilege
CVE-2026-40398 | Elevation of | Important | No | No
Privilege
CVE-2026-40410 | Elevation of | Important | No | No
Privilege
CVE-2026-34341 | Elevation of | Important | No | No
Privilege
CVE-2026-40403 | Remote Code Critical No | No
Execution
CVE-2026-40415 | Remote Code | Important | No | No
Execution
CVE-2026—-40397 | Elevation of | Important | No | No
Privilege
CVE-2026-40377 | Elevation of | Important | No | No
Privilege
CVE-2026-34340 | Elevation of | Important | No | No
Privilege
CVE-2026-35418 | Elevation of | Important | No | No
Privilege
CVE-2026-34342 | Elevation of | Important | No | No
Privilege
CVE-2026-34347 | Elevation of | Important | No | No
Privilege
5087471 | &ifE May 12, CVE-2026-35422 Security Important | No | No
2026— Feature
KB5087471 Bypass
(Monthly | CVE-2026-40406 | Information | Important | No | No
Rollup) - Disclosure
Microsoft | CVE-2026-35415 | Elevation of | Important | No | No
Support Privilege
CVE-2026-40413 Denial of Important | No | No
Service
CVE-2026-34347 | Elevation of | Important | No | No

Privilege
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CVE-2026-34333 | Elevation of | Important | No | No
Privilege

CVE-2026-34344 | Elevation of | Important | No | No
Privilege

CVE-2026-40414 Denial of Important | No | No

Service

CVE-2026-42825 | Elevation of | Important | No | No
Privilege

CVE-2026-41095 | Elevation of | Important | No | No
Privilege

CVE-2026-33834 | Elevation of | Important | No | No
Privilege

CVE-2026-33838 | Elevation of | Important | No | No
Privilege

CVE-2026-40380 | Remote Code | Important | No | No
Execution

CVE-2026-40401 Denial of Important | No | No

Service

CVE-2026-21530 | Elevation of | Important | No | No
Privilege

CVE-2026-33837 | Elevation of | Important | No | No
Privilege

CVE-2026-34343 | Elevation of | Important | No | No
Privilege

CVE-2026-40382 | Elevation of | Important | No | No
Privilege

CVE-2026-34334 | Elevation of | Important | No | No
Privilege

CVE-2026-34329 | Remote Code | Important | No | No
Execution

CVE-2026-40408 | Elevation of | Important | No | No
Privilege

CVE-2026-35423 | Information | Important | No | No
Disclosure

CVE-2026-32170 | Elevation of | Important | No | No
Privilege

CVE-2026-41089 | Remote Code Critical No | No
Execution

CVE-2026-34330 | Elevation of | Important | No | No
Privilege
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CVE-2026-35421 | Remote Code Critical No | No
Execution
CVE-2026-34351 | Elevation of | Important | No | No
Privilege
CVE-2026-35416 | Elevation of | Important | No | No
Privilege
CVE-2026-34331 | Elevation of | Important | No | No
Privilege
CVE-2026-32161 | Remote Code Critical No | No
Execution
CVE-2026-35424 Denial of Important | No | No
Service
CVE-2026-32209 Security Important | No | No
Feature
Bypass
CVE-2026-34338 | Elevation of | Important | No | No
Privilege
CVE-2026-35420 | Elevation of | Important | No | No
Privilege
CVE-2026-40398 | Elevation of | Important | No | No
Privilege
CVE-2026-40410 | Elevation of | Important | No | No
Privilege
CVE-2026-34341 | Elevation of | Important | No | No
Privilege
CVE-2026-40403 | Remote Code Critical No | No
Execution
CVE-2026-40397 | Elevation of | Important | No | No
Privilege
CVE-2026-40377 | Elevation of | Important | No | No
Privilege
CVE-2026-34342 | Elevation of | Important | No | No
Privilege
CVE-2026-40407 | Elevation of | Important | No | No
Privilege
5087537 | &fE May 12, CVE-2026-34336 | Information | Important | No | No
2026— Disclosure
KB5087537 | CVE-2026-34339 Denial of Important | No | No
(0S Build Service
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CVE-2026-35422 Security Important | No | No
Feature
Bypass
CVE-2026-40406 | Information | Important | No | No
Disclosure
CVE-2026-35415 | Elevation of | Important | No | No
Privilege
CVE-2026-40413 Denial of Important | No | No
Service
CVE-2026-34347 | Elevation of | Important | No | No
Privilege
CVE-2026-34333 | Elevation of | Important | No | No
Privilege
CVE-2026-34344 | Elevation of | Important | No | No
Privilege
CVE-2026-40414 Denial of Important | No | No
Service
CVE-2026-42825 | Elevation of | Important | No | No
Privilege
CVE-2026-40399 | Elevation of | Important | No | No
Privilege
CVE-2026-41095 | Elevation of | Important | No | No
Privilege
CVE-2026-33834 | Elevation of | Important | No | No
Privilege
CVE-2026-33838 | Elevation of | Important | No | No
Privilege
CVE-2026-40380 | Remote Code | Important | No | No
Execution
CVE-2026-40401 Denial of Important | No | No
Service
CVE-2026-21530 | Elevation of | Important | No | No
Privilege
CVE-2026-33837 | Elevation of | Important | No | No
Privilege
CVE-2026—-34343 | Elevation of | Important | No | No
Privilege
CVE-2026-40382 | Elevation of | Important | No | No
Privilege
CVE-2026-34334 | Elevation of | Important | No | No

Privilege
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CVE-2026-34329 | Remote Code | Important | No | No
Execution
CVE-2026-40408 | Elevation of | Important | No | No
Privilege
CVE-2026-35423 | Information | Important | No | No
Disclosure
CVE-2026-32170 | Elevation of | Important | No | No
Privilege
CVE-2026-41089 | Remote Code Critical No | No
Execution
CVE-2026-34330 | Elevation of | Important | No | No
Privilege
CVE-2026-35421 | Remote Code Critical No | No
Execution
CVE-2026-34351 | Elevation of | Important | No | No
Privilege
CVE-2026-35416 | Elevation of | Important | No | No
Privilege
CVE-2026-34331 | Elevation of | Important | No | No
Privilege
CVE-2025-54518 | Elevation of | Important | No | No
Privilege
CVE-2026-34345 | Elevation of | Important | No | No
Privilege
CVE-2026-32161 | Remote Code Critical No | No
Execution
CVE-2026-35424 Denial of Important | No | No
Service
CVE-2026-32209 Security Important | No | No
Feature
Bypass
CVE-2026-34338 | Elevation of | Important | No | No
Privilege
CVE-2026-35420 | Elevation of | Important | No | No
Privilege
CVE-2026-40398 | Elevation of | Important | No | No
Privilege
CVE-2026-40410 | Elevation of | Important | No | No
Privilege
CVE-2026-34341 | Elevation of | Important | No | No
Privilege
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CVE-2026-40403 | Remote Code Critical No | No
Execution
CVE-2026-40397 | Elevation of | Important | No | No
Privilege
CVE-2026-40377 | Elevation of | Important | No | No
Privilege
CVE-2026-34342 | Elevation of | Important | No | No
Privilege
CVE-2026-40407 | Elevation of | Important | No | No
Privilege
5089548 | &fE May 12, CVE-2026-34336 | Information | Important | No | No
2026— Disclosure
KB5089548 | CVE-2026-34339 Denial of Important | No | No
(0S Build Service
28000. 211 | CVE-2026-35422 Security Important | No | No
3 - Feature
Microsoft Bypass
Support CVE-2026-40406 | Information | Important | No | No
Disclosure
CVE-2026-35415 | Elevation of | Important | No | No
Privilege
CVE-2026-40413 Denial of Important | No | No
Service
CVE-2026-34347 | Elevation of | Important | No | No
Privilege
CVE-2026-34333 | Elevation of | Important | No | No
Privilege
CVE-2026-34344 | Elevation of | Important | No | No
Privilege
CVE-2026-40414 Denial of Important | No | No
Service
CVE-2026-33835 | Elevation of | Important | No | No
Privilege
CVE-2026-41096 | Remote Code Critical No | No
Execution
CVE-2026-42825 | Elevation of | Important | No | No
Privilege
CVE-2026-41097 Security Important | No | No
Feature
Bypass
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CVE-2026-40399 | Elevation of | Important | No | No
Privilege

CVE-2026-34337 | Elevation of | Important | No | No
Privilege

CVE-2026-33834 | Elevation of | Important | No | No
Privilege

CVE-2026-33838 | Elevation of | Important | No | No
Privilege

CVE-2026-40380 | Remote Code | Important | No | No
Execution

CVE-2026-40401 Denial of Important | No | No

Service

CVE-2026-41088 | Elevation of | Important | No | No
Privilege

CVE-2026-33837 | Elevation of | Important | No | No
Privilege

CVE-2026-42896 | Elevation of | Important | No | No
Privilege

CVE-2026-40382 | Elevation of | Important | No | No
Privilege

CVE-2026-34334 | Elevation of | Important | No | No
Privilege

CVE-2026-34343 | Elevation of | Important | No | No
Privilege

CVE-2026-21530 | Elevation of | Important | No | No
Privilege

CVE-2026-35419 | Information | Important | No | No
Disclosure

CVE-2026-33840 | Elevation of | Important | No | No
Privilege

CVE-2026-34329 | Remote Code | Important | No | No
Execution

CVE-2026-33841 | Elevation of | Important | No | No
Privilege

CVE-2026-40408 | Elevation of | Important | No | No
Privilege

CVE-2026-35423 Information | Important | No | No
Disclosure

CVE-2026-32170 | Elevation of | Important | No | No
Privilege
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CVE-2026-33839 | Elevation of | Important | No | No
Privilege
CVE-2026-40405 Denial of Important | No | No
Service
CVE-2026-34330 | Elevation of | Important | No | No
Privilege
CVE-2026-35421 | Remote Code Critical No | No
Execution
CVE-2026-35417 | Elevation of | Important | No | No
Privilege
CVE-2026-34351 | Elevation of | Important | No | No
Privilege
CVE-2026-35416 | Elevation of | Important | No | No
Privilege
CVE-2026-34331 | Elevation of | Important | No | No
Privilege
CVE-2025-54518 | Elevation of | Important | No | No
Privilege
CVE-2026-34345 | Elevation of | Important | No | No
Privilege
CVE-2026-32161 | Remote Code Critical No | No
Execution
CVE-2026-35424 Denial of Important | No | No
Service
CVE-2026-32209 Security Important | No | No
Feature
Bypass
CVE-2026-34338 | Elevation of | Important | No | No
Privilege
CVE-2026-40398 | Elevation of | Important | No | No
Privilege
CVE-2026-40410 | Elevation of | Important | No | No
Privilege
CVE-2026-34341 | Elevation of | Important | No | No
Privilege
CVE-2026-40403 | Remote Code Critical No | No
Execution
CVE-2026-40415 | Remote Code | Important | No | No
Execution
CVE-2026-40397 | Elevation of | Important | No | No

Privilege
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CVE-2026-40377 | Elevation of | Important | No | No | 2
Privilege

CVE-2026-34340 | Elevation of | Important | No | No | 2
Privilege

CVE-2026-40369 | Elevation of | Important | No | No | 1
Privilege

CVE-2026-35418 | Elevation of | Important | No | No | 3
Privilege

CVE-2026-34342 | Elevation of | Important | No | No | 2
Privilege

CVE-2026-40407 | Elevation of | Important | No | No | 3
Privilege

A ARHCORAT AT 2 4 R b T35 10 A, PRAIZIRAN T
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5087054 | &fE May 12, CVE-2026-32177 | Elevation of | Important | No | No | 2
2026- Privilege
KB5087054
Cumulativ
e Update
for .NET
Framework
3.5 and
4.8.1 for
Windows
11,
version
24H2 -
Microsoft
Support
5002866 | =ifG | Descripti | CVE-2026-40363 | Remote Code | Critical | No | No | 2

on of the Execution
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security | CVE-2026-40358 | Remote Code Critical No | No
update Execution
for
Office
2016: May
12, 2026
(KB500286
6) -
Microsoft
Support
5002858 Descripti | CVE-2026-40421 | Information | Important | No | No
on of the Disclosure
security | CVE-2026-40367 | Remote Code Critical No | No
update Execution
for Word | CVE-2026-40361 | Remote Code | Critical | No | No
2016: May Execution
12, 2026 | CVE-2026-40366 | Remote Code | Critical | No | No
(KB500285 Execution
8) - CVE-2026-40364 | Remote Code Critical No | No
Microsoft Execution
Support CVE-2026-35440 | Information | Important | No | No
Disclosure
5087055 May 12, CVE-2026-32177 | Elevation of | Important | No | No
2026- Privilege
KB5087055
Cumulativ
e Update
for .NET
Framework
4.8.1 for
Windows
11,
version
26H1 -
Microsoft
Support
5087058 May 12, CVE-2026-32177 | Elevation of | Important | No | No
2026- Privilege
KB5087058
Cumulativ
e Update
for .NET
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Framework
3.5 and
4.8.1 for
Windows
11,
version
23H2 -
Microsoft
Support
5002868 | =if& | Descripti | CVE-2026-40365 | Remote Code Critical No | No
on of the Execution
security CVE-2026-33112 | Remote Code | Important | No | No
update Execution
for CVE-2026-35439 | Remote Code | Important | No | No
SharePoin Execution
t Server | CVE-2026-40368 | Remote Code | Important | No | No
2016: May Execution
12, 2026 | CVE-2026-40367 | Remote Code | Critical | No | No
(KB500286 Execution
8) - CVE-2026-40357 | Remote Code | Important | No | No
Microsoft Execution
Support CVE-2026-33110 | Remote Code | Important | No | No
Execution
5087065 | & fE May 12, CVE-2026-32177 | Elevation of | Important | No | No
2026- Privilege
KB5087065
Cumulativ
e Update
for .NET
Framework
4.8 for
Windows
10,
version
1607 and
Windows
Server
2016 -
Microsoft
Support
5002869 | & f& | Descripti | CVE-2026-40367 | Remote Code Critical No No
on of the Execution

34 I



http://support.microsoft.com/kb/5002868
http://support.microsoft.com/kb/5087065
http://support.microsoft.com/kb/5002869

Wwo T = 1s

% —

AR %R =2

nE X

TRMEHED 2026 £ 05 HATEEHESE

security

update

for

SharePoin
t Server
2016
Language
Pack: May
12, 2026
(KB500286

9) -
Microsoft

Support

5087051

May 12,
2026—
KB5087051
Cumulativ
e Update
for .NET
Framework
3.5 and
4.8.1 for

Windows

11,

version

2bH2 and
Microsoft
server
operating
system
24H2 -
Microsoft

Support

CVE-2026-32177

Elevation of

Privilege

Important

No

No

5002865

Descripti
on of the
security
update

for Excel
2016: May
12, 2026
(KB500286
5) -

CVE-2026-40362

Remote Code

Execution

Important

No

No

CVE-2026-40359

Remote Code

Execution

Important

No

No

CVE-2026-40360

Information

Disclosure

Important

No

No
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Microsoft
Support

TE:

1 BIREM Uil TR L G S VEAR U B G T
0 - C#AI (Bxploitation Detected)
1 - BEHAREHAIH (Exploitation More Likely)
2 — AR HEFIA (Exploitation Less Likely)
3 — KA REFIA (Exploitation Unlikely)

4 = AZIETRE (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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