RAER2NEE FRIGHED 2023 £ 1 HAINTEEFHES

HE=ER 2023 £ 1 BN TE
HimES

B—IKSEFR

Mﬁar

RN B £ 9 F

IREFBERRH TIZERERA
2023fF1H11H



0 Sy
U —
Mﬁ'sdn
- AR R LN EE

FRIGHED 2023 £ 1 HAINTEEFHES

H X

B1E BB e 2
BB EAEET . 3
F3E CHEEMESHRREE. . . 12
EAE R TIEATIR. ... 13



'ﬁe&uﬁiﬁ

oA g R 2

FRGHED 2023 ££ 1 AR TEEFESE

9

SRR
SO
SR
KA H
Sty
AT

T AEEE R 2023 4 1 AN TR S FE
Qi An Xin Group—MSPatch—-2023-0101
2023-01-11 &% AIF
Microsoft. i #MT

A A SR AR A T3z E 1B



Wwo T = 1s

- KRR & RS NEE HRfEEA 2023 £ 1 HANTEEFIEY

BIE ZERE

BRI

T A5 B BOH A T 2E (V6 AR : 2023. 01. 11. 1, V10 iiiA: 2023. 01. 11. 1000)
CUR A, ARREHHERLT 21 Mg T, BE T 17 Maiwii, 2 11
ANMUEE B EGON “TPE (Critical)” , 66 MFEGON “E 3 (Tmportant) ” , iX
BB BL P2 i Windows Microsoft Office, [RINERE T 2 MEZ 4 office %b

T
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AL EEEE HRIGHER 2023 £ 1 HANTEEFESE
F2E ERRTHT

AHA 19 2w 25 PR 2 LU E— 2% 4F, 75 ZEE SO0
1. JWIA%EZ% (Severity) =/HE (Critical) ,
2. AHHEEE (Publicly Disclosed) =& (Yes) ,
3. %W (Exploited) =#& (Yes) ,
4. JEIAEI R A AHE (Exploitability Assessment) =" 4% F]H
(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More
Likely) ”
GRCEUNE

KBID BE HIRIFE % TR BB A

5022289 CVE-2023-21543 | Remote Code | Critical | No No Exploitation

5022287 Execution Less Likely

5022338

5022303

5022286

5022346

5022343

5022353

5022352

5022339

5022282

5022340

5022297

5022348

5022289 CVE-2023-21541 | Elevation of | Important | No No Exploitation

5022287 Privilege More Likely

5022338

5022303

5022286



http://support.microsoft.com/kb/5022289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21543
http://support.microsoft.com/kb/5022287
http://support.microsoft.com/kb/5022338
http://support.microsoft.com/kb/5022303
http://support.microsoft.com/kb/5022286
http://support.microsoft.com/kb/5022346
http://support.microsoft.com/kb/5022343
http://support.microsoft.com/kb/5022353
http://support.microsoft.com/kb/5022352
http://support.microsoft.com/kb/5022339
http://support.microsoft.com/kb/5022282
http://support.microsoft.com/kb/5022340
http://support.microsoft.com/kb/5022297
http://support.microsoft.com/kb/5022348
http://support.microsoft.com/kb/5022289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21541
http://support.microsoft.com/kb/5022287
http://support.microsoft.com/kb/5022338
http://support.microsoft.com/kb/5022303
http://support.microsoft.com/kb/5022286
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5022346

5022343

5022353

5022352

5022339

5022282

5022340

5022297

5022348

5022289

CVE-2023-21548

5022287

5022338

5022303

5022286

5022346

5022343

5022353

5022352

5022339

5022282

5022340

5022297

5022348

Remote Code

Execution

Critical

No

No

Exploitation

Less Likely

5022289

CVE-2023-21561

5022287

5022338

5022303

Elevation of

Privilege

Critical

No

No

Exploitation

Less Likely



http://support.microsoft.com/kb/5022346
http://support.microsoft.com/kb/5022343
http://support.microsoft.com/kb/5022353
http://support.microsoft.com/kb/5022352
http://support.microsoft.com/kb/5022339
http://support.microsoft.com/kb/5022282
http://support.microsoft.com/kb/5022340
http://support.microsoft.com/kb/5022297
http://support.microsoft.com/kb/5022348
http://support.microsoft.com/kb/5022289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21548
http://support.microsoft.com/kb/5022287
http://support.microsoft.com/kb/5022338
http://support.microsoft.com/kb/5022303
http://support.microsoft.com/kb/5022286
http://support.microsoft.com/kb/5022346
http://support.microsoft.com/kb/5022343
http://support.microsoft.com/kb/5022353
http://support.microsoft.com/kb/5022352
http://support.microsoft.com/kb/5022339
http://support.microsoft.com/kb/5022282
http://support.microsoft.com/kb/5022340
http://support.microsoft.com/kb/5022297
http://support.microsoft.com/kb/5022348
http://support.microsoft.com/kb/5022289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21561
http://support.microsoft.com/kb/5022287
http://support.microsoft.com/kb/5022338
http://support.microsoft.com/kb/5022303
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5022286

5022346

5022343

5022353

5022352

5022339

5022282

5022340

5022297

5022348

5022289

CVE-2023-21535

5022287

5022303

5022286

5022346

5022343

5022353

5022352

5022282

5022340

5022297

5022348

Remote Code

Execution

Critical

No

No

Exploitation

Less Likely

5022289

CVE-2023-21552

5022287

5022338

5022303

5022286

Elevation of

Privilege

Important

No

No

Exploitation

More Likely



http://support.microsoft.com/kb/5022286
http://support.microsoft.com/kb/5022346
http://support.microsoft.com/kb/5022343
http://support.microsoft.com/kb/5022353
http://support.microsoft.com/kb/5022352
http://support.microsoft.com/kb/5022339
http://support.microsoft.com/kb/5022282
http://support.microsoft.com/kb/5022340
http://support.microsoft.com/kb/5022297
http://support.microsoft.com/kb/5022348
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21535
http://support.microsoft.com/kb/5022287
http://support.microsoft.com/kb/5022303
http://support.microsoft.com/kb/5022286
http://support.microsoft.com/kb/5022346
http://support.microsoft.com/kb/5022343
http://support.microsoft.com/kb/5022353
http://support.microsoft.com/kb/5022352
http://support.microsoft.com/kb/5022282
http://support.microsoft.com/kb/5022340
http://support.microsoft.com/kb/5022297
http://support.microsoft.com/kb/5022348
http://support.microsoft.com/kb/5022289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21552
http://support.microsoft.com/kb/5022287
http://support.microsoft.com/kb/5022338
http://support.microsoft.com/kb/5022303
http://support.microsoft.com/kb/5022286
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5022346

5022343

5022353

5022352

5022339

5022282

5022340

5022297

5022348

5022289

CVE-2023-21556

5022287

5022338

5022303

5022286

5022346

5022343

5022353

5022352

5022339

5022282

5022340

5022297

5022348

Remote Code

Execution

Critical

No

No

Exploitation

Less Likely

5022289

CVE-2023-21674

5022287

5022303

5022286

Elevation of

Privilege

Important

No

Yes

Exploitation

Detected



http://support.microsoft.com/kb/5022346
http://support.microsoft.com/kb/5022343
http://support.microsoft.com/kb/5022353
http://support.microsoft.com/kb/5022352
http://support.microsoft.com/kb/5022339
http://support.microsoft.com/kb/5022282
http://support.microsoft.com/kb/5022340
http://support.microsoft.com/kb/5022297
http://support.microsoft.com/kb/5022348
http://support.microsoft.com/kb/5022289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21556
http://support.microsoft.com/kb/5022287
http://support.microsoft.com/kb/5022338
http://support.microsoft.com/kb/5022303
http://support.microsoft.com/kb/5022286
http://support.microsoft.com/kb/5022346
http://support.microsoft.com/kb/5022343
http://support.microsoft.com/kb/5022353
http://support.microsoft.com/kb/5022352
http://support.microsoft.com/kb/5022339
http://support.microsoft.com/kb/5022282
http://support.microsoft.com/kb/5022340
http://support.microsoft.com/kb/5022297
http://support.microsoft.com/kb/5022348
http://support.microsoft.com/kb/5022289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21674
http://support.microsoft.com/kb/5022287
http://support.microsoft.com/kb/5022303
http://support.microsoft.com/kb/5022286
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5022346

5022352

5022282

5022297

5022289

CVE-2023-21549

5022287

5022338

5022303

5022286

5022346

5022343

5022352

5022339

5022282

5022297

5022348

Elevation of

Privilege

Important

Yes

No

Exploitation

Less Likely

5022289

CVE-2023-21730

5022287

5022338

5022303

5022286

5022346

5022343

5022353

5022352

5022339

5022282

Elevation of

Privilege

Critical

No

No

Exploitation

Less Likely



http://support.microsoft.com/kb/5022346
http://support.microsoft.com/kb/5022352
http://support.microsoft.com/kb/5022282
http://support.microsoft.com/kb/5022297
http://support.microsoft.com/kb/5022289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21549
http://support.microsoft.com/kb/5022287
http://support.microsoft.com/kb/5022338
http://support.microsoft.com/kb/5022303
http://support.microsoft.com/kb/5022286
http://support.microsoft.com/kb/5022346
http://support.microsoft.com/kb/5022343
http://support.microsoft.com/kb/5022352
http://support.microsoft.com/kb/5022339
http://support.microsoft.com/kb/5022282
http://support.microsoft.com/kb/5022297
http://support.microsoft.com/kb/5022348
http://support.microsoft.com/kb/5022289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21730
http://support.microsoft.com/kb/5022287
http://support.microsoft.com/kb/5022338
http://support.microsoft.com/kb/5022303
http://support.microsoft.com/kb/5022286
http://support.microsoft.com/kb/5022346
http://support.microsoft.com/kb/5022343
http://support.microsoft.com/kb/5022353
http://support.microsoft.com/kb/5022352
http://support.microsoft.com/kb/5022339
http://support.microsoft.com/kb/5022282

'ﬁe&uﬁiﬁ

w-oA RSB R 2

FRGHED 2023 ££ 1 AR TEEFESE

5022340

5022297

5022348

5022289

CVE-2023-21726

5022287

5022338

5022303

5022286

5022346

5022343

5022353

5022352

5022339

5022282

5022340

5022297

5022348

Elevation of

Privilege

Important

No

No

Exploitation

More Likely

5022289

CVE-2023-21555

5022287

5022338

5022303

5022286

5022346

5022343

5022353

5022352

5022339

Remote Code

Execution

Critical

No

No

Exploitation

Less Likely



http://support.microsoft.com/kb/5022340
http://support.microsoft.com/kb/5022297
http://support.microsoft.com/kb/5022348
http://support.microsoft.com/kb/5022289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21726
http://support.microsoft.com/kb/5022287
http://support.microsoft.com/kb/5022338
http://support.microsoft.com/kb/5022303
http://support.microsoft.com/kb/5022286
http://support.microsoft.com/kb/5022346
http://support.microsoft.com/kb/5022343
http://support.microsoft.com/kb/5022353
http://support.microsoft.com/kb/5022352
http://support.microsoft.com/kb/5022339
http://support.microsoft.com/kb/5022282
http://support.microsoft.com/kb/5022340
http://support.microsoft.com/kb/5022297
http://support.microsoft.com/kb/5022348
http://support.microsoft.com/kb/5022289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21555
http://support.microsoft.com/kb/5022287
http://support.microsoft.com/kb/5022338
http://support.microsoft.com/kb/5022303
http://support.microsoft.com/kb/5022286
http://support.microsoft.com/kb/5022346
http://support.microsoft.com/kb/5022343
http://support.microsoft.com/kb/5022353
http://support.microsoft.com/kb/5022352
http://support.microsoft.com/kb/5022339
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5022282

5022340

5022297

5022348

5022289

CVE-2023-21679

5022287

5022338

5022303

5022286

5022346

5022343

5022353

5022352

5022339

5022282

5022340

5022297

5022348

Remote Code

Execution

Critical

No

No

Exploitation

Less Likely

5022289

CVE-2023-21546

5022287

5022338

5022303

5022286

5022346

5022343

5022353

5022352

Remote Code

Execution

Critical

No

No

Exploitation

Less Likely



http://support.microsoft.com/kb/5022282
http://support.microsoft.com/kb/5022340
http://support.microsoft.com/kb/5022297
http://support.microsoft.com/kb/5022348
http://support.microsoft.com/kb/5022289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21679
http://support.microsoft.com/kb/5022287
http://support.microsoft.com/kb/5022338
http://support.microsoft.com/kb/5022303
http://support.microsoft.com/kb/5022286
http://support.microsoft.com/kb/5022346
http://support.microsoft.com/kb/5022343
http://support.microsoft.com/kb/5022353
http://support.microsoft.com/kb/5022352
http://support.microsoft.com/kb/5022339
http://support.microsoft.com/kb/5022282
http://support.microsoft.com/kb/5022340
http://support.microsoft.com/kb/5022297
http://support.microsoft.com/kb/5022348
http://support.microsoft.com/kb/5022289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21546
http://support.microsoft.com/kb/5022287
http://support.microsoft.com/kb/5022338
http://support.microsoft.com/kb/5022303
http://support.microsoft.com/kb/5022286
http://support.microsoft.com/kb/5022346
http://support.microsoft.com/kb/5022343
http://support.microsoft.com/kb/5022353
http://support.microsoft.com/kb/5022352
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5022339

5022282

5022340

5022297

5022348

5022289

CVE-2023-21532

5022287

5022338

5022303

5022286

5022346

5022343

5022353

5022352

5022339

5022282

5022340

5022297

5022348

Elevation of

Privilege

Important

No

No

Exploitation

More Likely

5022287

CVE-2023-21551

5022303

5022286

5022282

Elevation of

Privilege

Critical

No

No

Exploitation

Less Likely

5022287

CVE-2023-21768

5022303

Elevation of

Privilege

Important

No

No

Exploitation

More Likely

5022143

CVE-2023-21745

5022193

Spoofing

Important

No

No

Exploitation

More Likely

St

10 |



http://support.microsoft.com/kb/5022339
http://support.microsoft.com/kb/5022282
http://support.microsoft.com/kb/5022340
http://support.microsoft.com/kb/5022297
http://support.microsoft.com/kb/5022348
http://support.microsoft.com/kb/5022289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21532
http://support.microsoft.com/kb/5022287
http://support.microsoft.com/kb/5022338
http://support.microsoft.com/kb/5022303
http://support.microsoft.com/kb/5022286
http://support.microsoft.com/kb/5022346
http://support.microsoft.com/kb/5022343
http://support.microsoft.com/kb/5022353
http://support.microsoft.com/kb/5022352
http://support.microsoft.com/kb/5022339
http://support.microsoft.com/kb/5022282
http://support.microsoft.com/kb/5022340
http://support.microsoft.com/kb/5022297
http://support.microsoft.com/kb/5022348
http://support.microsoft.com/kb/5022287
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21551
http://support.microsoft.com/kb/5022303
http://support.microsoft.com/kb/5022286
http://support.microsoft.com/kb/5022282
http://support.microsoft.com/kb/5022287
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21768
http://support.microsoft.com/kb/5022303
http://support.microsoft.com/kb/5022143
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21745
http://support.microsoft.com/kb/5022193
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5002338

CVE-2023-21743

Security
Feature

Bypass

Critical

No

No

Exploitation

More Likely

s

11w



http://support.microsoft.com/kb/5002338
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21743
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5022289 | FE | January 10, | CVE-2023-21543 | Remote Critical |No |No |2
2023 — Code
KB5022289 Execution

(0S Build | CVE-2023-21678 | Elevation | Important |[No |No |2

14393. 5648) of

-  Microsoft Privilege

Support for | CVE-2023-21541 | Elevation | Important | No | No 1

Windows 10, of

version Privilege

1607, all | CVE-2023-21728 | Denial of | Important |No |No |2

editions, Win Service

dows Server | CVE-2023-21548 | Remote Critical No |No |2
2016, all Code

editions Execution

CVE-2023-21563 | Security Important | No | No 2

Feature

Bypass

CVE-2023-21558 | Elevation | Important [No |No |2

of

Privilege



http://support.microsoft.com/kb/5022289
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CVE-2023-21677

Denial of

Service

Important

No

No

CVE-2023-21525

Denial of

Service

Important

No

No

CVE-2023-21561

Elevation
of

Privilege

Critical

No

No

CVE-2023-21683

Denial of

Service

Important

No

No

CVE-2023-21560

Security
Feature

Bypass

Important

No

No

CVE-2023-21535

Remote

Code

Execution

Critical

No

No

CVE-2023-21552

Elevation
of

Privilege

Important

No

No

CVE-2023-21681

Remote

Code

Execution

Important

No

No

CVE-2023-21682

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21556

Remote

Code

Execution

Critical

No

No

St

14 R/
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CVE-2023-21776

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21537

Elevation
of

Privilege

Important

No

No

CVE-2023-21680

Elevation
of

Privilege

Important

No

No

CVE-2023-21774

Elevation
of

Privilege

Important

No

No

CVE-2023-21750

Elevation
of

Privilege

Important

No

No

CVE-2023-21524

Elevation
of

Privilege

Important

No

No

CVE-2023-21675

Elevation
of

Privilege

Important

No

No

CVE-2023-21765

Elevation
of

Privilege

Important

No

No

CVE-2023-21746

Elevation
of

Privilege

Important

No

No

St

15 |
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CVE-2023-21757

Denial of

Service

Important

No

No

CVE-2023-21732

Remote

Code

Execution

Important

No

No

CVE-2023-21527

Denial of

Service

Important

No

No

CVE-2023-21674

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21547

Denial of

Service

Important

No

No

CVE-2023-21739

Elevation
of

Privilege

Important

No

No

CVE-2023-21760

Elevation
of

Privilege

Important

No

No

CVE-2023-21549

Elevation
of

Privilege

Important

Yes

No

CVE-2023-21766

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21773

Elevation
of

Privilege

Important

No

No

St

16 |
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CVE-2023-21730

Elevation
of

Privilege

Critical

No

No

CVE-2023-21726

Elevation
of

Privilege

Important

No

No

CVE-2023-21555

Remote

Code

Execution

Critical

No

No

CVE-2023-21752

Elevation
of

Privilege

Important

No

No

CVE-2023-21542

Elevation
of

Privilege

Important

No

No

CVE-2023-21679

Remote

Code

Execution

Critical

No

No

CVE-2023-21749

Elevation
of

Privilege

Important

No

No

CVE-2023-21747

Elevation
of

Privilege

Important

No

No

CVE-2023-21546

Remote

Code

Execution

Critical

No

No

CVE-2023-21772

Elevation

Important

No

No

St

17 '
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of

Privilege

CVE-2023-21767

Elevation
of

Privilege

Important

No

No

CVE-2023-21532

Elevation
of

Privilege

Important

No

No

CVE-2023-21758

Denial of

Service

Important

No

No

CVE-2023-21748

Elevation
of

Privilege

Important

No

No

CVE-2023-21754

Elevation
of

Privilege

Important

No

No

CVE-2023-21557

Denial of

Service

Important

No

No

5022287

January 10,
2023 —
KB5022287
(0S  Build
22000. 1455)
- Microsoft
Support for
Windows 11
version

2102, all

CVE-2023-21551

Elevation
of

Privilege

Critical

No

No

CVE-2023-21543

Remote

Code

Execution

Critical

No

No

CVE-2023-21678

Elevation
of

Privilege

Important

No

No

CVE-2023-21541

Elevation

Important

No

No

St
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editions

of

Privilege

CVE-2023-21728

Denial of

Service

Important

No

No

CVE-2023-21548

Remote

Code

Execution

Critical

No

No

CVE-2023-21540

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21550

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21563

Security
Feature

Bypass

Important

No

No

CVE-2023-21558

Elevation
of

Privilege

Important

No

No

CVE-2023-21677

Denial of

Service

Important

No

No

CVE-2023-21525

Denial of

Service

Important

No

No

CVE-2023-21561

Elevation
of

Privilege

Critical

No

No

St
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CVE-2023-21683

Denial of

Service

Important

No

No

CVE-2023-21560

Security
Feature

Bypass

Important

No

No

CVE-2023-21535

Remote

Code

Execution

Critical

No

No

CVE-2023-21552

Elevation
of

Privilege

Important

No

No

CVE-2023-21681

Remote

Code

Execution

Important

No

No

CVE-2023-21682

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21556

Remote

Code

Execution

Critical

No

No

CVE-2023-21539

Remote

Code

Execution

Important

No

No

CVE-2023-21776

Informati

on

Disclosur

Important

No

No

St
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CVE-2023-21537

Elevation
of

Privilege

Important

No

No

CVE-2023-21680

Elevation
of

Privilege

Important

No

No

CVE-2023-21774

Elevation
of

Privilege

Important

No

No

CVE-2023-21750

Elevation
of

Privilege

Important

No

No

CVE-2023-21524

Elevation
of

Privilege

Important

No

No

CVE-2023-21676

Remote

Code

Execution

Important

No

No

CVE-2023-21675

Elevation
of

Privilege

Important

No

No

CVE-2023-21765

Elevation
of

Privilege

Important

No

No

CVE-2023-21746

Elevation
of

Privilege

Important

No

No

CVE-2023-21536

Informati

Important

No

No

St
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on

Disclosur

e

CVE-2023-21759

Security
Feature

Bypass

Important

No

No

CVE-2023-21755

Elevation
of

Privilege

Important

No

No

CVE-2023-21757

Denial of

Service

Important

No

No

CVE-2023-21771

Elevation
of

Privilege

Important

No

No

CVE-2023-21732

Remote

Code

Execution

Important

No

No

CVE-2023-21527

Denial of

Service

Important

No

No

CVE-2023-21674

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21547

Denial of

Service

Important

No

No

CVE-2023-21760

Elevation
of

Privilege

Important

No

No

CVE-2023-21739

Elevation

Important

No

No

St
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of

Privilege

CVE-2023-21724

Elevation
of

Privilege

Important

No

No

CVE-2023-21768

Elevation
of

Privilege

Important

No

No

CVE-2023-21549

Elevation
of

Privilege

Important

Yes

No

CVE-2023-21766

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21773

Elevation
of

Privilege

Important

No

No

CVE-2023-21730

Elevation
of

Privilege

Critical

No

No

CVE-2023-21726

Elevation
of

Privilege

Important

No

No

CVE-2023-21559

Informati

on

Disclosur

Important

No

No

St
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CVE-2023-21752

Elevation
of

Privilege

Important

No

No

CVE-2023-21555

Remote

Code

Execution

Critical

No

No

CVE-2023-21679

Remote

Code

Execution

Critical

No

No

CVE-2023-21749

Elevation
of

Privilege

Important

No

No

CVE-2023-21747

Elevation
of

Privilege

Important

No

No

CVE-2023-21546

Remote

Code

Execution

Critical

No

No

CVE-2023-21772

Elevation
of

Privilege

Important

No

No

CVE-2023-21767

Elevation
of

Privilege

Important

No

No

CVE-2023-21532

Elevation
of

Privilege

Important

No

No

CVE-2023-21758

Denial of

Important

No

No

St
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Service
CVE-2023-21748 | Elevation | Important | No | No
of
Privilege
CVE-2023-21733 | Elevation | Important | No | No
of
Privilege
CVE-2023-21754 | Elevation | Important | No | No
of
Privilege
CVE-2023-21557 | Denial of | Important | No | No
Service
5022338 e January 10, | CVE-2023-21543 | Remote Critical No No
2023 — Code
KB5022338 Execution
(Monthly CVE-2023-21678 | Elevation | Important | No | No
Rollup) - of
Microsoft Privilege
Support for | CVE-2023-21541 | Elevation | Important | No | No
Windows 7 of
Enterprise Privilege
ESU, Windows | CVE-2023-21728 | Denial of | Important |No | No
7 Service
Professional | CVE-2023-21548 | Remote Critical |No |No
ESU, Windows Code
7 Ultimate Execution
ESU, Windows | CVE-2023-21563 | Security | Important |No | No
Server 2008 Feature

St
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R2 Bypass
Enterprise CVE-2023-21525 | Denial of | Important | No | No
ESU, Windows Service
Server 2008 | cyE-2023-21561 | Elevation |Critical |No |[No
R2 Standard of
ESU, Windows Privilege
Server 2008 | cvg-2023-21560 | Security | Important |No | No
R2 Feature
Datacenter Bypass
ESU, Windows | cyp9023-21552 | Blevation | Important |No |No
Embedded of
Standard 7 Privilege
ESU, Windows | cyp_9023-21681 | Remote Important |No | No
Embedded Code
POSReady 7 Execution
ESU CVE-2023-21682 | Informati | Important | No | No
on
Disclosur
e
CVE-2023-21556 | Remote Critical |No |No
Code
Execution
CVE-2023-21776 | Informati | Important | No No
on
Disclosur
e
CVE-2023-21537 | Elevation | Important | No | No
of

St
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Privilege

CVE-2023-21680

Elevation
of

Privilege

Important

No

No

CVE-2023-21774

Elevation
of

Privilege

Important

No

No

CVE-2023-21750

Elevation
of

Privilege

Important

No

No

CVE-2023-21524

Elevation
of

Privilege

Important

No

No

CVE-2023-21675

Elevation
of

Privilege

Important

No

No

CVE-2023-21765

Elevation
of

Privilege

Important

No

No

CVE-2023-21746

Elevation
of

Privilege

Important

No

No

CVE-2023-21757

Denial of

Service

Important

No

No

CVE-2023-21732

Remote

Code

Execution

Important

No

No

CVE-2023-21527

Denial of

Important

No

No

St
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Service

CVE-2023-21760

Elevation
of

Privilege

Important

No

No

CVE-2023-21549

Elevation
of

Privilege

Important

Yes

No

CVE-2023-21730

Elevation
of

Privilege

Critical

No

No

CVE-2023-21773

Elevation
of

Privilege

Important

No

No

CVE-2023-21726

Elevation
of

Privilege

Important

No

No

CVE-2023-21555

Remote

Code

Execution

Critical

No

No

CVE-2023-21542

Elevation
of

Privilege

Important

No

No

CVE-2023-21752

Elevation
of

Privilege

Important

No

No

CVE-2023-21679

Remote

Code

Execution

Critical

No

No
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CVE-2023-21749

Elevation
of

Privilege

Important

No

No

CVE-2023-21747

Elevation
of

Privilege

Important

No

No

CVE-2023-21546

Remote

Code

Execution

Critical

No

No

CVE-2023-21772

Elevation
of

Privilege

Important

No

No

CVE-2023-21532

Elevation
of

Privilege

Important

No

No

CVE-2023-21748

Elevation
of

Privilege

Important

No

No

CVE-2023-21754

Elevation
of

Privilege

Important

No

No

CVE-2023-21557

Denial of

Service

Important

No

No

5022303

January
2023
KB5022303

(0S

10,

Build

22621.1105)

CVE-2023-21551

Elevation
of

Privilege

Critical

No

No

CVE-2023-21543

Remote

Code

Critical

No

No

St
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- Microsoft
Support for
Windows 11
version
22H2, all

editions

Execution

CVE-2023-21678

Elevation
of

Privilege

Important

No

No

CVE-2023-21541

Elevation
of

Privilege

Important

No

No

CVE-2023-21728

Denial of

Service

Important

No

No

CVE-2023-21548

Remote

Code

Execution

Critical

No

No

CVE-2023-21540

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21550

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21563

Security
Feature

Bypass

Important

No

No

CVE-2023-21558

Elevation
of

Privilege

Important

No

No

CVE-2023-21677

Denial of

Service

Important

No

No
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CVE-2023-21525

Denial of

Service

Important

No

No

CVE-2023-21561

Elevation
of

Privilege

Critical

No

No

CVE-2023-21683

Denial of

Service

Important

No

No

CVE-2023-21560

Security
Feature

Bypass

Important

No

No

CVE-2023-21535

Remote

Code

Execution

Critical

No

No

CVE-2023-21552

Elevation
of

Privilege

Important

No

No

CVE-2023-21681

Remote

Code

Execution

Important

No

No

CVE-2023-21682

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21556

Remote

Code

Execution

Critical

No

No

CVE-2023-21539

Remote

Code

Important

No

No
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Execution

CVE-2023-21776

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21537

Elevation
of

Privilege

Important

No

No

CVE-2023-21680

Elevation
of

Privilege

Important

No

No

CVE-2023-21774

Elevation
of

Privilege

Important

No

No

CVE-2023-21750

Elevation
of

Privilege

Important

No

No

CVE-2023-21524

Elevation
of

Privilege

Important

No

No

CVE-2023-21676

Remote

Code

Execution

Important

No

No

CVE-2023-21675

Elevation
of

Privilege

Important

No

No

CVE-2023-21765

Elevation

of

Important

No

No
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Privilege

CVE-2023-21746

Elevation
of

Privilege

Important

No

No

CVE-2023-21536

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21759

Security
Feature

Bypass

Important

No

No

CVE-2023-21755

Elevation
of

Privilege

Important

No

No

CVE-2023-21757

Denial of

Service

Important

No

No

CVE-2023-21527

Denial of

Service

Important

No

No

CVE-2023-21771

Elevation
of

Privilege

Important

No

No

CVE-2023-21732

Remote

Code

Execution

Important

No

No

CVE-2023-21674

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21547

Denial of

Important

No

No
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Service

CVE-2023-21760

Elevation
of

Privilege

Important

No

No

CVE-2023-21739

Elevation
of

Privilege

Important

No

No

CVE-2023-21724

Elevation
of

Privilege

Important

No

No

CVE-2023-21768

Elevation
of

Privilege

Important

No

No

CVE-2023-21549

Elevation
of

Privilege

Important

Yes

No

CVE-2023-21766

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21773

Elevation
of

Privilege

Important

No

No

CVE-2023-21730

Elevation
of

Privilege

Critical

No

No

CVE-2023-21726

Elevation

of

Important

No

No
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Privilege

CVE-2023-21559

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21752

Elevation
of

Privilege

Important

No

No

CVE-2023-21555

Remote

Code

Execution

Critical

No

No

CVE-2023-21679

Remote

Code

Execution

Critical

No

No

CVE-2023-21749

Elevation
of

Privilege

Important

No

No

CVE-2023-21747

Elevation
of

Privilege

Important

No

No

CVE-2023-21546

Remote

Code

Execution

Critical

No

No

CVE-2023-21767

Elevation
of

Privilege

Important

No

No

CVE-2023-21772

Elevation

of

Important

No

No
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Privilege

CVE-2023-21532

Elevation
of

Privilege

Important

No

No

CVE-2023-21758

Denial of

Service

Important

No

No

CVE-2023-21748

Elevation
of

Privilege

Important

No

No

CVE-2023-21733

Elevation
of

Privilege

Important

No

No

CVE-2023-21754

Elevation
of

Privilege

Important

No

No

CVE-2023-21557

Denial of

Service

Important

No

No

5022286

January 10,
2023 —
KB5022286
(0S  Build
17763. 3887)
- Microsoft
Support for
Win 10 Ent
LTSC

v2019, Win 10

ToT Ent LTSC

CVE-2023-21551

Elevation
of

Privilege

Critical

No

No

CVE-2023-21543

Remote

Code

Execution

Critical

No

No

CVE-2023-21678

Elevation
of

Privilege

Important

No

No

CVE-2023-21541

Elevation

of

Important

No

No
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v2019, Window
s 10  TIoT
Core 2019
LTSC, Windows

Server 2019

Privilege

CVE-2023-21728

Denial of

Service

Important

No

No

CVE-2023-21548

Remote

Code

Execution

Critical

No

No

CVE-2023-21540

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21550

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21563

Security
Feature

Bypass

Important

No

No

CVE-2023-21558

Elevation
of

Privilege

Important

No

No

CVE-2023-21677

Denial of

Service

Important

No

No

CVE-2023-21525

Denial of

Service

Important

No

No

CVE-2023-21561

Elevation
of

Privilege

Critical

No

No

CVE-2023-21683

Denial of

Important

No

No
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Service

CVE-2023-21560

Security
Feature

Bypass

Important

No

No

CVE-2023-21535

Remote

Code

Execution

Critical

No

No

CVE-2023-21552

Elevation
of

Privilege

Important

No

No

CVE-2023-21681

Remote

Code

Execution

Important

No

No

CVE-2023-21682

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21556

Remote

Code

Execution

Critical

No

No

CVE-2023-21776

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21537

Elevation
of

Privilege

Important

No

No

CVE-2023-21680

Elevation

Important

No

No
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of

Privilege

CVE-2023-21774

Elevation
of

Privilege

Important

No

No

CVE-2023-21750

Elevation
of

Privilege

Important

No

No

CVE-2023-21524

Elevation
of

Privilege

Important

No

No

CVE-2023-21676

Remote

Code

Execution

Important

No

No

CVE-2023-21675

Elevation
of

Privilege

Important

No

No

CVE-2023-21765

Elevation
of

Privilege

Important

No

No

CVE-2023-21746

Elevation
of

Privilege

Important

No

No

CVE-2023-21536

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21755

Elevation

Important

No

No
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of

Privilege

CVE-2023-21757

Denial of

Service

Important

No

No

CVE-2023-21732

Remote

Code

Execution

Important

No

No

CVE-2023-21527

Denial of

Service

Important

No

No

CVE-2023-21674

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21547

Denial of

Service

Important

No

No

CVE-2023-21760

Elevation
of

Privilege

Important

No

No

CVE-2023-21739

Elevation
of

Privilege

Important

No

No

CVE-2023-21753

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21549

Elevation
of

Privilege

Important

Yes

No

CVE-2023-21766

Informati

Important

No

No
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on

Disclosur

e

CVE-2023-21773

Elevation
of

Privilege

Important

No

No

CVE-2023-21730

Elevation
of

Privilege

Critical

No

No

CVE-2023-21726

Elevation
of

Privilege

Important

No

No

CVE-2023-21559

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21752

Elevation
of

Privilege

Important

No

No

CVE-2023-21555

Remote

Code

Execution

Critical

No

No

CVE-2023-21679

Remote

Code

Execution

Critical

No

No

CVE-2023-21749

Elevation
of

Privilege

Important

No

No
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CVE-2023-21747

Elevation
of

Privilege

Important

No

No

CVE-2023-21546

Remote

Code

Execution

Critical

No

No

CVE-2023-21767

Elevation
of

Privilege

Important

No

No

CVE-2023-21772

Elevation
of

Privilege

Important

No

No

CVE-2023-21532

Elevation
of

Privilege

Important

No

No

CVE-2023-21758

Denial of

Service

Important

No

No

CVE-2023-21748

Elevation
of

Privilege

Important

No

No

CVE-2023-21754

Elevation
of

Privilege

Important

No

No

CVE-2023-21557

Denial of

Service

Important

No

No

5022346 | MG

January
2023

KB5022346

10,

CVE-2023-21543

Remote

Code

Execution

Critical

No

No
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(Security- CVE-2023-21678 | Elevation | Important | No | No
only update) of
—  Microsoft Privilege
Support for | CVE-2023-21541 | Elevation | Important | No | No
Windows of
8. 1, Windows Privilege
RT CVE-2023-21728 | Denial of | Important | No | No
8. 1, Windows Service
Server 2012 | CVE-2023-21548 | Remote Critical |No |No
R2, Windows Code
Embedded 8.1 Execution
Industry CVE-2023-21563 | Security | Important | No | No
Enterprise, W Feature
indows Bypass
Embedded 8.1 | cvE-2023-21558 | Elevation Important | No | No
Industry Pro of
Privilege
CVE-2023-21677 | Denial of | Important | No | No
Service
CVE-2023-21525 | Denial of | Important | No | No
Service
CVE-2023-21561 | Elevation | Critical No | No
of
Privilege
CVE-2023-21683 | Denial of | Important | No | No
Service
CVE-2023-21560 | Security Important | No | No
Feature
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Bypass

CVE-2023-21535

Remote

Code

Execution

Critical

No

No

CVE-2023-21552

Elevation
of

Privilege

Important

No

No

CVE-2023-21681

Remote

Code

Execution

Important

No

No

CVE-2023-21682

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21556

Remote

Code

Execution

Critical

No

No

CVE-2023-21776

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21537

Elevation
of

Privilege

Important

No

No

CVE-2023-21680

Elevation
of

Privilege

Important

No

No
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CVE-2023-21774

Elevation
of

Privilege

Important

No

No

CVE-2023-21750

Elevation
of

Privilege

Important

No

No

CVE-2023-21524

Elevation
of

Privilege

Important

No

No

CVE-2023-21675

Elevation
of

Privilege

Important

No

No

CVE-2023-21765

Elevation
of

Privilege

Important

No

No

CVE-2023-21746

Elevation
of

Privilege

Important

No

No

CVE-2023-21757

Denial of

Service

Important

No

No

CVE-2023-21732

Remote

Code

Execution

Important

No

No

CVE-2023-21527

Denial of

Service

Important

No

No

CVE-2023-21674

Elevation
of

Privilege

Important

No

Yes
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CVE-2023-21739

Elevation
of

Privilege

Important

No

No

CVE-2023-21760

Elevation
of

Privilege

Important

No

No

CVE-2023-21549

Elevation
of

Privilege

Important

Yes

No

CVE-2023-21730

Elevation
of

Privilege

Critical

No

No

CVE-2023-21773

Elevation
of

Privilege

Important

No

No

CVE-2023-21726

Elevation
of

Privilege

Important

No

No

CVE-2023-21555

Remote

Code

Execution

Critical

No

No

CVE-2023-21542

Elevation
of

Privilege

Important

No

No

CVE-2023-21679

Remote

Code

Execution

Critical

No

No

CVE-2023-21749

Elevation

Important

No

No
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of

Privilege

CVE-2023-21747

Elevation
of

Privilege

Important

No

No

CVE-2023-21546

Remote

Code

Execution

Critical

No

No

CVE-2023-21767

Elevation
of

Privilege

Important

No

No

CVE-2023-21772

Elevation
of

Privilege

Important

No

No

CVE-2023-21532

Elevation
of

Privilege

Important

No

No

CVE-2023-21748

Elevation
of

Privilege

Important

No

No

CVE-2023-21754

Elevation
of

Privilege

Important

No

No

CVE-2023-21557

Denial of

Service

Important

No

No

5022343 | MG

January
2023

KB5022343

10,

CVE-2023-21543

Remote

Code

Execution

Critical

No

No

B 47 T
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(Security-
only update)
— Microsoft
Support for
Windows
Server

2012, Windows
Embedded 8

Standard

CVE-2023-21678

Elevation
of

Privilege

Important

No

No

CVE-2023-21541

Elevation
of

Privilege

Important

No

No

CVE-2023-21728

Denial of

Service

Important

No

No

CVE-2023-21548

Remote

Code

Execution

Critical

No

No

CVE-2023-21563

Security
Feature

Bypass

Important

No

No

CVE-2023-21558

Elevation
of

Privilege

Important

No

No

CVE-2023-21677

Denial of

Service

Important

No

No

CVE-2023-21525

Denial of

Service

Important

No

No

CVE-2023-21561

Elevation
of

Privilege

Critical

No

No

CVE-2023-21683

Denial of

Service

Important

No

No

CVE-2023-21560

Security

Feature

Important

No

No
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Bypass

CVE-2023-21535

Remote

Code

Execution

Critical

No

No

CVE-2023-21552

Elevation
of

Privilege

Important

No

No

CVE-2023-21681

Remote

Code

Execution

Important

No

No

CVE-2023-21682

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21556

Remote

Code

Execution

Critical

No

No

CVE-2023-21776

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21537

Elevation
of

Privilege

Important

No

No

CVE-2023-21680

Elevation
of

Privilege

Important

No

No
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CVE-2023-21774

Elevation
of

Privilege

Important

No

No

CVE-2023-21750

Elevation
of

Privilege

Important

No

No

CVE-2023-21524

Elevation
of

Privilege

Important

No

No

CVE-2023-21675

Elevation
of

Privilege

Important

No

No

CVE-2023-21765

Elevation
of

Privilege

Important

No

No

CVE-2023-21746

Elevation
of

Privilege

Important

No

No

CVE-2023-21757

Denial of

Service

Important

No

No

CVE-2023-21732

Remote

Code

Execution

Important

No

No

CVE-2023-21527

Denial of

Service

Important

No

No

CVE-2023-21760

Elevation
of

Privilege

Important

No

No

St
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CVE-2023-21549

Elevation
of

Privilege

Important

Yes

No

CVE-2023-21730

Elevation
of

Privilege

Critical

No

No

CVE-2023-21773

Elevation
of

Privilege

Important

No

No

CVE-2023-21726

Elevation
of

Privilege

Important

No

No

CVE-2023-21555

Remote

Code

Execution

Critical

No

No

CVE-2023-21542

Elevation
of

Privilege

Important

No

No

CVE-2023-21679

Remote

Code

Execution

Critical

No

No

CVE-2023-21749

Elevation
of

Privilege

Important

No

No

CVE-2023-21747

Elevation
of

Privilege

Important

No

No

CVE-2023-21546

Remote

Critical

No

No

St
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Code

Execution

CVE-2023-21772

Elevation
of

Privilege

Important

No

No

CVE-2023-21532

Elevation
of

Privilege

Important

No

No

CVE-2023-21748

Elevation
of

Privilege

Important

No

No

CVE-2023-21754

Elevation
of

Privilege

Important

No

No

CVE-2023-21557

Denial of

Service

Important

No

No

5022353

January 10,
2023 —
KB5022353
(Security-
only update)
— Microsoft
Support for
Windows
Server 2008
Datacenter
ESU, Windows

Server 2008

CVE-2023-21543

Remote

Code

Execution

Critical

No

No

CVE-2023-21678

Elevation
of

Privilege

Important

No

No

CVE-2023-21541

Elevation
of

Privilege

Important

No

No

CVE-2023-21728

Denial of

Service

Important

No

No

CVE-2023-21548

Remote

Critical

No

No

St
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Standard Code

ESU, Windows Execution

Server 2008 | CVE-2023-21563 | Security Important

Enterprise

ESU

Feature

Bypass

CVE-2023-21535

Remote

Code

Execution

Critical

No

No

CVE-2023-21525

Denial of

Service

Important

No

No

CVE-2023-21561

Elevation
of

Privilege

Critical

No

No

CVE-2023-21560

Security
Feature

Bypass

Important

No

No

CVE-2023-21552

Elevation
of

Privilege

Important

No

No

CVE-2023-21681

Remote

Code

Execution

Important

No

No

CVE-2023-21682

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21556

Remote

Code

Critical

No

No

St
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Execution

CVE-2023-21776

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21537

Elevation
of

Privilege

Important

No

No

CVE-2023-21680

Elevation
of

Privilege

Important

No

No

CVE-2023-21774

Elevation
of

Privilege

Important

No

No

CVE-2023-21750

Elevation
of

Privilege

Important

No

No

CVE-2023-21675

Elevation
of

Privilege

Important

No

No

CVE-2023-21765

Elevation
of

Privilege

Important

No

No

CVE-2023-21757

Denial of

Service

Important

No

No

CVE-2023-21732

Remote

Code

Execution

Important

No

No

St
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CVE-2023-21527

Denial of

Service

Important

No

No

CVE-2023-21760

Elevation
of

Privilege

Important

No

No

CVE-2023-21730

Elevation
of

Privilege

Critical

No

No

CVE-2023-21773

Elevation
of

Privilege

Important

No

No

CVE-2023-21726

Elevation
of

Privilege

Important

No

No

CVE-2023-21555

Remote

Code

Execution

Critical

No

No

CVE-2023-21542

Elevation
of

Privilege

Important

No

No

CVE-2023-21679

Remote

Code

Execution

Critical

No

No

CVE-2023-21749

Elevation
of

Privilege

Important

No

No

CVE-2023-21747

Elevation

of

Important

No

No

St
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Privilege

CVE-2023-21546

Remote

Code

Execution

Critical

No

No

CVE-2023-21772

Elevation
of

Privilege

Important

No

No

CVE-2023-21532

Elevation
of

Privilege

Important

No

No

CVE-2023-21748

Elevation
of

Privilege

Important

No

No

CVE-2023-21754

Elevation
of

Privilege

Important

No

No

CVE-2023-21557

Denial of

Service

Important

No

No

5022352

January 10,
2023 —
KB5022352
(Monthly
Rollup) -
Microsoft
Support for
Windows

8. 1, Windows

RT

CVE-2023-21543

Remote

Code

Execution

Critical

No

No

CVE-2023-21678

Elevation
of

Privilege

Important

No

No

CVE-2023-21541

Elevation
of

Privilege

Important

No

No

CVE-2023-21728

Denial of

Important

No

No

St
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8. 1, Windows
Server 2012
R2, Windows
Embedded 8.1
Industry
Enterprise, W
indows

Embedded 8.1

Industry Pro

Service

CVE-2023-21548

Remote

Code

Execution

Critical

No

No

CVE-2023-21563

Security
Feature

Bypass

Important

No

No

CVE-2023-21558

Elevation
of

Privilege

Important

No

No

CVE-2023-21677

Denial of

Service

Important

No

No

CVE-2023-21525

Denial of

Service

Important

No

No

CVE-2023-21561

Elevation
of

Privilege

Critical

No

No

CVE-2023-21683

Denial of

Service

Important

No

No

CVE-2023-21560

Security
Feature

Bypass

Important

No

No

CVE-2023-21535

Remote

Code

Execution

Critical

No

No

CVE-2023-21552

Elevation
of

Privilege

Important

No

No

St
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CVE-2023-21681

Remote

Code

Execution

Important

No

No

CVE-2023-21682

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21556

Remote

Code

Execution

Critical

No

No

CVE-2023-21776

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21537

Elevation
of

Privilege

Important

No

No

CVE-2023-21680

Elevation
of

Privilege

Important

No

No

CVE-2023-21774

Elevation
of

Privilege

Important

No

No

CVE-2023-21750

Elevation
of

Privilege

Important

No

No

CVE-2023-21524

Elevation

of

Important

No

No

St

5 58 W




Wwo T = 1s

% —

A% R 2

nE X

FRAGHED 2023 ££ 1 A TEEFEE

Privilege

CVE-2023-21675

Elevation
of

Privilege

Important

No

No

CVE-2023-21765

Elevation
of

Privilege

Important

No

No

CVE-2023-21746

Elevation
of

Privilege

Important

No

No

CVE-2023-21757

Denial of

Service

Important

No

No

CVE-2023-21732

Remote

Code

Execution

Important

No

No

CVE-2023-21527

Denial of

Service

Important

No

No

CVE-2023-21674

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21739

Elevation
of

Privilege

Important

No

No

CVE-2023-21760

Elevation
of

Privilege

Important

No

No

CVE-2023-21549

Elevation

of

Important

Yes

No

St
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Privilege

CVE-2023-21730

Elevation
of

Privilege

Critical

No

No

CVE-2023-21773

Elevation
of

Privilege

Important

No

No

CVE-2023-21726

Elevation
of

Privilege

Important

No

No

CVE-2023-21555

Remote

Code

Execution

Critical

No

No

CVE-2023-21542

Elevation
of

Privilege

Important

No

No

CVE-2023-21679

Remote

Code

Execution

Critical

No

No

CVE-2023-21749

Elevation
of

Privilege

Important

No

No

CVE-2023-21747

Elevation
of

Privilege

Important

No

No

CVE-2023-21546

Remote

Code

Execution

Critical

No

No
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CVE-2023-21767

Elevation
of

Privilege

Important

No

No

CVE-2023-21772

Elevation
of

Privilege

Important

No

No

CVE-2023-21532

Elevation
of

Privilege

Important

No

No

CVE-2023-21748

Elevation
of

Privilege

Important

No

No

CVE-2023-21754

Elevation
of

Privilege

Important

No

No

CVE-2023-21557

Denial of

Service

Important

No

No

5022339

January 10,
2023 —
KB5022339
(Security-
only update)
— Microsoft
Support for
Windows 7
Enterprise

ESU, Windows

7

CVE-2023-21543

Remote

Code

Execution

Critical

No

No

CVE-2023-21678

Elevation
of

Privilege

Important

No

No

CVE-2023-21541

Elevation
of

Privilege

Important

No

No

CVE-2023-21728

Denial of

Service

Important

No

No
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Professional | CVE-2023-21548 | Remote Critical No | No
ESU, Windows Code
7 Ultimate Execution
ESU, Windows CVE-2023-21563 | Security Important | No No
Server 2008 Feature
R2 Bypass
Enterprise CVE-2023-21525 | Denial of | Important | No No
ESU, Windows Service
Server 2008 | CVE-2023-21561 | Elevation | Critical |No | No
R2 Standard of
ESU, Windows Privilege
Server 2008 | CVE-2023-21560 | Security Important | No | No
R2 Feature
Datacenter Bypass
ESU, Windows CVE-2023-21552 | Elevation | Important | No | No
Embedded of
Standard 7 Privilege
ESU, Windows | cvE-2023-21681 | Remote Important | No | No
Embedded Code
POSReady 7 Execution
ESU CVE-2023-21682 | Informati | Important | No | No
on
Disclosur
e
CVE-2023-21556 | Remote Critical No | No
Code
Execution
CVE-2023-21776 | Informati | Important | No No
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on

Disclosur

e

CVE-2023-21537

Elevation
of

Privilege

Important

No

No

CVE-2023-21680

Elevation
of

Privilege

Important

No

No

CVE-2023-21774

Elevation
of

Privilege

Important

No

No

CVE-2023-21750

Elevation
of

Privilege

Important

No

No

CVE-2023-21524

Elevation
of

Privilege

Important

No

No

CVE-2023-21675

Elevation
of

Privilege

Important

No

No

CVE-2023-21765

Elevation
of

Privilege

Important

No

No

CVE-2023-21746

Elevation
of

Privilege

Important

No

No

CVE-2023-21757

Denial of

Important

No

No
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Service

CVE-2023-21732

Remote

Code

Execution

Important

No

No

CVE-2023-21527

Denial of

Service

Important

No

No

CVE-2023-21760

Elevation
of

Privilege

Important

No

No

CVE-2023-21549

Elevation
of

Privilege

Important

Yes

No

CVE-2023-21730

Elevation
of

Privilege

Critical

No

No

CVE-2023-21773

Elevation
of

Privilege

Important

No

No

CVE-2023-21726

Elevation
of

Privilege

Important

No

No

CVE-2023-21555

Remote

Code

Execution

Critical

No

No

CVE-2023-21542

Elevation
of

Privilege

Important

No

No

CVE-2023-21752

Elevation

Important

No

No
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of

Privilege

CVE-2023-21679

Remote

Code

Execution

Critical

No

No

CVE-2023-21749

Elevation
of

Privilege

Important

No

No

CVE-2023-21747

Elevation
of

Privilege

Important

No

No

CVE-2023-21546

Remote

Code

Execution

Critical

No

No

CVE-2023-21772

Elevation
of

Privilege

Important

No

No

CVE-2023-21532

Elevation
of

Privilege

Important

No

No

CVE-2023-21748

Elevation
of

Privilege

Important

No

No

CVE-2023-21754

Elevation
of

Privilege

Important

No

No

CVE-2023-21557

Denial of

Service

Important

No

No
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2023

10,

CVE-2023-

21551

Elevation
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10

10

10

and

version

Enterprise,

version

20H2, Windows

version

20H2, Windows

Enterprise

Education,

20H2, Windows

on

Surface

Support

Windows

Multi-—

Session,

IoT

KB5022282
(0S
19042. 2486,

19044. 2486,

and

19045. 2486)

Microsoft

for

Builds

CVE-2023-21543

of

Remote

Privilege

Critical

No No

CVE-2023-21678

Code

Execution

Elevation

Critical

No

No

CVE-2023-21541

10

of
Privilege

Elevation

Important

No

No

Enterprise

CVE-2023-21728

of
Privilege

Denial of

Important | No

No

CVE-

2023-21548

Service

Remote

Important

No

No

CVE-2023-21540

Code
Execution

Informati

Critical

No

No

CVE-2023~

on

e

21550

Disclosur

Informati

Important

No No

CVE-2023-21563

on

e

Disclosur

Important

No No

Security

Feature

% 66 I
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Hub, Windows
10, version
21H2, all

editions, Win

dows 10,
version
22H2, all
editions

CVE-2023-21558

Elevation
of

Privilege

Important

No

No

CVE-2023-21677

Denial of

Service

Important

No

No

CVE-2023-21525

Denial of

Service

Important

No

No

CVE-2023-21561

Elevation
of

Privilege

Critical

No

No

CVE-2023-21683

Denial of

Service

Important

No

No

CVE-2023-21560

Security
Feature

Bypass

Important

No

No

CVE-2023-21535

Remote

Code

Execution

Critical

No

No

CVE-2023-21552

Elevation
of

Privilege

Important

No

No

CVE-2023-21681

Remote

Code

Execution

Important

No

No

CVE-2023-21682

Informati

on

Disclosur

Important

No

No
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CVE-2023-21556

Remote

Code

Execution

Critical

No

No

CVE-2023-21539

Remote

Code

Execution

Important

No

No

CVE-2023-21776

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21537

Elevation
of

Privilege

Important

No

No

CVE-2023-21680

Elevation
of

Privilege

Important

No

No

CVE-2023-21774

Elevation
of

Privilege

Important

No

No

CVE-2023-21750

Elevation
of

Privilege

Important

No

No

CVE-2023-21524

Elevation
of

Privilege

Important

No

No

CVE-2023-21676

Remote

Code

Execution

Important

No

No
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CVE-2023-21675

Elevation
of

Privilege

Important

No

No

CVE-2023-21765

Elevation
of

Privilege

Important

No

No

CVE-2023-21746

Elevation
of

Privilege

Important

No

No

CVE-2023-21536

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21759

Security
Feature

Bypass

Important

No

No

CVE-2023-21755

Elevation
of

Privilege

Important

No

No

CVE-2023-21757

Denial of

Service

Important

No

No

CVE-2023-21771

Elevation
of

Privilege

Important

No

No

CVE-2023-21527

Denial of

Service

Important

No

No

CVE-2023-21732

Remote

Code

Important

No

No
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Execution

CVE-2023-21674

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21547

Denial of

Service

Important

No

No

CVE-2023-21760

Elevation
of

Privilege

Important

No

No

CVE-2023-21739

Elevation
of

Privilege

Important

No

No

CVE-2023-21724

Elevation
of

Privilege

Important

No

No

CVE-2023-21549

Elevation
of

Privilege

Important

Yes

No

CVE-2023-21766

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21773

Elevation
of

Privilege

Important

No

No

CVE-2023-21730

Elevation
of

Privilege

Critical

No

No
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CVE-2023-21726

Elevation
of

Privilege

Important

No

No

CVE-2023-21559

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21752

Elevation
of

Privilege

Important

No

No

CVE-2023-21555

Remote

Code

Execution

Critical

No

No

CVE-2023-21679

Remote

Code

Execution

Critical

No

No

CVE-2023-21749

Elevation
of

Privilege

Important

No

No

CVE-2023-21747

Elevation
of

Privilege

Important

No

No

CVE-2023-21546

Remote

Code

Execution

Critical

No

No

CVE-2023-21772

Elevation
of

Privilege

Important

No

No
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CVE-2023-21767

Elevation
of

Privilege

Important

No

No

CVE-2023-21532

Elevation
of

Privilege

Important

No

No

CVE-2023-21758

Denial of

Service

Important

No

No

CVE-2023-21748

Elevation
of

Privilege

Important

No

No

CVE-2023-21733

Elevation
of

Privilege

Important

No

No

CVE-2023-21754

Elevation
of

Privilege

Important

No

No

CVE-2023-21557

Denial of

Service

Important

No

No

5022340

January
2023
KB5022340
(Monthly
Rollup)
Microsoft
Support
Windows

Server

10,

for

2008

CVE-2023-21543

Remote

Code

Execution

Critical

No

No

CVE-2023-21678

Elevation
of

Privilege

Important

No

No

CVE-2023-21541

Elevation
of

Privilege

Important

No

No
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Datacenter
ESU, Windows
Server 2008
Standard
ESU, Windows
Server 2008

Enterprise

ESU

CVE-2023-21728

Denial of

Service

Important

No

No

CVE-2023-21548

Remote

Code

Execution

Critical

No

No

CVE-2023-21563

Security
Feature

Bypass

Important

No

No

CVE-2023-21535

Remote

Code

Execution

Critical

No

No

CVE-2023-21525

Denial of

Service

Important

No

No

CVE-2023-21561

Elevation
of

Privilege

Critical

No

No

CVE-2023-21560

Security
Feature

Bypass

Important

No

No

CVE-2023-21552

Elevation
of

Privilege

Important

No

No

CVE-2023-21681

Remote

Code

Execution

Important

No

No

CVE-2023-21682

Informati

on

Disclosur

Important

No

No
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CVE-2023-21556

Remote

Code

Execution

Critical

No

No

CVE-2023-21776

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21537

Elevation
of

Privilege

Important

No

No

CVE-2023-21680

Elevation
of

Privilege

Important

No

No

CVE-2023-21774

Elevation
of

Privilege

Important

No

No

CVE-2023-21750

Elevation
of

Privilege

Important

No

No

CVE-2023-21675

Elevation
of

Privilege

Important

No

No

CVE-2023-21765

Elevation
of

Privilege

Important

No

No

CVE-2023-21757

Denial of

Service

Important

No

No
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CVE-2023-21732

Remote

Code

Execution

Important

No

No

CVE-2023-21527

Denial of

Service

Important

No

No

CVE-2023-21760

Elevation
of

Privilege

Important

No

No

CVE-2023-21730

Elevation
of

Privilege

Critical

No

No

CVE-2023-21773

Elevation
of

Privilege

Important

No

No

CVE-2023-21726

Elevation
of

Privilege

Important

No

No

CVE-2023-21555

Remote

Code

Execution

Critical

No

No

CVE-2023-21542

Elevation
of

Privilege

Important

No

No

CVE-2023-21679

Remote

Code

Execution

Critical

No

No

CVE-2023-21749

Elevation

of

Important

No

No

75 I




Wwo T = 1s

oA Rg R 2

nE X

FRAGHED 2023 ££ 1 A TEEFEE

Privilege

CVE-2023-21747

Elevation
of

Privilege

Important

No

No

CVE-2023-21546

Remote

Code

Execution

Critical

No

No

CVE-2023-21772

Elevation
of

Privilege

Important

No

No

CVE-2023-21532

Elevation
of

Privilege

Important

No

No

CVE-2023-21748

Elevation
of

Privilege

Important

No

No

CVE-2023-21754

Elevation
of

Privilege

Important

No

No

CVE-2023-21557

Denial of

Service

Important

No

No

5022297

January 10,
2023 —
KB5022297

(0S  Build
10240. 19685)

— Microsoft

CVE-2023-21543

Remote

Code

Execution

Critical

No

No

CVE-2023-21678

Elevation
of

Privilege

Important

No

No
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Support

Windows 10

for

CVE-2023-21541

Elevation
of

Privilege

Important

No

No

CVE-2023-21728

Denial of

Service

Important

No

No

CVE-2023-21548

Remote

Code

Execution

Critical

No

No

CVE-2023-21563

Security
Feature

Bypass

Important

No

No

CVE-2023-21558

Elevation
of

Privilege

Important

No

No

CVE-2023-21677

Denial of

Service

Important

No

No

CVE-2023-21525

Denial of

Service

Important

No

No

CVE-2023-21561

Elevation
of

Privilege

Critical

No

No

CVE-2023-21683

Denial of

Service

Important

No

No

CVE-2023-21560

Security
Feature

Bypass

Important

No

No

CVE-2023-21535

Remote

Code

Critical

No

No
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Execution

CVE-2023-21552

Elevation
of

Privilege

Important

No

No

CVE-2023-21681

Remote

Code

Execution

Important

No

No

CVE-2023-21682

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21556

Remote

Code

Execution

Critical

No

No

CVE-2023-21776

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21537

Elevation
of

Privilege

Important

No

No

CVE-2023-21680

Elevation
of

Privilege

Important

No

No

CVE-2023-21774

Elevation
of

Privilege

Important

No

No
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CVE-2023-21750

Elevation
of

Privilege

Important

No

No

CVE-2023-21524

Elevation
of

Privilege

Important

No

No

CVE-2023-21675

Elevation
of

Privilege

Important

No

No

CVE-2023-21765

Elevation
of

Privilege

Important

No

No

CVE-2023-21746

Elevation
of

Privilege

Important

No

No

CVE-2023-21757

Denial of

Service

Important

No

No

CVE-2023-21732

Remote

Code

Execution

Important

No

No

CVE-2023-21527

Denial of

Service

Important

No

No

CVE-2023-21674

Elevation
of

Privilege

Important

No

Yes

CVE-2023-21547

Denial of

Service

Important

No

No

CVE-2023-21739

Elevation

Important

No

No

79 W




Wwo T = 1s

% —

A% R 2

nE X

FRAGHED 2023 ££ 1 A TEEFEE

of

Privilege

CVE-2023-21760

Elevation
of

Privilege

Important

No

No

CVE-2023-21549

Elevation
of

Privilege

Important

Yes

No

CVE-2023-21766

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21773

Elevation
of

Privilege

Important

No

No

CVE-2023-21730

Elevation
of

Privilege

Critical

No

No

CVE-2023-21726

Elevation
of

Privilege

Important

No

No

CVE-2023-21555

Remote

Code

Execution

Critical

No

No

CVE-2023-21752

Elevation
of

Privilege

Important

No

No

CVE-2023-21542

Elevation

Important

No

No
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of

Privilege

CVE-2023-21679

Remote

Code

Execution

Critical

No

No

CVE-2023-21749

Elevation
of

Privilege

Important

No

No

CVE-2023-21747

Elevation
of

Privilege

Important

No

No

CVE-2023-21546

Remote

Code

Execution

Critical

No

No

CVE-2023-21772

Elevation
of

Privilege

Important

No

No

CVE-2023-21767

Elevation
of

Privilege

Important

No

No

CVE-2023-21532

Elevation
of

Privilege

Important

No

No

CVE-2023-21758

Denial of

Service

Important

No

No

CVE-2023-21748

Elevation
of

Privilege

Important

No

No
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CVE-2023-21754

Elevation
of

Privilege

Important

No

No

CVE-2023-21557

Denial of

Service

Important

No

No

5022348

January
2023
KB5022348
(Monthly
Rollup)
Microsoft
Support
Windows

Server

10,

for

2012, Windows

Embedded

Standard

8

CVE-2023-21543

Remote

Code

Execution

Critical

No

No

CVE-2023-21678

Elevation
of

Privilege

Important

No

No

CVE-2023-21541

Elevation
of

Privilege

Important

No

No

CVE-2023-21728

Denial of

Service

Important

No

No

CVE-2023-21548

Remote

Code

Execution

Critical

No

No

CVE-2023-21563

Security
Feature

Bypass

Important

No

No

CVE-2023-21558

Elevation
of

Privilege

Important

No

No

CVE-2023-21677

Denial of

Service

Important

No

No

CVE-2023-21525

Denial of

Important

No

No

% 82 M



http://support.microsoft.com/kb/5022348

Wwo T = 1s

% —

AR %R 2

nE X

FRAGHED 2023 ££ 1 A TEEFEE

Service

CVE-2023-21561

Elevation
of

Privilege

Critical

No

No

CVE-2023-21683

Denial of

Service

Important

No

No

CVE-2023-21560

Security
Feature

Bypass

Important

No

No

CVE-2023-21535

Remote

Code

Execution

Critical

No

No

CVE-2023-21552

Elevation
of

Privilege

Important

No

No

CVE-2023-21681

Remote

Code

Execution

Important

No

No

CVE-2023-21682

Informati

on

Disclosur

e

Important

No

No

CVE-2023-21556

Remote

Code

Execution

Critical

No

No

CVE-2023-21776

Informati

on

Disclosur

Important

No

No
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CVE-2023-21537

Elevation
of

Privilege

Important

No

No

CVE-2023-21680

Elevation
of

Privilege

Important

No

No

CVE-2023-21774

Elevation
of

Privilege

Important

No

No

CVE-2023-21750

Elevation
of

Privilege

Important

No

No

CVE-2023-21524

Elevation
of

Privilege

Important

No

No

CVE-2023-21675

Elevation
of

Privilege

Important

No

No

CVE-2023-21765

Elevation
of

Privilege

Important

No

No

CVE-2023-21746

Elevation
of

Privilege

Important

No

No

CVE-2023-21757

Denial of

Service

Important

No

No

% 84 T




Wwo T = 1s

% —

A% R 2

nE X

FRAGHED 2023 ££ 1 A TEEFEE

CVE-2023-21732

Remote

Code

Execution

Important

No

No

CVE-2023-21527

Denial of

Service

Important

No

No

CVE-2023-21760

Elevation
of

Privilege

Important

No

No

CVE-2023-21549

Elevation
of

Privilege

Important

Yes

No

CVE-2023-21730

Elevation
of

Privilege

Critical

No

No

CVE-2023-21773

Elevation
of

Privilege

Important

No

No

CVE-2023-21726

Elevation
of

Privilege

Important

No

No

CVE-2023-21555

Remote

Code

Execution

Critical

No

No

CVE-2023-21542

Elevation
of

Privilege

Important

No

No

CVE-2023-21679

Remote

Code

Critical

No

No
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Execution

CVE-2023-21749

Elevation
of

Privilege

Important

No

No

CVE-2023-21747

Elevation
of

Privilege

Important

No

No

CVE-2023-21546

Remote

Code

Execution

Critical

No

No

CVE-2023-21772

Elevation
of

Privilege

Important

No

No

CVE-2023-21532

Elevation
of

Privilege

Important

No

No

CVE-2023-21748

Elevation
of

Privilege

Important

No

No

CVE-2023-21754

Elevation
of

Privilege

Important

No

No

CVE-2023-21557

Denial of

Service

Important

No

No
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f=n Description | CVE-2023-21742 Remote Code | Important | No | No
G | of the Execution
security CVE-2023-21744 | Remote Code | Important | No | No
update for Execution
SharePoint
Foundation
2013:
January 10,
2023
(KB5002336)
- Microsoft
Support
0022143 = Description | CVE-2023-21762 Spoofing Important | No | No
f& | of the
security CVE-2023-21764 | Elevation of | Important | No | No
update  for Privilege
Microsoft CVE-2023-21761 | Information | Important | No | No
Exchange Disclosure
Server CVE-2023-21763 | Elevation of | Important | No | No
2016: Privilege
January 10,
CVE-2023-21745 | Spoofing Important | No | No
2022

b
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http://support.microsoft.com/kb/5002336
http://support.microsoft.com/kb/5022143
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(KB5022143)
- Microsoft

Support

5002338

el

Description
of the
security
update for
SharePoint
Enterprise
Server
2016:
January 10,
2023
(KB5002338)

— Microsoft

Support

CVE-2023-21743

Security
Feature

Bypass

Critical

No

No

CVE-2023-21742

Remote Code

Execution

Important

No

No

CVE-2023-21744

Remote Code

Execution

Important

No

No

5002332

o

Description
of the
security
update for
Visio 2013:
January 10,

2023

(KB5002332)

CVE-2023-21741

Information

Disclosure

Important

No

No
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http://support.microsoft.com/kb/5002338
http://support.microsoft.com/kb/5002332
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— Microsoft

Support

CVE-2023-21737

Remote Code

Execution

Important

No

No

CVE-2023-21736

Remote Code

Execution

Important

No

No

5022188

el

@

Description
of the
security
update for
Microsoft
Exchange
Server
2013:
January 10,

2022

(KB5022188)

CVE-2023-21762

Spoofing

Important

No

No
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http://support.microsoft.com/kb/5022188
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— Microsoft
Support
0002337 =a Description | CVE-2023-21741 Information Important | No | No
G | of the Disclosure
security CVE-2023-21737 | Remote Code | Important | No | No
update for Execution
Visio 2016:
CVE-2023-21736 Remote Code | Important | No | No
January 10,
Execution
2023
(KB5002337)
— Microsoft
Support
0022193 = Description | CVE-2023-21762 Spoofing Important | No | No
G | of the
) CVE-2023-21764 | Elevation of | Important | No | No
security
Privilege
update for
Microsoft CVE-2023-21761 Information Important | No | No
Exchange Disclosure
Server CVE-2023-21763 | Elevation of | Important | No | No
2019: Privilege
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http://support.microsoft.com/kb/5002337
http://support.microsoft.com/kb/5022193
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January 10,
2022

(KB5022193)
— Microsoft

Support

CVE-2023-21745 Spoofing

Important

No

No

A F KA N AT IE G 2 Ak AT

KBID ARERAEH FHER

5002244 | HAhThEet T

Office 2016 FEHFET

5002293 | HAtThEeth T

Office 2016 FEHFETF

T

1o ERFAg R Ui FIIE” S5 PRAB U R -

0 - & #FIH (Exploitation Detected)

1 - EAHA R A (Exploitation More Likely)

2 — AKA[EER|H (Exploitation Less Likely)

3 — AnlHEFIH (Exploitation Unlikely)

4 - AR (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates

92 I


https://portal.msrc.microsoft.com/zh-cn/security-guidance
https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates

