
                      奇安信集团 2026 年 07 月补丁库更新通告 

 

 

 

奇安信集团 2026 年 07 月补丁库 

更新通告 

第一次更新 

 

 

 

奇安信集团漏洞补丁运营团队 

2026 年 07 月 15 日 



                      奇安信集团 2026 年 07 月补丁库更新通告 

 

目  录 

 

第 1 章 安全通告 .......................................... 2 

第 2 章 重点关注补丁 ...................................... 3 

第 3 章 已知问题和特殊调整 ................................ 7 

第 4 章 漏洞补丁详细列表 .................................. 8 

第 5 章 参考链接 ........................................ 132 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



                       奇安信集团 2026 年 07 月补丁库更新通告 

第 1 页 

   

文档信息 

文档名称 奇安信集团 2026 年 07 月补丁库更新通告 

文档编号 Qi An Xin Group-MSPatch-2026-0701 

发布日期 2026-07-15 密级 公开 

关键字 Microsoft、漏洞、补丁 

发布团队 奇安信集团漏洞补丁运营团队 

 



                       奇安信集团 2026 年 07 月补丁库更新通告 

第 2 页 

第1章 安全通告 

尊敬的客户： 

奇安信集团最新补丁库（V6版本：2026.07.15.1，V10版本：2026.07.15.1000）

已发布，本次更新推送了 19 个微软安全补丁，修复了 494 个安全漏洞，其中 48

个微软官方评级为“严重(Critical)”，446 个评级为“重要(Important)”，这

些漏洞影响 Windows、Office 等产品。 
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第2章 重点关注补丁 

本月有 18 个安全漏洞经奇安信评估满足以下任一条件，需要重点关注。 

1. 漏洞等级（Severity）=严重（Critical）， 

2. 公开披露（Publicly Disclosed）=是（Yes）， 

3. 已受攻击（Exploited）=是（Yes）， 

4. 漏洞的可利用性（Exploitability Assessment）="已被利用

（Exploitation Detected）" 或 "很可能被利用（Exploitation More 

Likely）" 

详情如下： 

KBID 修复的漏洞 漏洞的影响 漏洞等级 
公开

披露 

已受

攻击 
漏洞的可利用性 

5101650 CVE-2026-50474 Remote Code 

Execution 

Critical No No Exploitation 

Unlikely 5099535 

5101649 

5099444 

5099539 

5099540 

5099445 

5099538 

5101650 CVE-2026-54986 Elevation of 

Privilege 

Importan

t 

No No Exploitation 

More Likely 5099535 

5101649 

5099539 

5099540 

5099538 

5101650 CVE-2026-50343 Elevation of 

Privilege 

Importan

t 

No No Exploitation 

More Likely 5101649 

5099539 

5099540 

5099538 

5101650 CVE-2026-57091 Elevation of 

Privilege 

Importan

t 

No No Exploitation 

More Likely 5099535 

5101649 

5099539 

5099540 

5099538 

5101650 CVE-2026-54128 Remote Code 

Execution 

Critical No No Exploitation 

More Likely 5099535 

5101649 

http://support.microsoft.com/kb/5101650
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-50474
http://support.microsoft.com/kb/5099535
http://support.microsoft.com/kb/5101649
http://support.microsoft.com/kb/5099444
http://support.microsoft.com/kb/5099539
http://support.microsoft.com/kb/5099540
http://support.microsoft.com/kb/5099445
http://support.microsoft.com/kb/5099538
http://support.microsoft.com/kb/5101650
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-54986
http://support.microsoft.com/kb/5099535
http://support.microsoft.com/kb/5101649
http://support.microsoft.com/kb/5099539
http://support.microsoft.com/kb/5099540
http://support.microsoft.com/kb/5099538
http://support.microsoft.com/kb/5101650
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-50343
http://support.microsoft.com/kb/5101649
http://support.microsoft.com/kb/5099539
http://support.microsoft.com/kb/5099540
http://support.microsoft.com/kb/5099538
http://support.microsoft.com/kb/5101650
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-57091
http://support.microsoft.com/kb/5099535
http://support.microsoft.com/kb/5101649
http://support.microsoft.com/kb/5099539
http://support.microsoft.com/kb/5099540
http://support.microsoft.com/kb/5099538
http://support.microsoft.com/kb/5101650
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-54128
http://support.microsoft.com/kb/5099535
http://support.microsoft.com/kb/5101649
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5099444 

5099539 

5099540 

5099445 

5099538 

5101650 CVE-2026-49805 Elevation of 

Privilege 

Importan

t 

No No Exploitation 

More Likely 5099535 

5101649 

5099444 

5099539 

5099540 

5099445 

5099538 

5101650 CVE-2026-50489 Elevation of 

Privilege 

Importan

t 

No No Exploitation 

More Likely 5099535 

5101649 

5099444 

5099539 

5099540 

5099445 

5099538 

5101650 CVE-2026-50382 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5101649 

5099539 

5099540 

5099538 

5101650 CVE-2026-50351 Elevation of 

Privilege 

Importan

t 

No No Exploitation 

More Likely 5099535 

5101649 

5099444 

5099539 

5099540 

5099445 

5099538 

5101650 CVE-2026-54114 Elevation of 

Privilege 

Importan

t 

No No Exploitation 

More Likely 5101649 

5099539 

5099540 

5099538 

5101650 CVE-2026-58531 Elevation of 

Privilege 

Importan

t 

No No Exploitation 

More Likely 5099535 

http://support.microsoft.com/kb/5099444
http://support.microsoft.com/kb/5099539
http://support.microsoft.com/kb/5099540
http://support.microsoft.com/kb/5099445
http://support.microsoft.com/kb/5099538
http://support.microsoft.com/kb/5101650
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-49805
http://support.microsoft.com/kb/5099535
http://support.microsoft.com/kb/5101649
http://support.microsoft.com/kb/5099444
http://support.microsoft.com/kb/5099539
http://support.microsoft.com/kb/5099540
http://support.microsoft.com/kb/5099445
http://support.microsoft.com/kb/5099538
http://support.microsoft.com/kb/5101650
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-50489
http://support.microsoft.com/kb/5099535
http://support.microsoft.com/kb/5101649
http://support.microsoft.com/kb/5099444
http://support.microsoft.com/kb/5099539
http://support.microsoft.com/kb/5099540
http://support.microsoft.com/kb/5099445
http://support.microsoft.com/kb/5099538
http://support.microsoft.com/kb/5101650
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-50382
http://support.microsoft.com/kb/5101649
http://support.microsoft.com/kb/5099539
http://support.microsoft.com/kb/5099540
http://support.microsoft.com/kb/5099538
http://support.microsoft.com/kb/5101650
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-50351
http://support.microsoft.com/kb/5099535
http://support.microsoft.com/kb/5101649
http://support.microsoft.com/kb/5099444
http://support.microsoft.com/kb/5099539
http://support.microsoft.com/kb/5099540
http://support.microsoft.com/kb/5099445
http://support.microsoft.com/kb/5099538
http://support.microsoft.com/kb/5101650
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-54114
http://support.microsoft.com/kb/5101649
http://support.microsoft.com/kb/5099539
http://support.microsoft.com/kb/5099540
http://support.microsoft.com/kb/5099538
http://support.microsoft.com/kb/5101650
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-58531
http://support.microsoft.com/kb/5099535
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5101649 

5099444 

5099539 

5099540 

5099445 

5099538 

5101650 CVE-2026-50509 Elevation of 

Privilege 

Importan

t 

No No Exploitation 

More Likely 5099535 

5101649 

5099539 

5099538 

5101650 CVE-2026-50655 Remote Code 

Execution 

Critical No No Exploitation 

More Likely 5099535 

5101649 

5099539 

5099540 

5099538 

5101650 CVE-2026-58542 Remote Code 

Execution 

Critical No No Exploitation 

Unlikely 5101649 

5101650 CVE-2026-56189 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5099535 

5101649 

5099444 

5099539 

5099540 

5099445 

5099538 

5101650 CVE-2026-49798 Elevation of 

Privilege 

Importan

t 

No No Exploitation 

More Likely 5099535 

5101649 

5099444 

5099539 

5099540 

5099445 

5099538 

5101650 CVE-2026-54995 Remote Code 

Execution 

Critical No No Exploitation 

Unlikely 5099535 

5101649 

5099444 

5099539 

5099540 

http://support.microsoft.com/kb/5101649
http://support.microsoft.com/kb/5099444
http://support.microsoft.com/kb/5099539
http://support.microsoft.com/kb/5099540
http://support.microsoft.com/kb/5099445
http://support.microsoft.com/kb/5099538
http://support.microsoft.com/kb/5101650
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-50509
http://support.microsoft.com/kb/5099535
http://support.microsoft.com/kb/5101649
http://support.microsoft.com/kb/5099539
http://support.microsoft.com/kb/5099538
http://support.microsoft.com/kb/5101650
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-50655
http://support.microsoft.com/kb/5099535
http://support.microsoft.com/kb/5101649
http://support.microsoft.com/kb/5099539
http://support.microsoft.com/kb/5099540
http://support.microsoft.com/kb/5099538
http://support.microsoft.com/kb/5101650
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-58542
http://support.microsoft.com/kb/5101649
http://support.microsoft.com/kb/5101650
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-56189
http://support.microsoft.com/kb/5099535
http://support.microsoft.com/kb/5101649
http://support.microsoft.com/kb/5099444
http://support.microsoft.com/kb/5099539
http://support.microsoft.com/kb/5099540
http://support.microsoft.com/kb/5099445
http://support.microsoft.com/kb/5099538
http://support.microsoft.com/kb/5101650
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-49798
http://support.microsoft.com/kb/5099535
http://support.microsoft.com/kb/5101649
http://support.microsoft.com/kb/5099444
http://support.microsoft.com/kb/5099539
http://support.microsoft.com/kb/5099540
http://support.microsoft.com/kb/5099445
http://support.microsoft.com/kb/5099538
http://support.microsoft.com/kb/5101650
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-54995
http://support.microsoft.com/kb/5099535
http://support.microsoft.com/kb/5101649
http://support.microsoft.com/kb/5099444
http://support.microsoft.com/kb/5099539
http://support.microsoft.com/kb/5099540
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5099445 

5099538 

5101650 CVE-2026-50380 Remote Code 

Execution 

Critical No No Exploitation 

Less Likely 5099535 

5101649 

5099444 

5099539 

5099540 

5099445 

5099538 

 

http://support.microsoft.com/kb/5099445
http://support.microsoft.com/kb/5099538
http://support.microsoft.com/kb/5101650
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-50380
http://support.microsoft.com/kb/5099535
http://support.microsoft.com/kb/5101649
http://support.microsoft.com/kb/5099444
http://support.microsoft.com/kb/5099539
http://support.microsoft.com/kb/5099540
http://support.microsoft.com/kb/5099445
http://support.microsoft.com/kb/5099538
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第3章 已知问题和特殊调整 

本月暂无已知问题和特殊调整。 
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第4章 漏洞补丁详细列表 

本月微软发布的系统安全更新补丁共 9 个，详细列表如下： 

KBID 

奇安

信集

团级

别 

补丁名称 CVE 漏洞 漏洞的影响 漏洞等级 

公

开

披

露 

已

受

攻

击 

漏

洞

的

可

利

用

性 

5101650 高危 Windows 

11, 

version 

25H2 and 

24H2 

(KB51016

50) 

CVE-2026-49808 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50490 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50474 Remote Code 

Execution 

Critical No No 3 

CVE-2026-58547 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58546 Information 

Disclosure 

Important No No 2 

CVE-2026-50415 Information 

Disclosure 

Important No No 2 

CVE-2026-58640 Remote Code 

Execution 

Important No No 2 

CVE-2026-49804 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50456 Information 

Disclosure 

Important No No 3 

CVE-2026-50360 Elevation of 

Privilege 

Important No No 3 

CVE-2026-49800 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54986 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50343 Elevation of 

Privilege 

Important No No 1 

CVE-2026-55003 Information 

Disclosure 

Important No No 3 

CVE-2026-49176 Elevation of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5101650
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CVE-2026-54132 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50393 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50391 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50689 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49789 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57091 Elevation of 

Privilege 

Important No No 1 

CVE-2026-54124 Remote Code 

Execution 

Important No No 2 

CVE-2026-50404 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50365 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54997 Information 

Disclosure 

Important No No 3 

CVE-2026-58609 Remote Code 

Execution 

Important No No 3 

CVE-2026-56184 Information 

Disclosure 

Important No No 2 

CVE-2026-54128 Remote Code 

Execution 

Critical No No 1 

CVE-2026-42990 Remote Code 

Execution 

Important No No 3 

CVE-2026-50501 Remote Code 

Execution 

Important No No 3 

CVE-2026-50427 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50421 Elevation of 

Privilege 

Important No No 3 

CVE-2026-58626 Remote Code 

Execution 

Important No No 3 

CVE-2026-50449 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50414 Elevation of 

Privilege 

Important No No 3 
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CVE-2026-54983 Denial of 

Service 

Important No No 3 

CVE-2026-50310 Information 

Disclosure 

Important No No 2 

CVE-2026-50307 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50434 Information 

Disclosure 

Important No No 3 

CVE-2026-50358 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49805 Elevation of 

Privilege 

Important No No 1 

CVE-2026-49801 Information 

Disclosure 

Important No No 2 

CVE-2026-50489 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50418 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-50386 Remote Code 

Execution 

Important No No 2 

CVE-2026-50353 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50382 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50351 Elevation of 

Privilege 

Important No No 1 

CVE-2026-54114 Elevation of 

Privilege 

Important No No 1 

CVE-2026-58531 Elevation of 

Privilege 

Important No No 1 

CVE-2026-58537 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50488 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50686 Remote Code 

Execution 

Important No No 2 

CVE-2026-50308 Remote Code 

Execution 

Important No No 3 

CVE-2026-56168 Denial of 

Service 

Important No No 2 
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CVE-2026-50396 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50334 Information 

Disclosure 

Important No No 3 

CVE-2026-50389 Information 

Disclosure 

Important No No 3 

CVE-2026-50369 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57096 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58532 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50363 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50498 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50451 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50397 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42975 Remote Code 

Execution 

Important No No 2 

CVE-2026-50509 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50655 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50484 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58542 Remote Code 

Execution 

Critical No No 3 

CVE-2026-58530 Remote Code 

Execution 

Important No No 3 

CVE-2026-56189 Remote Code 

Execution 

Critical No No 2 

CVE-2026-58594 Remote Code 

Execution 

Important No No 2 

CVE-2026-58635 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50457 Elevation of 

Privilege 

Important No No 3 
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CVE-2026-50503 Elevation of 

Privilege 

Important No No 2 

CVE-2026-44800 Elevation of 

Privilege 

Important No No 2 

CVE-2026-40378 Denial of 

Service 

Important No No 2 

CVE-2026-54996 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50455 Information 

Disclosure 

Important No No 3 

CVE-2026-50316 Information 

Disclosure 

Important No No 2 

CVE-2026-49798 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50666 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58610 Remote Code 

Execution 

Important No No 3 

CVE-2026-49180 Information 

Disclosure 

Important No No 2 

CVE-2026-50354 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50400 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50303 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-50335 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50419 Information 

Disclosure 

Important No No 3 

CVE-2026-50336 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50322 Elevation of 

Privilege 

Important No No 3 

CVE-2026-42900 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50505 Remote Code 

Execution 

Important No No 2 

CVE-2026-57982 Information 

Disclosure 

Important No No 2 
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CVE-2026-50377 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54993 Remote Code 

Execution 

Important No No 2 

CVE-2026-49165 Information 

Disclosure 

Important No No 2 

CVE-2026-50482 Remote Code 

Execution 

Important No No 2 

CVE-2026-55000 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50296 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54995 Remote Code 

Execution 

Critical No No 3 

CVE-2026-50405 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58539 Information 

Disclosure 

Important No No 3 

CVE-2026-50460 Elevation of 

Privilege 

Important No No 3 

CVE-2026-49166 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50346 Elevation of 

Privilege 

Important No No 3 

CVE-2026-57085 Information 

Disclosure 

Important No No 3 

CVE-2026-57097 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-50668 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50313 Remote Code 

Execution 

Important No No 2 

CVE-2026-56175 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50458 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50403 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50312 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-58541 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58614 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-50380 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50410 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54999 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50445 Information 

Disclosure 

Important No No 2 

CVE-2026-58544 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57093 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49170 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50357 Remote Code 

Execution 

Important No No 3 

CVE-2026-50487 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50448 Remote Code 

Execution 

Important No No 2 

CVE-2026-50661 Security 

Feature 

Bypass 

Important Yes No 2 

CVE-2026-50504 Information 

Disclosure 

Important No No 2 

CVE-2026-50429 Information 

Disclosure 

Important No No 2 

CVE-2026-54107 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50362 Remote Code 

Execution 

Important No No 2 

CVE-2026-57092 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-50462 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-49787 Denial of 

Service 

Important No No 2 

CVE-2026-58629 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50437 Information 

Disclosure 

Important No No 2 

CVE-2026-50323 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50502 Remote Code 

Execution 

Important No No 2 

CVE-2026-50344 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50432 Denial of 

Service 

Important No No 2 

CVE-2026-50398 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50327 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50492 Remote Code 

Execution 

Important No No 3 

CVE-2026-49167 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54125 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50294 Information 

Disclosure 

Important No No 2 

CVE-2026-49183 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58527 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50383 Information 

Disclosure 

Important No No 2 

CVE-2026-50424 Denial of 

Service 

Important No No 2 

CVE-2026-57979 Information 

Disclosure 

Important No No 2 

CVE-2026-50306 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50452 Elevation of 

Privilege 

Important No No 3 
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CVE-2026-50297 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50341 Information 

Disclosure 

Important No No 2 

CVE-2026-50364 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50402 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50345 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50407 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54987 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50332 Elevation of 

Privilege 

Important No No 1 

CVE-2026-57094 Remote Code 

Execution 

Critical No No 2 

CVE-2026-34328 Information 

Disclosure 

Important No No 3 

CVE-2026-58526 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50359 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50674 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50392 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-50329 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50366 Denial of 

Service 

Important No No 3 

CVE-2026-56183 Elevation of 

Privilege 

Important No No 2 

CVE-2026-56643 Elevation of 

Privilege 

Important No No 2 

CVE-2026-33842 Information 

Disclosure 

Important No No 3 

CVE-2026-50670 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-50486 Elevation of 

Privilege 

Important No No 4 

CVE-2026-50680 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-50413 Elevation of 

Privilege 

Important No No 2 

CVE-2026-56186 Information 

Disclosure 

Important No No 3 

CVE-2026-44806 Denial of 

Service 

Important No No 2 

CVE-2026-48572 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49807 Information 

Disclosure 

Important No No 2 

CVE-2026-54989 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54129 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54992 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50376 Information 

Disclosure 

Important No No 2 

CVE-2026-50431 Information 

Disclosure 

Important No No 3 

CVE-2026-56644 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50477 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57976 Denial of 

Service 

Important No No 2 

CVE-2026-56649 Remote Code 

Execution 

Important No No 3 

CVE-2026-49164 Remote Code 

Execution 

Critical No No 3 

CVE-2026-58632 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58637 Elevation of 

Privilege 

Important No No 3 

CVE-2026-57084 Information 

Disclosure 

Important No No 2 
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CVE-2026-49783 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-50381 Information 

Disclosure 

Important No No 2 

CVE-2026-57089 Remote Code 

Execution 

Important No No 3 

CVE-2026-50483 Information 

Disclosure 

Important No No 2 

CVE-2026-50425 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58534 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54122 Remote Code 

Execution 

Important No No 2 

CVE-2026-50454 Elevation of 

Privilege 

Important No No 1 

CVE-2026-41087 Information 

Disclosure 

Important No No 3 

CVE-2026-50459 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58628 Elevation of 

Privilege 

Important No No 2 

CVE-2026-55144 Tampering Important No No 3 

CVE-2026-50412 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49171 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50399 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57083 Information 

Disclosure 

Important No No 3 

CVE-2026-50417 Remote Code 

Execution 

Important No No 2 

CVE-2026-58543 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54982 Remote Code 

Execution 

Critical No No 2 

CVE-2026-49174 Tampering Important No No 3 

CVE-2026-50491 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-49790 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50347 Remote Code 

Execution 

Important No No 3 

CVE-2026-50695 Denial of 

Service 

Important No No 3 

CVE-2026-50385 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50293 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57090 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50374 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49178 Remote Code 

Execution 

Important No No 3 

CVE-2026-50300 Information 

Disclosure 

Important No No 2 

CVE-2026-50371 Elevation of 

Privilege 

Important No No 3 

CVE-2026-56648 Elevation of 

Privilege 

Important No No 3 

CVE-2026-54111 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49806 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50476 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50463 Information 

Disclosure 

Important No No 2 

CVE-2026-50379 Elevation of 

Privilege 

Important No No 3 

CVE-2026-54109 Remote Code 

Execution 

Important No No 3 

CVE-2026-50688 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50676 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50465 Tampering Important No No 2 

CVE-2026-50681 Information 

Disclosure 

Important No No 3 
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CVE-2026-50315 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50390 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50497 Information 

Disclosure 

Important No No 3 

CVE-2026-50394 Information 

Disclosure 

Important No No 3 

CVE-2026-49162 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58638 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-50352 Information 

Disclosure 

Important No No 3 

CVE-2026-49794 Information 

Disclosure 

Important No No 2 

CVE-2026-50667 Elevation of 

Privilege 

Important No No 1 

CVE-2026-49797 Remote Code 

Execution 

Important No No 2 

CVE-2026-50647 Denial of 

Service 

Important No No 2 

CVE-2026-50401 Information 

Disclosure 

Important No No 2 

CVE-2026-58533 Information 

Disclosure 

Important No No 2 

CVE-2026-58536 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50298 Elevation of 

Privilege 

Important No No 3 

CVE-2026-54119 Denial of 

Service 

Important No No 3 

CVE-2026-50692 Elevation of 

Privilege 

Important No No 4 

CVE-2026-50677 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50450 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50309 Remote Code 

Execution 

Important No No 2 
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CVE-2026-50409 Information 

Disclosure 

Important No No 2 

CVE-2026-54126 Information 

Disclosure 

Important No No 3 

CVE-2026-50690 Information 

Disclosure 

Important No No 3 

CVE-2026-50337 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50406 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50440 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50673 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54115 Elevation of 

Privilege 

Important No No 3 

CVE-2026-58608 Remote Code 

Execution 

Critical No No 2 

CVE-2026-56173 Elevation of 

Privilege 

Important No No 3 

CVE-2026-49802 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54990 Remote Code 

Execution 

Important No No 2 

CVE-2026-54112 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50466 Elevation of 

Privilege 

Important No No 3 

CVE-2026-56650 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50373 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58528 Information 

Disclosure 

Important No No 2 

CVE-2026-50331 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50679 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49791 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-50318 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50672 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50387 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50470 Information 

Disclosure 

Important No No 2 

CVE-2026-50697 Elevation of 

Privilege 

Important No No 3 

CVE-2026-49784 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58601 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50499 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50442 Information 

Disclosure 

Important No No 3 

CVE-2026-50299 Remote Code 

Execution 

Important No No 2 

CVE-2026-49175 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50317 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50441 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58535 Information 

Disclosure 

Important No No 2 

CVE-2026-50356 Elevation of 

Privilege 

Important No No 3 

CVE-2026-56647 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50469 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50500 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50350 Information 

Disclosure 

Important No No 3 

CVE-2026-50333 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-58613 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50348 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50422 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50375 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50411 Denial of 

Service 

Important No No 2 

CVE-2026-58538 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50485 Denial of 

Service 

Important No No 2 

CVE-2026-50361 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50372 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50367 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50420 Information 

Disclosure 

Important No No 2 

CVE-2026-42982 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-57087 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50423 Elevation of 

Privilege 

Important No No 1 

CVE-2026-58545 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-40422 Information 

Disclosure 

Important No No 2 

CVE-2026-50473 Information 

Disclosure 

Important No No 3 

CVE-2026-50682 Denial of 

Service 

Important No No 3 

CVE-2026-50453 Information 

Disclosure 

Important No No 2 

CVE-2026-50669 Elevation of 

Privilege 

Important No No 3 
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CVE-2026-56190 Remote Code 

Execution 

Important No No 2 

CVE-2026-58540 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50416 Information 

Disclosure 

Important No No 2 

CVE-2026-54127 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-34349 Information 

Disclosure 

Important No No 3 

CVE-2026-50388 Remote Code 

Execution 

Important No No 2 

CVE-2026-49799 Denial of 

Service 

Important No No 2 

CVE-2026-50378 Elevation of 

Privilege 

Important No No 2 

CVE-2026-34348 Information 

Disclosure 

Important No No 2 

CVE-2026-49796 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50340 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50496 Information 

Disclosure 

Important No No 2 

CVE-2026-50478 Elevation of 

Privilege 

Important No No 2 

CVE-2026-56176 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49172 Remote Code 

Execution 

Important No No 2 

CVE-2026-40400 Remote Code 

Execution 

Important No No 3 

CVE-2026-50439 Remote Code 

Execution 

Important No No 2 

CVE-2026-49792 Remote Code 

Execution 

Important No No 3 

CVE-2026-50494 Remote Code 

Execution 

Important No No 2 

CVE-2026-49788 Denial of 

Service 

Important No No 2 
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CVE-2026-50471 Remote Code 

Execution 

Important No No 2 

CVE-2026-56188 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50302 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-50495 Tampering Important No No 2 

CVE-2026-50339 Information 

Disclosure 

Important No No 3 

CVE-2026-49793 Remote Code 

Execution 

Important No No 2 

CVE-2026-56182 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50305 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50433 Elevation of 

Privilege 

Important No No 1 

CVE-2026-56187 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50461 Remote Code 

Execution 

Important No No 2 

CVE-2026-49168 Elevation of 

Privilege 

Important No No 2 

CVE-2026-34346 Information 

Disclosure 

Important No No 2 

CVE-2026-50330 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50435 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58619 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50696 Denial of 

Service 

Important No No 3 

CVE-2026-50447 Remote Code 

Execution 

Important No No 2 

CVE-2026-49177 Information 

Disclosure 

Important No No 2 

CVE-2026-54991 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-50430 Information 

Disclosure 

Important No No 3 

CVE-2026-55004 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50493 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57095 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50384 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50436 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50295 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-50325 Elevation of 

Privilege 

Important No No 1 

CVE-2026-56181 Spoofing Moderate No No 2 

CVE-2026-48571 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50311 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50342 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50694 Remote Code 

Execution 

Critical No No 3 

CVE-2026-50321 Elevation of 

Privilege 

Important No No 3 

CVE-2026-58602 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50687 Elevation of 

Privilege 

Important No No 2 

CVE-2026-56194 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49795 Elevation of 

Privilege 

Important No No 1 

CVE-2026-49184 Remote Code 

Execution 

Important No No 2 

CVE-2026-49803 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-50326 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50475 Information 

Disclosure 

Important No No 1 

5099535 高危 Windows 

Server 

2016 and 

Windows 

10 2016 

LTSB end 

of 

support 

CVE-2026-50419 Information 

Disclosure 

Important No No 3 

CVE-2026-50490 Elevation of 

Privilege 

Important No No 2 

CVE-2026-56186 Information 

Disclosure 

Important No No 3 

CVE-2026-44806 Denial of 

Service 

Important No No 2 

CVE-2026-50474 Remote Code 

Execution 

Critical No No 3 

CVE-2026-42900 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50505 Remote Code 

Execution 

Important No No 2 

CVE-2026-58546 Information 

Disclosure 

Important No No 2 

CVE-2026-57982 Information 

Disclosure 

Important No No 2 

CVE-2026-58640 Remote Code 

Execution 

Important No No 2 

CVE-2026-50377 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54989 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49804 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50456 Information 

Disclosure 

Important No No 3 

CVE-2026-49784 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54992 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50376 Information 

Disclosure 

Important No No 2 

CVE-2026-58601 Elevation of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5099535
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CVE-2026-50431 Information 

Disclosure 

Important No No 3 

CVE-2026-50442 Information 

Disclosure 

Important No No 3 

CVE-2026-56644 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50477 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57976 Denial of 

Service 

Important No No 2 

CVE-2026-54986 Elevation of 

Privilege 

Important No No 1 

CVE-2026-56649 Remote Code 

Execution 

Important No No 3 

CVE-2026-55003 Information 

Disclosure 

Important No No 3 

CVE-2026-49165 Information 

Disclosure 

Important No No 2 

CVE-2026-49164 Remote Code 

Execution 

Critical No No 3 

CVE-2026-58632 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58637 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50482 Remote Code 

Execution 

Important No No 2 

CVE-2026-50299 Remote Code 

Execution 

Important No No 2 

CVE-2026-49176 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57084 Information 

Disclosure 

Important No No 2 

CVE-2026-54132 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50441 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58535 Information 

Disclosure 

Important No No 2 

CVE-2026-49783 Security 

Feature 

Bypass 

Important No No 2 
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CVE-2026-57089 Remote Code 

Execution 

Important No No 3 

CVE-2026-50296 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50391 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50405 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54995 Remote Code 

Execution 

Critical No No 3 

CVE-2026-58534 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58539 Information 

Disclosure 

Important No No 3 

CVE-2026-50356 Elevation of 

Privilege 

Important No No 3 

CVE-2026-56647 Elevation of 

Privilege 

Important No No 2 

CVE-2026-56155 Elevation of 

Privilege 

Important No Yes 0 

CVE-2026-49789 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54122 Remote Code 

Execution 

Important No No 2 

CVE-2026-57091 Elevation of 

Privilege 

Important No No 1 

CVE-2026-41087 Information 

Disclosure 

Important No No 3 

CVE-2026-50365 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50346 Elevation of 

Privilege 

Important No No 3 

CVE-2026-57085 Information 

Disclosure 

Important No No 3 

CVE-2026-50500 Elevation of 

Privilege 

Important No No 3 

CVE-2026-54997 Information 

Disclosure 

Important No No 3 

CVE-2026-57097 Security 

Feature 

Bypass 

Important No No 2 
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CVE-2026-50668 Elevation of 

Privilege 

Important No No 3 

CVE-2026-48564 Remote Code 

Execution 

Critical No No 2 

CVE-2026-58609 Remote Code 

Execution 

Important No No 3 

CVE-2026-58627 Denial of 

Service 

Important No No 3 

CVE-2026-50333 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54128 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50426 Remote Code 

Execution 

Important No No 3 

CVE-2026-50412 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42990 Remote Code 

Execution 

Important No No 3 

CVE-2026-49171 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50422 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50313 Remote Code 

Execution 

Important No No 2 

CVE-2026-57083 Information 

Disclosure 

Important No No 3 

CVE-2026-50411 Denial of 

Service 

Important No No 2 

CVE-2026-56175 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50417 Remote Code 

Execution 

Important No No 2 

CVE-2026-50355 Denial of 

Service 

Important No No 2 

CVE-2026-50421 Elevation of 

Privilege 

Important No No 3 

CVE-2026-54982 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50485 Denial of 

Service 

Important No No 2 
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CVE-2026-50697 Elevation of 

Privilege 

Important No No 3 

CVE-2026-54983 Denial of 

Service 

Important No No 3 

CVE-2026-50312 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58541 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58614 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-50370 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50372 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50380 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50491 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50358 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49790 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50347 Remote Code 

Execution 

Important No No 3 

CVE-2026-50518 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50685 Remote Code 

Execution 

Important No No 3 

CVE-2026-42982 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-57087 Remote Code 

Execution 

Critical No No 2 

CVE-2026-49805 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50695 Denial of 

Service 

Important No No 3 

CVE-2026-49801 Information 

Disclosure 

Important No No 2 

CVE-2026-50489 Elevation of 

Privilege 

Important No No 1 
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CVE-2026-50480 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50386 Remote Code 

Execution 

Important No No 2 

CVE-2026-54999 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50445 Information 

Disclosure 

Important No No 2 

CVE-2026-58545 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-40422 Information 

Disclosure 

Important No No 2 

CVE-2026-57090 Remote Code 

Execution 

Critical No No 2 

CVE-2026-57093 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50473 Information 

Disclosure 

Important No No 3 

CVE-2026-50351 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50669 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50453 Information 

Disclosure 

Important No No 2 

CVE-2026-49178 Remote Code 

Execution 

Important No No 3 

CVE-2026-56190 Remote Code 

Execution 

Important No No 2 

CVE-2026-50300 Information 

Disclosure 

Important No No 2 

CVE-2026-50357 Remote Code 

Execution 

Important No No 3 

CVE-2026-50371 Elevation of 

Privilege 

Important No No 3 

CVE-2026-58540 Elevation of 

Privilege 

Important No No 2 

CVE-2026-56648 Elevation of 

Privilege 

Important No No 3 

CVE-2026-58531 Elevation of 

Privilege 

Important No No 1 
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CVE-2026-50388 Remote Code 

Execution 

Important No No 2 

CVE-2026-50476 Elevation of 

Privilege 

Important No No 1 

CVE-2026-49799 Denial of 

Service 

Important No No 2 

CVE-2026-50448 Remote Code 

Execution 

Important No No 2 

CVE-2026-50661 Security 

Feature 

Bypass 

Important Yes No 2 

CVE-2026-54109 Remote Code 

Execution 

Important No No 3 

CVE-2026-50686 Remote Code 

Execution 

Important No No 2 

CVE-2026-50504 Information 

Disclosure 

Important No No 2 

CVE-2026-50688 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50429 Information 

Disclosure 

Important No No 2 

CVE-2026-54107 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49796 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50362 Remote Code 

Execution 

Important No No 2 

CVE-2026-57092 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-50462 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50683 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50308 Remote Code 

Execution 

Important No No 3 

CVE-2026-50681 Information 

Disclosure 

Important No No 3 

CVE-2026-49787 Denial of 

Service 

Important No No 2 

CVE-2026-50496 Information 

Disclosure 

Important No No 2 
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CVE-2026-50390 Elevation of 

Privilege 

Important No No 1 

CVE-2026-56176 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50334 Information 

Disclosure 

Important No No 3 

CVE-2026-50497 Information 

Disclosure 

Important No No 3 

CVE-2026-58629 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50324 Denial of 

Service 

Important No No 2 

CVE-2026-50394 Information 

Disclosure 

Important No No 3 

CVE-2026-50437 Information 

Disclosure 

Important No No 2 

CVE-2026-50502 Remote Code 

Execution 

Important No No 2 

CVE-2026-50389 Information 

Disclosure 

Important No No 3 

CVE-2026-50432 Denial of 

Service 

Important No No 2 

CVE-2026-50344 Elevation of 

Privilege 

Important No No 2 

CVE-2026-40400 Remote Code 

Execution 

Important No No 3 

CVE-2026-49172 Remote Code 

Execution 

Important No No 2 

CVE-2026-50439 Remote Code 

Execution 

Important No No 2 

CVE-2026-58638 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-50369 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49792 Remote Code 

Execution 

Important No No 3 

CVE-2026-50494 Remote Code 

Execution 

Important No No 2 

CVE-2026-49788 Denial of 

Service 

Important No No 2 



                       奇安信集团 2026 年 07 月补丁库更新通告 

第 35 页 

CVE-2026-57096 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58532 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50471 Remote Code 

Execution 

Important No No 2 

CVE-2026-56188 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50492 Remote Code 

Execution 

Important No No 3 

CVE-2026-50363 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49793 Remote Code 

Execution 

Important No No 2 

CVE-2026-50352 Information 

Disclosure 

Important No No 3 

CVE-2026-49794 Information 

Disclosure 

Important No No 2 

CVE-2026-56182 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50294 Information 

Disclosure 

Important No No 2 

CVE-2026-50498 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50433 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50667 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50304 Denial of 

Service 

Important No No 3 

CVE-2026-49797 Remote Code 

Execution 

Important No No 2 

CVE-2026-56159 Remote Code 

Execution 

Critical No No 3 

CVE-2026-50647 Denial of 

Service 

Important No No 2 

CVE-2026-50461 Remote Code 

Execution 

Important No No 2 

CVE-2026-50684 Spoofing Important No No 4 

CVE-2026-50451 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-49168 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50397 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42975 Remote Code 

Execution 

Important No No 2 

CVE-2026-55001 Elevation of 

Privilege 

Important No No 2 

CVE-2026-34346 Information 

Disclosure 

Important No No 2 

CVE-2026-50509 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50444 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-58533 Information 

Disclosure 

Important No No 2 

CVE-2026-50298 Elevation of 

Privilege 

Important No No 3 

CVE-2026-54121 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-50435 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50330 Elevation of 

Privilege 

Important No No 3 

CVE-2026-57979 Information 

Disclosure 

Important No No 2 

CVE-2026-50655 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50306 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50692 Elevation of 

Privilege 

Important No No 4 

CVE-2026-54119 Denial of 

Service 

Important No No 3 

CVE-2026-58619 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50309 Remote Code 

Execution 

Important No No 2 

CVE-2026-50447 Remote Code 

Execution 

Important No No 2 
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CVE-2026-58530 Remote Code 

Execution 

Important No No 3 

CVE-2026-50341 Information 

Disclosure 

Important No No 2 

CVE-2026-50409 Information 

Disclosure 

Important No No 2 

CVE-2026-50368 Denial of 

Service 

Important No No 3 

CVE-2026-56189 Remote Code 

Execution 

Critical No No 2 

CVE-2026-58594 Remote Code 

Execution 

Important No No 2 

CVE-2026-50297 Elevation of 

Privilege 

Important No No 1 

CVE-2026-49177 Information 

Disclosure 

Important No No 2 

CVE-2026-54126 Information 

Disclosure 

Important No No 3 

CVE-2026-50690 Information 

Disclosure 

Important No No 3 

CVE-2026-50337 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50402 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50430 Information 

Disclosure 

Important No No 3 

CVE-2026-50407 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54987 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50332 Elevation of 

Privilege 

Important No No 1 

CVE-2026-57094 Remote Code 

Execution 

Critical No No 2 

CVE-2026-55004 Elevation of 

Privilege 

Important No No 2 

CVE-2026-40378 Denial of 

Service 

Important No No 2 

CVE-2026-57095 Elevation of 

Privilege 

Important No No 3 
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CVE-2026-49181 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50325 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50455 Information 

Disclosure 

Important No No 3 

CVE-2026-50673 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54115 Elevation of 

Privilege 

Important No No 3 

CVE-2026-58608 Remote Code 

Execution 

Critical No No 2 

CVE-2026-49798 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50359 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50311 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50694 Remote Code 

Execution 

Critical No No 3 

CVE-2026-56650 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50475 Information 

Disclosure 

Important No No 1 

CVE-2026-50366 Denial of 

Service 

Important No No 3 

CVE-2026-50666 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50321 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50331 Elevation of 

Privilege 

Important No No 2 

CVE-2026-56643 Elevation of 

Privilege 

Important No No 2 

CVE-2026-56194 Elevation of 

Privilege 

Important No No 2 

CVE-2026-33842 Information 

Disclosure 

Important No No 3 

CVE-2026-58610 Remote Code 

Execution 

Important No No 3 
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CVE-2026-49180 Information 

Disclosure 

Important No No 2 

CVE-2026-49791 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50318 Elevation of 

Privilege 

Important No No 3 

CVE-2026-49184 Remote Code 

Execution 

Important No No 2 

CVE-2026-49803 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50387 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50354 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50470 Information 

Disclosure 

Important No No 2 

CVE-2026-50328 Tampering Important No No 2 

CVE-2026-50400 Elevation of 

Privilege 

Important No No 3 

5101649 高危 Windows 

11, 

version 

26H1 

(KB51016

49) 

CVE-2026-49808 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50490 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50474 Remote Code 

Execution 

Critical No No 3 

CVE-2026-58547 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58546 Information 

Disclosure 

Important No No 2 

CVE-2026-50415 Information 

Disclosure 

Important No No 2 

CVE-2026-49173 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58640 Remote Code 

Execution 

Important No No 2 

CVE-2026-50456 Information 

Disclosure 

Important No No 3 

CVE-2026-50360 Elevation of 

Privilege 

Important No No 3 

CVE-2026-49800 Elevation of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5101649
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CVE-2026-54986 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50343 Elevation of 

Privilege 

Important No No 1 

CVE-2026-55003 Information 

Disclosure 

Important No No 3 

CVE-2026-49176 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54132 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50393 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50391 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49789 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50689 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57091 Elevation of 

Privilege 

Important No No 1 

CVE-2026-54124 Remote Code 

Execution 

Important No No 2 

CVE-2026-50404 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50365 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54997 Information 

Disclosure 

Important No No 3 

CVE-2026-58609 Remote Code 

Execution 

Important No No 3 

CVE-2026-56184 Information 

Disclosure 

Important No No 2 

CVE-2026-54128 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50501 Remote Code 

Execution 

Important No No 3 

CVE-2026-50427 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50421 Elevation of 

Privilege 

Important No No 3 
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CVE-2026-58626 Remote Code 

Execution 

Important No No 3 

CVE-2026-50449 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50414 Elevation of 

Privilege 

Important No No 3 

CVE-2026-54983 Denial of 

Service 

Important No No 3 

CVE-2026-50310 Information 

Disclosure 

Important No No 2 

CVE-2026-50307 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50434 Information 

Disclosure 

Important No No 3 

CVE-2026-50358 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49805 Elevation of 

Privilege 

Important No No 1 

CVE-2026-49801 Information 

Disclosure 

Important No No 2 

CVE-2026-50489 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50418 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-50386 Remote Code 

Execution 

Important No No 2 

CVE-2026-50353 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50382 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50351 Elevation of 

Privilege 

Important No No 1 

CVE-2026-54114 Elevation of 

Privilege 

Important No No 1 

CVE-2026-58531 Elevation of 

Privilege 

Important No No 1 

CVE-2026-58537 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50686 Remote Code 

Execution 

Important No No 2 
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CVE-2026-50308 Remote Code 

Execution 

Important No No 3 

CVE-2026-56168 Denial of 

Service 

Important No No 2 

CVE-2026-50396 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50334 Information 

Disclosure 

Important No No 3 

CVE-2026-50389 Information 

Disclosure 

Important No No 3 

CVE-2026-50369 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57096 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58532 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50363 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50498 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50451 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50397 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42975 Remote Code 

Execution 

Important No No 2 

CVE-2026-50509 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50428 Information 

Disclosure 

Important No No 2 

CVE-2026-50655 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50484 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58542 Remote Code 

Execution 

Critical No No 3 

CVE-2026-58530 Remote Code 

Execution 

Important No No 3 

CVE-2026-56189 Remote Code 

Execution 

Critical No No 2 
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CVE-2026-58594 Remote Code 

Execution 

Important No No 2 

CVE-2026-58635 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50457 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50503 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54996 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50455 Information 

Disclosure 

Important No No 3 

CVE-2026-50316 Information 

Disclosure 

Important No No 2 

CVE-2026-49798 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50666 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58610 Remote Code 

Execution 

Important No No 3 

CVE-2026-49180 Information 

Disclosure 

Important No No 2 

CVE-2026-50354 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50400 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50303 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-50335 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50419 Information 

Disclosure 

Important No No 3 

CVE-2026-50336 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50322 Elevation of 

Privilege 

Important No No 3 

CVE-2026-42900 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50505 Remote Code 

Execution 

Important No No 2 
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CVE-2026-57982 Information 

Disclosure 

Important No No 2 

CVE-2026-50377 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54993 Remote Code 

Execution 

Important No No 2 

CVE-2026-49165 Information 

Disclosure 

Important No No 2 

CVE-2026-50482 Remote Code 

Execution 

Important No No 2 

CVE-2026-55000 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50296 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54995 Remote Code 

Execution 

Critical No No 3 

CVE-2026-50405 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58539 Information 

Disclosure 

Important No No 3 

CVE-2026-50460 Elevation of 

Privilege 

Important No No 3 

CVE-2026-49166 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50346 Elevation of 

Privilege 

Important No No 3 

CVE-2026-57085 Information 

Disclosure 

Important No No 3 

CVE-2026-57097 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-50668 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50313 Remote Code 

Execution 

Important No No 2 

CVE-2026-56175 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50458 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50403 Elevation of 

Privilege 

Important No No 3 
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CVE-2026-50312 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58541 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58614 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-50380 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50410 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54999 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50445 Information 

Disclosure 

Important No No 2 

CVE-2026-58544 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57093 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49170 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50357 Remote Code 

Execution 

Important No No 3 

CVE-2026-50487 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50448 Remote Code 

Execution 

Important No No 2 

CVE-2026-50661 Security 

Feature 

Bypass 

Important Yes No 2 

CVE-2026-50504 Information 

Disclosure 

Important No No 2 

CVE-2026-50429 Information 

Disclosure 

Important No No 2 

CVE-2026-54107 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50362 Remote Code 

Execution 

Important No No 2 

CVE-2026-57092 Elevation of 

Privilege 

Critical No No 2 
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CVE-2026-50462 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49787 Denial of 

Service 

Important No No 2 

CVE-2026-58629 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50437 Information 

Disclosure 

Important No No 2 

CVE-2026-50323 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50502 Remote Code 

Execution 

Important No No 2 

CVE-2026-50344 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50432 Denial of 

Service 

Important No No 2 

CVE-2026-50398 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50327 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50492 Remote Code 

Execution 

Important No No 3 

CVE-2026-49167 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54125 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50294 Information 

Disclosure 

Important No No 2 

CVE-2026-49183 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58527 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50383 Information 

Disclosure 

Important No No 2 

CVE-2026-50424 Denial of 

Service 

Important No No 2 

CVE-2026-57979 Information 

Disclosure 

Important No No 2 

CVE-2026-50306 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-50452 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50297 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50341 Information 

Disclosure 

Important No No 2 

CVE-2026-50364 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50402 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50345 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50407 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54987 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50332 Elevation of 

Privilege 

Important No No 1 

CVE-2026-57094 Remote Code 

Execution 

Critical No No 2 

CVE-2026-34328 Information 

Disclosure 

Important No No 3 

CVE-2026-58526 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50359 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50674 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50392 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-50329 Elevation of 

Privilege 

Important No No 1 

CVE-2026-58529 Information 

Disclosure 

Important No No 2 

CVE-2026-50366 Denial of 

Service 

Important No No 3 

CVE-2026-56183 Elevation of 

Privilege 

Important No No 2 

CVE-2026-56643 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-33842 Information 

Disclosure 

Important No No 3 

CVE-2026-50670 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50486 Elevation of 

Privilege 

Important No No 4 

CVE-2026-50680 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-50413 Elevation of 

Privilege 

Important No No 2 

CVE-2026-56186 Information 

Disclosure 

Important No No 3 

CVE-2026-44806 Denial of 

Service 

Important No No 2 

CVE-2026-49807 Information 

Disclosure 

Important No No 2 

CVE-2026-54989 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54129 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54992 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50376 Information 

Disclosure 

Important No No 2 

CVE-2026-50431 Information 

Disclosure 

Important No No 3 

CVE-2026-56644 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50477 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57976 Denial of 

Service 

Important No No 2 

CVE-2026-56649 Remote Code 

Execution 

Important No No 3 

CVE-2026-49164 Remote Code 

Execution 

Critical No No 3 

CVE-2026-58632 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58637 Elevation of 

Privilege 

Important No No 3 
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CVE-2026-57084 Information 

Disclosure 

Important No No 2 

CVE-2026-49783 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-50381 Information 

Disclosure 

Important No No 2 

CVE-2026-57089 Remote Code 

Execution 

Important No No 3 

CVE-2026-50483 Information 

Disclosure 

Important No No 2 

CVE-2026-50425 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58534 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54122 Remote Code 

Execution 

Important No No 2 

CVE-2026-50454 Elevation of 

Privilege 

Important No No 1 

CVE-2026-41087 Information 

Disclosure 

Important No No 3 

CVE-2026-50459 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58628 Elevation of 

Privilege 

Important No No 2 

CVE-2026-55144 Tampering Important No No 3 

CVE-2026-50412 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49171 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50399 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57083 Information 

Disclosure 

Important No No 3 

CVE-2026-50417 Remote Code 

Execution 

Important No No 2 

CVE-2026-58543 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54982 Remote Code 

Execution 

Critical No No 2 

CVE-2026-49174 Tampering Important No No 3 
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CVE-2026-50491 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49790 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50347 Remote Code 

Execution 

Important No No 3 

CVE-2026-50695 Denial of 

Service 

Important No No 3 

CVE-2026-50385 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50293 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57090 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50374 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49178 Remote Code 

Execution 

Important No No 3 

CVE-2026-50300 Information 

Disclosure 

Important No No 2 

CVE-2026-50371 Elevation of 

Privilege 

Important No No 3 

CVE-2026-56648 Elevation of 

Privilege 

Important No No 3 

CVE-2026-54111 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49806 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50476 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50463 Information 

Disclosure 

Important No No 2 

CVE-2026-50379 Elevation of 

Privilege 

Important No No 3 

CVE-2026-54109 Remote Code 

Execution 

Important No No 3 

CVE-2026-50688 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50676 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50465 Tampering Important No No 2 
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CVE-2026-58634 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50681 Information 

Disclosure 

Important No No 3 

CVE-2026-50315 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50390 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50497 Information 

Disclosure 

Important No No 3 

CVE-2026-50394 Information 

Disclosure 

Important No No 3 

CVE-2026-49162 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58638 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-50352 Information 

Disclosure 

Important No No 3 

CVE-2026-49794 Information 

Disclosure 

Important No No 2 

CVE-2026-50667 Elevation of 

Privilege 

Important No No 1 

CVE-2026-49797 Remote Code 

Execution 

Important No No 2 

CVE-2026-50647 Denial of 

Service 

Important No No 2 

CVE-2026-50401 Information 

Disclosure 

Important No No 2 

CVE-2026-58533 Information 

Disclosure 

Important No No 2 

CVE-2026-58536 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50298 Elevation of 

Privilege 

Important No No 3 

CVE-2026-54119 Denial of 

Service 

Important No No 3 

CVE-2026-50692 Elevation of 

Privilege 

Important No No 4 

CVE-2026-50677 Elevation of 

Privilege 

Important No No 3 
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CVE-2026-50450 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50309 Remote Code 

Execution 

Important No No 2 

CVE-2026-50409 Information 

Disclosure 

Important No No 2 

CVE-2026-54126 Information 

Disclosure 

Important No No 3 

CVE-2026-50690 Information 

Disclosure 

Important No No 3 

CVE-2026-50337 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50406 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50440 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50673 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54115 Elevation of 

Privilege 

Important No No 3 

CVE-2026-58608 Remote Code 

Execution 

Critical No No 2 

CVE-2026-56173 Elevation of 

Privilege 

Important No No 3 

CVE-2026-49802 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54990 Remote Code 

Execution 

Important No No 2 

CVE-2026-54112 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50466 Elevation of 

Privilege 

Important No No 3 

CVE-2026-56650 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58528 Information 

Disclosure 

Important No No 2 

CVE-2026-50373 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50331 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-50679 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58633 Elevation of 

Privilege 

Important No No 1 

CVE-2026-49791 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50318 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50672 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50387 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50470 Information 

Disclosure 

Important No No 2 

CVE-2026-50697 Elevation of 

Privilege 

Important No No 3 

CVE-2026-49784 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58601 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50499 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50442 Information 

Disclosure 

Important No No 3 

CVE-2026-50299 Remote Code 

Execution 

Important No No 2 

CVE-2026-49175 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50317 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50441 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58535 Information 

Disclosure 

Important No No 2 

CVE-2026-50356 Elevation of 

Privilege 

Important No No 3 

CVE-2026-56647 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50469 Elevation of 

Privilege 

Important No No 3 
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CVE-2026-50500 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50350 Information 

Disclosure 

Important No No 3 

CVE-2026-50333 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58613 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50348 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50422 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50375 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50411 Denial of 

Service 

Important No No 2 

CVE-2026-58538 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50485 Denial of 

Service 

Important No No 2 

CVE-2026-50361 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50372 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50367 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50420 Information 

Disclosure 

Important No No 2 

CVE-2026-57087 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50423 Elevation of 

Privilege 

Important No No 1 

CVE-2026-58545 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-40422 Information 

Disclosure 

Important No No 2 

CVE-2026-50473 Information 

Disclosure 

Important No No 3 

CVE-2026-50682 Denial of 

Service 

Important No No 3 
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CVE-2026-50669 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50453 Information 

Disclosure 

Important No No 2 

CVE-2026-56190 Remote Code 

Execution 

Important No No 2 

CVE-2026-58540 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50416 Information 

Disclosure 

Important No No 2 

CVE-2026-54127 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-34349 Information 

Disclosure 

Important No No 3 

CVE-2026-50388 Remote Code 

Execution 

Important No No 2 

CVE-2026-49799 Denial of 

Service 

Important No No 2 

CVE-2026-50378 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49796 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50340 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50496 Information 

Disclosure 

Important No No 2 

CVE-2026-50478 Elevation of 

Privilege 

Important No No 2 

CVE-2026-56176 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49172 Remote Code 

Execution 

Important No No 2 

CVE-2026-40400 Remote Code 

Execution 

Important No No 3 

CVE-2026-50439 Remote Code 

Execution 

Important No No 2 

CVE-2026-49792 Remote Code 

Execution 

Important No No 3 

CVE-2026-50494 Remote Code 

Execution 

Important No No 2 
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CVE-2026-49788 Denial of 

Service 

Important No No 2 

CVE-2026-50471 Remote Code 

Execution 

Important No No 2 

CVE-2026-56188 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50302 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-50495 Tampering Important No No 2 

CVE-2026-50339 Information 

Disclosure 

Important No No 3 

CVE-2026-49793 Remote Code 

Execution 

Important No No 2 

CVE-2026-56182 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50305 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50433 Elevation of 

Privilege 

Important No No 1 

CVE-2026-56187 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50461 Remote Code 

Execution 

Important No No 2 

CVE-2026-49168 Elevation of 

Privilege 

Important No No 2 

CVE-2026-34346 Information 

Disclosure 

Important No No 2 

CVE-2026-50330 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50435 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58619 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50696 Denial of 

Service 

Important No No 3 

CVE-2026-50447 Remote Code 

Execution 

Important No No 2 

CVE-2026-49177 Information 

Disclosure 

Important No No 2 
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CVE-2026-54991 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50430 Information 

Disclosure 

Important No No 3 

CVE-2026-55004 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50493 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57095 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50384 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50436 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50295 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-50325 Elevation of 

Privilege 

Important No No 1 

CVE-2026-56181 Spoofing Moderate No No 2 

CVE-2026-50311 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50342 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50694 Remote Code 

Execution 

Critical No No 3 

CVE-2026-50321 Elevation of 

Privilege 

Important No No 3 

CVE-2026-58602 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50687 Elevation of 

Privilege 

Important No No 2 

CVE-2026-56194 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49795 Elevation of 

Privilege 

Important No No 1 

CVE-2026-49184 Remote Code 

Execution 

Important No No 2 

CVE-2026-49803 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-50326 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50475 Information 

Disclosure 

Important No No 1 

5099444 高危 July 14, 

2026—

KB509944

4 

(Monthly 

Rollup) 

CVE-2026-50419 Information 

Disclosure 

Important No No 3 

CVE-2026-50490 Elevation of 

Privilege 

Important No No 2 

CVE-2026-56186 Information 

Disclosure 

Important No No 3 

CVE-2026-50474 Remote Code 

Execution 

Critical No No 3 

CVE-2026-44806 Denial of 

Service 

Important No No 2 

CVE-2026-50505 Remote Code 

Execution 

Important No No 2 

CVE-2026-58546 Information 

Disclosure 

Important No No 2 

CVE-2026-57982 Information 

Disclosure 

Important No No 2 

CVE-2026-58640 Remote Code 

Execution 

Important No No 2 

CVE-2026-54989 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49804 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50456 Information 

Disclosure 

Important No No 3 

CVE-2026-54992 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50376 Information 

Disclosure 

Important No No 2 

CVE-2026-50328 Tampering Important No No 2 

CVE-2026-50431 Information 

Disclosure 

Important No No 3 

CVE-2026-50477 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57976 Denial of 

Service 

Important No No 2 

CVE-2026-56649 Remote Code 

Execution 

Important No No 3 

http://support.microsoft.com/kb/5099444
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CVE-2026-55003 Information 

Disclosure 

Important No No 3 

CVE-2026-49164 Remote Code 

Execution 

Critical No No 3 

CVE-2026-58637 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50299 Remote Code 

Execution 

Important No No 2 

CVE-2026-50482 Remote Code 

Execution 

Important No No 2 

CVE-2026-57084 Information 

Disclosure 

Important No No 2 

CVE-2026-58535 Information 

Disclosure 

Important No No 2 

CVE-2026-57089 Remote Code 

Execution 

Important No No 3 

CVE-2026-54995 Remote Code 

Execution 

Critical No No 3 

CVE-2026-50391 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50405 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58539 Information 

Disclosure 

Important No No 3 

CVE-2026-56647 Elevation of 

Privilege 

Important No No 2 

CVE-2026-56155 Elevation of 

Privilege 

Important No Yes 0 

CVE-2026-49789 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54122 Remote Code 

Execution 

Important No No 2 

CVE-2026-50365 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50346 Elevation of 

Privilege 

Important No No 3 

CVE-2026-57085 Information 

Disclosure 

Important No No 3 

CVE-2026-50500 Elevation of 

Privilege 

Important No No 3 
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CVE-2026-54997 Information 

Disclosure 

Important No No 3 

CVE-2026-57097 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-58609 Remote Code 

Execution 

Important No No 3 

CVE-2026-58627 Denial of 

Service 

Important No No 3 

CVE-2026-54128 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50426 Remote Code 

Execution 

Important No No 3 

CVE-2026-50412 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50422 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50313 Remote Code 

Execution 

Important No No 2 

CVE-2026-57083 Information 

Disclosure 

Important No No 3 

CVE-2026-50411 Denial of 

Service 

Important No No 2 

CVE-2026-56175 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50417 Remote Code 

Execution 

Important No No 2 

CVE-2026-50355 Denial of 

Service 

Important No No 2 

CVE-2026-54982 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50485 Denial of 

Service 

Important No No 2 

CVE-2026-50697 Elevation of 

Privilege 

Important No No 3 

CVE-2026-54983 Denial of 

Service 

Important No No 3 

CVE-2026-50312 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-58614 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-50372 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50370 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50380 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50491 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49790 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50347 Remote Code 

Execution 

Important No No 3 

CVE-2026-50518 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50685 Remote Code 

Execution 

Important No No 3 

CVE-2026-49805 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50695 Denial of 

Service 

Important No No 3 

CVE-2026-49801 Information 

Disclosure 

Important No No 2 

CVE-2026-50489 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50480 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50386 Remote Code 

Execution 

Important No No 2 

CVE-2026-54999 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50445 Information 

Disclosure 

Important No No 2 

CVE-2026-58545 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-57093 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-50351 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50669 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50453 Information 

Disclosure 

Important No No 2 

CVE-2026-49178 Remote Code 

Execution 

Important No No 3 

CVE-2026-56190 Remote Code 

Execution 

Important No No 2 

CVE-2026-50371 Elevation of 

Privilege 

Important No No 3 

CVE-2026-58540 Elevation of 

Privilege 

Important No No 2 

CVE-2026-56648 Elevation of 

Privilege 

Important No No 3 

CVE-2026-58531 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50388 Remote Code 

Execution 

Important No No 2 

CVE-2026-50476 Elevation of 

Privilege 

Important No No 1 

CVE-2026-49799 Denial of 

Service 

Important No No 2 

CVE-2026-50448 Remote Code 

Execution 

Important No No 2 

CVE-2026-50686 Remote Code 

Execution 

Important No No 2 

CVE-2026-50504 Information 

Disclosure 

Important No No 2 

CVE-2026-50688 Elevation of 

Privilege 

Important No No 1 

CVE-2026-54107 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49796 Remote Code 

Execution 

Critical No No 2 

CVE-2026-57092 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-50462 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-50683 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50308 Remote Code 

Execution 

Important No No 3 

CVE-2026-50496 Information 

Disclosure 

Important No No 2 

CVE-2026-50390 Elevation of 

Privilege 

Important No No 1 

CVE-2026-56176 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50334 Information 

Disclosure 

Important No No 3 

CVE-2026-50497 Information 

Disclosure 

Important No No 3 

CVE-2026-58629 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50324 Denial of 

Service 

Important No No 2 

CVE-2026-50394 Information 

Disclosure 

Important No No 3 

CVE-2026-50502 Remote Code 

Execution 

Important No No 2 

CVE-2026-50344 Elevation of 

Privilege 

Important No No 2 

CVE-2026-40400 Remote Code 

Execution 

Important No No 3 

CVE-2026-50439 Remote Code 

Execution 

Important No No 2 

CVE-2026-58638 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-50369 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50494 Remote Code 

Execution 

Important No No 2 

CVE-2026-57096 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58532 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50471 Remote Code 

Execution 

Important No No 2 
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CVE-2026-56188 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50363 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50352 Information 

Disclosure 

Important No No 3 

CVE-2026-49794 Information 

Disclosure 

Important No No 2 

CVE-2026-56182 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50294 Information 

Disclosure 

Important No No 2 

CVE-2026-50498 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50433 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50667 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50304 Denial of 

Service 

Important No No 3 

CVE-2026-49797 Remote Code 

Execution 

Important No No 2 

CVE-2026-56159 Remote Code 

Execution 

Critical No No 3 

CVE-2026-50647 Denial of 

Service 

Important No No 2 

CVE-2026-50461 Remote Code 

Execution 

Important No No 2 

CVE-2026-50684 Spoofing Important No No 4 

CVE-2026-50451 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50397 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42975 Remote Code 

Execution 

Important No No 2 

CVE-2026-34346 Information 

Disclosure 

Important No No 2 

CVE-2026-50444 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-58533 Information 

Disclosure 

Important No No 2 
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CVE-2026-54121 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-50298 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50330 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50435 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57979 Information 

Disclosure 

Important No No 2 

CVE-2026-54119 Denial of 

Service 

Important No No 3 

CVE-2026-50306 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50368 Denial of 

Service 

Important No No 3 

CVE-2026-50447 Remote Code 

Execution 

Important No No 2 

CVE-2026-50309 Remote Code 

Execution 

Important No No 2 

CVE-2026-50341 Information 

Disclosure 

Important No No 2 

CVE-2026-50297 Elevation of 

Privilege 

Important No No 1 

CVE-2026-56189 Remote Code 

Execution 

Critical No No 2 

CVE-2026-58594 Remote Code 

Execution 

Important No No 2 

CVE-2026-49177 Information 

Disclosure 

Important No No 2 

CVE-2026-50690 Information 

Disclosure 

Important No No 3 

CVE-2026-50402 Elevation of 

Privilege 

Important No No 3 

CVE-2026-54987 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50332 Elevation of 

Privilege 

Important No No 1 

CVE-2026-55004 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-40378 Denial of 

Service 

Important No No 2 

CVE-2026-57095 Elevation of 

Privilege 

Important No No 3 

CVE-2026-49181 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50325 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50455 Information 

Disclosure 

Important No No 3 

CVE-2026-50673 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54115 Elevation of 

Privilege 

Important No No 3 

CVE-2026-58608 Remote Code 

Execution 

Critical No No 2 

CVE-2026-49798 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50359 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50311 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50694 Remote Code 

Execution 

Critical No No 3 

CVE-2026-56650 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50366 Denial of 

Service 

Important No No 3 

CVE-2026-50666 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50321 Elevation of 

Privilege 

Important No No 3 

CVE-2026-56194 Elevation of 

Privilege 

Important No No 2 

CVE-2026-33842 Information 

Disclosure 

Important No No 3 

CVE-2026-49180 Information 

Disclosure 

Important No No 2 

CVE-2026-49791 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-49184 Remote Code 

Execution 

Important No No 2 

CVE-2026-49803 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50387 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50470 Information 

Disclosure 

Important No No 2 

CVE-2026-50475 Information 

Disclosure 

Important No No 1 

CVE-2026-50400 Elevation of 

Privilege 

Important No No 3 

5099539 高危 July 14, 

2026—

KB509953

9 (OS 

Builds 

19045.75

48 and 

19044.75

48) 

CVE-2026-50490 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50474 Remote Code 

Execution 

Critical No No 3 

CVE-2026-58547 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58546 Information 

Disclosure 

Important No No 2 

CVE-2026-50415 Information 

Disclosure 

Important No No 2 

CVE-2026-58640 Remote Code 

Execution 

Important No No 2 

CVE-2026-49804 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50456 Information 

Disclosure 

Important No No 3 

CVE-2026-50360 Elevation of 

Privilege 

Important No No 3 

CVE-2026-49800 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54986 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50343 Elevation of 

Privilege 

Important No No 1 

CVE-2026-55003 Information 

Disclosure 

Important No No 3 

CVE-2026-49176 Elevation of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5099539
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CVE-2026-54132 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50391 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50689 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49789 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57091 Elevation of 

Privilege 

Important No No 1 

CVE-2026-54124 Remote Code 

Execution 

Important No No 2 

CVE-2026-50365 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54997 Information 

Disclosure 

Important No No 3 

CVE-2026-58609 Remote Code 

Execution 

Important No No 3 

CVE-2026-56184 Information 

Disclosure 

Important No No 2 

CVE-2026-54128 Remote Code 

Execution 

Critical No No 1 

CVE-2026-42990 Remote Code 

Execution 

Important No No 3 

CVE-2026-50427 Elevation of 

Privilege 

Important No No 3 

CVE-2026-58626 Remote Code 

Execution 

Important No No 3 

CVE-2026-50421 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50449 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54983 Denial of 

Service 

Important No No 3 

CVE-2026-50310 Information 

Disclosure 

Important No No 2 

CVE-2026-50307 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50434 Information 

Disclosure 

Important No No 3 
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CVE-2026-50358 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49805 Elevation of 

Privilege 

Important No No 1 

CVE-2026-49801 Information 

Disclosure 

Important No No 2 

CVE-2026-50489 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50386 Remote Code 

Execution 

Important No No 2 

CVE-2026-50382 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50351 Elevation of 

Privilege 

Important No No 1 

CVE-2026-54114 Elevation of 

Privilege 

Important No No 1 

CVE-2026-58531 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50686 Remote Code 

Execution 

Important No No 2 

CVE-2026-50308 Remote Code 

Execution 

Important No No 3 

CVE-2026-56168 Denial of 

Service 

Important No No 2 

CVE-2026-50334 Information 

Disclosure 

Important No No 3 

CVE-2026-50389 Information 

Disclosure 

Important No No 3 

CVE-2026-50369 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57096 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58532 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50363 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50498 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50451 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-50397 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42975 Remote Code 

Execution 

Important No No 2 

CVE-2026-50509 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50655 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50484 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58530 Remote Code 

Execution 

Important No No 3 

CVE-2026-56189 Remote Code 

Execution 

Critical No No 2 

CVE-2026-58594 Remote Code 

Execution 

Important No No 2 

CVE-2026-58635 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50457 Elevation of 

Privilege 

Important No No 3 

CVE-2026-40378 Denial of 

Service 

Important No No 2 

CVE-2026-50455 Information 

Disclosure 

Important No No 3 

CVE-2026-50316 Information 

Disclosure 

Important No No 2 

CVE-2026-49798 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50666 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58610 Remote Code 

Execution 

Important No No 3 

CVE-2026-49180 Information 

Disclosure 

Important No No 2 

CVE-2026-50354 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50400 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50303 Security 

Feature 

Bypass 

Important No No 2 



                       奇安信集团 2026 年 07 月补丁库更新通告 

第 71 页 

CVE-2026-50335 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50419 Information 

Disclosure 

Important No No 3 

CVE-2026-42900 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50505 Remote Code 

Execution 

Important No No 2 

CVE-2026-57982 Information 

Disclosure 

Important No No 2 

CVE-2026-50377 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54993 Remote Code 

Execution 

Important No No 2 

CVE-2026-49165 Information 

Disclosure 

Important No No 2 

CVE-2026-50482 Remote Code 

Execution 

Important No No 2 

CVE-2026-50296 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54995 Remote Code 

Execution 

Critical No No 3 

CVE-2026-50405 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58539 Information 

Disclosure 

Important No No 3 

CVE-2026-50460 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50346 Elevation of 

Privilege 

Important No No 3 

CVE-2026-57085 Information 

Disclosure 

Important No No 3 

CVE-2026-57097 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-50668 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50313 Remote Code 

Execution 

Important No No 2 

CVE-2026-56175 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-58541 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50312 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58614 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-50380 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50410 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54999 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50445 Information 

Disclosure 

Important No No 2 

CVE-2026-57093 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49170 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50357 Remote Code 

Execution 

Important No No 3 

CVE-2026-50448 Remote Code 

Execution 

Important No No 2 

CVE-2026-50661 Security 

Feature 

Bypass 

Important Yes No 2 

CVE-2026-50504 Information 

Disclosure 

Important No No 2 

CVE-2026-50429 Information 

Disclosure 

Important No No 2 

CVE-2026-54107 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50362 Remote Code 

Execution 

Important No No 2 

CVE-2026-57092 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-50462 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49787 Denial of 

Service 

Important No No 2 



                       奇安信集团 2026 年 07 月补丁库更新通告 

第 73 页 

CVE-2026-58629 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50437 Information 

Disclosure 

Important No No 2 

CVE-2026-50502 Remote Code 

Execution 

Important No No 2 

CVE-2026-50344 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50432 Denial of 

Service 

Important No No 2 

CVE-2026-50492 Remote Code 

Execution 

Important No No 3 

CVE-2026-49167 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54125 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50294 Information 

Disclosure 

Important No No 2 

CVE-2026-49183 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50383 Information 

Disclosure 

Important No No 2 

CVE-2026-57979 Information 

Disclosure 

Important No No 2 

CVE-2026-50306 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50452 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50297 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50341 Information 

Disclosure 

Important No No 2 

CVE-2026-50364 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50402 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50407 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54987 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-50332 Elevation of 

Privilege 

Important No No 1 

CVE-2026-57094 Remote Code 

Execution 

Critical No No 2 

CVE-2026-34328 Information 

Disclosure 

Important No No 3 

CVE-2026-58526 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50359 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50329 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50366 Denial of 

Service 

Important No No 3 

CVE-2026-56643 Elevation of 

Privilege 

Important No No 2 

CVE-2026-33842 Information 

Disclosure 

Important No No 3 

CVE-2026-50670 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50486 Elevation of 

Privilege 

Important No No 4 

CVE-2026-50680 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-56186 Information 

Disclosure 

Important No No 3 

CVE-2026-44806 Denial of 

Service 

Important No No 2 

CVE-2026-49807 Information 

Disclosure 

Important No No 2 

CVE-2026-54989 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54129 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54992 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50376 Information 

Disclosure 

Important No No 2 

CVE-2026-50431 Information 

Disclosure 

Important No No 3 



                       奇安信集团 2026 年 07 月补丁库更新通告 

第 75 页 

CVE-2026-56644 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57976 Denial of 

Service 

Important No No 2 

CVE-2026-50477 Elevation of 

Privilege 

Important No No 2 

CVE-2026-56649 Remote Code 

Execution 

Important No No 3 

CVE-2026-49164 Remote Code 

Execution 

Critical No No 3 

CVE-2026-58632 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58637 Elevation of 

Privilege 

Important No No 3 

CVE-2026-57084 Information 

Disclosure 

Important No No 2 

CVE-2026-49783 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-50425 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57089 Remote Code 

Execution 

Important No No 3 

CVE-2026-50381 Information 

Disclosure 

Important No No 2 

CVE-2026-58534 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54122 Remote Code 

Execution 

Important No No 2 

CVE-2026-41087 Information 

Disclosure 

Important No No 3 

CVE-2026-50459 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58628 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50412 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49171 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50399 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-57083 Information 

Disclosure 

Important No No 3 

CVE-2026-50417 Remote Code 

Execution 

Important No No 2 

CVE-2026-54982 Remote Code 

Execution 

Critical No No 2 

CVE-2026-49174 Tampering Important No No 3 

CVE-2026-50491 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49790 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50347 Remote Code 

Execution 

Important No No 3 

CVE-2026-50695 Denial of 

Service 

Important No No 3 

CVE-2026-50293 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57090 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50374 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49178 Remote Code 

Execution 

Important No No 3 

CVE-2026-50300 Information 

Disclosure 

Important No No 2 

CVE-2026-50371 Elevation of 

Privilege 

Important No No 3 

CVE-2026-56648 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50476 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50463 Information 

Disclosure 

Important No No 2 

CVE-2026-54109 Remote Code 

Execution 

Important No No 3 

CVE-2026-50688 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50681 Information 

Disclosure 

Important No No 3 

CVE-2026-50390 Elevation of 

Privilege 

Important No No 1 
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CVE-2026-50497 Information 

Disclosure 

Important No No 3 

CVE-2026-50394 Information 

Disclosure 

Important No No 3 

CVE-2026-58638 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-49794 Information 

Disclosure 

Important No No 2 

CVE-2026-50352 Information 

Disclosure 

Important No No 3 

CVE-2026-50667 Elevation of 

Privilege 

Important No No 1 

CVE-2026-49797 Remote Code 

Execution 

Important No No 2 

CVE-2026-50647 Denial of 

Service 

Important No No 2 

CVE-2026-50401 Information 

Disclosure 

Important No No 2 

CVE-2026-58533 Information 

Disclosure 

Important No No 2 

CVE-2026-58536 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50298 Elevation of 

Privilege 

Important No No 3 

CVE-2026-54119 Denial of 

Service 

Important No No 3 

CVE-2026-50692 Elevation of 

Privilege 

Important No No 4 

CVE-2026-50450 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50309 Remote Code 

Execution 

Important No No 2 

CVE-2026-50409 Information 

Disclosure 

Important No No 2 

CVE-2026-54126 Information 

Disclosure 

Important No No 3 

CVE-2026-50690 Information 

Disclosure 

Important No No 3 

CVE-2026-50337 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-50406 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50673 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54115 Elevation of 

Privilege 

Important No No 3 

CVE-2026-58608 Remote Code 

Execution 

Critical No No 2 

CVE-2026-56173 Elevation of 

Privilege 

Important No No 3 

CVE-2026-54112 Elevation of 

Privilege 

Important No No 3 

CVE-2026-56650 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50373 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58528 Information 

Disclosure 

Important No No 2 

CVE-2026-50331 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49791 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50318 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50672 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50387 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50470 Information 

Disclosure 

Important No No 2 

CVE-2026-50697 Elevation of 

Privilege 

Important No No 3 

CVE-2026-49784 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58601 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50499 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50442 Information 

Disclosure 

Important No No 3 
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CVE-2026-50299 Remote Code 

Execution 

Important No No 2 

CVE-2026-49175 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50441 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58535 Information 

Disclosure 

Important No No 2 

CVE-2026-50356 Elevation of 

Privilege 

Important No No 3 

CVE-2026-56647 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50469 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50500 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50350 Information 

Disclosure 

Important No No 3 

CVE-2026-50333 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58613 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50348 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50422 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50375 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50411 Denial of 

Service 

Important No No 2 

CVE-2026-58538 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50485 Denial of 

Service 

Important No No 2 

CVE-2026-50372 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50367 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42982 Elevation of 

Privilege 

Critical No No 2 



                       奇安信集团 2026 年 07 月补丁库更新通告 

第 80 页 

CVE-2026-57087 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50423 Elevation of 

Privilege 

Important No No 1 

CVE-2026-58545 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-40422 Information 

Disclosure 

Important No No 2 

CVE-2026-50473 Information 

Disclosure 

Important No No 3 

CVE-2026-50682 Denial of 

Service 

Important No No 3 

CVE-2026-50669 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50453 Information 

Disclosure 

Important No No 2 

CVE-2026-56190 Remote Code 

Execution 

Important No No 2 

CVE-2026-58540 Elevation of 

Privilege 

Important No No 2 

CVE-2026-34349 Information 

Disclosure 

Important No No 3 

CVE-2026-50388 Remote Code 

Execution 

Important No No 2 

CVE-2026-49799 Denial of 

Service 

Important No No 2 

CVE-2026-50479 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50378 Elevation of 

Privilege 

Important No No 2 

CVE-2026-34348 Information 

Disclosure 

Important No No 2 

CVE-2026-49796 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50496 Information 

Disclosure 

Important No No 2 

CVE-2026-50478 Elevation of 

Privilege 

Important No No 2 

CVE-2026-56176 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-49172 Remote Code 

Execution 

Important No No 2 

CVE-2026-40400 Remote Code 

Execution 

Important No No 3 

CVE-2026-50439 Remote Code 

Execution 

Important No No 2 

CVE-2026-49792 Remote Code 

Execution 

Important No No 3 

CVE-2026-50494 Remote Code 

Execution 

Important No No 2 

CVE-2026-49788 Denial of 

Service 

Important No No 2 

CVE-2026-50471 Remote Code 

Execution 

Important No No 2 

CVE-2026-56188 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50302 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-50495 Tampering Important No No 2 

CVE-2026-50339 Information 

Disclosure 

Important No No 3 

CVE-2026-49793 Remote Code 

Execution 

Important No No 2 

CVE-2026-56182 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50433 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50461 Remote Code 

Execution 

Important No No 2 

CVE-2026-49168 Elevation of 

Privilege 

Important No No 2 

CVE-2026-34346 Information 

Disclosure 

Important No No 2 

CVE-2026-50330 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50435 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58619 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-50696 Denial of 

Service 

Important No No 3 

CVE-2026-50447 Remote Code 

Execution 

Important No No 2 

CVE-2026-49177 Information 

Disclosure 

Important No No 2 

CVE-2026-50430 Information 

Disclosure 

Important No No 3 

CVE-2026-55004 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50493 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57095 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50384 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50325 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50311 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50694 Remote Code 

Execution 

Critical No No 3 

CVE-2026-50321 Elevation of 

Privilege 

Important No No 3 

CVE-2026-56194 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49795 Elevation of 

Privilege 

Important No No 1 

CVE-2026-49184 Remote Code 

Execution 

Important No No 2 

CVE-2026-49803 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50326 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50475 Information 

Disclosure 

Important No No 1 

5099414 高危 Windows 

11, 

version 

23H2 

CVE-2026-42990 Remote Code 

Execution 

Important No No 3 

CVE-2026-44800 Elevation of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5099414
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(KB50994

14) 

CVE-2026-33842 Information 

Disclosure 

Important No No 3 

CVE-2026-56173 Elevation of 

Privilege 

Important No No 3 

CVE-2026-58601 Elevation of 

Privilege 

Important No No 2 

CVE-2026-40378 Denial of 

Service 

Important No No 2 

CVE-2026-49172 Remote Code 

Execution 

Important No No 2 

CVE-2026-34346 Information 

Disclosure 

Important No No 2 

CVE-2026-48571 Elevation of 

Privilege 

Important No No 2 

CVE-2026-34328 Information 

Disclosure 

Important No No 3 

CVE-2026-48572 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42982 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-58640 Remote Code 

Execution 

Important No No 2 

CVE-2026-50471 Remote Code 

Execution 

Important No No 2 

CVE-2026-58629 Elevation of 

Privilege 

Important No No 3 

CVE-2026-34348 Information 

Disclosure 

Important No No 2 

5099540 高危 Windows 

Server 

2022 

(KB50995

40) 

CVE-2026-50490 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50474 Remote Code 

Execution 

Critical No No 3 

CVE-2026-58547 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58546 Information 

Disclosure 

Important No No 2 

CVE-2026-50415 Information 

Disclosure 

Important No No 2 

CVE-2026-58640 Remote Code 

Execution 

Important No No 2 

http://support.microsoft.com/kb/5099540
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CVE-2026-49804 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50456 Information 

Disclosure 

Important No No 3 

CVE-2026-50360 Elevation of 

Privilege 

Important No No 3 

CVE-2026-49800 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54986 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50343 Elevation of 

Privilege 

Important No No 1 

CVE-2026-55003 Information 

Disclosure 

Important No No 3 

CVE-2026-49176 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50391 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50689 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49789 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57091 Elevation of 

Privilege 

Important No No 1 

CVE-2026-54124 Remote Code 

Execution 

Important No No 2 

CVE-2026-50365 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54997 Information 

Disclosure 

Important No No 3 

CVE-2026-58609 Remote Code 

Execution 

Important No No 3 

CVE-2026-58627 Denial of 

Service 

Important No No 3 

CVE-2026-56184 Information 

Disclosure 

Important No No 2 

CVE-2026-54128 Remote Code 

Execution 

Critical No No 1 

CVE-2026-42990 Remote Code 

Execution 

Important No No 3 
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CVE-2026-50355 Denial of 

Service 

Important No No 2 

CVE-2026-58626 Remote Code 

Execution 

Important No No 3 

CVE-2026-50421 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50449 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54983 Denial of 

Service 

Important No No 3 

CVE-2026-50310 Information 

Disclosure 

Important No No 2 

CVE-2026-50307 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50434 Information 

Disclosure 

Important No No 3 

CVE-2026-50358 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49805 Elevation of 

Privilege 

Important No No 1 

CVE-2026-49801 Information 

Disclosure 

Important No No 2 

CVE-2026-50489 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50418 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-50386 Remote Code 

Execution 

Important No No 2 

CVE-2026-50382 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50351 Elevation of 

Privilege 

Important No No 1 

CVE-2026-54114 Elevation of 

Privilege 

Important No No 1 

CVE-2026-58531 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50686 Remote Code 

Execution 

Important No No 2 

CVE-2026-50308 Remote Code 

Execution 

Important No No 3 
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CVE-2026-56168 Denial of 

Service 

Important No No 2 

CVE-2026-50334 Information 

Disclosure 

Important No No 3 

CVE-2026-50389 Information 

Disclosure 

Important No No 3 

CVE-2026-50369 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57096 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58532 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50363 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50498 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50451 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50684 Spoofing Important No No 4 

CVE-2026-50397 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42975 Remote Code 

Execution 

Important No No 2 

CVE-2026-50655 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50484 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58530 Remote Code 

Execution 

Important No No 3 

CVE-2026-56189 Remote Code 

Execution 

Critical No No 2 

CVE-2026-58594 Remote Code 

Execution 

Important No No 2 

CVE-2026-58635 Elevation of 

Privilege 

Important No No 2 

CVE-2026-40378 Denial of 

Service 

Important No No 2 

CVE-2026-50455 Information 

Disclosure 

Important No No 3 

CVE-2026-50316 Information 

Disclosure 

Important No No 2 
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CVE-2026-49798 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50666 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58610 Remote Code 

Execution 

Important No No 3 

CVE-2026-49180 Information 

Disclosure 

Important No No 2 

CVE-2026-50354 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50328 Tampering Important No No 2 

CVE-2026-50400 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50303 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-50335 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50419 Information 

Disclosure 

Important No No 3 

CVE-2026-42900 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50505 Remote Code 

Execution 

Important No No 2 

CVE-2026-57982 Information 

Disclosure 

Important No No 2 

CVE-2026-50377 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54993 Remote Code 

Execution 

Important No No 2 

CVE-2026-49165 Information 

Disclosure 

Important No No 2 

CVE-2026-50482 Remote Code 

Execution 

Important No No 2 

CVE-2026-50296 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54995 Remote Code 

Execution 

Critical No No 3 

CVE-2026-50405 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-58539 Information 

Disclosure 

Important No No 3 

CVE-2026-50460 Elevation of 

Privilege 

Important No No 3 

CVE-2026-56155 Elevation of 

Privilege 

Important No Yes 0 

CVE-2026-50346 Elevation of 

Privilege 

Important No No 3 

CVE-2026-57085 Information 

Disclosure 

Important No No 3 

CVE-2026-57097 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-50668 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50426 Remote Code 

Execution 

Important No No 3 

CVE-2026-50313 Remote Code 

Execution 

Important No No 2 

CVE-2026-56175 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58541 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50312 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58614 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-50380 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50518 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50685 Remote Code 

Execution 

Important No No 3 

CVE-2026-50410 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54999 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50445 Information 

Disclosure 

Important No No 2 
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CVE-2026-57093 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49170 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50357 Remote Code 

Execution 

Important No No 3 

CVE-2026-50448 Remote Code 

Execution 

Important No No 2 

CVE-2026-50661 Security 

Feature 

Bypass 

Important Yes No 2 

CVE-2026-50504 Information 

Disclosure 

Important No No 2 

CVE-2026-50429 Information 

Disclosure 

Important No No 2 

CVE-2026-54107 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50362 Remote Code 

Execution 

Important No No 2 

CVE-2026-57092 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-50462 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49787 Denial of 

Service 

Important No No 2 

CVE-2026-58629 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50437 Information 

Disclosure 

Important No No 2 

CVE-2026-50502 Remote Code 

Execution 

Important No No 2 

CVE-2026-50344 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50432 Denial of 

Service 

Important No No 2 

CVE-2026-50492 Remote Code 

Execution 

Important No No 3 

CVE-2026-49167 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54125 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-50294 Information 

Disclosure 

Important No No 2 

CVE-2026-49183 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58527 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50383 Information 

Disclosure 

Important No No 2 

CVE-2026-57979 Information 

Disclosure 

Important No No 2 

CVE-2026-50306 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50452 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50297 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50341 Information 

Disclosure 

Important No No 2 

CVE-2026-50402 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50407 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54987 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50332 Elevation of 

Privilege 

Important No No 1 

CVE-2026-57094 Remote Code 

Execution 

Critical No No 2 

CVE-2026-34328 Information 

Disclosure 

Important No No 3 

CVE-2026-58526 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50359 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50329 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50366 Denial of 

Service 

Important No No 3 

CVE-2026-56643 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-33842 Information 

Disclosure 

Important No No 3 

CVE-2026-50670 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50680 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-56186 Information 

Disclosure 

Important No No 3 

CVE-2026-44806 Denial of 

Service 

Important No No 2 

CVE-2026-49807 Information 

Disclosure 

Important No No 2 

CVE-2026-54989 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54129 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54992 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50376 Information 

Disclosure 

Important No No 2 

CVE-2026-50431 Information 

Disclosure 

Important No No 3 

CVE-2026-56644 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50477 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57976 Denial of 

Service 

Important No No 2 

CVE-2026-56649 Remote Code 

Execution 

Important No No 3 

CVE-2026-49164 Remote Code 

Execution 

Critical No No 3 

CVE-2026-58632 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58637 Elevation of 

Privilege 

Important No No 3 

CVE-2026-57084 Information 

Disclosure 

Important No No 2 

CVE-2026-49783 Security 

Feature 

Bypass 

Important No No 2 
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CVE-2026-50381 Information 

Disclosure 

Important No No 2 

CVE-2026-57089 Remote Code 

Execution 

Important No No 3 

CVE-2026-58534 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54122 Remote Code 

Execution 

Important No No 2 

CVE-2026-41087 Information 

Disclosure 

Important No No 3 

CVE-2026-50459 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58628 Elevation of 

Privilege 

Important No No 2 

CVE-2026-55144 Tampering Important No No 3 

CVE-2026-48564 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50412 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49171 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50399 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57083 Information 

Disclosure 

Important No No 3 

CVE-2026-50417 Remote Code 

Execution 

Important No No 2 

CVE-2026-54982 Remote Code 

Execution 

Critical No No 2 

CVE-2026-49174 Tampering Important No No 3 

CVE-2026-50491 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49790 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50347 Remote Code 

Execution 

Important No No 3 

CVE-2026-50695 Denial of 

Service 

Important No No 3 

CVE-2026-57090 Remote Code 

Execution 

Critical No No 2 
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CVE-2026-50374 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49178 Remote Code 

Execution 

Important No No 3 

CVE-2026-50300 Information 

Disclosure 

Important No No 2 

CVE-2026-50371 Elevation of 

Privilege 

Important No No 3 

CVE-2026-56648 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50476 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50463 Information 

Disclosure 

Important No No 2 

CVE-2026-54109 Remote Code 

Execution 

Important No No 3 

CVE-2026-50688 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50681 Information 

Disclosure 

Important No No 3 

CVE-2026-50390 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50497 Information 

Disclosure 

Important No No 3 

CVE-2026-50394 Information 

Disclosure 

Important No No 3 

CVE-2026-58638 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-49794 Information 

Disclosure 

Important No No 2 

CVE-2026-50352 Information 

Disclosure 

Important No No 3 

CVE-2026-50667 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50304 Denial of 

Service 

Important No No 3 

CVE-2026-49797 Remote Code 

Execution 

Important No No 2 

CVE-2026-50647 Denial of 

Service 

Important No No 2 
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CVE-2026-50401 Information 

Disclosure 

Important No No 2 

CVE-2026-50444 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-58533 Information 

Disclosure 

Important No No 2 

CVE-2026-54121 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-58536 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50298 Elevation of 

Privilege 

Important No No 3 

CVE-2026-54119 Denial of 

Service 

Important No No 3 

CVE-2026-50692 Elevation of 

Privilege 

Important No No 4 

CVE-2026-50450 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50368 Denial of 

Service 

Important No No 3 

CVE-2026-50409 Information 

Disclosure 

Important No No 2 

CVE-2026-50309 Remote Code 

Execution 

Important No No 2 

CVE-2026-54126 Information 

Disclosure 

Important No No 3 

CVE-2026-50690 Information 

Disclosure 

Important No No 3 

CVE-2026-50337 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50673 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54115 Elevation of 

Privilege 

Important No No 3 

CVE-2026-58608 Remote Code 

Execution 

Critical No No 2 

CVE-2026-56173 Elevation of 

Privilege 

Important No No 3 

CVE-2026-54112 Elevation of 

Privilege 

Important No No 3 
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CVE-2026-56650 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50373 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58528 Information 

Disclosure 

Important No No 2 

CVE-2026-50331 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49791 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50318 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50672 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50387 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50470 Information 

Disclosure 

Important No No 2 

CVE-2026-50697 Elevation of 

Privilege 

Important No No 3 

CVE-2026-49784 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58601 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50499 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50442 Information 

Disclosure 

Important No No 3 

CVE-2026-50299 Remote Code 

Execution 

Important No No 2 

CVE-2026-49175 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50441 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58535 Information 

Disclosure 

Important No No 2 

CVE-2026-50356 Elevation of 

Privilege 

Important No No 3 

CVE-2026-56647 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-50469 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50500 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50333 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58613 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57088 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50348 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50422 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50375 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50411 Denial of 

Service 

Important No No 2 

CVE-2026-58538 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50485 Denial of 

Service 

Important No No 2 

CVE-2026-50370 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50372 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50367 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42982 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-57087 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50423 Elevation of 

Privilege 

Important No No 1 

CVE-2026-58545 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-40422 Information 

Disclosure 

Important No No 2 

CVE-2026-50473 Information 

Disclosure 

Important No No 3 
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CVE-2026-50682 Denial of 

Service 

Important No No 3 

CVE-2026-50453 Information 

Disclosure 

Important No No 2 

CVE-2026-50669 Elevation of 

Privilege 

Important No No 3 

CVE-2026-56190 Remote Code 

Execution 

Important No No 2 

CVE-2026-58540 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54127 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-34349 Information 

Disclosure 

Important No No 3 

CVE-2026-50388 Remote Code 

Execution 

Important No No 2 

CVE-2026-49799 Denial of 

Service 

Important No No 2 

CVE-2026-50479 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50378 Elevation of 

Privilege 

Important No No 2 

CVE-2026-34348 Information 

Disclosure 

Important No No 2 

CVE-2026-49796 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50683 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50496 Information 

Disclosure 

Important No No 2 

CVE-2026-50478 Elevation of 

Privilege 

Important No No 2 

CVE-2026-56176 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50324 Denial of 

Service 

Important No No 2 

CVE-2026-49172 Remote Code 

Execution 

Important No No 2 

CVE-2026-40400 Remote Code 

Execution 

Important No No 3 
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CVE-2026-50439 Remote Code 

Execution 

Important No No 2 

CVE-2026-49792 Remote Code 

Execution 

Important No No 3 

CVE-2026-50494 Remote Code 

Execution 

Important No No 2 

CVE-2026-49788 Denial of 

Service 

Important No No 2 

CVE-2026-50471 Remote Code 

Execution 

Important No No 2 

CVE-2026-56188 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50302 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-50495 Tampering Important No No 2 

CVE-2026-50339 Information 

Disclosure 

Important No No 3 

CVE-2026-49793 Remote Code 

Execution 

Important No No 2 

CVE-2026-56182 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50433 Elevation of 

Privilege 

Important No No 1 

CVE-2026-56159 Remote Code 

Execution 

Critical No No 3 

CVE-2026-50461 Remote Code 

Execution 

Important No No 2 

CVE-2026-49168 Elevation of 

Privilege 

Important No No 2 

CVE-2026-34346 Information 

Disclosure 

Important No No 2 

CVE-2026-55001 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50330 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50435 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58619 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-50696 Denial of 

Service 

Important No No 3 

CVE-2026-50447 Remote Code 

Execution 

Important No No 2 

CVE-2026-49177 Information 

Disclosure 

Important No No 2 

CVE-2026-50430 Information 

Disclosure 

Important No No 3 

CVE-2026-55004 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50493 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57095 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50384 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49181 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50325 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50311 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50694 Remote Code 

Execution 

Critical No No 3 

CVE-2026-50321 Elevation of 

Privilege 

Important No No 3 

CVE-2026-56194 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49795 Elevation of 

Privilege 

Important No No 1 

CVE-2026-49184 Remote Code 

Execution 

Important No No 2 

CVE-2026-49803 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50475 Information 

Disclosure 

Important No No 1 

5099445 高危 July 14, 

2026—

KB509944

5 

CVE-2026-50419 Information 

Disclosure 

Important No No 3 

CVE-2026-50490 Elevation of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5099445
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(Monthly 

Rollup) 

CVE-2026-56186 Information 

Disclosure 

Important No No 3 

CVE-2026-44806 Denial of 

Service 

Important No No 2 

CVE-2026-50474 Remote Code 

Execution 

Critical No No 3 

CVE-2026-50505 Remote Code 

Execution 

Important No No 2 

CVE-2026-58546 Information 

Disclosure 

Important No No 2 

CVE-2026-57982 Information 

Disclosure 

Important No No 2 

CVE-2026-58640 Remote Code 

Execution 

Important No No 2 

CVE-2026-54989 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49804 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50456 Information 

Disclosure 

Important No No 3 

CVE-2026-54992 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50376 Information 

Disclosure 

Important No No 2 

CVE-2026-50328 Tampering Important No No 2 

CVE-2026-50431 Information 

Disclosure 

Important No No 3 

CVE-2026-50477 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57976 Denial of 

Service 

Important No No 2 

CVE-2026-56649 Remote Code 

Execution 

Important No No 3 

CVE-2026-55003 Information 

Disclosure 

Important No No 3 

CVE-2026-49164 Remote Code 

Execution 

Critical No No 3 

CVE-2026-58637 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50482 Remote Code 

Execution 

Important No No 2 
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CVE-2026-57084 Information 

Disclosure 

Important No No 2 

CVE-2026-58535 Information 

Disclosure 

Important No No 2 

CVE-2026-57089 Remote Code 

Execution 

Important No No 3 

CVE-2026-54995 Remote Code 

Execution 

Critical No No 3 

CVE-2026-50391 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50405 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58539 Information 

Disclosure 

Important No No 3 

CVE-2026-56155 Elevation of 

Privilege 

Important No Yes 0 

CVE-2026-49789 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54122 Remote Code 

Execution 

Important No No 2 

CVE-2026-50365 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50346 Elevation of 

Privilege 

Important No No 3 

CVE-2026-57085 Information 

Disclosure 

Important No No 3 

CVE-2026-50500 Elevation of 

Privilege 

Important No No 3 

CVE-2026-54997 Information 

Disclosure 

Important No No 3 

CVE-2026-57097 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-58609 Remote Code 

Execution 

Important No No 3 

CVE-2026-58627 Denial of 

Service 

Important No No 3 

CVE-2026-54128 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50426 Remote Code 

Execution 

Important No No 3 
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CVE-2026-50412 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50422 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50313 Remote Code 

Execution 

Important No No 2 

CVE-2026-57083 Information 

Disclosure 

Important No No 3 

CVE-2026-50411 Denial of 

Service 

Important No No 2 

CVE-2026-56175 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50417 Remote Code 

Execution 

Important No No 2 

CVE-2026-50355 Denial of 

Service 

Important No No 2 

CVE-2026-54982 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50485 Denial of 

Service 

Important No No 2 

CVE-2026-50697 Elevation of 

Privilege 

Important No No 3 

CVE-2026-54983 Denial of 

Service 

Important No No 3 

CVE-2026-50312 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58614 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-50372 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50370 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50380 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50491 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49790 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50347 Remote Code 

Execution 

Important No No 3 
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CVE-2026-50518 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50685 Remote Code 

Execution 

Important No No 3 

CVE-2026-49805 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50695 Denial of 

Service 

Important No No 3 

CVE-2026-49801 Information 

Disclosure 

Important No No 2 

CVE-2026-50489 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50480 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50386 Remote Code 

Execution 

Important No No 2 

CVE-2026-54999 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50445 Information 

Disclosure 

Important No No 2 

CVE-2026-58545 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-57093 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50351 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50669 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50453 Information 

Disclosure 

Important No No 2 

CVE-2026-49178 Remote Code 

Execution 

Important No No 3 

CVE-2026-56190 Remote Code 

Execution 

Important No No 2 

CVE-2026-50371 Elevation of 

Privilege 

Important No No 3 

CVE-2026-58540 Elevation of 

Privilege 

Important No No 2 

CVE-2026-56648 Elevation of 

Privilege 

Important No No 3 
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CVE-2026-58531 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50388 Remote Code 

Execution 

Important No No 2 

CVE-2026-50476 Elevation of 

Privilege 

Important No No 1 

CVE-2026-49799 Denial of 

Service 

Important No No 2 

CVE-2026-50448 Remote Code 

Execution 

Important No No 2 

CVE-2026-50504 Information 

Disclosure 

Important No No 2 

CVE-2026-50688 Elevation of 

Privilege 

Important No No 1 

CVE-2026-54107 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49796 Remote Code 

Execution 

Critical No No 2 

CVE-2026-57092 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-50462 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50683 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50308 Remote Code 

Execution 

Important No No 3 

CVE-2026-50496 Information 

Disclosure 

Important No No 2 

CVE-2026-50390 Elevation of 

Privilege 

Important No No 1 

CVE-2026-56176 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50334 Information 

Disclosure 

Important No No 3 

CVE-2026-50497 Information 

Disclosure 

Important No No 3 

CVE-2026-58629 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50502 Remote Code 

Execution 

Important No No 2 
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CVE-2026-50344 Elevation of 

Privilege 

Important No No 2 

CVE-2026-40400 Remote Code 

Execution 

Important No No 3 

CVE-2026-50439 Remote Code 

Execution 

Important No No 2 

CVE-2026-58638 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-50369 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50494 Remote Code 

Execution 

Important No No 2 

CVE-2026-58532 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50471 Remote Code 

Execution 

Important No No 2 

CVE-2026-56188 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50352 Information 

Disclosure 

Important No No 3 

CVE-2026-49794 Information 

Disclosure 

Important No No 2 

CVE-2026-56182 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50294 Information 

Disclosure 

Important No No 2 

CVE-2026-50498 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50433 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50667 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50304 Denial of 

Service 

Important No No 3 

CVE-2026-49797 Remote Code 

Execution 

Important No No 2 

CVE-2026-56159 Remote Code 

Execution 

Critical No No 3 

CVE-2026-50647 Denial of 

Service 

Important No No 2 
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CVE-2026-50461 Remote Code 

Execution 

Important No No 2 

CVE-2026-50684 Spoofing Important No No 4 

CVE-2026-50451 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50397 Elevation of 

Privilege 

Important No No 2 

CVE-2026-42975 Remote Code 

Execution 

Important No No 2 

CVE-2026-34346 Information 

Disclosure 

Important No No 2 

CVE-2026-50444 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-58533 Information 

Disclosure 

Important No No 2 

CVE-2026-54121 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-50298 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50330 Elevation of 

Privilege 

Important No No 3 

CVE-2026-54119 Denial of 

Service 

Important No No 3 

CVE-2026-50306 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50368 Denial of 

Service 

Important No No 3 

CVE-2026-50447 Remote Code 

Execution 

Important No No 2 

CVE-2026-50309 Remote Code 

Execution 

Important No No 2 

CVE-2026-50341 Information 

Disclosure 

Important No No 2 

CVE-2026-50297 Elevation of 

Privilege 

Important No No 1 

CVE-2026-56189 Remote Code 

Execution 

Critical No No 2 

CVE-2026-58594 Remote Code 

Execution 

Important No No 2 

CVE-2026-49177 Information 

Disclosure 

Important No No 2 
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CVE-2026-54126 Information 

Disclosure 

Important No No 3 

CVE-2026-50690 Information 

Disclosure 

Important No No 3 

CVE-2026-50402 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50332 Elevation of 

Privilege 

Important No No 1 

CVE-2026-55004 Elevation of 

Privilege 

Important No No 2 

CVE-2026-40378 Denial of 

Service 

Important No No 2 

CVE-2026-57095 Elevation of 

Privilege 

Important No No 3 

CVE-2026-49181 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50325 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50455 Information 

Disclosure 

Important No No 3 

CVE-2026-50673 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54115 Elevation of 

Privilege 

Important No No 3 

CVE-2026-58608 Remote Code 

Execution 

Critical No No 2 

CVE-2026-49798 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50359 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50311 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50694 Remote Code 

Execution 

Critical No No 3 

CVE-2026-56650 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50366 Denial of 

Service 

Important No No 3 

CVE-2026-50321 Elevation of 

Privilege 

Important No No 3 
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CVE-2026-56194 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49180 Information 

Disclosure 

Important No No 2 

CVE-2026-49791 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49184 Remote Code 

Execution 

Important No No 2 

CVE-2026-49803 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50387 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50470 Information 

Disclosure 

Important No No 2 

CVE-2026-50475 Information 

Disclosure 

Important No No 1 

CVE-2026-50400 Elevation of 

Privilege 

Important No No 3 

5099538 高危 July 14, 

2026—

KB509953

8 (OS 

Build 

17763.90

20) 

CVE-2026-50490 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50474 Remote Code 

Execution 

Critical No No 3 

CVE-2026-58547 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58546 Information 

Disclosure 

Important No No 2 

CVE-2026-50415 Information 

Disclosure 

Important No No 2 

CVE-2026-58640 Remote Code 

Execution 

Important No No 2 

CVE-2026-49804 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50456 Information 

Disclosure 

Important No No 3 

CVE-2026-49800 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54986 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50343 Elevation of 

Privilege 

Important No No 1 

http://support.microsoft.com/kb/5099538
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CVE-2026-55003 Information 

Disclosure 

Important No No 3 

CVE-2026-49176 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54132 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50391 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50689 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49789 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57091 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50365 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54997 Information 

Disclosure 

Important No No 3 

CVE-2026-58609 Remote Code 

Execution 

Important No No 3 

CVE-2026-58627 Denial of 

Service 

Important No No 3 

CVE-2026-54128 Remote Code 

Execution 

Critical No No 1 

CVE-2026-42990 Remote Code 

Execution 

Important No No 3 

CVE-2026-50355 Denial of 

Service 

Important No No 2 

CVE-2026-50427 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50421 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50449 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54983 Denial of 

Service 

Important No No 3 

CVE-2026-50310 Information 

Disclosure 

Important No No 2 

CVE-2026-50307 Elevation of 

Privilege 

Important No No 3 
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CVE-2026-50358 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49805 Elevation of 

Privilege 

Important No No 1 

CVE-2026-49801 Information 

Disclosure 

Important No No 2 

CVE-2026-50489 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50386 Remote Code 

Execution 

Important No No 2 

CVE-2026-50382 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50351 Elevation of 

Privilege 

Important No No 1 

CVE-2026-54114 Elevation of 

Privilege 

Important No No 1 

CVE-2026-58531 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50686 Remote Code 

Execution 

Important No No 2 

CVE-2026-50308 Remote Code 

Execution 

Important No No 3 

CVE-2026-50334 Information 

Disclosure 

Important No No 3 

CVE-2026-50389 Information 

Disclosure 

Important No No 3 

CVE-2026-50369 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57096 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58532 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50363 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50498 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50451 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50684 Spoofing Important No No 4 

CVE-2026-50397 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-42975 Remote Code 

Execution 

Important No No 2 

CVE-2026-50509 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50655 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50484 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58530 Remote Code 

Execution 

Important No No 3 

CVE-2026-56189 Remote Code 

Execution 

Critical No No 2 

CVE-2026-58594 Remote Code 

Execution 

Important No No 2 

CVE-2026-58635 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50457 Elevation of 

Privilege 

Important No No 3 

CVE-2026-40378 Denial of 

Service 

Important No No 2 

CVE-2026-50455 Information 

Disclosure 

Important No No 3 

CVE-2026-49798 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50666 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58610 Remote Code 

Execution 

Important No No 3 

CVE-2026-49180 Information 

Disclosure 

Important No No 2 

CVE-2026-50354 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50328 Tampering Important No No 2 

CVE-2026-50400 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50303 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-50335 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-50419 Information 

Disclosure 

Important No No 3 

CVE-2026-42900 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50505 Remote Code 

Execution 

Important No No 2 

CVE-2026-57982 Information 

Disclosure 

Important No No 2 

CVE-2026-50377 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54993 Remote Code 

Execution 

Important No No 2 

CVE-2026-49165 Information 

Disclosure 

Important No No 2 

CVE-2026-50482 Remote Code 

Execution 

Important No No 2 

CVE-2026-50296 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54995 Remote Code 

Execution 

Critical No No 3 

CVE-2026-50405 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58539 Information 

Disclosure 

Important No No 3 

CVE-2026-50460 Elevation of 

Privilege 

Important No No 3 

CVE-2026-56155 Elevation of 

Privilege 

Important No Yes 0 

CVE-2026-50346 Elevation of 

Privilege 

Important No No 3 

CVE-2026-57085 Information 

Disclosure 

Important No No 3 

CVE-2026-57097 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-50668 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50426 Remote Code 

Execution 

Important No No 3 

CVE-2026-50313 Remote Code 

Execution 

Important No No 2 
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CVE-2026-56175 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58541 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50312 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58614 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-50380 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50518 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50685 Remote Code 

Execution 

Important No No 3 

CVE-2026-50410 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54999 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50445 Information 

Disclosure 

Important No No 2 

CVE-2026-57093 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49170 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50357 Remote Code 

Execution 

Important No No 3 

CVE-2026-50448 Remote Code 

Execution 

Important No No 2 

CVE-2026-50661 Security 

Feature 

Bypass 

Important Yes No 2 

CVE-2026-50504 Information 

Disclosure 

Important No No 2 

CVE-2026-50429 Information 

Disclosure 

Important No No 2 

CVE-2026-54107 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50362 Remote Code 

Execution 

Important No No 2 
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CVE-2026-57092 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-50462 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49787 Denial of 

Service 

Important No No 2 

CVE-2026-58629 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50437 Information 

Disclosure 

Important No No 2 

CVE-2026-50502 Remote Code 

Execution 

Important No No 2 

CVE-2026-50344 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50432 Denial of 

Service 

Important No No 2 

CVE-2026-50492 Remote Code 

Execution 

Important No No 3 

CVE-2026-49167 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54125 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50294 Information 

Disclosure 

Important No No 2 

CVE-2026-49183 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50383 Information 

Disclosure 

Important No No 2 

CVE-2026-57979 Information 

Disclosure 

Important No No 2 

CVE-2026-50306 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50452 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50297 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50341 Information 

Disclosure 

Important No No 2 

CVE-2026-50402 Elevation of 

Privilege 

Important No No 3 
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CVE-2026-50407 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54987 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50332 Elevation of 

Privilege 

Important No No 1 

CVE-2026-57094 Remote Code 

Execution 

Critical No No 2 

CVE-2026-34328 Information 

Disclosure 

Important No No 3 

CVE-2026-58526 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50359 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50329 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50366 Denial of 

Service 

Important No No 3 

CVE-2026-56643 Elevation of 

Privilege 

Important No No 2 

CVE-2026-33842 Information 

Disclosure 

Important No No 3 

CVE-2026-50670 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50680 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-56186 Information 

Disclosure 

Important No No 3 

CVE-2026-44806 Denial of 

Service 

Important No No 2 

CVE-2026-49807 Information 

Disclosure 

Important No No 2 

CVE-2026-54989 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54129 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54992 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50376 Information 

Disclosure 

Important No No 2 
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CVE-2026-50431 Information 

Disclosure 

Important No No 3 

CVE-2026-56644 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50477 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57976 Denial of 

Service 

Important No No 2 

CVE-2026-56649 Remote Code 

Execution 

Important No No 3 

CVE-2026-49164 Remote Code 

Execution 

Critical No No 3 

CVE-2026-58632 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58637 Elevation of 

Privilege 

Important No No 3 

CVE-2026-57084 Information 

Disclosure 

Important No No 2 

CVE-2026-49783 Security 

Feature 

Bypass 

Important No No 2 

CVE-2026-57089 Remote Code 

Execution 

Important No No 3 

CVE-2026-58534 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54122 Remote Code 

Execution 

Important No No 2 

CVE-2026-41087 Information 

Disclosure 

Important No No 3 

CVE-2026-58628 Elevation of 

Privilege 

Important No No 2 

CVE-2026-48564 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50412 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49171 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57083 Information 

Disclosure 

Important No No 3 

CVE-2026-50417 Remote Code 

Execution 

Important No No 2 
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CVE-2026-54982 Remote Code 

Execution 

Critical No No 2 

CVE-2026-49174 Tampering Important No No 3 

CVE-2026-50491 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49790 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50347 Remote Code 

Execution 

Important No No 3 

CVE-2026-50695 Denial of 

Service 

Important No No 3 

CVE-2026-57090 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50374 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49178 Remote Code 

Execution 

Important No No 3 

CVE-2026-50300 Information 

Disclosure 

Important No No 2 

CVE-2026-50371 Elevation of 

Privilege 

Important No No 3 

CVE-2026-56648 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50476 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50463 Information 

Disclosure 

Important No No 2 

CVE-2026-54109 Remote Code 

Execution 

Important No No 3 

CVE-2026-50688 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50681 Information 

Disclosure 

Important No No 3 

CVE-2026-50390 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50497 Information 

Disclosure 

Important No No 3 

CVE-2026-50394 Information 

Disclosure 

Important No No 3 
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CVE-2026-58638 Security 

Feature 

Bypass 

Important No No 1 

CVE-2026-50352 Information 

Disclosure 

Important No No 3 

CVE-2026-49794 Information 

Disclosure 

Important No No 2 

CVE-2026-50667 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50304 Denial of 

Service 

Important No No 3 

CVE-2026-49797 Remote Code 

Execution 

Important No No 2 

CVE-2026-50647 Denial of 

Service 

Important No No 2 

CVE-2026-50401 Information 

Disclosure 

Important No No 2 

CVE-2026-50444 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-58533 Information 

Disclosure 

Important No No 2 

CVE-2026-54121 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-58536 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50298 Elevation of 

Privilege 

Important No No 3 

CVE-2026-54119 Denial of 

Service 

Important No No 3 

CVE-2026-50692 Elevation of 

Privilege 

Important No No 4 

CVE-2026-50450 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50368 Denial of 

Service 

Important No No 3 

CVE-2026-50409 Information 

Disclosure 

Important No No 2 

CVE-2026-50309 Remote Code 

Execution 

Important No No 2 

CVE-2026-54126 Information 

Disclosure 

Important No No 3 
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CVE-2026-50690 Information 

Disclosure 

Important No No 3 

CVE-2026-50337 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50673 Elevation of 

Privilege 

Important No No 2 

CVE-2026-54115 Elevation of 

Privilege 

Important No No 3 

CVE-2026-58608 Remote Code 

Execution 

Critical No No 2 

CVE-2026-56173 Elevation of 

Privilege 

Important No No 3 

CVE-2026-54112 Elevation of 

Privilege 

Important No No 3 

CVE-2026-56650 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58528 Information 

Disclosure 

Important No No 2 

CVE-2026-50373 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50331 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49791 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50318 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50672 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50387 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50470 Information 

Disclosure 

Important No No 2 

CVE-2026-50697 Elevation of 

Privilege 

Important No No 3 

CVE-2026-49784 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58601 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50499 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-50442 Information 

Disclosure 

Important No No 3 

CVE-2026-50299 Remote Code 

Execution 

Important No No 2 

CVE-2026-50441 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58535 Information 

Disclosure 

Important No No 2 

CVE-2026-50356 Elevation of 

Privilege 

Important No No 3 

CVE-2026-56647 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50469 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50500 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50333 Elevation of 

Privilege 

Important No No 2 

CVE-2026-58613 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57088 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50348 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50422 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50375 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50411 Denial of 

Service 

Important No No 2 

CVE-2026-58538 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50485 Denial of 

Service 

Important No No 2 

CVE-2026-50370 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50372 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50367 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-42982 Elevation of 

Privilege 

Critical No No 2 

CVE-2026-57087 Remote Code 

Execution 

Critical No No 2 

CVE-2026-58545 Security 

Feature 

Bypass 

Important No No 3 

CVE-2026-40422 Information 

Disclosure 

Important No No 2 

CVE-2026-50473 Information 

Disclosure 

Important No No 3 

CVE-2026-50453 Information 

Disclosure 

Important No No 2 

CVE-2026-50669 Elevation of 

Privilege 

Important No No 3 

CVE-2026-56190 Remote Code 

Execution 

Important No No 2 

CVE-2026-58540 Elevation of 

Privilege 

Important No No 2 

CVE-2026-34349 Information 

Disclosure 

Important No No 3 

CVE-2026-50388 Remote Code 

Execution 

Important No No 2 

CVE-2026-49799 Denial of 

Service 

Important No No 2 

CVE-2026-50479 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50378 Elevation of 

Privilege 

Important No No 2 

CVE-2026-34348 Information 

Disclosure 

Important No No 2 

CVE-2026-49796 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50683 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50496 Information 

Disclosure 

Important No No 2 

CVE-2026-50478 Elevation of 

Privilege 

Important No No 2 

CVE-2026-56176 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-50324 Denial of 

Service 

Important No No 2 

CVE-2026-49172 Remote Code 

Execution 

Important No No 2 

CVE-2026-40400 Remote Code 

Execution 

Important No No 3 

CVE-2026-50439 Remote Code 

Execution 

Important No No 2 

CVE-2026-49792 Remote Code 

Execution 

Important No No 3 

CVE-2026-50494 Remote Code 

Execution 

Important No No 2 

CVE-2026-49788 Denial of 

Service 

Important No No 2 

CVE-2026-50471 Remote Code 

Execution 

Important No No 2 

CVE-2026-56188 Remote Code 

Execution 

Critical No No 1 

CVE-2026-50495 Tampering Important No No 2 

CVE-2026-50339 Information 

Disclosure 

Important No No 3 

CVE-2026-49793 Remote Code 

Execution 

Important No No 2 

CVE-2026-56182 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50433 Elevation of 

Privilege 

Important No No 1 

CVE-2026-56159 Remote Code 

Execution 

Critical No No 3 

CVE-2026-50461 Remote Code 

Execution 

Important No No 2 

CVE-2026-49168 Elevation of 

Privilege 

Important No No 2 

CVE-2026-34346 Information 

Disclosure 

Important No No 2 

CVE-2026-55001 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50330 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50435 Elevation of 

Privilege 

Important No No 2 



                       奇安信集团 2026 年 07 月补丁库更新通告 

第 123 页 

CVE-2026-58619 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50696 Denial of 

Service 

Important No No 3 

CVE-2026-50447 Remote Code 

Execution 

Important No No 2 

CVE-2026-49177 Information 

Disclosure 

Important No No 2 

CVE-2026-50430 Information 

Disclosure 

Important No No 3 

CVE-2026-55004 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50493 Elevation of 

Privilege 

Important No No 2 

CVE-2026-57095 Elevation of 

Privilege 

Important No No 3 

CVE-2026-50384 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49181 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50325 Elevation of 

Privilege 

Important No No 1 

CVE-2026-50311 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50694 Remote Code 

Execution 

Critical No No 3 

CVE-2026-50321 Elevation of 

Privilege 

Important No No 3 

CVE-2026-56194 Elevation of 

Privilege 

Important No No 2 

CVE-2026-49795 Elevation of 

Privilege 

Important No No 1 

CVE-2026-49184 Remote Code 

Execution 

Important No No 2 

CVE-2026-49803 Elevation of 

Privilege 

Important No No 2 

CVE-2026-50475 Information 

Disclosure 

Important No No 1 
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本月微软发布的软件安全更新补丁共 7 个，详细列表如下： 

KBID 

奇安

信集

团级

别 

补丁名称 CVE 漏洞 漏洞的影响 漏洞等级 

公

开

披

露 

已

受

攻

击 

漏

洞

的

可

利

用

性 

5002867 高危 Descripti

on of the 

security 

update 

for 

PowerPoin

t 2016: 

July 14, 

2026 

(KB500286

7) 

CVE-2026-55120 Remote Code 

Execution 

Critical No No 2 

CVE-2026-55123 Remote Code 

Execution 

Critical No No 2 

CVE-2026-55043 Remote Code 

Execution 

Critical No No 2 

5002273 高危 Descripti

on of the 

security 

update 

for 

Office 

2016: 

July 14, 

2026 

(KB500227

3) 

CVE-2026-47290 Remote Code 

Execution 

Important No No 2 

CVE-2026-55017 Remote Code 

Execution 

Important No No 2 

5002891 高危 Descripti

on of the 

security 

update 

for 

SharePoin

t Server 

2016: 

July 14, 

2026 

CVE-2026-55124 Remote Code 

Execution 

Important No No 2 

CVE-2026-55126 Spoofing Important No No 2 

CVE-2026-55038 Remote Code 

Execution 

Important No No 3 

CVE-2026-55035 Information 

Disclosure 

Important No No 2 

CVE-2026-55050 Information 

Disclosure 

Important No No 4 

CVE-2026-55134 Remote Code 

Execution 

Important No No 3 

http://support.microsoft.com/kb/5002867
http://support.microsoft.com/kb/5002273
http://support.microsoft.com/kb/5002891
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(KB500289

1) 

CVE-2026-55034 Spoofing Important No No 2 

CVE-2026-55051 Information 

Disclosure 

Important No No 2 

CVE-2026-55027 Information 

Disclosure 

Important No No 2 

CVE-2026-55030 Spoofing Important No No 4 

CVE-2026-55052 Elevation of 

Privilege 

Important No No 3 

CVE-2026-55125 Remote Code 

Execution 

Important No No 2 

CVE-2026-55121 Information 

Disclosure 

Important No No 3 

CVE-2026-55040 Security 

Feature 

Bypass 

Critical No No 1 

CVE-2026-55026 Information 

Disclosure 

Important No No 2 

CVE-2026-55135 Spoofing Important No No 2 

CVE-2026-55033 Remote Code 

Execution 

Critical No No 2 

CVE-2026-55047 Information 

Disclosure 

Important No No 2 

CVE-2026-55055 Remote Code 

Execution 

Important No No 2 

CVE-2026-55127 Remote Code 

Execution 

Critical No No 2 

CVE-2026-56157 Spoofing Important No No 2 

CVE-2026-50522 Remote Code 

Execution 

Critical No No 1 

CVE-2026-55130 Remote Code 

Execution 

Important No No 3 

CVE-2026-55016 Spoofing Important No No 2 

CVE-2026-55020 Spoofing Important No No 3 

CVE-2026-55028 Information 

Disclosure 

Important No No 2 

CVE-2026-55032 Remote Code 

Execution 

Important No No 2 

CVE-2026-56164 Elevation of 

Privilege 

Moderate No Yes 0 

CVE-2026-58277 Elevation of 

Privilege 

Important No No 2 
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CVE-2026-55128 Remote Code 

Execution 

Important No No 3 

CVE-2026-56192 Information 

Disclosure 

Important No No 2 

CVE-2026-55142 Information 

Disclosure 

Important No No 2 

CVE-2026-55132 Remote Code 

Execution 

Critical No No 2 

CVE-2026-54108 Spoofing Important No No 2 

CVE-2026-55021 Spoofing Important No No 3 

CVE-2026-55019 Spoofing Important No No 3 

CVE-2026-55023 Information 

Disclosure 

Important No No 3 

CVE-2026-55045 Remote Code 

Execution 

Critical No No 2 

5002748 高危 Descripti

on of the 

security 

update 

for 

Office 

2016: 

July 14, 

2026 

(KB500274

8) 

CVE-2026-55140 Remote Code 

Execution 

Critical No No 2 

CVE-2026-55049 Remote Code 

Execution 

Critical No No 2 

5002892 高危 Descripti

on of the 

security 

update 

for 

SharePoin

t Server 

2016 

Language 

Pack: 

July 14, 

2026 

(KB500289

2) 

CVE-2026-55124 Remote Code 

Execution 

Important No No 2 

CVE-2026-55038 Remote Code 

Execution 

Important No No 3 

CVE-2026-55035 Information 

Disclosure 

Important No No 2 

CVE-2026-55050 Information 

Disclosure 

Important No No 4 

CVE-2026-55134 Remote Code 

Execution 

Important No No 3 

CVE-2026-55027 Information 

Disclosure 

Important No No 2 

CVE-2026-55125 Remote Code 

Execution 

Important No No 2 

CVE-2026-55121 Information 

Disclosure 

Important No No 3 

http://support.microsoft.com/kb/5002748
http://support.microsoft.com/kb/5002892
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CVE-2026-55026 Information 

Disclosure 

Important No No 2 

CVE-2026-55033 Remote Code 

Execution 

Critical No No 2 

CVE-2026-55047 Information 

Disclosure 

Important No No 2 

CVE-2026-55055 Remote Code 

Execution 

Important No No 2 

CVE-2026-55127 Remote Code 

Execution 

Critical No No 2 

CVE-2026-55130 Remote Code 

Execution 

Important No No 3 

CVE-2026-55028 Information 

Disclosure 

Important No No 2 

CVE-2026-55032 Remote Code 

Execution 

Important No No 2 

CVE-2026-55128 Remote Code 

Execution 

Important No No 3 

CVE-2026-56192 Information 

Disclosure 

Important No No 2 

CVE-2026-55142 Information 

Disclosure 

Important No No 2 

CVE-2026-55132 Remote Code 

Execution 

Critical No No 2 

CVE-2026-55023 Information 

Disclosure 

Important No No 3 

CVE-2026-55045 Remote Code 

Execution 

Critical No No 2 

5002830 高危 Descripti

on of the 

security 

update 

for 

Office 

2016: 

July 14, 

2026 

(KB500283

0) 

CVE-2026-55140 Remote Code 

Execution 

Critical No No 2 

5099415 高危 Cumulativ

e 

security 

CVE-2026-50480 Elevation of 

Privilege 

Important No No 2 

http://support.microsoft.com/kb/5002830
http://support.microsoft.com/kb/5099415
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update 

for 

Internet 

Explorer: 

July 14, 

2026 

5002887 高危 Descripti

on of the 

security 

update 

for 

Office 

2016: 

July 14, 

2026 

(KB500288

7) 

CVE-2026-55035 Information 

Disclosure 

Important No No 2 

CVE-2026-55022 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50665 Information 

Disclosure 

Important No No 2 

CVE-2026-55042 Information 

Disclosure 

Important No No 3 

CVE-2026-50467 Remote Code 

Execution 

Critical No No 2 

CVE-2026-55027 Information 

Disclosure 

Important No No 2 

CVE-2026-55125 Remote Code 

Execution 

Important No No 2 

CVE-2026-55121 Information 

Disclosure 

Important No No 3 

CVE-2026-55026 Information 

Disclosure 

Important No No 2 

CVE-2026-56195 Information 

Disclosure 

Important No No 2 

CVE-2026-55139 Information 

Disclosure 

Important No No 2 

CVE-2026-55047 Information 

Disclosure 

Important No No 2 

CVE-2026-55018 Remote Code 

Execution 

Critical No No 2 

CVE-2026-50301 Remote Code 

Execution 

Important No No 2 

CVE-2026-55028 Information 

Disclosure 

Important No No 2 

CVE-2026-55057 Information 

Disclosure 

Important No No 2 

CVE-2026-50314 Remote Code 

Execution 

Critical No No 2 

CVE-2026-56193 Information 

Disclosure 

Important No No 2 

http://support.microsoft.com/kb/5002887
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CVE-2026-56192 Information 

Disclosure 

Important No No 2 

CVE-2026-55056 Remote Code 

Execution 

Critical No No 2 

CVE-2026-55129 Remote Code 

Execution 

Critical No No 2 

CVE-2026-55023 Information 

Disclosure 

Important No No 3 

CVE-2026-55045 Remote Code 

Execution 

Critical No No 2 

5002890 高危 Descripti

on of the 

security 

update 

for Word 

2016: 

July 14, 

2026 

(KB500289

0) 

CVE-2026-55128 Remote Code 

Execution 

Important No No 3 

CVE-2026-55124 Remote Code 

Execution 

Important No No 2 

CVE-2026-55130 Remote Code 

Execution 

Important No No 3 

CVE-2026-55132 Remote Code 

Execution 

Critical No No 2 

CVE-2026-55142 Information 

Disclosure 

Important No No 2 

CVE-2026-55038 Remote Code 

Execution 

Important No No 3 

CVE-2026-55032 Remote Code 

Execution 

Important No No 2 

CVE-2026-55050 Information 

Disclosure 

Important No No 4 

CVE-2026-55134 Remote Code 

Execution 

Important No No 3 

CVE-2026-55033 Remote Code 

Execution 

Critical No No 2 

CVE-2026-55055 Remote Code 

Execution 

Important No No 2 

CVE-2026-55127 Remote Code 

Execution 

Critical No No 2 

5002886 高危 Descripti

on of the 

security 

update 

for Excel 

2016: 

CVE-2026-50675 Remote Code 

Execution 

Important No No 2 

CVE-2026-55141 Remote Code 

Execution 

Important No No 2 

CVE-2026-55046 Information 

Disclosure 

Important No No 2 

http://support.microsoft.com/kb/5002890
http://support.microsoft.com/kb/5002886


                       奇安信集团 2026 年 07 月补丁库更新通告 

第 130 页 

July 14, 

2026 

(KB500288

6) 

CVE-2026-48580 Information 

Disclosure 

Important No No 2 

CVE-2026-55947 Remote Code 

Execution 

Important No No 2 

CVE-2026-55036 Remote Code 

Execution 

Important No No 2 

CVE-2026-55031 Remote Code 

Execution 

Important No No 2 

CVE-2026-55122 Information 

Disclosure 

Important No No 2 

CVE-2026-55948 Remote Code 

Execution 

Important No No 3 

CVE-2026-55898 Information 

Disclosure 

Important No No 3 

CVE-2026-55024 Remote Code 

Execution 

Important No No 2 

CVE-2026-55041 Remote Code 

Execution 

Important No No 2 

CVE-2026-55058 Remote Code 

Execution 

Important No No 2 

CVE-2026-55136 Remote Code 

Execution 

Important No No 3 

CVE-2026-55029 Remote Code 

Execution 

Important No No 2 

CVE-2026-50408 Information 

Disclosure 

Important No No 2 

CVE-2026-58618 Remote Code 

Execution 

Important No No 2 

CVE-2026-55949 Remote Code 

Execution 

Important No No 2 

CVE-2026-55053 Remote Code 

Execution 

Important No No 2 

CVE-2026-55025 Remote Code 

Execution 

Important No No 3 

CVE-2026-50678 Remote Code 

Execution 

Important No No 2 

CVE-2026-55054 Information 

Disclosure 

Important No No 2 

CVE-2026-54988 Information 

Disclosure 

Important No No 3 
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CVE-2026-55138 Information 

Disclosure 

Important No No 2 

CVE-2026-55899 Remote Code 

Execution 

Important No No 2 

CVE-2026-55131 Remote Code 

Execution 

Important No No 2 

CVE-2026-55037 Remote Code 

Execution 

Important No No 2 

CVE-2026-55137 Remote Code 

Execution 

Important No No 2 

CVE-2026-55048 Remote Code 

Execution 

Important No No 2 

CVE-2026-55044 Remote Code 

Execution 

Important No No 2 

CVE-2026-55039 Remote Code 

Execution 

Important No No 2 

 

 

 

 

 

 

 

 

注： 

1、 上述表格中“漏洞的可利用性”编号详细说明如下： 

0 - 已被利用(Exploitation Detected) 

1 - 更有可能被利用(Exploitation More Likely) 

2 - 不太可能利用(Exploitation Less Likely) 

3 - 不可能利用(Exploitation Unlikely) 

4 - 不受漏洞的影响(N/A) 
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第5章 参考链接 

 Security Update Guide 

https://portal.msrc.microsoft.com/zh-cn/security-guidance 

 Latest non-security updates for versions of Office that use Windows Installer (MSI) 

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates 

https://portal.msrc.microsoft.com/zh-cn/security-guidance
https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates

