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1. JWIA%EZ% (Severity) =/HE (Critical) ,
2. AHHEEE (Publicly Disclosed) =& (Yes) ,
3. %W (Exploited) =#& (Yes) ,
4. JRTEFI AR M (Exploitability Assessment) =" 4% F]FH
(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More
Likely) ”
FEHW R
KBID (ER=Ri0p T WK | WSS | AT | 2% | IRIFE R A
WiE | Bk
5034833 CVE-2024-21357 | Remote Code | Critical | No No Exploitation
5034819 Execution More Likely
5034768
5034765
5034763
5034774
5034767
5034809
5034795
5034766
5034831
5034770
5034830
5034819 CVE-2024-21371 | Elevation of | Important | No No Exploitation
5034768 Privilege More Likely
5034765
5034763
5034774
5034767
5034766
5034770
5034830
5002542 CVE-2024-21379 | Remote Code Important | No No Exploitation
Execution More Likely
5034768 CVE-2024-21412 | Security Important | No Yes Exploitation
5034765 Feature Detected
5034763 Bypass
5034766



http://support.microsoft.com/kb/5034833
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21357
http://support.microsoft.com/kb/5034819
http://support.microsoft.com/kb/5034768
http://support.microsoft.com/kb/5034765
http://support.microsoft.com/kb/5034763
http://support.microsoft.com/kb/5034774
http://support.microsoft.com/kb/5034767
http://support.microsoft.com/kb/5034809
http://support.microsoft.com/kb/5034795
http://support.microsoft.com/kb/5034766
http://support.microsoft.com/kb/5034831
http://support.microsoft.com/kb/5034770
http://support.microsoft.com/kb/5034830
http://support.microsoft.com/kb/5034819
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21371
http://support.microsoft.com/kb/5034768
http://support.microsoft.com/kb/5034765
http://support.microsoft.com/kb/5034763
http://support.microsoft.com/kb/5034774
http://support.microsoft.com/kb/5034767
http://support.microsoft.com/kb/5034766
http://support.microsoft.com/kb/5034770
http://support.microsoft.com/kb/5034830
http://support.microsoft.com/kb/5002542
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21379
http://support.microsoft.com/kb/5034768
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21412
http://support.microsoft.com/kb/5034765
http://support.microsoft.com/kb/5034763
http://support.microsoft.com/kb/5034766
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5034770

5034768 CVE-2024-21338 | Elevation of | Important | No No Exploitation

5034765 Privilege More Likely

5034763

5034766

5034770

5034768 CVE-2024-21351 | Security Moderate | No Yes Exploitation

5034765 Feature Detected

5034763 Bypass

5034774

5034767

5034766

5034770

5002543 CVE-2024-21378 | Remote Code Important | No No Exploitation
Execution More Likely

5034765 CVE-2024-21346 | Elevation of | Important | No No Exploitation

5034766 Privilege More Likely

5034765 CVE-2024-20684 | Denial of Critical | No No Exploitation

5034766 Service Less Likely

5034770

5002522 CVE-2024-21413 | Remote Code | Critical | No No Exploitation

5002519 Execution Less Likely

5002537

5002467



http://support.microsoft.com/kb/5034770
http://support.microsoft.com/kb/5034768
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21338
http://support.microsoft.com/kb/5034765
http://support.microsoft.com/kb/5034763
http://support.microsoft.com/kb/5034766
http://support.microsoft.com/kb/5034770
http://support.microsoft.com/kb/5034768
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21351
http://support.microsoft.com/kb/5034765
http://support.microsoft.com/kb/5034763
http://support.microsoft.com/kb/5034774
http://support.microsoft.com/kb/5034767
http://support.microsoft.com/kb/5034766
http://support.microsoft.com/kb/5034770
http://support.microsoft.com/kb/5002543
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21378
http://support.microsoft.com/kb/5034765
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21346
http://support.microsoft.com/kb/5034766
http://support.microsoft.com/kb/5034765
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-20684
http://support.microsoft.com/kb/5034766
http://support.microsoft.com/kb/5034770
http://support.microsoft.com/kb/5002522
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21413
http://support.microsoft.com/kb/5002519
http://support.microsoft.com/kb/5002537
http://support.microsoft.com/kb/5002467
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5034833 EifG | February Denial of
13, CVE-2024-21356 | Service Important No No
2024— Remote Code
KB503483 | CVE-2024-21357 | Execution Critical No | No
3 Remote Code
(Securit | CVE-2024-21420 | Execution Important No | No
y-only Remote Code
update) CVE-2024-21358 | Execution Important No | No
- Remote Code
Microsof' | CVE-2024-21369 | Execution Important | No |No
t Remote Code
Support CVE-2024-21350 | Execution Important No | No
for Remote Code
Windows | CVE-2024-21359 | Execution Important No | No
Server Information
2008 CVE-2024-21340 | Disclosure Important No | No
Datacent Remote Code
er CVE-2024-21368 | Execution Important No | No
ESU, Wind Remote Code
ows CVE-2024-21367 | Execution Important No | No
Server Remote Code
2008 CVE-2024-21363 | Execution | Important |No | No
Standard Elevation of
ESU Wind | cvp-9024-21354 | Privilege | Important |No |No
ows Remote Code
SETVer | cyp-9024-21391 | Execution Important | No | No
2008 ) Remote Code
ENterpri | oy 9024-21365 | Execution Important | No |No
se ESU
Remote Code
CVE-2024-21375 | Execution Important No | No

%6 W



http://support.microsoft.com/kb/5034833
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Remote Code
CVE-2024-21372 | Execution Important No | No
Elevation of
CVE-2024-21355 | Privilege Important No | No
Remote Code
CVE-2024-21361 | Execution Important No | No
Remote Code
CVE-2024-21366 | Execution Important No | No
Remote Code
CVE-2024-21352 | Execution Important No | No
Elevation of
CVE-2024-21405 | Privilege Important No | No
Remote Code
CVE-2024-21370 | Execution Important No | No
Remote Code
CVE-2024-21349 | Execution Important No | No
Remote Code
CVE-2024-21360 | Execution Important No | No
Remote Code
CVE-2024-21347 | Execution Important No | No
5034819 Eif& | February Denial of
13, CVE-2024-21356 | Service Important No | No
2024— Remote Code
KB503481 | CVE-2024-21357 | Execution Critical No | No
9 Remote Code
(Monthly | CVE-2024-21420 | Execution Important No | No
Rollup) Remote Code
- CVE-2024-21358 | Execution Important No | No
Microsof Remote Code
t CVE-2024-21369 | Execution Important No | No
Support Remote Code
for CVE-2024-21359 | Execution Important No | No
Windows Information
Server CVE-2024-21340 | Disclosure Important No | No
2012 R2 Elevation of
ESU CVE-2024-21371 | Privilege Important | No | No
Remote Code
CVE-2024-21368 | Execution Important No | No
Remote Code
CVE-2024-21367 | Execution Important No | No



http://support.microsoft.com/kb/5034819
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Remote Code

CVE-2024-21363 | Execution Important No | No
Elevation of

CVE-2024-21354 | Privilege Important No | No
Denial of

CVE-2023-50387 | Service Important No | No
Remote Code

CVE-2024-21391 | Execution Important No | No
Information

CVE-2024-21377 | Disclosure Important No | No

CVE-2024-21406 | Spoofing Important No | No
Remote Code

CVE-2024-21375 | Execution Important No | No
Remote Code

CVE-2024-21365 | Execution Important No | No
Denial of

CVE-2024-21348 | Service Important No | No
Denial of

CVE-2024-21343 | Service Important No | No
Remote Code

CVE-2024-21372 | Execution Important No | No
Elevation of

CVE-2024-21355 | Privilege Important No | No
Remote Code

CVE-2024-21361 | Execution Important No | No
Remote Code

CVE-2024-21347 | Execution Important No | No
Remote Code

CVE-2024-21366 | Execution Important No | No
Remote Code

CVE-2024-21352 | Execution Important No | No
Elevation of

CVE-2024-21405 | Privilege Important No | No
Remote Code

CVE-2024-21370 | Execution Important No | No
Denial of

CVE-2024-21344 | Service Important No | No
Elevation of

CVE-2024-21315 | Privilege Important No | No
Remote Code

CVE-2024-21349 | Execution Important No | No
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Remote Code
CVE-2024-21360 | Execution Important No | No
Remote Code
CVE-2024-21350 | Execution Important No | No
5034768 5 f& | February Denial of
13, CVE-2024-21356 | Service Important No | No
2024— Remote Code
KB503476 | CVE-2024-21357 | Execution Critical No | No
8 (0S Remote Code
Build CVE-2024-21420 | Execution Important No | No
17763. 54 Remote Code
58) - CVE-2024-21339 | Execution Important | No | No
Microsof Remote Code
t CVE-2024-21358 | Execution Important No | No
Support Security
for Win Feature
10 Ent CVE-2024-21412 | Bypass Important No | Yes
LTSC Remote Code
2019, Win | cVE-2024-21369 | Execution Important No | No
10 ToT Remote Code
Ent LTSC | cvE-2024-21359 | Execution Important | No | No
2019, Win Information
dows 10| cVE-2024-21340 | Disclosure | Important |No |No
IoT Core Security
2019 Feature
LTSC, Win | cyp-2024-21362 | Bypass Important |No |No
dows Elevation of
Server | oyE-2024-21371 | Privilege Important | No | No
2019 Remote Code
CVE-2024-21368 | Execution Important No | No
Remote Code
CVE-2024-21367 | Execution Important No | No
Remote Code
CVE-2024-21363 | Execution Important No | No
Elevation of
CVE-2024-21354 | Privilege Important No | No
Elevation of
CVE-2024-21338 | Privilege Important No | No
Remote Code
CVE-2024-21341 | Execution Important No | No



http://support.microsoft.com/kb/5034768
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Security
Feature

CVE-2024-21351 | Bypass Moderate No | Yes
Denial of

CVE-2023-50387 | Service Important No | No
Remote Code

CVE-2024-21391 | Execution Important No | No
Information

CVE-2024-21377 | Disclosure Important No | No

CVE-2024-21406 | Spoofing Important No | No
Remote Code

CVE-2024-21375 | Execution Important No | No
Remote Code

CVE-2024-21365 | Execution Important No | No
Denial of

CVE-2024-21348 | Service Important No | No
Denial of

CVE-2024-21343 | Service Important No | No
Remote Code

CVE-2024-21372 | Execution Important No | No
Elevation of

CVE-2024-21355 | Privilege Important No | No
Remote Code

CVE-2024-21361 | Execution Important No | No
Remote Code

CVE-2024-21347 | Execution Important No | No
Remote Code

CVE-2024-21366 | Execution Important No | No
Remote Code

CVE-2024-21352 | Execution Important No | No
Elevation of

CVE-2024-21405 | Privilege Important No | No
Remote Code

CVE-2024-21370 | Execution Important No | No
Denial of

CVE-2024-21344 | Service Important No | No
Elevation of

CVE-2024-21304 | Privilege Important No | No
Remote Code

CVE-2024-21349 | Execution Important No | No
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Remote Code
CVE-2024-21360 | Execution Important No | No
Remote Code
CVE-2024-21350 | Execution Important No | No
5034765 5 f& | February Denial of
13, CVE-2024-21356 | Service Important No | No
2024— Remote Code
KB503476 | CVE-2024-21357 | Execution Critical No | No
5 (0S Elevation of
Builds CVE-2024-21346 | Privilege Important No | No
22621. 31 Remote Code
55 and CVE-2024-21420 | Execution Important No | No
22631. 31 Remote Code
55) - CVE-2024-21339 | Execution Important No | No
Microsof Remote Code
t CVE-2024-21358 | Execution Important No | No
Support Security
for Feature
Windows | cVE-2024-21412 Bypass Important No | Yes
11 Remote Code
version | cVE-2024-21369 | Execution Important No | No
2212, Remote Code
all CVE-2024-21359 | Execution Important | No | No
editions Information
» Windows | cyp-2024-21340 | Disclosure | Important |No | No
11 . Security
version Feature
23H2, CVE-2024-21362 | Bypass Important |No |No
al? . Elevation of
editions | cyg9024-21371 | Privilege Important | No | No
Remote Code
CVE-2024-21368 | Execution Important No | No
Remote Code
CVE-2024-21367 | Execution Important No | No
Remote Code
CVE-2024-21363 | Execution Important No | No
Elevation of
CVE-2024-21354 | Privilege Important No | No
Elevation of
CVE-2024-21338 | Privilege Important No | No
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http://support.microsoft.com/kb/5034765
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Remote Code

CVE-2024-21341 | Execution Important No | No
Security
Feature

CVE-2024-21351 | Bypass Moderate No | Yes
Remote Code

CVE-2024-21391 | Execution Important No | No
Information

CVE-2024-21377 | Disclosure Important No | No

CVE-2024-21406 | Spoofing Important No | No
Remote Code

CVE-2024-21375 | Execution Important No | No
Remote Code

CVE-2024-21365 | Execution Important No | No
Denial of

CVE-2024-21348 | Service Important No | No
Denial of

CVE-2024-21342 | Service Important No | No
Denial of

CVE-2024-21343 | Service Important No | No
Remote Code

CVE-2024-21372 | Execution Important No | No
Elevation of

CVE-2024-21355 | Privilege Important No | No
Remote Code

CVE-2024-21361 | Execution Important No | No
Remote Code

CVE-2024-21347 | Execution Important No | No
Denial of

CVE-2024-20684 | Service Critical No | No
Remote Code

CVE-2024-21366 | Execution Important No | No
Remote Code

CVE-2024-21352 | Execution Important No | No
Elevation of

CVE-2024-21405 | Privilege Important No | No
Remote Code

CVE-2024-21370 | Execution Important No | No
Denial of

CVE-2024-21344 | Service Important No | No
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Elevation of
CVE-2024-21304 | Privilege Important No | No
Remote Code
CVE-2024-21349 | Execution Important No | No
Remote Code
CVE-2024-21360 | Execution Important No | No
Remote Code
CVE-2024-21350 | Execution Important No | No
5034763 5 f& | February Denial of
13, CVE-2024-21356 | Service Important No | No
2024— Remote Code
KB503476 | CVE-2024-21357 | Execution Critical No | No
3 (0S Remote Code
Builds CVE-2024-21420 | Execution Important No | No
19044. 40 Remote Code
46 and CVE-2024-21339 | Execution Important No | No
19045. 40 Remote Code
46) - CVE-2024-21358 | Execution Important No | No
Microsof Security
t Feature
Support CVE-2024-21412 | Bypass Important No | Yes
for Remote Code
Windows | cVE-2024-21369 | Execution Important | No | No
10 Remote Code
Enterpri | cyE-2024-21359 | Execution Important No | No
se and Information
Educatio | cyg-2024-21340 |Disclosure | Important |No |No
1, Security
version Feature
21H2, Win | cyp-2024-21362 | Bypass Important |No |No
dows 10 Elevation of
LoT . CVE-2024-21371 | Privilege Important No | No
Enterpri Remote Code
€ ' CVE-2024-21368 | Execution Important No | No
Ver31o? Remote Code
21H2, Win CVE-2024-21367 | Execution Important No | No
dows 10' Remote Code
Enterpri | ovg-9024-21363 | Execution Important | No | No
5¢ Elevation of
Multi- .
CVE-2024-21354 | Privilege Important No | No

St
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http://support.microsoft.com/kb/5034763
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Session,
version
21H2, Win
dows 10,
version
22H2,
all

editions

Elevation of

CVE-2024-21338 | Privilege Important No | No
Remote Code

CVE-2024-21341 | Execution Important No | No
Security
Feature

CVE-2024-21351 | Bypass Moderate No | Yes
Remote Code

CVE-2024-21391 | Execution Important No | No
Information

CVE-2024-21377 | Disclosure Important No | No

CVE-2024-21406 | Spoofing Important No | No
Remote Code

CVE-2024-21375 | Execution Important No | No
Remote Code

CVE-2024-21365 | Execution Important No | No
Denial of

CVE-2024-21348 | Service Important No | No
Denial of

CVE-2024-21343 | Service Important No | No
Remote Code

CVE-2024-21372 | Execution Important No | No
Elevation of

CVE-2024-21355 | Privilege Important No | No
Remote Code

CVE-2024-21361 | Execution Important No | No
Remote Code

CVE-2024-21347 | Execution Important No | No
Remote Code

CVE-2024-21366 | Execution Important No | No
Remote Code

CVE-2024-21352 | Execution Important No | No
Elevation of

CVE-2024-21405 | Privilege Important No | No
Remote Code

CVE-2024-21370 | Execution Important No | No
Denial of

CVE-2024-21344 | Service Important No | No
Elevation of

CVE-2024-21304 | Privilege Important No | No
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Remote Code
CVE-2024-21349 | Execution Important No | No
Remote Code
CVE-2024-21360 | Execution Important No | No
Remote Code
CVE-2024-21350 | Execution Important No | No
5034774 5 f& | February Denial of
13, CVE-2024-21356 | Service Important No | No
2024— Remote Code
KB503477 | CVE-2024-21357 | Execution Critical No | No
4 (0S Remote Code
Build CVE-2024-21420 | Execution Important No | No
10240. 20 Remote Code
469) - CVE-2024-21358 | Execution Important No | No
Microsof Remote Code
t CVE-2024-21369 | Execution Important No | No
Support Remote Code
for CVE-2024-21359 | Execution Important No | No
Windows Information
10 CVE-2024-21340 | Disclosure Important No | No
Security
Feature
CVE-2024-21362 | Bypass Important No | No
Elevation of
CVE-2024-21371 | Privilege Important No | No
Remote Code
CVE-2024-21368 | Execution Important No | No
Remote Code
CVE-2024-21367 | Execution Important No | No
Remote Code
CVE-2024-21363 | Execution Important No | No
Elevation of
CVE-2024-21354 | Privilege Important No | No
Security
Feature
CVE-2024-21351 | Bypass Moderate No | Yes
Remote Code
CVE-2024-21391 | Execution Important No | No
CVE-2024-21406 | Spoofing Important No | No
Information
CVE-2024-21377 | Disclosure Important No | No
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http://support.microsoft.com/kb/5034774
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Remote Code
CVE-2024-21375 | Execution Important No | No
Remote Code
CVE-2024-21365 | Execution Important No | No
Denial of
CVE-2024-21348 | Service Important No | No
Denial of
CVE-2024-21343 | Service Important No | No
Remote Code
CVE-2024-21372 | Execution Important No | No
Elevation of
CVE-2024-21355 | Privilege Important No | No
Remote Code
CVE-2024-21361 | Execution Important No | No
Remote Code
CVE-2024-21347 | Execution Important No | No
Remote Code
CVE-2024-21366 | Execution Important No | No
Remote Code
CVE-2024-21352 | Execution Important No | No
Elevation of
CVE-2024-21405 | Privilege Important No | No
Remote Code
CVE-2024-21370 | Execution Important No | No
Denial of
CVE-2024-21344 | Service Important No | No
Remote Code
CVE-2024-21349 | Execution Important No | No
Remote Code
CVE-2024-21360 | Execution Important No | No
Remote Code
CVE-2024-21350 | Execution Important No | No
5034767 EifG | February Denial of
13, CVE-2024-21356 | Service Important No | No
2024— Remote Code
KB503476 | CVE-2024-21357 | Execution Critical No | No
7 (0S Remote Code
Build CVE-2024-21420 | Execution Important No | No
14393. 67 Remote Code
09) - CVE-2024-21358 | Execution Important No | No
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http://support.microsoft.com/kb/5034767
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Microsof
t
Support
for
Windows
10,
version
1607,
all
editions
, Windows
Server
2016,
all

editions

Remote Code

CVE-2024-21369 | Execution Important No | No
Remote Code

CVE-2024-21359 | Execution Important No | No
Information

CVE-2024-21340 | Disclosure Important No | No
Security
Feature

CVE-2024-21362 | Bypass Important No | No
Elevation of

CVE-2024-21371 | Privilege Important No | No
Remote Code

CVE-2024-21368 | Execution Important No | No
Remote Code

CVE-2024-21367 | Execution Important No | No
Remote Code

CVE-2024-21363 | Execution Important No | No
Elevation of

CVE-2024-21354 | Privilege Important No | No
Security
Feature

CVE-2024-21351 | Bypass Moderate No | Yes
Denial of

CVE-2023-50387 | Service Important No | No
Remote Code

CVE-2024-21391 | Execution Important No | No

CVE-2024-21406 | Spoofing Important No | No
Information

CVE-2024-21377 | Disclosure Important No | No
Remote Code

CVE-2024-21375 | Execution Important No | No
Remote Code

CVE-2024-21365 | Execution Important No | No
Denial of

CVE-2024-21348 | Service Important No | No
Denial of

CVE-2024-21343 | Service Important No | No
Remote Code

CVE-2024-21372 | Execution Important No | No
Elevation of

CVE-2024-21355 | Privilege Important No | No
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Remote Code
CVE-2024-21361 | Execution Important No | No
Remote Code
CVE-2024-21347 | Execution Important No | No
Remote Code
CVE-2024-21366 | Execution Important No | No
Remote Code
CVE-2024-21352 | Execution Important No | No
Elevation of
CVE-2024-21405 | Privilege Important No | No
Remote Code
CVE-2024-21370 | Execution Important No | No
Denial of
CVE-2024-21344 | Service Important No | No
Remote Code
CVE-2024-21349 | Execution Important No | No
Remote Code
CVE-2024-21360 | Execution Important No | No
Remote Code
CVE-2024-21350 | Execution Important No | No
5034809 Eif& | February Denial of
13, CVE-2024-21356 | Service Important No | No
2024— Remote Code
KB503480 | CVE-2024-21357 | Execution Critical No | No
9 Remote Code
(Securit | CVE-2024-21420 | Execution Important No | No
y-only Remote Code
update) CVE-2024-21358 | Execution Important No | No
- Remote Code
Microsof | CVE-2024-21369 | Execution Important | No | No
t Remote Code
Support | CVE-2024-21350 | Execution Important No | No
for Remote Code
Windows CVE-2024-21359 | Execution Important No | No
Server Information
2008 R2 | cVE-2024-21340 | Disclosure | Important |No |No
Enterpri Remote Code
Sé CVE-2024-21368 | Execution Tmportant No | No
ESU, Wind Remote Code
ows CVE-2024-21367 | Execution Important | No | No
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Server Remote Code
2008 R2 CVE-2024-21363 | Execution Important No | No
Standard Elevation of
ESU, Wind | CVE-2024-21354 | Privilege Important No | No
ows Denial of
Server CVE-2023-50387 | Service Important No | No
2008 R2 Remote Code
Datacent | CVE-2024-21391 | Execution Important No | No
er CVE-2024-21406 | Spoofing Important No | No
ESU, Wind Remote Code
Oows CVE-2024-21365 | Execution Important No | No
Embedded Remote Code
POSReady | cVE-2024-21375 | Execution Important No | No
7 ESU Remote Code
CVE-2024-21372 | Execution Important No | No
Elevation of
CVE-2024-21355 | Privilege Important No | No
Remote Code
CVE-2024-21361 | Execution Important No | No
Remote Code
CVE-2024-21366 | Execution Important No | No
Remote Code
CVE-2024-21352 | Execution Important No | No
Elevation of
CVE-2024-21405 | Privilege Important No | No
Remote Code
CVE-2024-21370 | Execution Important No | No
Remote Code
CVE-2024-21349 | Execution Important No | No
Remote Code
CVE-2024-21360 | Execution Important No | No
Remote Code
CVE-2024-21347 | Execution Important No | No
5034795 EifG | February Denial of
13, CVE-2024-21356 | Service Important No | No
2024— Remote Code
KB503479 | CVE-2024-21357 | Execution Critical No | No
) Remote Code
(Monthly | CVE-2024-21420 | Execution Tmportant No | No
Rollup) Remote Code
- CVE-2024-21358 | Execution Important No | No
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Microsof
t
Support
for
Windows
Server
2008
Datacent
er

ESU, Wind
ows
Server
2008
Standard
ESU, Wind
ows
Server
2008
Enterpri
se ESU

Remote Code

CVE-2024-21369 | Execution Important No | No
Remote Code

CVE-2024-21350 | Execution Important No | No
Remote Code

CVE-2024-21359 | Execution Important No | No
Information

CVE-2024-21340 | Disclosure Important No | No
Remote Code

CVE-2024-21368 | Execution Important No | No
Remote Code

CVE-2024-21367 | Execution Important No | No
Remote Code

CVE-2024-21363 | Execution Important No | No
Elevation of

CVE-2024-21354 | Privilege Important No | No
Remote Code

CVE-2024-21391 | Execution Important No | No
Remote Code

CVE-2024-21365 | Execution Important No | No
Remote Code

CVE-2024-21375 | Execution Important No | No
Remote Code

CVE-2024-21372 | Execution Important No | No
Elevation of

CVE-2024-21355 | Privilege Important No | No
Remote Code

CVE-2024-21361 | Execution Important No | No
Remote Code

CVE-2024-21366 | Execution Important No | No
Remote Code

CVE-2024-21352 | Execution Important No | No
Elevation of

CVE-2024-21405 | Privilege Important No | No
Remote Code

CVE-2024-21370 | Execution Important No | No
Remote Code

CVE-2024-21349 | Execution Important No | No
Remote Code

CVE-2024-21360 | Execution Important No | No
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Remote Code
CVE-2024-21347 | Execution Important No | No
5034766 5 f& | February Denial of
13, CVE-2024-21356 | Service Important No | No
2024— Remote Code
KB503476 | CVE-2024-21357 | Execution Critical No | No
6 (0S Elevation of
Build CVE-2024-21346 | Privilege Important No | No
22000. 27 Remote Code
) - CVE-2024-21420 | Execution Important No | No
Microsof Remote Code
t CVE-2024-21339 | Execution Important No | No
Support Remote Code
for CVE-2024-21358 | Execution Important No | No
Windows Security
11 Feature
version | CVE-2024-21412 | Bypass Important No | Yes
2112, Remote Code
all CVE-2024-21369 | Execution Important No | No
editions Remote Code
CVE-2024-21359 | Execution Important No | No
Information
CVE-2024-21340 | Disclosure Important No | No
Security
Feature
CVE-2024-21362 | Bypass Important No | No
Elevation of
CVE-2024-21371 | Privilege Important No | No
Remote Code
CVE-2024-21368 | Execution Important No | No
Remote Code
CVE-2024-21367 | Execution Important No | No
Remote Code
CVE-2024-21363 | Execution Important No | No
Elevation of
CVE-2024-21354 | Privilege Important No | No
Elevation of
CVE-2024-21338 | Privilege Important No | No
Remote Code
CVE-2024-21341 | Execution Important No | No
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Security
Feature

CVE-2024-21351 | Bypass Moderate No | Yes
Remote Code

CVE-2024-21391 | Execution Important No | No
Information

CVE-2024-21377 | Disclosure Important No | No

CVE-2024-21406 | Spoofing Important No | No
Remote Code

CVE-2024-21375 | Execution Important No | No
Remote Code

CVE-2024-21365 | Execution Important No | No
Denial of

CVE-2024-21348 | Service Important No | No
Denial of

CVE-2024-21343 | Service Important No | No
Remote Code

CVE-2024-21372 | Execution Important No | No
Elevation of

CVE-2024-21355 | Privilege Important No | No
Remote Code

CVE-2024-21361 | Execution Important No | No
Remote Code

CVE-2024-21347 | Execution Important No | No
Denial of

CVE-2024-20684 | Service Critical No | No
Remote Code

CVE-2024-21366 | Execution Important No | No
Remote Code

CVE-2024-21352 | Execution Important No | No
Elevation of

CVE-2024-21405 | Privilege Important No | No
Remote Code

CVE-2024-21370 | Execution Important No | No
Denial of

CVE-2024-21344 | Service Important No | No
Elevation of

CVE-2024-21304 | Privilege Important No | No
Remote Code

CVE-2024-21349 | Execution Important No | No
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Remote Code
CVE-2024-21360 | Execution Important No | No
Remote Code
CVE-2024-21350 | Execution Important No | No
5034831 5 f& | February Denial of
13, CVE-2024-21356 | Service Important No | No
2024— Remote Code
KB503483 | CVE-2024-21357 | Execution Critical No | No
1 Remote Code
(Monthly | CVE-2024-21420 | Execution Important No | No
Rollup) Remote Code
- CVE-2024-21358 | Execution Important No | No
Microsof Remote Code
t CVE-2024-21369 | Execution Important No | No
Support Remote Code
for CVE-2024-21350 | Execution Important No | No
Windows Remote Code
Server CVE-2024-21359 | Execution Important No | No
2008 R2 Information
Enterpri | cvE-2024-21340 | Disclosure Important No | No
se Remote Code
ESU, Wind | cvE-2024-21368 | Execution Important | No |No
ows Remote Code
Server | Cyg-2024-21367 | Execution Important | No | No
2008 R2 Remote Code
Standard | oyp-9024-21363 | Execution | Important |No | No
ESU, Wind Elevation of
ows CVE-2024-21354 | Privilege Important | No |No
Server Denial of
2008 R2 CVE-2023-50387 | Service Important No | No
Datacent Remote Code
o CVE-2024-21391 | Execution Important | No |No
ESU, Wind .
CVE-2024-21406 | Spoofing Important No | No
ovs Remote Code
Bmbedded | vy 9024-21365 | Execution | Important | No | No
POSReady
7 ESU Remote'Code
CVE-2024-21375 | Execution Important No | No
Remote Code
CVE-2024-21372 | Execution Important No | No
Elevation of
CVE-2024-21355 | Privilege Important No | No
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Remote Code
CVE-2024-21361 | Execution Important No | No
Remote Code
CVE-2024-21366 | Execution Important No | No
Remote Code
CVE-2024-21352 | Execution Important No | No
Elevation of
CVE-2024-21405 | Privilege Important No | No
Remote Code
CVE-2024-21370 | Execution Important No | No
Remote Code
CVE-2024-21349 | Execution Important No | No
Remote Code
CVE-2024-21360 | Execution Important No | No
Remote Code
CVE-2024-21347 | Execution Important No | No
5034770 Eif& | February Denial of
13, CVE-2024-21356 | Service Important No | No
2024— Remote Code
KB503477 | CVE-2024-21357 | Execution Critical No | No
0 (0S Remote Code
Build CVE-2024-21420 | Execution Important No | No
20348. 23 Remote Code
22) - CVE-2024-21339 | Execution Important No | No
Microsof Remote Code
t CVE-2024-21358 | Execution Important No | No
Support Security
for Feature
Windows | CVE-2024-21412 | Bypass Important | No | Yes
Server Remote Code
2022 CVE-2024-21369 | Execution Important | No | No
Remote Code
CVE-2024-21359 | Execution Important No | No
Information
CVE-2024-21340 | Disclosure Important No | No
Security
Feature
CVE-2024-21362 | Bypass Important No | No
Elevation of
CVE-2024-21371 | Privilege Important No | No
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Remote Code

CVE-2024-21368 | Execution Important No | No
Remote Code

CVE-2024-21367 | Execution Important No | No
Remote Code

CVE-2024-21363 | Execution Important No | No
Elevation of

CVE-2024-21354 | Privilege Important No | No
Elevation of

CVE-2024-21338 | Privilege Important No | No
Remote Code

CVE-2024-21341 | Execution Important No | No
Security
Feature

CVE-2024-21351 | Bypass Moderate No | Yes
Denial of

CVE-2023-50387 | Service Important No | No
Remote Code

CVE-2024-21391 | Execution Important No | No
Information

CVE-2024-21377 | Disclosure Important No | No

CVE-2024-21406 | Spoofing Important No | No
Remote Code

CVE-2024-21375 | Execution Important No | No
Remote Code

CVE-2024-21365 | Execution Important No | No
Denial of

CVE-2024-21348 | Service Important No | No
Denial of

CVE-2024-21343 | Service Important No | No
Remote Code

CVE-2024-21372 | Execution Important No | No
Elevation of

CVE-2024-21355 | Privilege Important No | No
Remote Code

CVE-2024-21361 | Execution Important No | No
Remote Code

CVE-2024-21347 | Execution Important No | No
Denial of

CVE-2024-20684 | Service Critical No | No
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Remote Code
CVE-2024-21366 | Execution Important No | No
Remote Code
CVE-2024-21352 | Execution Important No | No
Elevation of
CVE-2024-21405 | Privilege Important No | No
Remote Code
CVE-2024-21370 | Execution Important No | No
Denial of
CVE-2024-21344 | Service Important No | No
Elevation of
CVE-2024-21304 | Privilege Important No | No
Remote Code
CVE-2024-21349 | Execution Important No | No
Remote Code
CVE-2024-21360 | Execution Important No | No
Remote Code
CVE-2024-21350 | Execution Important No | No
5034830 Eif& | February Denial of
13, CVE-2024-21356 | Service Important No | No
2024— Remote Code
KB503483 | CVE-2024-21357 | Execution Critical No | No
0 Remote Code
(Monthly | CVE-2024-21420 | Execution Important No | No
Rollup) Remote Code
- CVE-2024-21358 | Execution Important No | No
Microsof Remote Code
t CVE-2024-21369 | Execution Important No | No
Support Remote Code
for CVE-2024-21359 | Execution Important No | No
Windows Information
Server CVE-2024-21340 | Disclosure Important No | No
2012 ESU Elevation of
CVE-2024-21371 | Privilege Important No | No
Remote Code
CVE-2024-21368 | Execution Important No | No
Remote Code
CVE-2024-21367 | Execution Important No | No
Remote Code
CVE-2024-21363 | Execution Important No | No
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Elevation of

CVE-2024-21354 | Privilege Important No | No
Denial of

CVE-2023-50387 | Service Important No | No
Remote Code

CVE-2024-21391 | Execution Important No | No

CVE-2024-21406 | Spoofing Important No | No
Remote Code

CVE-2024-21365 | Execution Important No | No
Remote Code

CVE-2024-21375 | Execution Important No | No
Denial of

CVE-2024-21348 | Service Important No | No
Remote Code

CVE-2024-21372 | Execution Important No | No
Elevation of

CVE-2024-21355 | Privilege Important No | No
Remote Code

CVE-2024-21361 | Execution Important No | No
Remote Code

CVE-2024-21347 | Execution Important No | No
Remote Code

CVE-2024-21366 | Execution Important No | No
Remote Code

CVE-2024-21352 | Execution Important No | No
Elevation of

CVE-2024-21405 | Privilege Important No | No
Remote Code

CVE-2024-21370 | Execution Important No | No
Elevation of

CVE-2024-21315 | Privilege Important No | No
Remote Code

CVE-2024-21349 | Execution Important No | No
Remote Code

CVE-2024-21360 | Execution Important No | No
Remote Code

CVE-2024-21350 | Execution Important No | No
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5002542 | & f& | Descript
ion of
the
security
update
for Word
2016:
February
13, 2024
(KB50025
42) -
Microsof
t
Support

CVE %Rl b =MEL) =L

CVE-2024-21379 | Remote Code

Execution

S HEE

Important

MEH»

No

No

CVE-2024-20673 | Remote Code

Execution

Important

No

No

5002543 | =i f@ | Descript
ion of
the
security
update
for
Outlook
2016:
February
13, 2024
(KB50025
43) -
Microsof
t
Support

CVE-2024-21378 | Remote Code

Execution

Important

No

No
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5002522 | & fG | Descript | CVE-2024-21413 | Remote Code | Critical No | No

ion of Execution

the CVE-2024-20673 | Remote Code Important No | No
security Execution
update
for
Office
2016:
February
13, 2024
(KB50025
22) -
Microsof
t
Support

5002469 | =i fG | Descript | CVE-2024-20673 | Remote Code | Important No | No
ion of Execution
the
security
update
for
Office
2016:
February
13, 2024
(KB50024
69) -
Microsof
t
Support

5002519 | & fG | Descript | CVE-2024-21413 | Remote Code Critical No No
ion of Execution
the
security
update
for
Office
2016:
February
13, 2024
(KB50025
19) -
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Microsof
t
Support

5002181 | & fG | Descript | CVE-2024-20673 | Remote Code | Important No | No
ion of Execution
the
security
update
for
Skype
for
Business
2016:
February
13, 2024
(KB50021
81) -
Microsof
t
Support

5002492 | &if& | Descript | CVE-2024-20673 | Remote Code Important No | No
ion of Execution
the
security
update
for
Publishe
r 2016:
February
13, 2024
(KB50024
92) -
Microsof
t
Support

5002536 | =f& | Descript | CVE-2024-20673 | Remote Code | Important No | No
ion of Execution
the
security
update
for
Excel
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2016:
February
13, 2024
(KB50025
36) -
Microsof
t
Support

5002537 | & fG | Descript | CVE-2024-21413 | Remote Code | Critical No | No

ion of Execution

the CVE-2024-20673 | Remote Code Important No | No
security Execution
update
for
Office
2016:
February
13, 2024
(KB50025
37) -
Microsof
t
Support

a
@

5002495 Descript | CVE-2024-20673 | Remote Code Important No | No
ion of Execution
the
security
update
for
PowerPoi
nt 2016:
February
13, 2024
(KB50024
95) -
Microsof
t
Support

5002491 | & fG | Descript | CVE-2024-20673 | Remote Code Important No No
ion of Execution
the

security
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update
for
Visio
2016:
February
13, 2024
(KB50024
91) -
Microsof
t
Support

5002467 | & fG | Descript | CVE-2024-21413 | Remote Code | Critical No | No

ion of Execution

the CVE-2024-20673 | Remote Code Important No | No
security Execution
update
for
Office
2016:
February
13, 2024
(KB50024
67) -
Microsof
t

Support

A H TR AT — RN T

TE:

Lo BIREM b Ui ry TR R G5 VA0 B
0 - C#EAI (Exploitation Detected)
1 - BEAHATREHAIH (Exploitation More Likely)
2 — AR HEFIA (Exploitation Less Likely)
3 — AA[REFIA (Exploitation Unlikely)
4~ REZIFFIIF (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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