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. IWIAZEY (Severity) =/H (Critical) ,

NI EE (Publicly Disclosed) =& (Yes) ,

O Wi (Exploited) =& (Yes) ,

IRIA AT R M (Exploitability Assessment) =" W% F]
(Exploitation Detected) ” Y "fRAJHEHZFIH (Exploitation More
Likely) ”

FERE R
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5002348 ) Exploitation
Spoofing Important | No No .
CVE-2023-23398 More Likely

5002351
5023696 Elevation of o Exploitation
o Critical No No ]
5023702 Privilege Less Likely
5023697
5023698 CVE-2023-1018

5023706

5023713
5023696 Elevation of Exploitation
o Important | No No ]
5023702 Privilege More Likely
5023697
5023764
5023756
5023698

5023755
5023706 CVE-2023-23410

5023713
5023759
5023769
5023765
5023752

5023754
5023696 Denial of Critical No No Exploitation

5023702 Service Less Likely
CVE-2023-23411
5023697

5023698



http://support.microsoft.com/kb/5002348
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-23398
http://support.microsoft.com/kb/5002351
http://support.microsoft.com/kb/5023696
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-1018
http://support.microsoft.com/kb/5023702
http://support.microsoft.com/kb/5023697
http://support.microsoft.com/kb/5023698
http://support.microsoft.com/kb/5023706
http://support.microsoft.com/kb/5023713
http://support.microsoft.com/kb/5023696
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-23410
http://support.microsoft.com/kb/5023702
http://support.microsoft.com/kb/5023697
http://support.microsoft.com/kb/5023764
http://support.microsoft.com/kb/5023756
http://support.microsoft.com/kb/5023698
http://support.microsoft.com/kb/5023755
http://support.microsoft.com/kb/5023706
http://support.microsoft.com/kb/5023713
http://support.microsoft.com/kb/5023759
http://support.microsoft.com/kb/5023769
http://support.microsoft.com/kb/5023765
http://support.microsoft.com/kb/5023752
http://support.microsoft.com/kb/5023754
http://support.microsoft.com/kb/5023696
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-23411
http://support.microsoft.com/kb/5023702
http://support.microsoft.com/kb/5023697
http://support.microsoft.com/kb/5023698
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5023706

5023713

5023696

2023702

2023697

5023764

5023756

5023698

5023755

5023706

5023713

5023759

5023769

5023765

2023752

5023754

CVE-2023-21708

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5023696

5023702

5023697

5023764

5023756

5023698

5023706

5023713

5023765

5023752

CVE-2023-23404

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5023696

5023702

5023697

5023698

5023706

5023713

CVE-2023-1017

Elevation of

Privilege

Critical

No

No

Exploitation
Less Likely

5023696

5023702

5023697

5023764

5023756

5023698

CVE-2023-24861

Elevation of

Privilege

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5023706
http://support.microsoft.com/kb/5023713
http://support.microsoft.com/kb/5023696
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21708
http://support.microsoft.com/kb/5023702
http://support.microsoft.com/kb/5023697
http://support.microsoft.com/kb/5023764
http://support.microsoft.com/kb/5023756
http://support.microsoft.com/kb/5023698
http://support.microsoft.com/kb/5023755
http://support.microsoft.com/kb/5023706
http://support.microsoft.com/kb/5023713
http://support.microsoft.com/kb/5023759
http://support.microsoft.com/kb/5023769
http://support.microsoft.com/kb/5023765
http://support.microsoft.com/kb/5023752
http://support.microsoft.com/kb/5023754
http://support.microsoft.com/kb/5023696
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-23404
http://support.microsoft.com/kb/5023702
http://support.microsoft.com/kb/5023697
http://support.microsoft.com/kb/5023764
http://support.microsoft.com/kb/5023756
http://support.microsoft.com/kb/5023698
http://support.microsoft.com/kb/5023706
http://support.microsoft.com/kb/5023713
http://support.microsoft.com/kb/5023765
http://support.microsoft.com/kb/5023752
http://support.microsoft.com/kb/5023696
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-1017
http://support.microsoft.com/kb/5023702
http://support.microsoft.com/kb/5023697
http://support.microsoft.com/kb/5023698
http://support.microsoft.com/kb/5023706
http://support.microsoft.com/kb/5023713
http://support.microsoft.com/kb/5023696
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-24861
http://support.microsoft.com/kb/5023702
http://support.microsoft.com/kb/5023697
http://support.microsoft.com/kb/5023764
http://support.microsoft.com/kb/5023756
http://support.microsoft.com/kb/5023698
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5023755

5023706

5023713

5023759

5023769

5023765

2023752

5023754

5023696

2023702

2023697

5023764

5023756

5023698

5023755

5023706

CVE-2023-23415

5023713

5023759

5023769

5023765

5023752

5023754

Remote Code

Execution

Critical

No

No

Exploitation
More Likely

5023696

5023702

5023697

5023698

CVE-2023-24880

5023706

Security
Feature

Bypass

Moderate

Yes

Yes

Exploitation
Detected

5023696

5023702

5023697

5023764

5023756

5023698

CVE-2023-23416

5023706

5023713

5023765

5023752

Remote Code

Execution

Critical

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5023755
http://support.microsoft.com/kb/5023706
http://support.microsoft.com/kb/5023713
http://support.microsoft.com/kb/5023759
http://support.microsoft.com/kb/5023769
http://support.microsoft.com/kb/5023765
http://support.microsoft.com/kb/5023752
http://support.microsoft.com/kb/5023754
http://support.microsoft.com/kb/5023696
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-23415
http://support.microsoft.com/kb/5023702
http://support.microsoft.com/kb/5023697
http://support.microsoft.com/kb/5023764
http://support.microsoft.com/kb/5023756
http://support.microsoft.com/kb/5023698
http://support.microsoft.com/kb/5023755
http://support.microsoft.com/kb/5023706
http://support.microsoft.com/kb/5023713
http://support.microsoft.com/kb/5023759
http://support.microsoft.com/kb/5023769
http://support.microsoft.com/kb/5023765
http://support.microsoft.com/kb/5023752
http://support.microsoft.com/kb/5023754
http://support.microsoft.com/kb/5023696
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-24880
http://support.microsoft.com/kb/5023702
http://support.microsoft.com/kb/5023697
http://support.microsoft.com/kb/5023698
http://support.microsoft.com/kb/5023706
http://support.microsoft.com/kb/5023696
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-23416
http://support.microsoft.com/kb/5023702
http://support.microsoft.com/kb/5023697
http://support.microsoft.com/kb/5023764
http://support.microsoft.com/kb/5023756
http://support.microsoft.com/kb/5023698
http://support.microsoft.com/kb/5023706
http://support.microsoft.com/kb/5023713
http://support.microsoft.com/kb/5023765
http://support.microsoft.com/kb/5023752
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5023698 Remote Code o Exploitation
. Critical No No .

CVE-2023-23392 Execution More Likely
5023706
5002254 Elevation of o Exploitation

o Critical No Yes

CVE-2023-23397 Privilege Detected

5002265



http://support.microsoft.com/kb/5023698
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-23392
http://support.microsoft.com/kb/5023706
http://support.microsoft.com/kb/5002254
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-23397
http://support.microsoft.com/kb/5002265
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5023696 | i fE | March 14, CVE-2023-23394 | Information | Important |No | No
2023— Disclosure
KB5023696
(0S Builds
19042. 2798 CVE-2023-1018 Elevation of | Critical No | No
Privilege
19044.2728 CVE-2023-23402 | Remote Code | Important | No | No
. and Execution
19045. 2798 CVE-2023-24870 | Information | Important |No | No
) - Disclosure
Microsoft | CVE-2023-24910 | Elevation of | Important |No | No
Support Privilege
for CVE-2023-23409 | Information Important | No | No
Windows 10 Disclosure
Enterprise CVE-2023-23410 | Elevation of | Important |No | No
Multi- Privilege
Session, CVE-2023-23417 | Elevation of | Important | No | No
version Privilege
20H2, Windo CVE-2023-24866 | Information | Important | No | No
ws 10 Disclosure
Fnterprise | CVE-2023-23422 | Elevation of | Important |No | No
and Privilege
Education, | CVE-2023-24858 | Information | Important | No | No
version Disclosure
20H2, Windo | CVE-2023-23423 | Elevation of | Important |No | No
ws 10 IoT Privilege
Enterprise | CVE-2023-23414 | Remote Code | Important | No | No
, version Execution
20H2, Windo | CVE-2023-24868 | Remote Code | Important | No | No
Execution



http://support.microsoft.com/kb/5023696
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ws 10 on
Surface
Hub, Window
s 10,
version
21H2, all
editions, W
indows 10,
version
22H2, all

editions

Privilege

CVE-2023-23411 | Denial of Critical No | No
Service

CVE-2023-24907 | Remote Code Important | No | No
Execution

CVE-2023-21708 | Remote Code | Critical No | No
Execution

CVE-2023-23421 | Elevation of | Important |No | No
Privilege

CVE-2023-24862 | Denial of Important | No | No
Service

CVE-2023-23407 | Remote Code Important | No | No
Execution

CVE-2023-24869 | Remote Code Important | No | No
Execution

CVE-2023-23404 | Remote Code | Critical No | No
Execution

CVE-2023-24913 | Remote Code Important | No | No
Execution

CVE-2023-23413 | Remote Code Important | No | No
Execution

CVE-2023-23405 | Remote Code Important | No | No
Execution

CVE-2023-23420 | Elevation of | Important |No | No
Privilege

CVE-2023-23401 | Remote Code Important | No | No
Execution

CVE-2023-24857 | Information Important | No | No
Disclosure

CVE-2023-24863 | Information Important | No | No
Disclosure

CVE-2023-24911 | Information Important | No | No
Disclosure

CVE-2023-1017 Elevation of | Critical No | No
Privilege

CVE-2023-24861 | Elevation of | Important |No | No
Privilege

CVE-2023-23403 | Remote Code | Important | No | No
Execution

CVE-2023-23385 | Elevation of | Important | No | No
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CVE-2023-24872 | Remote Code | Important |No | No
Execution
CVE-2023-24876 | Remote Code Important | No | No
Execution
CVE-2023-24867 | Remote Code Important | No | No
Execution
CVE-2023-24906 | Information Important | No | No
Disclosure
CVE-2023-24908 | Remote Code Important | No | No
Execution
CVE-2023-23415 | Remote Code | Critical No | No
Execution
CVE-2023-23388 | Elevation of | Important | No | No
Privilege
CVE-2023-24859 | Denial of Important | No | No
Service
CVE-2023-24856 | Information Important | No | No
Disclosure
CVE-2023-23406 | Remote Code Important | No | No
Execution
CVE-2023-24864 | Elevation of | Important | No | No
Privilege
CVE-2023-23412 | Elevation of | Important |No | No
Privilege
CVE-2023-24871 | Remote Code Important | No | No
Execution
CVE-2023-24865 | Information Important | No | No
Disclosure
CVE-2023-24909 | Remote Code Important | No | No
Execution
CVE-2023-24880 | Security Moderate Yes | Yes
Feature
Bypass
CVE-2023-23393 | Elevation of | Important |No | No
Privilege
CVE-2023-23416 | Remote Code | Critical No | No
Execution
5023702 | = f& | March 14, CVE-2023-23394 | Information | Important |No | No
2023— Disclosure
KB5023702 CVE-2023-1018 Elevation of | Critical No | No
(0S Build Privilege

010 W



http://support.microsoft.com/kb/5023702
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17763. 4131
) -
Microsoft
Support
for Win 10
Ent LTSC
v2019, Win
10 IoT Ent
LTSC
v2019, Wind
ows 10 IoT
Core 2019
LTSC, Windo
ws Server

2019

CVE-2023-23402 | Remote Code Important | No | No
Execution

CVE-2023-24870 | Information Important | No | No
Disclosure

CVE-2023-24910 | Elevation of | Important |No | No
Privilege

CVE-2023-23409 | Information Important | No | No
Disclosure

CVE-2023-23410 | Elevation of | Important | No | No
Privilege

CVE-2023-23417 | Elevation of | Important | No | No
Privilege

CVE-2023-24866 | Information Important | No | No
Disclosure

CVE-2023-23422 | Elevation of | Important | No | No
Privilege

CVE-2023-24858 | Information Important | No | No
Disclosure

CVE-2023-23423 | Elevation of | Important | No | No
Privilege

CVE-2023-23414 | Remote Code Important | No | No
Execution

CVE-2023-24868 | Remote Code Important | No | No
Execution

CVE-2023-23411 | Denial of Critical No | No
Service

CVE-2023-24907 | Remote Code Important | No | No
Execution

CVE-2023-21708 | Remote Code | Critical No | No
Execution

CVE-2023-23421 | Elevation of | Important |No | No
Privilege

CVE-2023-24862 | Denial of Important | No | No
Service

CVE-2023-23407 | Remote Code | Important |No | No
Execution

CVE-2023-24869 | Remote Code | Important | No | No
Execution

CVE-2023-23404 | Remote Code | Critical No | No
Execution

o011 W
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Privilege

CVE-2023-24913 | Remote Code | Important |No | No
Execution

CVE-2023-23413 | Remote Code Important | No | No
Execution

CVE-2023-23405 | Remote Code Important | No | No
Execution

CVE-2023-23420 | Elevation of | Important |No | No
Privilege

CVE-2023-23401 | Remote Code Important | No | No
Execution

CVE-2023-24857 | Information Important | No | No
Disclosure

CVE-2023-23400 | Remote Code Important | No | No
Execution

CVE-2023-24863 | Information Important | No | No
Disclosure

CVE-2023-24911 | Information Important | No | No
Disclosure

CVE-2023-1017 Elevation of | Critical No | No
Privilege

CVE-2023-24861 | Elevation of | Important | No | No
Privilege

CVE-2023-23403 | Remote Code Important | No | No
Execution

CVE-2023-23385 | Elevation of | Important |No | No
Privilege

CVE-2023-24872 | Remote Code Important | No | No
Execution

CVE-2023-24876 | Remote Code Important | No | No
Execution

CVE-2023-24867 | Remote Code Important | No | No
Execution

CVE-2023-24906 | Information Important | No | No
Disclosure

CVE-2023-24908 | Remote Code | Important |No | No
Execution

CVE-2023-23415 | Remote Code | Critical No | No
Execution

CVE-2023-23388 | Elevation of | Important | No | No

012 W
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CVE-2023-24859 | Denial of Important |No | No
Service
CVE-2023-24856 | Information Important | No | No
Disclosure
CVE-2023-23406 | Remote Code Important | No | No
Execution
CVE-2023-24864 | Elevation of | Important | No | No
Privilege
CVE-2023-23412 | Elevation of | Important | No | No
Privilege
CVE-2023-24865 | Information Important | No | No
Disclosure
CVE-2023-24909 | Remote Code Important | No | No
Execution
CVE-2023-24880 | Security Moderate Yes | Yes
Feature
Bypass
CVE-2023-23393 | Elevation of | Important | No | No
Privilege
CVE-2023-23416 | Remote Code | Critical No | No
Execution
5023697 | =if& | March 14, CVE-2023-23394 | Information | Important |No | No
2023— Disclosure
KB5023697 CVE-2023-1018 Elevation of | Critical No | No
(0S Build Privilege
14393. 5786 | CVE-2023-23402 | Remote Code | Important |No | No
) - Execution
Microsoft CVE-2023-24870 | Information | Important | No | No
Support Disclosure
for CVE-2023-24910 | Elevation of | Important |No | No
Windows Privilege
10, CVE-2023-23409 | Information Important | No | No
version Disclosure
1607, all | cvE-2023-23410 | Elevation of | Important | No | No
editions, W Privilege
indows CVE-2023-23417 | Elevation of | Important |No | No
Server Privilege
2016, all | cvg-2023-24866 | Information | Important |No | No
editions Disclosure
CVE-2023-23422 | Elevation of | Important | No | No

Privilege

013 W



http://support.microsoft.com/kb/5023697
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CVE-2023-24858 | Information Important | No | No
Disclosure

CVE-2023-23423 | Elevation of | Important | No | No
Privilege

CVE-2023-23414 | Remote Code Important | No | No
Execution

CVE-2023-24868 | Remote Code Important | No | No
Execution

CVE-2023-23411 | Denial of Critical No | No
Service

CVE-2023-24907 | Remote Code Important | No | No
Execution

CVE-2023-21708 | Remote Code | Critical No | No
Execution

CVE-2023-23421 | Elevation of | Important | No | No
Privilege

CVE-2023-24862 | Denial of Important | No | No
Service

CVE-2023-23407 | Remote Code Important | No | No
Execution

CVE-2023-24869 | Remote Code Important | No | No
Execution

CVE-2023-23404 | Remote Code | Critical No | No
Execution

CVE-2023-24913 | Remote Code Important | No | No
Execution

CVE-2023-23413 | Remote Code Important | No | No
Execution

CVE-2023-23405 | Remote Code Important | No | No
Execution

CVE-2023-23420 | Elevation of | Important |No | No
Privilege

CVE-2023-23401 | Remote Code | Important |No | No
Execution

CVE-2023-24857 | Information Important | No | No
Disclosure

CVE-2023-23400 | Remote Code | Important | No | No
Execution

CVE-2023-24863 | Information Important |No | No
Disclosure

14 W
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CVE-2023-24911 | Information Important | No | No
Disclosure

CVE-2023-1017 Elevation of | Critical No | No
Privilege

CVE-2023-24861 | Elevation of | Important | No | No
Privilege

CVE-2023-23403 | Remote Code Important | No | No
Execution

CVE-2023-23385 | Elevation of | Important | No | No
Privilege

CVE-2023-24872 | Remote Code Important | No | No
Execution

CVE-2023-24876 | Remote Code Important | No | No
Execution

CVE-2023-24867 | Remote Code Important | No | No
Execution

CVE-2023-24906 | Information Important | No | No
Disclosure

CVE-2023-24908 | Remote Code Important | No | No
Execution

CVE-2023-23415 | Remote Code | Critical No | No
Execution

CVE-2023-23388 | Elevation of | Important |No | No
Privilege

CVE-2023-24859 | Denial of Important | No | No
Service

CVE-2023-24856 | Information Important | No | No
Disclosure

CVE-2023-23406 | Remote Code Important | No | No
Execution

CVE-2023-24864 | Elevation of | Important |No | No
Privilege

CVE-2023-23412 | Elevation of | Important |No | No
Privilege

CVE-2023-24865 | Information Important | No | No
Disclosure

CVE-2023-24909 | Remote Code | Important | No | No
Execution

CVE-2023-24880 | Security Moderate Yes | Yes
Feature
Bypass

015 W
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CVE-2023-23416 | Remote Code | Critical No | No
Execution
5023764 | =if& | March 14, CVE-2023-23394 | Information Important | No | No
2023— Disclosure
KB5023764 CVE-2023-23402 | Remote Code Important | No | No
(Security- Execution
only CVE-2023-24870 | Information | Important |No | No
update) - Disclosure
Microsoft CVE-2023-24910 | Elevation of | Important | No | No
Support Privilege
for CVE-2023-23409 | Information Important | No | No
Windows Disclosure
Server CVE-2023-23410 | Elevation of | Important | No | No
2012 Privilege
R2, Windows | cvE-2023-24866 | Information Important | No | No
Embedded Disclosure
8.1 CVE-2023-23422 | Elevation of | Important | No | No
Industry Privilege
Enterprise | cvE-2023-24858 | Information Important | No | No
, Windows Disclosure
Embedded CVE-2023-23423 | Elevation of | Important | No | No
8.1 Privilege
Industry CVE-2023-23414 | Remote Code Important | No | No
Pro Execution
CVE-2023-24868 | Remote Code Important | No | No
Execution
CVE-2023-24907 | Remote Code Important | No | No
Execution
CVE-2023-21708 | Remote Code | Critical No | No
Execution
CVE-2023-23421 | Elevation of | Important |No | No
Privilege
CVE-2023-24862 | Denial of Important | No | No
Service
CVE-2023-23407 | Remote Code | Important |No | No
Execution
CVE-2023-24869 | Remote Code | Important | No | No
Execution
CVE-2023-23404 | Remote Code | Critical No | No
Execution

016 W



http://support.microsoft.com/kb/5023764
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CVE-2023-24913 | Remote Code Important | No | No
Execution

CVE-2023-23413 | Remote Code Important | No | No
Execution

CVE-2023-23405 | Remote Code Important | No | No
Execution

CVE-2023-23420 | Elevation of | Important |No | No
Privilege

CVE-2023-23401 | Remote Code Important | No | No
Execution

CVE-2023-24857 | Information Important | No | No
Disclosure

CVE-2023-23400 | Remote Code Important | No | No
Execution

CVE-2023-24863 | Information Important | No | No
Disclosure

CVE-2023-24911 | Information Important | No | No
Disclosure

CVE-2023-24861 | Elevation of | Important | No | No
Privilege

CVE-2023-23403 | Remote Code Important | No | No
Execution

CVE-2023-23385 | Elevation of | Important |No | No
Privilege

CVE-2023-24876 | Remote Code Important | No | No
Execution

CVE-2023-24867 | Remote Code Important | No | No
Execution

CVE-2023-24906 | Information Important | No | No
Disclosure

CVE-2023-24908 | Remote Code Important | No | No
Execution

CVE-2023-23415 | Remote Code | Critical No | No
Execution

CVE-2023-24859 | Denial of Important | No | No
Service

CVE-2023-24856 | Information Important |No | No
Disclosure

CVE-2023-23406 | Remote Code | Important | No | No
Execution
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CVE-2023-24864 | Elevation of | Important | No | No
Privilege
CVE-2023-23412 | Elevation of | Important |No | No
Privilege
CVE-2023-24865 | Information Important | No | No
Disclosure
CVE-2023-24909 | Remote Code Important | No | No
Execution
CVE-2023-23416 | Remote Code | Critical No | No
Execution
5023756 | =if& | March 14, CVE-2023-23394 | Information Important | No | No
2023— Disclosure
KB5023756 CVE-2023-23402 | Remote Code Important | No | No
(Monthly Execution
Rollup) - CVE-2023-24870 | Information Important | No | No
Microsoft Disclosure
Support CVE-2023-24910 | Elevation of | Important | No | No
for Privilege
Windows CVE-2023-23409 | Information Important | No | No
Server Disclosure
2012, Windo | cVE-2023-23410 | Elevation of Important | No | No
ws Privilege
Embedded 8 | cvE-2023-24866 | Information Important | No | No
Standard Disclosure
CVE-2023-23422 | Elevation of | Important |No | No
Privilege
CVE-2023-24858 | Information Important | No | No
Disclosure
CVE-2023-23423 | Elevation of | Important |No | No
Privilege
CVE-2023-23414 | Remote Code Important | No | No
Execution
CVE-2023-24868 | Remote Code | Important |No | No
Execution
CVE-2023-24907 | Remote Code | Important |No | No
Execution
CVE-2023-21708 | Remote Code | Critical No | No
Execution
CVE-2023-23421 | Elevation of | Important | No | No

Privilege
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CVE-2023-24862 | Denial of Important |No | No
Service

CVE-2023-23407 | Remote Code Important | No | No
Execution

CVE-2023-24869 | Remote Code Important | No | No
Execution

CVE-2023-23404 | Remote Code | Critical No | No
Execution

CVE-2023-24913 | Remote Code Important | No | No
Execution

CVE-2023-23413 | Remote Code Important | No | No
Execution

CVE-2023-23405 | Remote Code Important | No | No
Execution

CVE-2023-23420 | Elevation of | Important | No | No
Privilege

CVE-2023-23401 | Remote Code Important | No | No
Execution

CVE-2023-24857 | Information Important | No | No
Disclosure

CVE-2023-24863 | Information Important | No | No
Disclosure

CVE-2023-24911 | Information Important | No | No
Disclosure

CVE-2023-24861 | Elevation of | Important |No | No
Privilege

CVE-2023-23403 | Remote Code Important | No | No
Execution

CVE-2023-23385 | Elevation of | Important |No | No
Privilege

CVE-2023-24872 | Remote Code Important | No | No
Execution

CVE-2023-24876 | Remote Code | Important |No | No
Execution

CVE-2023-24867 | Remote Code | Important |No | No
Execution

CVE-2023-24906 | Information Important |No | No
Disclosure

CVE-2023-24908 | Remote Code | Important | No | No
Execution
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CVE-2023-23415 | Remote Code | Critical No | No
Execution
CVE-2023-24859 | Denial of Important | No | No
Service
CVE-2023-24856 | Information Important | No | No
Disclosure
CVE-2023-23406 | Remote Code Important | No | No
Execution
CVE-2023-24864 | Elevation of | Important | No | No
Privilege
CVE-2023-23412 | Elevation of | Important | No | No
Privilege
CVE-2023-24865 | Information Important | No | No
Disclosure
CVE-2023-24909 | Remote Code Important | No | No
Execution
CVE-2023-23416 | Remote Code | Critical No | No
Execution
5023698 | =f& | March 14, CVE-2023-23394 | Information Important | No | No
2023— Disclosure
KB5023698 CVE-2023-1018 Elevation of | Critical No | No
(0S Build Privilege
22000. 1696 | CVE-2023-23402 | Remote Code Important | No | No
) - Execution
Microsoft CVE-2023-24870 | Information | Important | No | No
Support Disclosure
for CVE-2023-24910 | Elevation of | Important | No | No
Windows 11 Privilege
version CVE-2023-23409 | Information Important | No | No
21H2, all Disclosure
editions CVE-2023-23410 | Elevation of | Important |No | No
Privilege
CVE-2023-23417 | Elevation of | Important |No | No
Privilege
CVE-2023-24866 | Information Important | No | No
Disclosure
CVE-2023-23422 | Elevation of | Important | No | No
Privilege
CVE-2023-24858 | Information Important |No | No
Disclosure
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CVE-2023-23423 | Elevation of | Important | No | No
Privilege

CVE-2023-23414 | Remote Code Important | No | No
Execution

CVE-2023-24868 | Remote Code Important | No | No
Execution

CVE-2023-23411 | Denial of Critical No | No
Service

CVE-2023-24907 | Remote Code Important | No | No
Execution

CVE-2023-21708 | Remote Code | Critical No | No
Execution

CVE-2023-23421 | Elevation of | Important | No | No
Privilege

CVE-2023-24862 | Denial of Important | No | No
Service

CVE-2023-23407 | Remote Code Important | No | No
Execution

CVE-2023-23392 | Remote Code | Critical No | No
Execution

CVE-2023-24869 | Remote Code Important | No | No
Execution

CVE-2023-23404 | Remote Code | Critical No | No
Execution

CVE-2023-24913 | Remote Code Important | No | No
Execution

CVE-2023-23413 | Remote Code Important | No | No
Execution

CVE-2023-23405 | Remote Code Important | No | No
Execution

CVE-2023-23420 | Elevation of | Important |No | No
Privilege

CVE-2023-23401 | Remote Code | Important |No | No
Execution

CVE-2023-24857 | Information Important | No | No
Disclosure

CVE-2023-24863 | Information Important |No | No
Disclosure

CVE-2023-24911 | Information Important |No | No
Disclosure
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Privilege

CVE-2023-1017 Elevation of | Critical No | No
Privilege

CVE-2023-24861 | Elevation of | Important |No | No
Privilege

CVE-2023-23403 | Remote Code Important | No | No
Execution

CVE-2023-23385 | Elevation of | Important | No | No
Privilege

CVE-2023-24872 | Remote Code Important | No | No
Execution

CVE-2023-24876 | Remote Code Important | No | No
Execution

CVE-2023-24867 | Remote Code Important | No | No
Execution

CVE-2023-24906 | Information Important | No | No
Disclosure

CVE-2023-24908 | Remote Code Important | No | No
Execution

CVE-2023-23415 | Remote Code | Critical No | No
Execution

CVE-2023-23388 | Elevation of | Important | No | No
Privilege

CVE-2023-24859 | Denial of Important | No | No
Service

CVE-2023-24856 | Information Important | No | No
Disclosure

CVE-2023-23406 | Remote Code Important | No | No
Execution

CVE-2023-24864 | Elevation of | Important |No | No
Privilege

CVE-2023-24871 | Remote Code Important | No | No
Execution

CVE-2023-24865 | Information Important | No | No
Disclosure

CVE-2023-24909 | Remote Code | Important |No | No
Execution

CVE-2023-24880 | Security Moderate Yes | Yes
Feature
Bypass

CVE-2023-23393 | Elevation of | Important | No | No
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CVE-2023-23416 | Remote Code | Critical No | No
Execution
March 14, CVE-2023-23422 | Elevation of | Important |No | No
2023— Privilege
KB5023755 CVE-2023-23415 | Remote Code | Critical No | No
(Monthly Execution
Rollup) - CVE-2023-23423 | Elevation of | Important |No | No
Microsoft Privilege
Support CVE-2023-23420 | Elevation of | Important | No | No
for Privilege
Windows CVE-2023-23405 | Remote Code Important | No | No
Server Execution
2008 CVE-2023-23394 | Information Important | No | No
Datacenter Disclosure
ESU, Window | cvE-2023-21708 | Remote Code | Critical No | No
s Server Execution
2008 CVE-2023-24861 | Elevation of | Important | No | No
Standard Privilege
ESU, Window | cvE-2023-23421 | Elevation of Important | No | No
s Server Privilege
2008 CVE-2023-24862 | Denial of Important | No | No
Enterprise Service
ESU CVE-2023-23409 | Information Important | No | No
Disclosure
CVE-2023-24910 | Elevation of | Important |No | No
Privilege
CVE-2023-23410 | Elevation of | Important |No | No
Privilege
CVE-2023-23385 | Elevation of | Important |No | No
Privilege
CVE-2023-24869 | Remote Code Important | No | No
Execution
CVE-2023-24908 | Remote Code | Important |No | No
Execution
March 14, CVE-2023-23394 | Information Important | No | No
2023— Disclosure
KB5023706 CVE-2023-1018 Elevation of | Critical No | No
(0S Build Privilege
22621. 1413 | CVE-2023-23402 | Remote Code | Important |No | No
) - Execution
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Microsoft
Support
for
Windows 11
version
22H2, all

editions

Privilege

CVE-2023-24870 | Information Important | No | No
Disclosure

CVE-2023-24910 | Elevation of | Important |No | No
Privilege

CVE-2023-23409 | Information Important | No | No
Disclosure

CVE-2023-23410 | Elevation of | Important |No | No
Privilege

CVE-2023-23417 | Elevation of | Important | No | No
Privilege

CVE-2023-24866 | Information Important | No | No
Disclosure

CVE-2023-23422 | Elevation of | Important | No | No
Privilege

CVE-2023-24858 | Information Important | No | No
Disclosure

CVE-2023-23423 | Elevation of | Important | No | No
Privilege

CVE-2023-23414 | Remote Code Important | No | No
Execution

CVE-2023-24868 | Remote Code Important | No | No
Execution

CVE-2023-23411 | Denial of Critical No | No
Service

CVE-2023-24907 | Remote Code Important | No | No
Execution

CVE-2023-21708 | Remote Code | Critical No | No
Execution

CVE-2023-23421 | Elevation of | Important |No | No
Privilege

CVE-2023-24862 | Denial of Important | No | No
Service

CVE-2023-23407 | Remote Code | Important |No | No
Execution

CVE-2023-23392 | Remote Code | Critical No | No
Execution

CVE-2023-24869 | Remote Code | Important | No | No
Execution

CVE-2023-23418 | Elevation of | Important | No | No
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Privilege

CVE-2023-23404 | Remote Code | Critical No | No
Execution

CVE-2023-24913 | Remote Code Important | No | No
Execution

CVE-2023-23413 | Remote Code Important | No | No
Execution

CVE-2023-23405 | Remote Code Important | No | No
Execution

CVE-2023-23420 | Elevation of | Important | No | No
Privilege

CVE-2023-23401 | Remote Code Important | No | No
Execution

CVE-2023-24857 | Information Important | No | No
Disclosure

CVE-2023-24863 | Information Important | No | No
Disclosure

CVE-2023-24911 | Information Important | No | No
Disclosure

CVE-2023-1017 Elevation of | Critical No | No
Privilege

CVE-2023-24861 | Elevation of | Important | No | No
Privilege

CVE-2023-23403 | Remote Code Important | No | No
Execution

CVE-2023-23385 | Elevation of | Important |No | No
Privilege

CVE-2023-24872 | Remote Code Important | No | No
Execution

CVE-2023-24876 | Remote Code Important | No | No
Execution

CVE-2023-24867 | Remote Code Important | No | No
Execution

CVE-2023-24906 | Information Important | No | No
Disclosure

CVE-2023-24908 | Remote Code | Important |No | No
Execution

CVE-2023-23415 | Remote Code | Critical No | No
Execution

CVE-2023-23388 | Elevation of | Important | No | No
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CVE-2023-24859 | Denial of Important |No | No
Service
CVE-2023-24856 | Information Important | No | No
Disclosure
CVE-2023-23406 | Remote Code Important | No | No
Execution
CVE-2023-24864 | Elevation of | Important | No | No
Privilege
CVE-2023-23419 | Elevation of | Important | No | No
Privilege
CVE-2023-24871 | Remote Code Important | No | No
Execution
CVE-2023-24865 | Information Important | No | No
Disclosure
CVE-2023-24909 | Remote Code Important | No | No
Execution
CVE-2023-24880 | Security Moderate Yes | Yes
Feature
Bypass
CVE-2023-23393 | Elevation of | Important | No | No
Privilege
CVE-2023-23416 | Remote Code | Critical No | No
Execution
CVE-2023-23396 | Denial of Important | No | No
Service
5023713 | = f& | March 14, CVE-2023-23394 | Information | Important | No | No
2023— Disclosure
KB5023713 CVE-2023-1018 Elevation of | Critical No | No
(0S Build Privilege
10240. 1980 | CVE-2023-23402 | Remote Code Important | No | No
5) - Execution
Microsoft CVE-2023-24870 | Information | Important | No | No
Support Disclosure
for CVE-2023-24910 | Elevation of | Important |No | No
Windows 10 Privilege
CVE-2023-23409 | Information Important | No | No
Disclosure
CVE-2023-23410 | Elevation of | Important | No | No
Privilege
CVE-2023-24866 | Information Important |No | No
Disclosure
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CVE-2023-23422 | Elevation of | Important | No | No
Privilege

CVE-2023-24858 | Information Important | No | No
Disclosure

CVE-2023-23423 | Elevation of | Important | No | No
Privilege

CVE-2023-23414 | Remote Code Important | No | No
Execution

CVE-2023-24868 | Remote Code Important | No | No
Execution

CVE-2023-23411 | Denial of Critical No | No
Service

CVE-2023-24907 | Remote Code Important | No | No
Execution

CVE-2023-21708 | Remote Code | Critical No | No
Execution

CVE-2023-23421 | Elevation of | Important | No | No
Privilege

CVE-2023-24862 | Denial of Important | No | No
Service

CVE-2023-23407 | Remote Code Important | No | No
Execution

CVE-2023-24869 | Remote Code Important | No | No
Execution

CVE-2023-23404 | Remote Code | Critical No | No
Execution

CVE-2023-24913 | Remote Code Important | No | No
Execution

CVE-2023-23413 | Remote Code Important | No | No
Execution

CVE-2023-23405 | Remote Code Important | No | No
Execution

CVE-2023-23420 | Elevation of | Important |No | No
Privilege

CVE-2023-23401 | Remote Code | Important |No | No
Execution

CVE-2023-24857 | Information Important |No | No
Disclosure

CVE-2023-24863 | Information Important |No | No
Disclosure
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CVE-2023-24911 | Information Important | No | No
Disclosure

CVE-2023-1017 Elevation of | Critical No | No
Privilege

CVE-2023-24861 | Elevation of | Important | No | No
Privilege

CVE-2023-23403 | Remote Code Important | No | No
Execution

CVE-2023-23385 | Elevation of | Important | No | No
Privilege

CVE-2023-24872 | Remote Code Important | No | No
Execution

CVE-2023-24876 | Remote Code Important | No | No
Execution

CVE-2023-24867 | Remote Code Important | No | No
Execution

CVE-2023-24906 | Information Important | No | No
Disclosure

CVE-2023-24908 | Remote Code Important | No | No
Execution

CVE-2023-23415 | Remote Code | Critical No | No
Execution

CVE-2023-24859 | Denial of Important | No | No

Service

CVE-2023-24856 | Information Important | No | No
Disclosure

CVE-2023-23406 | Remote Code Important | No | No
Execution

CVE-2023-24864 | Elevation of | Important |No | No
Privilege

CVE-2023-23412 | Elevation of | Important |No | No
Privilege

CVE-2023-24865 | Information Important | No | No
Disclosure

CVE-2023-24909 | Remote Code | Important |No | No
Execution

CVE-2023-23416 | Remote Code | Critical No | No
Execution

5023759 | = f& | March 14, CVE-2023-23394 | Information | Important |No | No
2023— Disclosure
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KB5023759 CVE-2023-23402 | Remote Code | Important |No | No
(Security- Execution
only CVE-2023-23409 | Information Important | No | No
update) — Disclosure
Microsoft CVE-2023-24910 | Elevation of | Important |No | No
Support Privilege
for CVE-2023-23410 | Elevation of | Important |No | No
Windows Privilege
Server CVE-2023-23422 | Elevation of | Important | No | No
2008 R2 Privilege
Enterprise | cVE-2023-23423 | Elevation of | Important | No | No
ESU, Window Privilege
s Server CVE-2023-23414 | Remote Code Important | No | No
2008 R2 Execution
Standard CVE-2023-21708 | Remote Code | Critical No | No
ESU, Window Execution
s Server CVE-2023-23421 | Elevation of | Important |No | No
2008 R2 Privilege
Datacenter CVE-2023-24862 | Denial of Important | No | No
ESU, Window Service
s Embedded CVE-2023-23407 | Remote Code Important | No | No
Standard 7 Execution
ESU, Window CVE-2023-24869 | Remote Code Important | No | No
s Embedded Execution
POSReady 7 CVE-2023-23405 | Remote Code Important | No | No
ESU Execution
CVE-2023-23420 | Elevation of | Important |No | No
Privilege
CVE-2023-23401 | Remote Code Important | No | No
Execution
CVE-2023-24861 | Elevation of | Important |No | No
Privilege
CVE-2023-23385 | Elevation of | Important |No | No
Privilege
CVE-2023-24908 | Remote Code | Important |No | No
Execution
CVE-2023-23415 | Remote Code | Critical No | No
Execution
5023769 | = f& | March 14, CVE-2023-23394 | Information | Important |No | No
2023— Disclosure
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KB5023769 CVE-2023-23402 | Remote Code | Important |No | No
(Monthly Execution
Rollup) - CVE-2023-23409 | Information | Important |No | No
Microsoft Disclosure
Support CVE-2023-24910 | Elevation of | Important |No | No
for Privilege
Windows CVE-2023-23410 | Elevation of | Important | No | No
Server Privilege
2008 R2 CVE-2023-23422 | Elevation of | Important | No | No
Enterprise Privilege
ESU, Window | cVE-2023-23423 | Elevation of Important | No | No
s Server Privilege
2008 R2 CVE-2023-23414 | Remote Code Important | No | No
Standard Execution
ESU, Window | cvE-2023-21708 | Remote Code | Critical No | No
s Server Execution
2008 R2 CVE-2023-23421 | Elevation of | Important | No | No
Datacenter Privilege
ESU, Window CVE-2023-24862 | Denial of Important | No | No
s Embedded Service
Standard 7 CVE-2023-23407 | Remote Code Important | No No
ESU, Window Execution
s Embedded CVE-2023-24869 | Remote Code Important | No | No
POSReady 7 Execution
ESU CVE-2023-23405 | Remote Code Important | No | No
Execution
CVE-2023-23420 | Elevation of | Important |No | No
Privilege
CVE-2023-23401 | Remote Code Important | No | No
Execution
CVE-2023-24861 | Elevation of | Important |No | No
Privilege
CVE-2023-23385 | Elevation of | Important |No | No
Privilege
CVE-2023-24908 | Remote Code | Important |No | No
Execution
CVE-2023-23415 | Remote Code | Critical No | No
Execution
5023765 | = f& | March 14, CVE-2023-23394 | Information | Important |No | No
2023— Disclosure
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KB5023765
(Monthly
Rollup) -
Microsoft
Support
for
Windows
Server
2012

R2, Windows
Embedded
8.1
Industry
Enterprise
, Windows
Embedded
8.1
Industry

Pro

CVE-2023-23402 | Remote Code Important | No | No
Execution

CVE-2023-24870 | Information Important | No | No
Disclosure

CVE-2023-24910 | Elevation of | Important |No | No
Privilege

CVE-2023-23409 | Information Important | No | No
Disclosure

CVE-2023-23410 | Elevation of | Important | No | No
Privilege

CVE-2023-24866 | Information Important | No | No
Disclosure

CVE-2023-23422 | Elevation of | Important | No | No
Privilege

CVE-2023-24858 | Information Important | No | No
Disclosure

CVE-2023-23423 | Elevation of | Important | No | No
Privilege

CVE-2023-23414 | Remote Code Important | No | No
Execution

CVE-2023-24868 | Remote Code Important | No | No
Execution

CVE-2023-24907 | Remote Code Important | No | No
Execution

CVE-2023-21708 | Remote Code | Critical No | No
Execution

CVE-2023-23421 | Elevation of | Important |No | No
Privilege

CVE-2023-24862 | Denial of Important | No | No
Service

CVE-2023-23407 | Remote Code Important | No | No
Execution

CVE-2023-24869 | Remote Code | Important |No | No
Execution

CVE-2023-23404 | Remote Code | Critical No | No
Execution

CVE-2023-24913 | Remote Code | Important | No | No
Execution

CVE-2023-23413 | Remote Code | Important | No | No
Execution
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Privilege

CVE-2023-23405 | Remote Code Important | No | No
Execution

CVE-2023-23420 | Elevation of | Important |No | No
Privilege

CVE-2023-23401 | Remote Code Important | No | No
Execution

CVE-2023-24857 | Information Important | No | No
Disclosure

CVE-2023-23400 | Remote Code Important | No | No
Execution

CVE-2023-24863 | Information Important | No | No
Disclosure

CVE-2023-24911 | Information Important | No | No
Disclosure

CVE-2023-24861 | Elevation of | Important | No | No
Privilege

CVE-2023-23403 | Remote Code Important | No | No
Execution

CVE-2023-23385 | Elevation of | Important | No | No
Privilege

CVE-2023-24872 | Remote Code Important | No | No
Execution

CVE-2023-24876 | Remote Code Important | No | No
Execution

CVE-2023-24867 | Remote Code Important | No | No
Execution

CVE-2023-24906 | Information Important | No | No
Disclosure

CVE-2023-24908 | Remote Code Important | No | No
Execution

CVE-2023-23415 | Remote Code | Critical No | No
Execution

CVE-2023-24859 | Denial of Important | No | No
Service

CVE-2023-24856 | Information Important | No | No
Disclosure

CVE-2023-23406 | Remote Code | Important | No | No
Execution

CVE-2023-24864 | Elevation of | Important | No | No
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CVE-2023-23412 | Elevation of | Important | No | No
Privilege
CVE-2023-24865 | Information Important | No | No
Disclosure
CVE-2023-24909 | Remote Code Important | No | No
Execution
CVE-2023-23416 | Remote Code | Critical No | No
Execution
5023752 | =if& | March 14, CVE-2023-23394 | Information Important | No | No
2023— Disclosure
KB5023752 CVE-2023-23402 | Remote Code Important | No | No
(Security- Execution
only CVE-2023-24870 | Information Important | No | No
update) - Disclosure
Microsoft CVE-2023-24910 | Elevation of | Important | No | No
Support Privilege
for CVE-2023-23409 | Information Important | No | No
Windows Disclosure
Server CVE-2023-23410 | Elevation of | Important | No | No
2012, Windo Privilege
ws CVE-2023-24866 | Information Important | No | No
Embedded 8 Disclosure
Standard CVE-2023-23422 | Elevation of | Important |No | No
Privilege
CVE-2023-24858 | Information Important | No | No
Disclosure
CVE-2023-23423 | Elevation of | Important |No | No
Privilege
CVE-2023-23414 | Remote Code Important | No | No
Execution
CVE-2023-24868 | Remote Code Important | No | No
Execution
CVE-2023-24907 | Remote Code | Important |No | No
Execution
CVE-2023-21708 | Remote Code | Critical No | No
Execution
CVE-2023-23421 | Elevation of | Important | No | No
Privilege
CVE-2023-24862 | Denial of Important |No | No
Service
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CVE-2023-23407 | Remote Code Important | No | No
Execution

CVE-2023-24869 | Remote Code Important | No | No
Execution

CVE-2023-23404 | Remote Code | Critical No | No
Execution

CVE-2023-24913 | Remote Code Important | No | No
Execution

CVE-2023-23413 | Remote Code Important | No | No
Execution

CVE-2023-23405 | Remote Code Important | No | No
Execution

CVE-2023-23420 | Elevation of | Important | No | No
Privilege

CVE-2023-23401 | Remote Code Important | No | No
Execution

CVE-2023-24857 | Information Important | No | No
Disclosure

CVE-2023-24863 | Information Important | No | No
Disclosure

CVE-2023-24911 | Information Important | No | No
Disclosure

CVE-2023-24861 | Elevation of | Important |No | No
Privilege

CVE-2023-23403 | Remote Code Important | No | No
Execution

CVE-2023-23385 | Elevation of | Important |No | No
Privilege

CVE-2023-24876 | Remote Code Important | No | No
Execution

CVE-2023-24867 | Remote Code Important | No | No
Execution

CVE-2023-24906 | Information Important | No | No
Disclosure

CVE-2023-24908 | Remote Code | Important |No | No
Execution

CVE-2023-23415 | Remote Code | Critical No | No
Execution

CVE-2023-24859 | Denial of Important |No | No
Service
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CVE-2023-24856 | Information Important | No | No
Disclosure
CVE-2023-23406 | Remote Code Important | No | No
Execution
CVE-2023-24864 | Elevation of | Important | No | No
Privilege
CVE-2023-23412 | Elevation of | Important |No | No
Privilege
CVE-2023-24865 | Information Important | No | No
Disclosure
CVE-2023-24909 | Remote Code Important | No | No
Execution
CVE-2023-23416 | Remote Code | Critical No | No
Execution
5023754 | =& | March 14, CVE-2023-23422 | Elevation of | Important | No | No
2023— Privilege
KB5023754 CVE-2023-23415 | Remote Code | Critical No | No
(Security- Execution
only CVE-2023-23423 | Elevation of | Important | No | No
update) - Privilege
Microsoft CVE-2023-23420 | Elevation of | Important |No | No
Support Privilege
for CVE-2023-23405 | Remote Code Important | No | No
Windows Execution
Server CVE-2023-23394 | Information Important | No | No
2008 Disclosure
Datacenter | cvg-2023-21708 | Remote Code | Critical No | No
ESU, Window Execution
s Server CVE-2023-24861 | Elevation of | Important |No | No
2008 Privilege
Standard CVE-2023-23421 | Elevation of | Important | No | No
ESU, Window Privilege
s Server | cvg-2023-24862 | Denial of Important | No | No
2008 Service
Enterprise | cvg 202323409 | Information | Important | No | No
ESU Disclosure
CVE-2023-24910 | Elevation of | Important | No | No
Privilege
CVE-2023-23410 | Elevation of | Important | No | No

Privilege
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CVE-2023-23385 | Elevation of | Important |No | No
Privilege
CVE-2023-24869 | Remote Code | Important |No | No
Execution
CVE-2023-24908 | Remote Code | Important |No | No
Execution
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5002348 | = fG | Descripti | CVE-2023-23399 Remote
on of the Code

security Execution

Important

M »

No

No

update CVE-2023-23398 Spoofing
for Excel
2013:
March 14,
2023
(KB500234
8) -
Microsoft
Support

Important

No

No

5002254 | =G | Descripti | CVE-2023-23397 Elevation
on of the of
security Privilege
update
for
Outlook
2016:
March 14,
2023
(KB500225
4) -

Critical

No

Yes
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Microsoft

Support

Descripti
on of the
security
update
for
Office
Web Apps
Server
2013:
March 14,
2023
(KB500236
2) -
Microsoft

Support

CVE-2023-23399

Remote
Code

Execution

Important

No

No

Descripti
on of the
security
update
for
Office
2016:
March 14,
2023
(KB500219
7 -
Microsoft

Support

CVE-2023-23399

Remote
Code

Execution

Important

No

No

Descripti
on of the
security
update
for
Office
2013:
March 14,
2023
(KB500219
8) -

CVE-2023-23399

Remote
Code

Execution

Important

No

No
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Microsoft

Support

5002351 | = f& | Descripti | CVE-2023-23399 Remote
on of the Code

security Execution

Important

No

No

update CVE-2023-23398 Spoofing
for Excel
2016:
March 14,
2023
(KB500235
D -
Microsoft

Support

Important

No

No

5002265 | = /& | Descripti | CVE-2023-23397 Elevation
on of the of
security Privilege
update
for
Outlook
2013:
March 14,
2023
(KB500226
5 -

Microsoft

Support

Critical

No

Yes
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0 - C# R (Exploitation Detected)
1 - BEAHAREWAI Exploitation More Likely)
2 — RAKATREFIH (Bxploitation Less Likely)
3 — ANATREFIAH (Bxploitation Unlikely)

4 - AN (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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