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IAZEZ (Severity) = H (Critical) ,
AN FE (Publicly Disclosed) =& (Yes) ,
Oz it (Exploited) =4 (Yes) ,
TRIABI AT R M (Exploitability Assessment) =" 24 A

(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More

Likely) ”
VERFR

5035845 CVE-2024-21407

5035849

5035857

5035853

5035885

5035930

5035858

5035854

5035855

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely

5035845 CVE-2024-21408

5035849

5035857

5035853

5035858

5035854

5035855

Denial of

Service

Critical

No

No

Exploitation
Less Likely

5035845 CVE-2024-21437

5035849

5035920

5035857

5035853

5035885

5035888

5035933

5035930

5035858

5035854

5035855

Elevation of

Privilege

Importan
t

No

No

Exploitation
More Likely
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http://support.microsoft.com/kb/5035857
http://support.microsoft.com/kb/5035853
http://support.microsoft.com/kb/5035885
http://support.microsoft.com/kb/5035930
http://support.microsoft.com/kb/5035858
http://support.microsoft.com/kb/5035854
http://support.microsoft.com/kb/5035855
http://support.microsoft.com/kb/5035845
http://support.microsoft.com/kb/5035849
http://support.microsoft.com/kb/5035857
http://support.microsoft.com/kb/5035853
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5035919
5035845 CVE-2024-26182 Elevation of | Importan | No No Exploitation
5035849 Privilege t More Likely
5035855
5035845 CVE-2024-21433 Elevation of | Importan | No No Exploitation
5035849 Privilege t More Likely
5035857
5035853
5035885
5035930
5035858
5035854
5035855
5035845 CVE-2024-26170 Elevation of | Importan | No No Exploitation
5035857 Privilege t More Likely
5035853
5035854
Information Importan Exploitation
5035853 CVE-2024-26160 Disclosure t No No More Likely
Importan Exploitation
5035853 CVE-2024-26185 Tampering t No No More Likely
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http://support.microsoft.com/kb/5035845
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http://support.microsoft.com/kb/5035854
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5035845 | = f& | March Remote Code
12, CVE-2024-26162 | Execution Important | No | No
2024— Elevation of
KB503584 | CVE-2024-21439 | Privilege Important | No | No
5 (0S Elevation of
Builds CVE-2024-21442 | Privilege Important | No | No
19044. 41 Remote Code
70 and CVE-2024-26166 | Execution Important |No | No
19045. 41 Remote Code
70) - CVE-2024-21451 | Execution Important | No | No
Microsof Information
t CVE-2024-26177 | Disclosure Important | No | No
Support Elevation of
for CVE-2024-26176 | Privilege Important |No | No
Windows Remote Code
10 CVE-2024-26161 | Execution Important | No | No
Enterpri Remote Code
se and CVE-2024-21407 | Execution Critical No | No
Educatio Remote Code
0, CVE-2024-21429 | Execution Important | No | No
version Remote Code
21H2, Win | cvg_9024-21450 | Execution Important |No | No
dows 10 Elevation of
Lol 1 cvE-2024-21443 | Privilege | Tmportant |No | No
Enterpri Elevation of
56 CVE-2024-26169 | Privilege | Important | No |No
vers1o§ Denial of
2IH2, Win | ove_9094-21408 | Service Critical |No |[No
dows 10

) Remote Code

Enterpri | ovp 9094-21440 | Execution Important | No | No

%6 W
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se
Multi-
Session,
version
21H2, Win
dows 10,
version
22H2,
all
editions
, Windows
10
Enterpri
se LTSC
2021, Win
dows 10
ToT
Enterpri
se LTSC
2021

Security
Feature

CVE-2024-21431 | Bypass Important | No | No
Remote Code

CVE-2024-26159 | Execution Important | No | No
Elevation of

CVE-2024-21437 | Privilege Important | No | No
Remote Code

CVE-2024-21444 | Execution Important | No No
Elevation of

CVE-2024-21436 | Privilege Important | No | No
Remote Code

CVE-2024-21441 | Execution Important | No | No
Denial of

CVE-2024-26181 | Service Important | No | No
Elevation of

CVE-2024-26173 | Privilege Important | No | No
Elevation of

CVE-2024-26178 | Privilege Important | No | No
Elevation of

CVE-2024-26182 | Privilege Important | No | No
Elevation of

CVE-2024-21446 | Privilege Important | No | No
Elevation of

CVE-2024-21432 | Privilege Important | No | No
Information

CVE-2023-28746 | Disclosure Important | No | No
Remote Code

CVE-2024-21430 | Execution Important | No | No
Elevation of

CVE-2024-21445 | Privilege Important | No | No
Security
Feature

CVE-2024-21427 | Bypass Important | No | No
Elevation of

CVE-2024-21433 | Privilege Important | No | No
Denial of

CVE-2024-21438 | Service Important | No No
Elevation of

CVE-2024-21434 | Privilege Important | No | No
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Elevation of
CVE-2024-26170 | Privilege Important | No | No
Information
CVE-2024-26174 | Disclosure Important | No | No
5035849 | & f& | March Remote Code
12, CVE-2024-26162 | Execution Important | No | No
2024— Elevation of
KB503584 | CVE-2024-21439 | Privilege Important | No | No
9 (0S Remote Code
Build CVE-2024-26166 | Execution Important | No | No
17763. 55 Remote Code
76) - CVE-2024-21451 | Execution Important | No | No
Microsof Information
t CVE-2024-26177 | Disclosure Important | No | No
Support Elevation of
for Win CVE-2024-26176 | Privilege Important | No | No
10 Ent Remote Code
LTSC CVE-2024-26161 | Execution Important | No | No
2019, Win Remote Code
10 IoT | cVE-2024-21407 | Execution Critical |No |No
Ent LTSC Remote Code
2019, Win | cvE-2024-21429 | Execution Important |No | No
dows 10 Remote Code
ToT Core | cvE-2024-21450 | Execution Important | No | No
2019 Elevation of
LTSC, Win | cyp-9024-21443 | Privilege | Important |No |No
dows Elevation of
SErver | cyvg-9024-26169 | Privilege Important | No | No
2019 Denial of
CVE-2024-21408 | Service Critical No | No
Remote Code
CVE-2024-21440 | Execution Important | No | No
Remote Code
CVE-2024-26159 | Execution Important | No | No
Denial of
CVE-2024-26197 | Service Important | No No
Elevation of
CVE-2024-21437 | Privilege Important | No | No
Remote Code
CVE-2024-21444 | Execution Important | No No
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Elevation of
CVE-2024-21436 | Privilege Important | No | No
Remote Code
CVE-2024-21441 | Execution Important | No | No
Denial of
CVE-2024-26181 | Service Important | No | No
Elevation of
CVE-2024-26173 | Privilege Important | No | No
Elevation of
CVE-2024-26178 | Privilege Important | No | No
Elevation of
CVE-2024-26182 | Privilege Important | No | No
Elevation of
CVE-2024-21446 | Privilege Important | No | No
Elevation of
CVE-2024-21432 | Privilege Important | No | No
Information
CVE-2023-28746 | Disclosure Important | No | No
Remote Code
CVE-2024-21430 | Execution Important | No | No
Security
Feature
CVE-2024-21427 | Bypass Important | No | No
Elevation of
CVE-2024-21433 | Privilege Important | No | No
Denial of
CVE-2024-21438 | Service Important | No | No
Elevation of
CVE-2024-21434 | Privilege Important | No | No
Information
CVE-2024-26174 | Disclosure Important | No | No
5035920 | =& | March Remote Code
12, CVE-2024-26162 | Execution Important | No | No
2024— Elevation of
KB503592 | CVE-2024-21439 | Privilege Important | No | No
0 Remote Code
(Monthly | CVE-2024-26166 | Execution Important | No | No
Rollup) Remote Code
- CVE-2024-21451 | Execution Important | No | No
Microsof Information
t CVE-2024-26177 | Disclosure Important | No | No

9 W
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Support Elevation of
for CVE-2024-26176 | Privilege Important | No | No
Windows Remote Code
Server CVE-2024-26161 | Execution Important | No | No
2008 Remote Code
Datacent | CVE-2024-21429 | Execution Important | No | No
er Remote Code
ESU, Wind | CVE-2024-21450 | Execution Important | No | No
ows Remote Code
Server CVE-2024-21440 | Execution Important | No | No
2008 Remote Code
Standard | CVE-2024-26159 | Execution Important | No | No
ESU, Wind Elevation of
ows CVE-2024-21437 | Privilege Important | No | No
Server Remote Code
2008 CVE-2024-21444 | Execution Important | No | No
Enterpri Elevation of
se ESU CVE-2024-21436 | Privilege Important | No | No
Remote Code
CVE-2024-21441 | Execution Important | No | No
Denial of
CVE-2024-26181 | Service Important | No | No
Elevation of
CVE-2024-26173 | Privilege Important | No | No
Elevation of
CVE-2024-26178 | Privilege Important | No | No
Elevation of
CVE-2024-21446 | Privilege Important | No | No
Information
CVE-2023-28746 | Disclosure Important | No | No
Information
CVE-2024-26174 | Disclosure Important | No | No
5035857 | &G | March Remote Code
12, CVE-2024-26162 | Execution Important | No | No
2024— Elevation of
KB503585 | CVE-2024-21439 | Privilege Important | No | No
7 (0S Elevation of
Build CVE-2024-21442 | Privilege Important | No | No
20348. 23 Remote Code
40) - CVE-2024-26166 | Execution Important | No | No
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Microsof
t
Support
for
Windows
Server
2022

Remote Code

CVE-2024-21451 | Execution Important | No | No
Information

CVE-2024-26177 | Disclosure Important | No | No
Elevation of

CVE-2024-26176 | Privilege Important | No | No
Remote Code

CVE-2024-26161 | Execution Important | No | No
Remote Code

CVE-2024-21407 | Execution Critical No | No
Elevation of

CVE-2024-26170 | Privilege Important | No | No
Remote Code

CVE-2024-21429 | Execution Important | No | No
Remote Code

CVE-2024-21450 | Execution Important | No | No
Elevation of

CVE-2024-21443 | Privilege Important | No | No
Elevation of

CVE-2024-26169 | Privilege Important | No | No
Denial of

CVE-2024-21408 | Service Critical No | No
Remote Code

CVE-2024-21440 | Execution Important | No | No
Security
Feature

CVE-2024-21431 | Bypass Important | No | No
Remote Code

CVE-2024-26159 | Execution Important | No | No
Denial of

CVE-2024-26197 | Service Important | No | No
Elevation of

CVE-2024-21437 | Privilege Important | No | No
Remote Code

CVE-2024-21444 | Execution Important | No No
Elevation of

CVE-2024-21436 | Privilege Important | No | No
Remote Code

CVE-2024-21441 | Execution Important | No | No
Denial of

CVE-2024-26181 | Service Important | No | No

St
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Elevation of
CVE-2024-26173 | Privilege Important | No | No
Elevation of
CVE-2024-26178 | Privilege Important | No | No
Elevation of
CVE-2024-21446 | Privilege Important | No | No
Elevation of
CVE-2024-21432 | Privilege Important | No | No
Information
CVE-2023-28746 | Disclosure Important | No | No
Remote Code
CVE-2024-21430 | Execution Important | No No
Elevation of
CVE-2024-21445 | Privilege Important | No | No
Security
Feature
CVE-2024-21427 | Bypass Important | No | No
Elevation of
CVE-2024-21433 | Privilege Important | No | No
Denial of
CVE-2024-21438 | Service Important | No | No
Elevation of
CVE-2024-21434 | Privilege Important | No | No
Denial of
CVE-2024-26190 | Service Important | No | No
Information
CVE-2024-26174 | Disclosure Important | No | No
5035853 | &G | March Remote Code
12, CVE-2024-21435 | Execution Important | No | No
2024— Remote Code
KB503585 | CVE-2024-26162 | Execution Important | No | No
3 (0S Elevation of
Builds CVE-2024-21439 | Privilege Important | No | No
22621. 32 Elevation of
96 and CVE-2024-21442 | Privilege Important | No | No
22631. 32 Remote Code
96) CVE-2024-26166 | Execution Important | No | No
- Remote Code
Microsof | CVE-2024-21451 | Execution Important | No | No
t Denial of
Support | CVE-2024-26190 | Service Important | No | No

St
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for
Windows
11
version
22H2,
all
editions
, Windows
11
version
23H2,
all

editions

Information

CVE-2024-26177 | Disclosure Important | No | No
Elevation of

CVE-2024-26176 | Privilege Important | No | No
Remote Code

CVE-2024-26161 | Execution Important | No | No
Remote Code

CVE-2024-21407 | Execution Critical No | No
Remote Code

CVE-2024-21429 | Execution Important | No No
Remote Code

CVE-2024-21450 | Execution Important | No No
Elevation of

CVE-2024-21443 | Privilege Important | No | No
Elevation of

CVE-2024-26169 | Privilege Important | No | No
Denial of

CVE-2024-21408 | Service Critical No | No
Remote Code

CVE-2024-21440 | Execution Important | No | No
Security
Feature

CVE-2024-21431 | Bypass Important | No | No
Remote Code

CVE-2024-26159 | Execution Important | No | No
Elevation of

CVE-2024-21437 | Privilege Important | No | No
Remote Code

CVE-2024-21444 | Execution Important | No | No
Elevation of

CVE-2024-21436 | Privilege Important | No | No
Remote Code

CVE-2024-21441 | Execution Important | No | No
Denial of

CVE-2024-26181 | Service Important | No | No
Elevation of

CVE-2024-26173 | Privilege Important | No | No
Elevation of

CVE-2024-26178 | Privilege Important | No | No
Elevation of

CVE-2024-21446 | Privilege Important | No | No

St
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Elevation of
CVE-2024-21432 | Privilege Important | No | No
Information
CVE-2023-28746 | Disclosure Important | No | No
Remote Code
CVE-2024-21430 | Execution Important | No | No
Elevation of
CVE-2024-21445 | Privilege Important | No | No
Security
Feature
CVE-2024-21427 | Bypass Important | No | No
Elevation of
CVE-2024-21433 | Privilege Important | No | No
Information
CVE-2024-26160 | Disclosure Important | No | No
CVE-2024-26185 | Tampering Important | No | No
Denial of
CVE-2024-21438 | Service Important | No | No
Elevation of
CVE-2024-21434 | Privilege Important | No | No
Elevation of
CVE-2024-26170 | Privilege Important | No | No
Information
CVE-2024-26174 | Disclosure Important | No | No
5035885 | &G | March Remote Code
12, CVE-2024-26162 | Execution Important | No | No
2024— Elevation of
KB503588 | CVE-2024-21439 | Privilege Important | No | No
5 Remote Code
(Monthly | CVE-2024-26166 | Execution Important | No | No
Rollup) Remote Code
- CVE-2024-21451 | Execution Important | No | No
Microsof Information
t CVE-2024-26177 | Disclosure Important | No | No
Support Elevation of
for CVE-2024-26176 | Privilege Important | No | No
Windows Remote Code
Server CVE-2024-26161 | Execution Important | No | No
2012 R2 Remote Code
ESU CVE-2024-21407 | Execution Critical |No |No

St
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Remote Code

CVE-2024-21429 | Execution Important | No | No
Remote Code

CVE-2024-21450 | Execution Important | No | No
Elevation of

CVE-2024-26169 | Privilege Important | No | No
Remote Code

CVE-2024-21440 | Execution Important | No | No
Remote Code

CVE-2024-26159 | Execution Important | No No
Denial of

CVE-2024-26197 | Service Important | No No
Elevation of

CVE-2024-21437 | Privilege Important | No | No
Remote Code

CVE-2024-21444 | Execution Important | No | No
Elevation of

CVE-2024-21436 | Privilege Important | No | No
Remote Code

CVE-2024-21441 | Execution Important | No | No
Denial of

CVE-2024-26181 | Service Important | No | No
Elevation of

CVE-2024-26173 | Privilege Important | No | No
Elevation of

CVE-2024-26178 | Privilege Important | No | No
Elevation of

CVE-2024-21446 | Privilege Important | No | No
Elevation of

CVE-2024-21432 | Privilege Important | No | No
Information

CVE-2023-28746 | Disclosure Important | No | No
Remote Code

CVE-2024-21430 | Execution Important | No | No
Security
Feature

CVE-2024-21427 | Bypass Important | No No
Elevation of

CVE-2024-21433 | Privilege Important | No | No
Information

CVE-2024-26174 | Disclosure Important | No | No

St
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5035888 | & f& | March Remote Code
12, CVE-2024-26162 | Execution Important | No | No
2024— Elevation of
KB503588 | CVE-2024-21439 | Privilege Important | No | No
8 Remote Code
(Monthly | CVE-2024-26166 | Execution Important | No | No
Rollup) Remote Code
- CVE-2024-21451 | Execution Important | No | No
Microsof Information
t CVE-2024-26177 | Disclosure Important | No | No
Support Elevation of
for CVE-2024-26176 | Privilege Important | No | No
Windows Remote Code
Server CVE-2024-26161 | Execution Important | No | No
2008 R2 Remote Code
Enterpri | cyg-2024-21429 | Execution Important | No | No
se Remote Code
ESU, Wind CVE-2024-21450 | Execution Important | No | No
ows Remote Code
Server CVE-2024-21440 | Execution Important | No | No
2008 Rz Remote Code
Standard | oy -9024-26159 | Execution | Important |No | No
ESU, Wind Elevation of
ows CVE-2024-21437 | Privilege Important |No | No
Server Remote Code
2008 R2 CVE-2024-21444 | Execution Important | No | No
Datacent Elevation of
er CVE-2024-21436 | Privilege Important | No | No
ESU, Wind
Remote Code
ovs CVE-2024-21441 | Execution | Important |No |No
Embedded X
Denial of
POSReady | ovp9024-26181 | Service Important | No | No
7 ESU Elevation of
CVE-2024-26173 | Privilege Important | No | No
Elevation of
CVE-2024-26178 | Privilege Important | No | No
Elevation of
CVE-2024-21446 | Privilege Important | No | No
Information
CVE-2023-28746 | Disclosure Important | No No

St
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Information
CVE-2024-26174 | Disclosure Important | No | No
5035933 | &f& | March Remote Code
12, CVE-2024-26162 | Execution Important | No | No
2024— Elevation of
KB503593 | CVE-2024-21439 | Privilege Important | No | No
3 Remote Code
(Securit | CVE-2024-26166 | Execution Important | No | No
y-only Remote Code
update) CVE-2024-21451 | Execution Important | No | No
- Information
Microsof | CVE-2024-26177 | Disclosure Important |No | No
t Elevation of
Support CVE-2024-26176 | Privilege Important | No | No
for Remote Code
Windows | cVE-2024-26161 | Execution Important | No | No
Server Remote Code
2008 CVE-2024-21429 | Execution Important | No | No
Datacent Remote Code
er CVE-2024-21450 | Execution Important | No | No
ESU, Wind Remote Code
ows CVE-2024-21440 | Execution Important | No |[No
Server Remote Code
2008 CVE-2024-26159 | Execution | Important |No |No
Standérd Elevation of
ESU, Wind | cvp9024-21437 | Privilege | Important |No |No
ows Remote Code
SErver | (yg-2024-21444 | Execution Important | No | No
2008 ) Elevation of
Enterpri | ove 0024-21436 | Privilege Important |No | No
se ESU
Remote Code
CVE-2024-21441 | Execution Important | No | No
Denial of
CVE-2024-26181 | Service Important | No | No
Elevation of
CVE-2024-26173 | Privilege Important | No | No
Elevation of
CVE-2024-26178 | Privilege Important | No | No
Elevation of
CVE-2024-21446 | Privilege Important | No | No

St
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Information
CVE-2023-28746 | Disclosure Important | No | No
Information
CVE-2024-26174 | Disclosure Important | No | No
5035930 | &f& | March Remote Code
12, CVE-2024-26162 | Execution Important | No | No
2024— Elevation of
KB503593 | CVE-2024-21439 | Privilege Important | No | No
0 Remote Code
(Monthly | CVE-2024-26166 | Execution Important | No | No
Rollup) Remote Code
- CVE-2024-21451 | Execution Important | No No
Microsof Information
t CVE-2024-26177 | Disclosure Important | No | No
Support Elevation of
for CVE-2024-26176 | Privilege Important | No | No
Windows Remote Code
Server CVE-2024-26161 | Execution Important | No | No
2012 ESU Remote Code
CVE-2024-21407 | Execution Critical No | No
Remote Code
CVE-2024-21429 | Execution Important | No | No
Remote Code
CVE-2024-21450 | Execution Important | No | No
Remote Code
CVE-2024-21440 | Execution Important | No | No
Remote Code
CVE-2024-26159 | Execution Important | No | No
Elevation of
CVE-2024-21437 | Privilege Important | No | No
Remote Code
CVE-2024-21444 | Execution Important | No | No
Elevation of
CVE-2024-21436 | Privilege Important | No | No
Remote Code
CVE-2024-21441 | Execution Important | No | No
Denial of
CVE-2024-26181 | Service Important | No | No
Elevation of
CVE-2024-26173 | Privilege Important | No | No
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Elevation of
CVE-2024-26178 | Privilege Important | No | No
Elevation of
CVE-2024-21446 | Privilege Important | No | No
Elevation of
CVE-2024-21432 | Privilege Important | No | No
Information
CVE-2023-28746 | Disclosure Important | No | No
Remote Code
CVE-2024-21430 | Execution Important | No No
Security
Feature
CVE-2024-21427 | Bypass Important | No | No
Elevation of
CVE-2024-21433 | Privilege Important | No | No
Information
CVE-2024-26174 | Disclosure Important | No | No
5035858 | = f& | March Remote Code
12, CVE-2024-26162 | Execution Important | No No
2024— Elevation of
KB503585 | CVE-2024-21439 | Privilege Important | No | No
8 (0S Remote Code
Build CVE-2024-26166 | Execution Important | No | No
10240. 20 Remote Code
526) — CVE-2024-21451 | Execution Important | No | No
Microsof Information
t CVE-2024-26177 | Disclosure Important | No | No
Support Elevation of
for CVE-2024-26176 | Privilege Important | No | No
Windows Remote Code
10 CVE-2024-26161 | Execution Important | No | No
Remote Code
CVE-2024-21407 | Execution Critical No | No
Remote Code
CVE-2024-21429 | Execution Important | No No
Remote Code
CVE-2024-21450 | Execution Important | No No
Elevation of
CVE-2024-26169 | Privilege Important | No | No
Denial of
CVE-2024-21408 | Service Critical No | No
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Remote Code
CVE-2024-21440 | Execution Important | No | No
Remote Code
CVE-2024-26159 | Execution Important | No | No
Elevation of
CVE-2024-21437 | Privilege Important | No | No
Remote Code
CVE-2024-21444 | Execution Important | No | No
Elevation of
CVE-2024-21436 | Privilege Important | No | No
Remote Code
CVE-2024-21441 | Execution Important | No No
Denial of
CVE-2024-26181 | Service Important | No | No
Elevation of
CVE-2024-26173 | Privilege Important | No | No
Elevation of
CVE-2024-26178 | Privilege Important | No | No
Elevation of
CVE-2024-21446 | Privilege Important | No | No
Elevation of
CVE-2024-21432 | Privilege Important | No | No
Information
CVE-2023-28746 | Disclosure Important | No | No
Remote Code
CVE-2024-21430 | Execution Important | No | No
Security
Feature
CVE-2024-21427 | Bypass Important | No | No
Elevation of
CVE-2024-21433 | Privilege Important | No | No
Denial of
CVE-2024-21438 | Service Important | No | No
Information
CVE-2024-26174 | Disclosure Important | No | No
5035854 | &= f& | March Remote Code
12, CVE-2024-26162 | Execution Important | No No
2024— Elevation of
KB503585 | CVE-2024-21439 | Privilege Important | No | No
4 (0S Elevation of
Build CVE-2024-21442 | Privilege Important | No | No
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22000. 28
36) -
Microsof
t
Support
for
Windows
11
version
21H2,
all

editions

Remote Code

CVE-2024-26166 | Execution Important | No | No
Remote Code

CVE-2024-21451 | Execution Important | No | No
Information

CVE-2024-26177 | Disclosure Important | No | No
Elevation of

CVE-2024-26176 | Privilege Important | No | No
Remote Code

CVE-2024-26161 | Execution Important | No No
Remote Code

CVE-2024-21407 | Execution Critical No | No
Elevation of

CVE-2024-26170 | Privilege Important | No | No
Remote Code

CVE-2024-21429 | Execution Important | No | No
Remote Code

CVE-2024-21450 | Execution Important | No | No
Elevation of

CVE-2024-21443 | Privilege Important | No | No
Elevation of

CVE-2024-26169 | Privilege Important | No | No
Denial of

CVE-2024-21408 | Service Critical No | No
Remote Code

CVE-2024-21440 | Execution Important | No | No
Security
Feature

CVE-2024-21431 | Bypass Important | No | No
Remote Code

CVE-2024-26159 | Execution Important | No | No
Elevation of

CVE-2024-21437 | Privilege Important | No | No
Remote Code

CVE-2024-21444 | Execution Important | No No
Elevation of

CVE-2024-21436 | Privilege Important | No | No
Remote Code

CVE-2024-21441 | Execution Important | No | No
Denial of

CVE-2024-26181 | Service Important | No | No
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Elevation of
CVE-2024-26173 | Privilege Important | No | No
Elevation of
CVE-2024-26178 | Privilege Important | No | No
Elevation of
CVE-2024-21446 | Privilege Important | No | No
Elevation of
CVE-2024-21432 | Privilege Important | No | No
Information
CVE-2023-28746 | Disclosure Important | No | No
Remote Code
CVE-2024-21430 | Execution Important | No No
Elevation of
CVE-2024-21445 | Privilege Important | No | No
Security
Feature
CVE-2024-21427 | Bypass Important | No | No
Elevation of
CVE-2024-21433 | Privilege Important | No | No
Denial of
CVE-2024-21438 | Service Important | No | No
Elevation of
CVE-2024-21434 | Privilege Important | No | No
Denial of
CVE-2024-26190 | Service Important | No | No
Information
CVE-2024-26174 | Disclosure Important | No | No
5035855 | &G | March Remote Code
12, CVE-2024-26162 | Execution Important | No | No
2024— Elevation of
KB503585 | CVE-2024-21439 | Privilege Important | No | No
5 (0S Remote Code
Build CVE-2024-26166 | Execution Important | No | No
14393. 67 Remote Code
96) - CVE-2024-21451 | Execution Important | No | No
Microsof Information
t CVE-2024-26177 | Disclosure Important | No | No
Support Elevation of
for CVE-2024-26176 | Privilege Important | No | No
Windows Remote Code
10, CVE-2024-26161 | Execution Tmportant | No | No
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version
1607,
all
editions
, Windows
Server
2016,
all

editions

Remote Code

CVE-2024-21407 | Execution Critical No | No
Remote Code

CVE-2024-21429 | Execution Important | No | No
Remote Code

CVE-2024-21450 | Execution Important | No | No
Elevation of

CVE-2024-26169 | Privilege Important | No | No
Denial of

CVE-2024-21408 | Service Critical No | No
Remote Code

CVE-2024-21440 | Execution Important | No No
Remote Code

CVE-2024-26159 | Execution Important | No | No
Denial of

CVE-2024-26197 | Service Important | No | No
Elevation of

CVE-2024-21437 | Privilege Important | No | No
Remote Code

CVE-2024-21444 | Execution Important | No | No
Elevation of

CVE-2024-21436 | Privilege Important | No | No
Remote Code

CVE-2024-21441 | Execution Important | No | No
Denial of

CVE-2024-26181 | Service Important | No | No
Elevation of

CVE-2024-26173 | Privilege Important | No | No
Elevation of

CVE-2024-26178 | Privilege Important | No | No
Elevation of

CVE-2024-26182 | Privilege Important | No | No
Elevation of

CVE-2024-21446 | Privilege Important | No | No
Elevation of

CVE-2024-21432 | Privilege Important | No | No
Information

CVE-2023-28746 | Disclosure Important | No No
Remote Code

CVE-2024-21430 | Execution Important | No No
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Security
Feature
CVE-2024-21427 | Bypass Important | No | No
Elevation of
CVE-2024-21433 | Privilege Important | No | No
Denial of
CVE-2024-21438 | Service Important | No | No
Information
CVE-2024-26174 | Disclosure Important | No No
5035919 | &= f& | March Remote Code
12, CVE-2024-26162 | Execution Important | No No
2024— Elevation of
KB503591 | CVE-2024-21439 | Privilege Important | No | No
9 Remote Code
(Securit | CVE-2024-26166 | Execution Important | No | No
y-only Remote Code
update) CVE-2024-21451 | Execution Important | No | No
- Information
Microsof | CVE-2024-26177 | Disclosure Important | No No
t Elevation of
Support CVE-2024-26176 | Privilege Important | No | No
for Remote Code
Windows CVE-2024-26161 | Execution Important | No | No
Server Remote Code
2008 R2 | cVE-2024-21429 | Execution Important | No | No
Enterpri Remote Code
Sé CVE-2024-21450 | Execution Important | No | No
ESU, Wind Remote Code
ows CVE-2024-21440 | Execution Important | No |[No
Server Remote Code
2008 R2 | 0yE-2024-26159 | Execution | Important |No | No
Standérd Elevation of
ESU, Wind CVE-2024-21437 | Privilege Important | No No
ows Remote Code
SETVer | ovp 9024-21444 | Execution Important | No | No
2008 R2 Elevation of
Datacent | ove_9024-21436 | Privilege Important |No | No
er ) Remote Code
ESU, Wind CVE-2024-21441 | Execution Important | No No
ows Denial of
Embedded .
CVE-2024-26181 | Service Important | No | No
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POSReady Elevation of
7 ESU CVE-2024-26173 | Privilege Important | No | No
Elevation of
CVE-2024-26178 | Privilege Important | No | No
Elevation of
CVE-2024-21446 | Privilege Important | No | No
Information
CVE-2023-28746 | Disclosure Important | No | No
Information
CVE-2024-26174 | Disclosure Important | No | No

T R

Descripti
on of
Security
Update 1
for
Exchange
Server
2019:
March 12,
2024
(KB503640
1) -
Microsoft

Support

CVE J&iH

CVE-2024-26198

A AR AT IR RAT 22 FF b T 3% 4 4>, PRI

Remote Code

Execution

Important

™M »

No

No

Descripti

on of

CVE-2024-26198

Remote Code

Execution

Important

No

No
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Security
Update 5
for
Exchange
Server
2019:
March 12,
2024
(KB503640
2) -
Microsoft

Support

5002559 | =i fG | Descripti | CVE-2024-21426 | Remote Code | Important | No
on of the Execution
security
update
for
SharePoin
t
Enterpris
e Server
2016:
March 12,
2024
(KB500255
9) -
Microsoft

Support

5036386 | = fG. | Descripti | CVE-2024-26198 | Remote Code Important | No
on of Execution
Security
Update 12
for
Exchange
Server
2016:
March 12,
2024
(KB503638
6) -

Microsoft

Support
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TE:

Lo BIREHM b Ui e TR L G5 VAR 10 B T
0 - C#FIH (Bxploitation Detected)
1 - BEHAREHAI A (Exploitation More Likely)
2 — AR HEFIA (Exploitation Less Likely)
3 - AArfeFI A (Exploitation Unlikely)

4 = AZIETRE (N/A)
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates

St

28 W


https://portal.msrc.microsoft.com/zh-cn/security-guidance
https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates

