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IAZEZ (Severity) = H (Critical) ,
AN FE (Publicly Disclosed) =& (Yes) ,
Oz it (Exploited) =4 (Yes) ,
TRIABI AT R M (Exploitability Assessment) =" 24 A

(Exploitation Detected) ” B¢ "fRAJBEMFIH (Exploitation More

Likely) ”
VERFR

5034184 CVE-2024-20683

5034169

2034167

5034119

5034129

2034121

5034173

2034122

2034127

5034134

2034171

5034123

5034176

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5034184 | CVE-2024-21307

5034169

2034167

5034119

5034129

2034121

2034122

2034127

5034134

2034171

5034123

Remote Code

Execution

Important

No

No

Exploitation
More Likely

5034184 | CVE-2024-20653

5034169

5034167

5034119

Elevation of

Privilege

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5034184
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-20683
http://support.microsoft.com/kb/5034169
http://support.microsoft.com/kb/5034167
http://support.microsoft.com/kb/5034119
http://support.microsoft.com/kb/5034129
http://support.microsoft.com/kb/5034121
http://support.microsoft.com/kb/5034173
http://support.microsoft.com/kb/5034122
http://support.microsoft.com/kb/5034127
http://support.microsoft.com/kb/5034134
http://support.microsoft.com/kb/5034171
http://support.microsoft.com/kb/5034123
http://support.microsoft.com/kb/5034176
http://support.microsoft.com/kb/5034184
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21307
http://support.microsoft.com/kb/5034169
http://support.microsoft.com/kb/5034167
http://support.microsoft.com/kb/5034119
http://support.microsoft.com/kb/5034129
http://support.microsoft.com/kb/5034121
http://support.microsoft.com/kb/5034122
http://support.microsoft.com/kb/5034127
http://support.microsoft.com/kb/5034134
http://support.microsoft.com/kb/5034171
http://support.microsoft.com/kb/5034123
http://support.microsoft.com/kb/5034184
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-20653
http://support.microsoft.com/kb/5034169
http://support.microsoft.com/kb/5034167
http://support.microsoft.com/kb/5034119
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5034129

2034121

5034173

2034122

2034127

5034134

2034171

5034123

5034176

5034184

5034169

2034167

5034119

5034129

2034121

5034173

2034122

2034127

5034134

2034171

5034123

5034176

CVE-2024-20674

Security
Feature

Bypass

Critical

No

No

Exploitation
More Likely

5034184

5034169

2034167

5034119

5034129

2034121

2034122

2034127

5034120

5034134

2034171

5034123

CVE-2024-20652

Security
Feature

Bypass

Important

No

No

Exploitation
More Likely

5034129

2034121

2034122

5034127

5034123

CVE-2024-20698

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5034129

2034121

CVE-2024-20700

Remote Code

Execution

Critical

No

No

Exploitation
Less Likely



http://support.microsoft.com/kb/5034129
http://support.microsoft.com/kb/5034121
http://support.microsoft.com/kb/5034173
http://support.microsoft.com/kb/5034122
http://support.microsoft.com/kb/5034127
http://support.microsoft.com/kb/5034134
http://support.microsoft.com/kb/5034171
http://support.microsoft.com/kb/5034123
http://support.microsoft.com/kb/5034176
http://support.microsoft.com/kb/5034184
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-20674
http://support.microsoft.com/kb/5034169
http://support.microsoft.com/kb/5034167
http://support.microsoft.com/kb/5034119
http://support.microsoft.com/kb/5034129
http://support.microsoft.com/kb/5034121
http://support.microsoft.com/kb/5034173
http://support.microsoft.com/kb/5034122
http://support.microsoft.com/kb/5034127
http://support.microsoft.com/kb/5034134
http://support.microsoft.com/kb/5034171
http://support.microsoft.com/kb/5034123
http://support.microsoft.com/kb/5034176
http://support.microsoft.com/kb/5034184
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-20652
http://support.microsoft.com/kb/5034169
http://support.microsoft.com/kb/5034167
http://support.microsoft.com/kb/5034119
http://support.microsoft.com/kb/5034129
http://support.microsoft.com/kb/5034121
http://support.microsoft.com/kb/5034122
http://support.microsoft.com/kb/5034127
http://support.microsoft.com/kb/5034120
http://support.microsoft.com/kb/5034134
http://support.microsoft.com/kb/5034171
http://support.microsoft.com/kb/5034123
http://support.microsoft.com/kb/5034129
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-20698
http://support.microsoft.com/kb/5034121
http://support.microsoft.com/kb/5034122
http://support.microsoft.com/kb/5034127
http://support.microsoft.com/kb/5034123
http://support.microsoft.com/kb/5034129
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-20700
http://support.microsoft.com/kb/5034121
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2034122

2034127

5034123

5034129

CVE-2024-21310

2034121

2034122

2034127

5034123

Elevation of

Privilege

Important

No

No

Exploitation
More Likely

5002541

CVE-2024-21318

Remote Code

Execution

Important

No

No

Exploitation
More Likely



http://support.microsoft.com/kb/5034122
http://support.microsoft.com/kb/5034127
http://support.microsoft.com/kb/5034123
http://support.microsoft.com/kb/5034129
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21310
http://support.microsoft.com/kb/5034121
http://support.microsoft.com/kb/5034122
http://support.microsoft.com/kb/5034127
http://support.microsoft.com/kb/5034123
http://support.microsoft.com/kb/5002541
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21318
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January
9,

2024—
KB503418
4
(Monthly
Rollup)
Microsof
t
Support
for
Windows
Server
2012 ESU

CVE J&iFH

()= 2

S HEE

CVE-2024-20655 | Remote Code Important | No | No
Execution

CVE-2024-20658 | Elevation of | Important | No | No
Privilege

CVE-2024-20683 | Elevation of | Important | No | No
Privilege

CVE-2024-20661 | Denial of Important | No | No
Service

CVE-2024-20657 | Elevation of | Important | No | No
Privilege

CVE-2024-21307 | Remote Code Important | No | No
Execution

CVE-2024-20653 | Elevation of | Important | No | No
Privilege

CVE-2024-20664 | Information | Important |No | No
Disclosure

CVE-2024-20674 | Security Critical No | No
Feature
Bypass

CVE-2024-21314 | Information | Important |No | No
Disclosure

CVE-2024-20692 | Information Important | No | No
Disclosure

CVE-2024-20652 | Security Important | No | No
Feature
Bypass

CVE-2024-21313 | Information Important | No | No
Disclosure

CVE-2024-21311 | Information Important | No | No
Disclosure

EVAN



http://support.microsoft.com/kb/5034184
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CVE-2024-20691 | Information Important | No | No
Disclosure
CVE-2024-20663 | Information Important | No | No
Disclosure
CVE-2024-20662 | Information Important [ No | No
Disclosure
CVE-2024-21320 | Spoofing Important | No | No
CVE-2024-20660 | Information Important | No | No
Disclosure
CVE-2024-20654 | Remote Code Important | No | No
Execution
CVE-2024-20682 | Remote Code Important | No | No
Execution
CVE-2024-20680 | Information Important | No | No
Disclosure
5034169 | &if& | January | CVE-2024-20655 | Remote Code | Important | No | No
9, Execution
2024— CVE-2024-20683 | Elevation of | Important | No | No
KB503416 Privilege
9 CVE-2024-20661 | Denial of Important |No | No
(Monthly Service
Rollup) CVE-2024-20657 | Elevation of | Important | No | No
- Privilege
Microsof | CVE-2024-21307 | Remote Code | Important |No | No
t Execution
Support CVE-2024-20653 | Elevation of | Important | No | No
for Privilege
Windows | CVE-2024-20664 | Information | Important |No |No
Server Disclosure
2008 R2 | cVE-2024-20674 | Security Critical |No |No
Enterpri Feature
se Bypass
ESU, Wind | cyE-2024-21314 | Information | Important |No | No
ows Disclosure
Server | (yE-2024-20692 | Information | Important |No |No
2008 R2 Disclosure
Standard ['oyp-9024-20652 | Security Important | No | No
ESU, Wind Feature
ows Bypass
Server | ovg-2024-21313 | Information | Important | No | No
2008 k2 Disclosure

%8
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Datacent | CVE-2024-21311 | Information Important | No | No
er Disclosure
ESU, Wind | CVE-2024-20691 | Information Important | No | No
ows Disclosure
Embedded | CVE-2024-20663 | Information | Important | No | No
POSReady Disclosure
7 ESU CVE-2024-20662 | Information | Important |No | No

Disclosure
CVE-2024-20660 | Information Important | No | No
Disclosure
CVE-2024-20654 | Remote Code Important | No | No
Execution
CVE-2024-20680 | Information Important | No | No
Disclosure
5034167 | &ifG | January | CVE-2024-20655 | Remote Code | Important | No | No
9, Execution
2024— CVE-2024-20683 | Elevation of | Important | No | No
KB503416 Privilege
7 CVE-2024-20661 | Denial of Important |No | No
(Securit Service
y-only CVE-2024-20657 | Elevation of | Important | No | No
update) Privilege
- CVE-2024-21307 | Remote Code Important | No | No
Microsof Execution
t CVE-2024-20653 | Elevation of | Important | No | No
Support Privilege
for CVE-2024-20664 | Information | Important | No | No
Windows Disclosure
Server CVE-2024-20674 | Security Critical No | No
2008 R2 Feature
Enterpri Bypass
S€ CVE-2024-21314 | Information | Important |No | No
ESU, Wind Disclosure
ows CVE-2024-20692 | Information Important [ No | No
Server Disclosure
2008 R2 1 cyE-2024-20652 | Security Important |No | No
Standard Feature
ESU, Wind Bypass
ows CVE-2024-21313 | Information | Important |No |No
Server Disclosure
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2008 R2 CVE-2024-21311 | Information Important | No | No
Datacent Disclosure
er CVE-2024-20691 | Information Important | No | No
ESU, Wind Disclosure
ows CVE-2024-20663 | Information Important [ No | No
Embedded Disclosure
POSReady | CVE-2024-20662 | Information | Important |No | No
7 ESU Disclosure
CVE-2024-20660 | Information Important | No | No
Disclosure
CVE-2024-20654 | Remote Code Important | No | No
Execution
CVE-2024-20680 | Information Important | No | No
Disclosure
5034119 | &if& | January | CVE-2024-20655 | Remote Code | Important | No | No
9, Execution
2024— CVE-2024-20658 | Elevation of | Important | No | No
KB503411 Privilege
9 (0S CVE-2024-21312 | Denial of Important |No | No
Build Service
14393.66 | CVE-2024-20683 | Elevation of | Important |No | No
14) - Privilege
Microsof | CVE-2024-20661 | Denial of Important |No |[No
t Service
Support CVE-2024-20657 | Elevation of | Important | No | No
for Privilege
Windows | CVE-2024-21307 | Remote Code | Important |No |No
10, Execution
version | CyE-2024-0057 Security Important | No | No
1607, Feature
all Bypass
editions | cyvE-2024-20653 | Elevation of | Important |No |No
» Windows Privilege
Server CVE-2024-20664 | Information Important [ No | No
2016, Disclosure
all CVE-2024-20674 | Security Critical |No |No
editions Feature
Bypass
CVE-2024-20666 | Security Important | No No
Feature
Bypass

St
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CVE-2024-21314 | Information Important | No | No
Disclosure
CVE-2024-20692 | Information Important | No | No
Disclosure
CVE-2024-20652 | Security Important [ No | No
Feature
Bypass
CVE-2024-0056 Security Important [ No | No
Feature
Bypass
CVE-2024-21313 | Information Important | No No
Disclosure
CVE-2024-21311 | Information Important | No | No
Disclosure
CVE-2024-20691 | Information Important | No | No
Disclosure
CVE-2024-20663 | Information Important | No | No
Disclosure
CVE-2024-20694 | Information Important | No | No
Disclosure
CVE-2024-20662 | Information Important | No | No
Disclosure
CVE-2024-20687 | Denial of Important | No | No
Service
CVE-2024-21320 | Spoofing Important | No | No
CVE-2024-20660 | Information Important | No | No
Disclosure
CVE-2024-21316 | Security Important | No | No
Feature
Bypass
CVE-2024-20654 | Remote Code Important | No | No
Execution
CVE-2024-20682 | Remote Code Important [ No | No
Execution
CVE-2024-20680 | Information Important | No No
Disclosure
5034129 | & f& | January | CVE-2024-20655 | Remote Code | Important | No | No
9, Execution
2024— CVE-2024-20658 | Elevation of | Important | No No
KB503412 Privilege

St

11w



http://support.microsoft.com/kb/5034129
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9 (0S
Build
20348. 22
27) -
Microsof
t
Support
for
Windows

Server
2022

CVE-2024-20681 | Elevation of | Important | No | No
Privilege

CVE-2024-20683 | Elevation of | Important | No | No
Privilege

CVE-2024-20661 | Denial of Important [ No | No
Service

CVE-2024-21305 | Security Important | No | No
Feature
Bypass

CVE-2024-20657 | Elevation of | Important | No No
Privilege

CVE-2024-21307 | Remote Code Important | No | No
Execution

CVE-2024-20698 | Elevation of | Important | No | No
Privilege

CVE-2024-21309 | Elevation of | Important | No | No
Privilege

CVE-2024-20696 | Remote Code Important | No | No
Execution

CVE-2024-20653 | Elevation of | Important | No | No
Privilege

CVE-2024-20664 | Information Important | No | No
Disclosure

CVE-2024-20674 | Security Critical No | No
Feature
Bypass

CVE-2024-20666 | Security Important | No | No
Feature
Bypass

CVE-2024-21314 | Information Important | No | No
Disclosure

CVE-2024-21306 | Spoofing Important [ No | No

CVE-2024-20692 | Information Important [ No | No
Disclosure

CVE-2024-20652 | Security Important | No No
Feature
Bypass

CVE-2024-21313 | Information Important | No | No
Disclosure

CVE-2024-20700 | Remote Code | Critical No | No
Execution

St

12 W
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CVE-2024-21311 | Information Important | No | No
Disclosure
CVE-2024-20691 | Information Important | No | No
Disclosure
CVE-2024-20663 | Information Important [ No | No
Disclosure
CVE-2022-35737 No | No
CVE-2024-20694 | Information Important | No | No
Disclosure
CVE-2024-20662 | Information Important | No | No
Disclosure
CVE-2024-20687 | Denial of Important | No | No
Service
CVE-2024-21320 | Spoofing Important | No | No
CVE-2024-20699 | Denial of Important | No | No
Service
CVE-2024-20660 | Information Important | No | No
Disclosure
CVE-2024-21316 | Security Important | No | No
Feature
Bypass
CVE-2024-20654 | Remote Code Important | No | No
Execution
CVE-2024-20682 | Remote Code Important | No | No
Execution
CVE-2024-21310 | Elevation of | Important | No | No
Privilege
CVE-2024-20680 | Information Important | No | No
Disclosure
5034121 | & fG | January | CVE-2024-20658 | Elevation of | Important | No | No
9, Privilege
2024— CVE-2024-20681 | Elevation of | Important | No | No
KB503412 Privilege
1 (0S CVE-2024-20683 | Elevation of | Important | No | No
Build Privilege
22000. 27 | CVE-2024-20661 | Denial of Important | No | No
13) - Service
Microsof | CVE-2024-21305 | Security Important |No |[No
t Feature
Support Bypass

St

13 W
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for CVE-2024-20657 | Elevation of | Important | No | No
Windows Privilege
11 CVE-2024-21307 | Remote Code Important | No | No
version Execution
2102, CVE-2024-20698 | Elevation of | Important |No | No
all Privilege
editions | CVE-2024-21309 | Elevation of | Important |No | No

Privilege

CVE-2024-20696 | Remote Code Important | No | No
Execution

CVE-2024-20690 | Spoofing Important | No | No

CVE-2024-20653 | Elevation of | Important | No No
Privilege

CVE-2024-20664 | Information Important | No | No
Disclosure

CVE-2024-20674 | Security Critical No | No
Feature
Bypass

CVE-2024-20666 | Security Important | No | No
Feature
Bypass

CVE-2024-21314 | Information Important | No | No
Disclosure

CVE-2024-21306 | Spoofing Important | No | No

CVE-2024-20692 | Information Important | No | No
Disclosure

CVE-2024-20652 | Security Important | No | No
Feature
Bypass

CVE-2024-21313 | Information Important | No | No
Disclosure

CVE-2024-20700 | Remote Code | Critical No | No
Execution

CVE-2024-21311 | Information Important [ No | No
Disclosure

CVE-2024-20691 | Information Important | No No
Disclosure

CVE-2024-20663 | Information Important | No No
Disclosure

CVE-2024-20694 | Information Important | No No
Disclosure

St

14w
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CVE-2024-20687 | Denial of Important | No | No
Service
CVE-2024-21320 | Spoofing Important | No | No
CVE-2024-20699 | Denial of Important | No | No
Service
CVE-2024-20660 | Information Important | No | No
Disclosure
CVE-2024-21316 | Security Important | No | No
Feature
Bypass
CVE-2024-20654 | Remote Code Important | No | No
Execution
CVE-2024-20682 | Remote Code Important | No | No
Execution
CVE-2024-21310 | Elevation of | Important | No | No
Privilege
CVE-2024-20680 | Information Important | No | No
Disclosure
5034173 | /& | January | CVE-2024-21311 | Information | Important | No | No
9, Disclosure
2024— CVE-2024-20663 | Information Important | No | No
KB503417 Disclosure
3 CVE-2024-20655 | Remote Code Important | No | No
(Monthly Execution
Rollup) | CVE-2024-20662 | Information | Important |No | No
- Disclosure
Microsof | CVE-2024-20683 | Elevation of | Important |No | No
t Privilege
Support | CVE-2024-20661 | Denial of Important | No | No
for Service
Windows | CVE-2024-20692 | Information | Important |No |No
Server Disclosure
2008 CVE-2024-20653 | Elevation of | Important |No |No
Datacent Privilege
er CVE-2024-20664 | Information Important | No No
ESU, Wind Disclosure
ows CVE-2024-20674 | Security Critical |No |No
Server Feature
2008 Bypass
Standard ['cyp-9024-20660 | Information | Important |No | No
ESU, Wind Disclosure

St
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owsS CVE-2024-20657 | Elevation of | Important | No | No
Server Privilege
2008 CVE-2024-21313 | Information Important | No | No
Enterpri Disclosure
se ESU CVE-2024-20654 | Remote Code | Important |No | No
Execution
CVE-2024-21314 | Information Important | No | No
Disclosure
CVE-2024-20680 | Information Important | No | No
Disclosure
5034122 | &G | January CVE-2024-20658 | Elevation of | Important | No | No
9, Privilege
2024— CVE-2024-20681 | Elevation of | Important | No | No
KB503412 Privilege
2 (0S CVE-2024-20683 | Elevation of | Important |No | No
Builds Privilege
19044. 39 | CVE-2024-20661 | Denial of Important | No | No
30 and Service
19045. 39 | CVE-2024-21305 | Security Important | No | No
30) - Feature
Microsof Bypass
t CVE-2024-20657 | Elevation of | Important | No | No
Support Privilege
for CVE-2024-21307 | Remote Code | Important | No | No
Windows Execution
10 CVE-2024-20698 | Elevation of | Important |No |No
Enterpri Privilege
se and CVE-2024-20696 | Remote Code Important | No | No
Educatio Execution
1, CVE-2024-20690 | Spoofing Important |[No | No
version 'oyg-9024-20653 | Elevation of | Important | No | No
2102, Win Privilege
dows 10 ['cyE-2024-20664 | Information | Important | No | No
IoT ' Disclosure
Enterpri ["ovp 9024-20674 | Security Critical |No |No
56 ) Feature
version Bypass
21Hz, Win CVE-2024-20666 | Security Important |[No | No
dows 10' Feature
Enterpri Bypass

St
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se CVE-2024-21314 | Information Important | No | No
Multi- Disclosure
Session, | CVE-2024-21306 | Spoofing Important | No | No
version CVE-2024-20692 | Information Important | No | No
21H2, Win Disclosure
dows 10, | CVE-2024-20652 | Security Important | No | No
version Feature
22H2, Bypass
all CVE-2024-21313 | Information | Important |No | No
editions Disclosure

CVE-2024-20700 | Remote Code | Critical No | No
Execution
CVE-2024-21311 | Information Important | No | No
Disclosure
CVE-2024-20691 | Information Important | No | No
Disclosure
CVE-2024-20663 | Information Important | No | No
Disclosure
CVE-2022-35737 No | No
CVE-2024-20694 | Information Important | No | No
Disclosure
CVE-2024-20687 | Denial of Important | No | No
Service
CVE-2024-21320 | Spoofing Important | No | No
CVE-2024-20699 | Denial of Important | No | No
Service
CVE-2024-20660 | Information Important | No | No
Disclosure
CVE-2024-21316 | Security Important | No | No
Feature
Bypass
CVE-2024-20654 | Remote Code Important | No | No
Execution
CVE-2024-20682 | Remote Code Important | No | No
Execution
CVE-2024-21310 | Elevation of | Important |No | No
Privilege
CVE-2024-20680 | Information Important | No No
Disclosure
5034127 | & f& | January | CVE-2024-20655 | Remote Code | Important | No | No
9, Execution
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2024—

7 (0S
Build

29) -

t
Support
for Win
10 Ent
LTSC

10 ToT

dows 10
2019
dows

Server
2019

KB503412

17763. 53

Microsof

2019, Win

Ent LTSC

2019, Win

IoT Core

LTSC, Win

CVE-2024-20658 | Elevation of | Important | No | No
Privilege

CVE-2024-20683 | Elevation of | Important | No | No
Privilege

CVE-2024-20661 | Denial of Important [ No | No
Service

CVE-2024-21305 | Security Important | No | No
Feature
Bypass

CVE-2024-20657 | Elevation of | Important | No No
Privilege

CVE-2024-21307 | Remote Code Important | No | No
Execution

CVE-2024-20698 | Elevation of | Important | No | No
Privilege

CVE-2024-20696 | Remote Code Important | No | No
Execution

CVE-2024-20690 | Spoofing Important | No | No

CVE-2024-20653 | Elevation of | Important | No | No
Privilege

CVE-2024-20664 | Information Important | No | No
Disclosure

CVE-2024-20674 | Security Critical No No
Feature
Bypass

CVE-2024-20666 | Security Important | No | No
Feature
Bypass

CVE-2024-21314 | Information Important | No | No
Disclosure

CVE-2024-20692 | Information Important | No | No
Disclosure

CVE-2024-20652 | Security Important [ No | No
Feature
Bypass

CVE-2024-21313 | Information Important | No | No
Disclosure

CVE-2024-20700 | Remote Code | Critical No | No
Execution

CVE-2024-21311 | Information Important | No | No
Disclosure

St
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CVE-2024-20691 | Information Important | No | No
Disclosure
CVE-2024-20663 | Information Important | No | No
Disclosure
CVE-2022-35737 No | No
CVE-2024-20694 | Information Important | No | No
Disclosure
CVE-2024-20662 | Information Important | No | No
Disclosure
CVE-2024-20687 | Denial of Important | No | No
Service
CVE-2024-21320 | Spoofing Important [ No | No
CVE-2024-20699 | Denial of Important | No | No
Service
CVE-2024-20660 | Information Important | No | No
Disclosure
CVE-2024-21316 | Security Important | No | No
Feature
Bypass
CVE-2024-20654 | Remote Code Important | No | No
Execution
CVE-2024-20682 | Remote Code Important | No | No
Execution
CVE-2024-21310 | Elevation of | Important | No | No
Privilege
CVE-2024-20680 | Information Important | No | No
Disclosure
5034134 | & fG | January | CVE-2024-20658 | Elevation of | Important | No | No
9, Privilege
2024— CVE-2024-20683 | Elevation of | Important | No | No
KB503413 Privilege
4 (0S CVE-2024-20661 | Denial of Important | No | No
Build Service
10240. 20 | CVE-2024-20657 | Elevation of | Important |No | No
402) - Privilege
Microsof | CVE-2024-21307 | Remote Code | Important |No |[No
t Execution
Support CVE-2024-20653 | Elevation of | Important | No | No
for Privilege
Windows | CVE-2024-20664 | Information | Important |No |No
10 Disclosure
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CVE-2024-20674 | Security Critical No No
Feature
Bypass
CVE-2024-20666 | Security Important | No | No
Feature
Bypass
CVE-2024-21314 | Information Important | No | No
Disclosure
CVE-2024-20692 | Information Important | No No
Disclosure
CVE-2024-20652 | Security Important | No | No
Feature
Bypass
CVE-2024-21313 | Information Important | No | No
Disclosure
CVE-2024-21311 | Information Important | No | No
Disclosure
CVE-2024-20691 | Information Important | No | No
Disclosure
CVE-2024-20663 | Information Important | No | No
Disclosure
CVE-2024-20687 | Denial of Important | No | No
Service
CVE-2024-21320 | Spoofing Important | No | No
CVE-2024-20660 | Information Important | No | No
Disclosure
CVE-2024-20654 | Remote Code Important | No | No
Execution
CVE-2024-20682 | Remote Code Important | No | No
Execution
CVE-2024-20680 | Information Important | No | No
Disclosure
5034171 | & f& | January CVE-2024-20655 | Remote Code Important | No No
9, Execution
2024— CVE-2024-20658 | Elevation of | Important | No No
KB503417 Privilege
1 CVE-2024-20683 | Elevation of | Important | No No
(Monthly Privilege
Rollup) | CVE-2024-20661 | Denial of Important | No | No
- Service
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Microsof | CVE-2024-20657 | Elevation of | Important | No | No
t Privilege
Support CVE-2024-21307 | Remote Code Important | No No
for Execution
Windows | CVE-2024-20653 | Elevation of | Important | No | No
Server Privilege
2012 R2 CVE-2024-20664 | Information Important | No | No
ESU Disclosure

CVE-2024-20674 | Security Critical No No
Feature
Bypass
CVE-2024-21314 | Information Important | No No
Disclosure
CVE-2024-20692 | Information Important | No | No
Disclosure
CVE-2024-20652 | Security Important | No | No
Feature
Bypass
CVE-2024-21313 | Information Important | No | No
Disclosure
CVE-2024-21311 | Information Important | No | No
Disclosure
CVE-2024-20691 | Information Important | No | No
Disclosure
CVE-2024-20663 | Information Important | No | No
Disclosure
CVE-2024-20662 | Information Important | No | No
Disclosure
CVE-2024-21320 | Spoofing Important | No | No
CVE-2024-20660 | Information Important | No | No
Disclosure
CVE-2024-20654 | Remote Code Important | No | No
Execution
CVE-2024-20682 | Remote Code Important [ No | No
Execution
CVE-2024-20680 | Information Important | No No
Disclosure
5034123 | 5f& | January | CVE-2024-20658 | Elevation of | Important | No | No
9, Privilege
2024— CVE-2024-20681 | Elevation of | Important |No | No
KB503412 Privilege
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3 (0S
Builds
22621. 30
07 and
22631. 30
07) -
Microsof
t
Support
for
Windows
11
version
22H2,
all
editions
, Windows
11
version
23H2,
all

editions

CVE-2024-20683 | Elevation of | Important | No | No
Privilege

CVE-2024-20661 | Denial of Important | No | No
Service

CVE-2024-21305 | Security Important [ No | No
Feature
Bypass

CVE-2024-20657 | Elevation of | Important | No | No
Privilege

CVE-2024-21307 | Remote Code Important | No | No
Execution

CVE-2024-20698 | Elevation of | Important | No No
Privilege

CVE-2024-21309 | Elevation of | Important | No | No
Privilege

CVE-2024-20697 | Remote Code Important | No | No
Execution

CVE-2024-20696 | Remote Code Important | No | No
Execution

CVE-2024-20690 | Spoofing Important | No | No

CVE-2024-20653 | Elevation of | Important | No | No
Privilege

CVE-2024-20664 | Information Important | No | No
Disclosure

CVE-2024-20674 | Security Critical No | No
Feature
Bypass

CVE-2024-20666 | Security Important | No | No
Feature
Bypass

CVE-2024-21314 | Information Important | No | No
Disclosure

CVE-2024-21306 | Spoofing Important [ No | No

CVE-2024-20692 | Information Important [ No | No
Disclosure

CVE-2024-20652 | Security Important | No No
Feature
Bypass

CVE-2024-21313 | Information Important | No | No
Disclosure
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CVE-2024-20700 | Remote Code | Critical No | No
Execution
CVE-2024-21311 | Information Important | No | No
Disclosure
CVE-2024-20691 | Information Important [ No | No
Disclosure
CVE-2024-20663 | Information Important | No | No
Disclosure
CVE-2024-20694 | Information Important | No | No
Disclosure
CVE-2024-20687 | Denial of Important | No | No
Service
CVE-2024-21320 | Spoofing Important | No | No
CVE-2024-20699 | Denial of Important | No | No
Service
CVE-2024-20660 | Information Important | No | No
Disclosure
CVE-2024-21316 | Security Important | No | No
Feature
Bypass
CVE-2024-20654 | Remote Code Important | No | No
Execution
CVE-2024-20682 | Remote Code Important | No | No
Execution
CVE-2024-21310 | Elevation of | Important | No | No
Privilege
CVE-2024-20680 | Information Important | No | No
Disclosure
5034176 | =ifG | January | CVE-2024-21311 | Information | Important | No | No
9, Disclosure
2024— CVE-2024-20663 | Information | Important |No | No
KB503417 Disclosure
6 CVE-2024-20655 | Remote Code Important | No | No
(Securit Execution
y-only CVE-2024-20662 | Information Important | No No
update) Disclosure
- CVE-2024-20683 | Elevation of | Important | No No
Microsof Privilege
t CVE-2024-20661 | Denial of Important | No | No
Support Service
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for CVE-2024-20692 | Information | Important | No | No 2
Windows Disclosure
Server CVE-2024-20653 | Elevation of | Important | No | No 1
2008 Privilege
Datacent | CVE-2024-20664 | Information | Important | No | No 2
er Disclosure
ESU, Wind | CVE-2024-20674 | Security Critical |[No |No | 1
owSs Feature
Server Bypass
2008 CVE-2024-20660 | Information Important | No | No 2
Standard Disclosure
ESU, Wind | CVE-2024-20657 | Elevation of | Important |No |No | 2
ows Privilege
Server CVE-2024-21313 | Information | Important | No | No 2
2008 Disclosure
Enterpri | (VE-2024-20654 | Remote Code | Important |[No |No | 2
se ESU Execution

CVE-2024-21314 | Information Important | No | No 2
Disclosure

CVE-2024-20680 | Information Important | No | No 2
Disclosure

A AR ATI AT 24 0F b T35 15 A, VEFIER AT

AT AR WIAKRE  RASEE

5034276 | & f& | January 9, CVE-2024-21312 | Denial of | Important |No | No 2
2024- Service
KB5034276 CVE-2024-0057 Security Important | No | No 2
Cumulative Feature
Update Bypass
for .NET CVE-2024-0056 Security Important | No | No 2
Framework Feature
3.5, 4.8 Bypass
and 4.8.1
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for
Windows
11,
version
21H2 -
Microsoft

Support

January 9,
2024-
Security
Only
Update
for .NET
Framework
2.0, 3.0,
3.5 SP1,
4.6.2 for
Windows
Server
2008 SP2
(KB5034270
)y -
Microsoft

Support

CVE-2024-0057

Security
Feature

Bypass

Important

No

No

CVE-2024-0056

Security
Feature

Bypass

Important

No

No

=

Tt

January 9,
2024-
Security
and
Quality
Rollup
for . NET
Framework
2.0, 3.0,
3.5 SP1,
4.6.2 for
Windows
Server
2008 SP2
(KB5034280
) -
Microsoft

Support

CVE-2024-0057

Security
Feature

Bypass

Important

No

No

CVE-2024-0056

Security
Feature

Bypass

Important

No

No

St
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January 9, CVE-2024-21312 | Denial of | Important | No No
2024~ Service

Security CVE-2024-0057 Security Important | No No
and Feature

Quality Bypass

Rollup CVE-2024-0056 | Security | Important |No |No
for .NET Feature

Framework Bypass

3.5,

4. 6.2,

4.7,

4.7.1,

4.7.2, 4.8

for

Windows

Server

2012 R2

(KB5034279

)y -

Microsoft

Support

January 9, CVE-2024-21312 | Denial of | Important | No No
2024- Service

KB5034275 CVE-2024-0057 Security Important [ No | No
Cumulative Feature

Update Bypass

for .NET CVE-2024-0056 Security Important | No | No
Framework Feature

3.5, 4.8 Bypass

and 4.8.1

for

Windows 10

Version

22H2 -

Microsoft

Support

January 9, CVE-2024-21312 | Denial of | Important | No | No
2024- Service

KB5034272 CVE-2024-0057 Security Important | No | No
Cumulative Feature

Update Bypass

St
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for .NET
Framework
3.5, 4.8
and 4.8.1
for Azure
Stack HCI,
version
22H2 -
Microsoft

Support

CVE-2024-0056

Security
Feature

Bypass

Important

No

No

January 9,
2024-
Security
Only
Update

for .NET
Framework
3.5.1,
4.6. 2,

4.7,

4.7.1,
4.7.2, 4.8
for
Windows
Embedded 7
Standard
and
Windows
Server
2008 R2
SP1
(KB5034269
) -
Microsoft

Support

CVE-2024-21312

Denial of

Service

Important

No

No

CVE-2024-0057

Security
Feature

Bypass

Important

No

No

CVE-2024-0056

Security
Feature

Bypass

Important

No

No

January 9,
2024-
KB5033910
Cumulative
Update

CVE-2024-21312

Denial of

Service

Important

No

No

CVE-2024-0057

Security
Feature

Bypass

Important

No

No

St
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for .NET
Framework
4.8 for
Windows
10,
version
1607 and
Windows
Server
2016 -
Microsoft

Support

CVE-2024-0056

Security
Feature

Bypass

Important

No

No

January 9,
2024-
KB5034273
Cumulative
Update

for .NET
Framework
3.5, 4.7.2
and 4.8
for
Windows
10,
version
1809 and
Windows
Server
2019 -
Microsoft

Support

CVE-2024-21312

Denial of

Service

Important

No

No

CVE-2024-0057

Security
Feature

Bypass

Important

No

No

CVE-2024-0056

Security
Feature

Bypass

Important

No

No

=

T

January 9,
2024~
Security
and
Quality
Rollup
for . NET
Framework
3.5.1,

4. 6. 2,
4.1,

CVE-2024-0057

Security
Feature

Bypass

Important

No

No

CVE-2024-0056

Security
Feature

Bypass

Important

No

No

St
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4.7.1,
4.7.2, 4.8
for
Windows
Embedded 7
Standard
and
Windows
Server
2008 R2
SP1
(KB5034277
) -
Microsoft

Support

Descriptio
n of the
security
update for
SharePoint
Enterprise
Server
2016:
January 9,
2024
(KB5002541
) -
Microsoft

Support

CVE-2024-21318

Remote
Code

Execution

Important

No

No

January 9,
2024-
Security
and
Quality
Rollup
for .NET
Framework
3.9,

4. 6. 2,
4.1,
4.7. 1,
4.7.2, 4.8

CVE-2024-21312

Denial of

Service

Important

No

No

CVE-2024-0057

Security
Feature

Bypass

Important

No

No

CVE-2024-0056

Security
Feature

Bypass

Important

No

No

St

29 |



http://support.microsoft.com/kb/5002541
http://support.microsoft.com/kb/5034278

Wwo T = 1s

AR ER2LHEE

FRIGED 2024 £ 01 HITEEFEL

for
Windows
Server
2012
(KB5034278
)y -
Microsoft

Support

January 9,
2024-
KB5033920
Cumulative
Update
for .NET
Framework
3.5 and
4.8.1 for
Windows
11,
version
22H2 and
Windows
11,
version
23H2 -
Microsoft

Support

CVE-2024-21312

Denial of

Service

Important

No

No

CVE-2024-0057

Security
Feature

Bypass

Important

No

No

CVE-2024-0056

Security
Feature

Bypass

Important

No

No

January 9,
2024-
KB5034274
Cumulative
Update

for .NET
Framework
3.5, 4.8
and 4.8.1
for
Windows 10
Version
21H2 -
Microsoft

Support

CVE-2024-21312

Denial of

Service

Important

No

No

CVE-2024-0057

Security
Feature

Bypass

Important

No

No

CVE-2024-0056

Security
Feature

Bypass

Important

No

No
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5034120 | &f& | KB5034120: CVE-2024-20652 | Security Important | No No 1

Cumulative Feature

security Bypass
update for
Internet
Explorer:
January 9,
2024 -
Microsoft

Support

A R AT P SR AN T
TARERAZH HHREER

5002500 HABTHAEMEANT | Office 2016 HH LT

TE:

L. bR Ui M nT R 95 R4 B an
0 — A (Exploitation Detected)
1 - HAAEEMAIH (Exploitation More Likely)
2 — ARXATREFIA (Exploitation Less Likely)
3 — AArEeFIH (Exploitation Unlikely)

4 = ARSI (N/A)


http://support.microsoft.com/kb/5034120
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* Security Update Guide

https://portal.msrc.microsoft.com/zh-cn/security-guidance

* Latest non-security updates for versions of Office that use Windows Installer (MSI)

https://docs.microsoft.com/en-us/OfficeUpdates/office-msi-non-security-updates
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